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ABSTRACT  CoffeeBlue uses cloud services to provide IT services to its employees and customers, and the company also has a large online presence and social media presence to promote its activities. Due to its large employee and international customer base, it has become a serious challenge in front of CoffeeBlue to manage various IT resources safely and efficiently, improve monitoring and operation and maintenance, solve fault problems in a timely manner, and ensure the safe and stable operation of business systems so as to guarantee the normal operation of work. In this paper, we try to introduce ITIL process management theory, combine with the actual situation of security operation and maintenance work, try to establish the prototype of ITIL operation and maintenance architecture, explore the construction of operation and maintenance monitoring centre, create an efficient operation and maintenance system, and ensure the efficient and stable operation of CoffeeBlue information system. The IT resource management platform consists of five sub-systems: operation and maintenance management sub-system, expert knowledge base sub-system, asset management sub-system, project management sub-system and decision analysis sub-system.
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I. INTRODUCTION

Coffee Blue sells Blue Mountain Peak coffee from Jamaica, one of the world's best and most popular blends. Coffee Blue has a wide presence across the globe. The company uses cloud services to provide IT services to its employees and customers. It is estimated that nearly 95% of the company's network is wireless based. The company also has a substantial online presence and social media presence to promote its activities. Due to its large employee and international customer base, the company has recently come under significant pressure to allow its employees and customers to use their personal devices to access the company's network and resources. The security of employees' personal data and customer data is a major concern for the company. The company is also concerned about protecting its billions of dollars worth of intellectual property. Information security was a priority for the company, but everything was in disarray. Faced with growing business demands and operational and maintenance pressures, CoffeeBlue relies more and more on information technology tools, and the current CoffeeBlue information security system cannot form an effective security protection. In order to solve this problem, this paper finds useful practices for improving the management of IT operations and maintenance services by studying the framework theory of ITIL and drawing on the normative nature of the processes it defines. We try to introduce ITIL process management theory, combine it with the actual situation of security operation and maintenance work, try to establish the prototype of ITIL operation and maintenance architecture, explore the construction of operation and maintenance monitoring centre in depth, create an efficient operation and maintenance system, and ensure the efficient and stable operation of CoffeeBlue information system.

II. ITIL RELATED KNOWLEDGE
ITIL (Information Technology Infrastructure Library) provides an objective, rigorous and quantifiable best practice standard and specification for the management of IT services. and create more business value for the business and its customers. The focus of ITIL is on IT process management, with an emphasis on IT support and IT delivery.

The Origins and Development of ITIL
In the late 1980s, the British wanted to improve the efficiency of government operations through the effective application of IT and to minimise the lack of effective communication between different IT functions. Later, it was also realised that it was necessary to manage the different IT components to improve the effectiveness and efficiency of government while ensuring that IT was used optimally. So after incorporating the experience of many in the corporate world, a complete service management system was established and implemented.
As the ITIL project continued to progress and be concretely realized, the Office of Government Commerce (OGC) in the UK released version V1 of the ITIL framework in the 1980s, which was largely based on function-based practices. In all, there are some 40 reference books. At the beginning of the 21st century, ITIL was released in version V2, which was a major improvement from a functional to a process-based practice. However, this version did have two additional core books, Service Support and Service Delivery.  In 2007, the process module was further added to ITIL and the focus was on revision, resulting in ITIL V3. This version mainly incorporates current best practices in the field of IT service management. The number of core books was increased from two to five. And, ITIL has also issued a supplementary reading guide that summarises industry-specific best practices and serves as a complementary resource to ITIL theory. 
The ITIL Framework and Content System
ITIL consists of five key written guidance documents that describe the service strategy, service design, service transformation, service operation and continuous service improvement of IT services.

TABLE I

ITIL MAIN PROCESS
	Stage
	Process

	Service Strategy


	Demand management

	
	Financial Management for IT Service

Strategy Management for IT Service

Service Portfolio Management

Business Relationship Management



	Service Design


	Service Level Management

Service Catalogue Management

Availability Management

Capacity Management

IT Service Continuity Management

Information Security Management

Supplier management

Design Coordination



	Service Transition


	Change Management

Service Asset and Configuration Management

Knowledge Management

Transition Planning and Support

Service Validation and Testing

Release and Deployment Management

Change Evaluation



	Service Operations


	Event Management

Incident Management

Request Fulfillment

Problem Management

Access Management



	Continual Service Improvement


	Service Reporting

Service Measurement

The7-Step Improvement


The Value of ITIL Implementation
ITIL brings together the best practices in the field of IT management, and while implementing ITIL, we must strive to closely integrate it with the specific business needs of our customers, expanding from a single technical concept idea to a diverse service culture idea. For example, the Ontario government in Canada has adopted ITIL practices to create a provincial virtual service desk, improving the province's service levels to over 25,000 users in more than 1,000 different locations and saving 40% on support costs.

The implementation of ITIL is valuable for IT operations and maintenance management in data centres: 

(1) Increase customer satisfaction with the services ITIL provides customers with reliable assurance of IT service quality through a standardised and visualised service management practice. The ITIL programme is a standardised and visualised service management practice that provides customers with reliable assurance of the quality of IT services, and through the development of reasonable monitoring tools and quality measurement indicators, the results meet or exceed customers' expectations and increase customer satisfaction with the service.

(2) Improve the efficiency of operations. According to the process has always been the emphasis of ITIL, most of the process through the means of software development, can be integrated into the automated IT service management tools, through the process to guide the operation of the service. The process of continuous improvement in the process will also gradually improve the efficiency of the process. Ultimately, the improvement of process efficiency will lead to the improvement of operational efficiency.

（PMP project management and ITIL service management agree on one thing - they both recognise the existence of risk and have similar definitions of it. However, there are some differences in that ITIL does not primarily emphasise the identification, tracking and control of risk. Rather, ITIL emphasises the measurability and visualisation of services in order to effectively reduce the probability of risk occurrence and the impact of potential risks when they occur.

(4) ITIL provides a standardised service management and operational process and provides an effective interface between processes. Any problems that occur will be dealt with by the most appropriate person or organisation in the first instance, improving the efficiency of problem resolution and the timeliness of problem resolution.

III. DEMAND ANALYSIS
A. Security Monitoring Requirements

The goal of achieving secure and comprehensive monitoring and management of Yunnan's local tax business data is threefold: firstly, it gives security managers a comprehensive view of data changes in real time, enabling them to clearly understand the complete operational process of corporate data. The second is to automatically initiate a pre-set alert process when suspicious behaviour occurs, to prevent database risks as far as possible. For example, an alarm is triggered when internal staff retrieve personal information of high-income taxpayers in bulk. Thirdly, once an illegal operation occurs, the preset defence strategy will be triggered to implement blocking and achieve proactive defence.

Timely capture of data access. The modification or viewing of basic business data in any way at any time can be automatically tracked and recorded, whether by daily staff or system maintenance personnel, with audit records of operations on the basic database.

Automatic alarm. When the access behavior that triggers the security rules is detected, it can automatically start the alarm policy set in advance, so that the database security administrator can take effective countermeasures in a timely manner and identify the high-risk behavior that seriously affects the business operation and take effective means to stop it.

Flexible configuration and management of monitoring policies. Provide a flexible way to configure all target servers in the form of monitoring, specifying the activities of concern and actions to be taken when risks arise.

Management of monitoring records. Automatically consolidates information tracked from multiple levels into a manageable, long-term common data store that is independent of the monitored database itself.

Flexible report generation. Ad hoc and periodic output of monitoring analysis in multiple formats for decision analysis and security management.

Project Management Requirements

Project Management integrates and manages the work of CoffeeBlue IT project management department, including the management of projects under construction and projects to be built. Project management in progress includes project construction management, project file management and project quality management. Pending project management needs to include project requirements management, project project management and project tender management and other functions. The main needs of project management are.

Unified management of existing projects, projects under construction and projects to be built;

2. The existing project, the project under construction and the project to be built related documents to manage the operation;

Projects under construction need to be monitored and tracked for progress and milestones, with time-out warning notification.

C. Asset Management Requirements

The IT resource control platform needs to unify the management of CoffeeBlue's IT asset resources across the network. Asset management needs to meet the following requirements.

The unified management of monitored and non-monitored assets;

The assets can be added, deleted, modified and other operations;

It is possible to select the equipment to be monitored in the asset management;

The assets can be handled routinely, such as in and out, borrowing and returning, scrapping, maintenance, etc;

The life cycle of the assets can be managed.

Decision Analysis Requirements

The IT resource management platform requires in-depth mining and analysis of the data monitored by the platform and assists in decision making related to fault prediction and equipment procurement. Decision analysis needs to meet the following requirements.

Fault prediction analysis and asset efficiency analysis are required;

The analysis results can be presented in the form of charts, curves, etc. as required;

Analysis reports can be generated.

Fault Warning Requirements

Fault alerting is a system handling operation that takes place when the performance of IT resources degrades and malfunctions. It can be used in a variety of ways to inform operations and maintenance staff of abnormal conditions in the operation of IT resources. It is mainly reflected in the following aspects: 1.

The system automatically generates alarm messages according to user configuration. Alarm messages can be generated according to customized threshold rules, and timely feedback on the failure of the monitored resources;

The ability to view detailed alarm information and the factors that generate alarms;

Including detailed alarm object IP, alarm details, alarm events, level, number of times generated, etc.;

The problem can be cleared after processing alarms, to prevent alarms continue to send, causing interference to users;

Alarm information can be grouped according to the monitored resources, indicators and other statistics;

The alarm information can be notified by email or by SMS through the SMS platform to the corresponding person in charge;

The alarm level and alarm action can be flexibly customized, and users can make corresponding processing according to different alarm levels;

The alarm information can be notified to the management personnel in time through SMS centre, mail server, etc;

All alarm information generated by the system can be displayed in the form of a list;

Real-time information of equipment alarms shows the last ten equipment alarms or current cycle alarms (i.e. polling cycle) in the current operation cycle, including the specific time of the alarm, the name of the alarming equipment, the level of the alarm, the specific content of the alarm, the IP address of the alarming equipment, etc;

Alarm real-time information is refreshed every 5 minutes;

For selected alarms, users can dispatch work orders and view the knowledge base to solve the fault;

The real-time information of alarms is filtered out by filtering rules and incident analysis system, and then pushed to the alarm list of the service desk for display;

Click on the specific alarm name on the alarm list, you can view the alarm synthesis analysis solution.

IV. INFORMATION SECYRITY MANAGEMENT SYSTEM DESIGN
A. Project Management Subsystem

The main functional objectives of the project management sub-system are.

To provide a scientific and effective project management platform for all CoffeeBlue IT projects, standardize the daily project management work mode of IT management department, and greatly improve the efficiency and service quality of IT management department.

Through target management and quality management, the implementation process is controlled from all levels, regulating the implementation process of CoffeeBlue IT projects and escorting all IT projects under construction.

Quantitative management of each IT project from "conception" to "birth", fair and open management of the operation process of new IT projects, to improve the transparency of new IT projects in CoffeeBlue, so as to enhance the public service image of the IT management department. Through the IT project management sub-system, the projects managed by the CoffeeBlue IT department are managed scientifically and efficiently, enabling the IT department to conduct business management in a more standardized and efficient manner.
B. Asset management subsystem

The asset management subsystem realises the unified management of all the assets of CoffeeBlue system, and a series of operations on the assets can be achieved through the asset management subsystem. The asset management sub-system can achieve the following objectives.

Solve the scattered management and monitoring of IT resources, and establish a unified management and monitoring system;

The entire life cycle of assets can be managed through the asset management sub-system;

To achieve dynamic tracking of assets, information management of asset life cycle;

Improve the level of asset management and reduce management costs.

Decision Analysis Subsystem

Decision analysis subsystem is used to assist CoffeeBlue leaders and related personnel to make decisions, the functional objectives of the decision analysis subsystem are.

The inner law between the historical data can be mined, in-depth analysis of the correlation between the system data can be assisted to make decisions and provide a basis for decision-making;

Through the analysis of asset effectiveness, can provide a direct basis for the procurement of materials;

Through the fault prediction analysis, can improve the judgment of the fault, improve the efficiency of fault operation and maintenance, reduce the social and economic impact of equipment failure.

 Fault Alarm Subsystem

Fault alarm event management is the basis of the operation and maintenance management subsystem. Through fault alarm event management, 7*24-hour equipment monitoring can be achieved, and timely notification of equipment abnormalities can be realized. Fault alarm event management mainly includes six main functions: basic alarm management, alarm file management, alarm filtering, alarm notification, alarm correlation analysis and alarm list, etc.

Fault alarm event management achieves the following functional objectives:

7*24 hours monitoring and alarming can be achieved to ensure that equipment abnormalities are found in time;

According to the user's personalized settings through different ways of alarm, to ensure that the alarm notification in place;

Build an intelligent alarm processing centre, which can monitor all IT equipment related to business systems and analyse the health and availability of the equipment;

All the platform alarm information will be aggregated and processed to improve the efficiency of IT operation and maintenance staff;

Through the intelligent alarm processing centre, can greatly improve the information department to deal with business interruption time, greatly reduce the business interruption rate, improve business response speed, for the business system to run without worry to provide security.

 Expert Knowledge Base Subsystem

Expert Knowledge Base Subsystem

The expert knowledge base sub-system is designed for the entire management platform to summarise and manage the knowledge generated in the course of global management and O&M monitoring, to design an automatic case resolution mechanism and to archive the knowledge of incident cases. It mainly contains three major functional sections, namely knowledge management, knowledge application and knowledge security.

When the IT resource control platform encounters an incident alarm during the control of CoffeeBlue IT resources, the operation and maintenance knowledge base can automatically form a solution according to the incident that occurs, providing an operable solution for network administrators at the problem end. The following functional objectives are mainly achieved.

Promote the accumulation of knowledge and indirectly improve the efficiency of operation and maintenance;

Reducing the loss of experience brought about by the loss of personnel;

Provide a platform for staff to learn and promote their personal development;

Improved the efficiency of operation and maintenance, and reduced the cost of operation and maintenance.
V. CONCLUSION

This paper studies and designs the information security management service system of CoffeeBlue. Through a detailed analysis of the current state of the IT operations and maintenance department management process at CoffeeBlue and the actual needs of users, combined with the framework of ITIL, a highly practical standard specification, a solution to build the CoffeeBlue information security management system based on the ITIL process model is proposed.The design of the CoffeeBlue IT department management system extracts The design of CoffeeBlue IT department management system extracts several elements of the ITIL process, realises the operability of IT department services and the shareability of data information, improves the efficiency of CoffeeBlue enterprise IT management department, saves the working time of enterprise IT operation and maintenance management, and reduces the operation cost of the enterprise.

With the rise of corporate service awareness and the further promotion of IT operations and maintenance management, ITIL will play an increasingly important role in improving corporate efficiency, increasing customer satisfaction and improving corporate IT management. The process of integrating and designing ITIL processes is a gradual process of development and improvement, which requires continuous improvement of the process and its components in order to make it more suitable for CoffeeBlue's business development needs.
REFERENCES

Hanna, Ashley, Windebank,John, Adams, Simon, Sowerby, ITIL V3 Foundation Handbook: Pocketbook from the Official Publisher of ITIL[M], British,John Stationery Office Books, 2009, 9-17.
ITIL (IT-Infrastructure Library). ITIL V3 Foundation Bundle[M]. Van Haren Publishing, 2010.
Kwon T. Privacy preservation with X.509 standard certificates[J]. Information Scien ces, 2011, 181(13): 2906-2921.
 Maria Cruz Valiente, Elena Garcia Barriocanal, Miguel-Angel Sicilia et al. Applying an ontology approach to IT service management for business-IT integration[J]. Knowledge-based systems, 2012, (28): 76-87.
Zohreh Mehrafrooz, Rassoul Noorossana. An integrated model based on statistical process control and maintenance[J]. Computers Industrial Engineering, 2011, 61(4): 1245-1255.
Klosterboer, ITIL Capacity Management[M], Larry IBM Press, 2011, 9-17. 
ITIL Service Operation[M],The Cabinet Office,2011,9-17.
Robert R. Moeller, Executive's Guide to IT Governance: Improving Systems Processes with Service Management[M], America, John Wiley & Sons Inc, 2013,9-17.
OGC.ITL v3 Service Strategy [M], UK: TSO (The Stationery Office), 2011.
OGC. ITIL v3 Continual Service Improvement [M], UK: TSO (The      
Stationery Office), 2011.
Melita, Kozina.Analysis of the ITIL Mapping with COBIT over the  Business Process Continuity Management[J]. Computer Technology and Application,2011(7):513-521.

1

