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Introduction:

As the educational landscape continues to evolve in the digital era, Global Learning Institute (GLI) faces the imperative need to adapt its infrastructure to meet the demands of scalability, reliability, and cost-effectiveness. Currently reliant on on-premises servers to host critical components of its operations, GLI encounters various challenges that hinder its ability to efficiently deliver online courses and certifications.
The decision to transition to the Azure cloud platform stems from GLI's recognition of the limitations inherent in its on-premises infrastructure. These challenges include the substantial costs associated with maintaining and upgrading hardware, susceptibility to hardware failures, power outages, and natural disasters, and the inherent constraints of limited storage and processing capacity. These factors collectively impede GLI's capacity to accommodate the growing demand for its online educational offerings and hinder its ability to scale effectively.
In response to these challenges, GLI has identified Azure as a strategic solution to modernize its IT infrastructure. By leveraging Azure's robust suite of cloud services, GLI aims to address its current limitations while unlocking the potential for enhanced scalability, resilience, and cost-efficiency. Central to this migration strategy is the relocation of GLI's file storage system and databases to Azure File storage and Azure Databases respectively, thereby laying the foundation for a more agile and scalable infrastructure.
Given GLI's budget constraints, it is essential to optimize the migration process by leveraging Azure's free services wherever possible. This preliminary phase of migration will focus on demonstrating the feasibility and benefits of transitioning to Azure, while minimizing costs and maximizing the value derived from the cloud platform.
This document outlines the strategic approach for migrating GLI's file storage system and databases to Azure, with a focus on leveraging Azure's free services to support the initial stages of the migration process. By embracing Azure cloud services, GLI endeavors to transform its IT infrastructure, enabling it to meet the evolving needs of its students and stakeholders in the digital age of education.

2. [bookmark: _Toc164782246]Cost Estimation for Migration to Azure

As the Cloud Architect for Global Learning Institute (GLI), a medium-sized educational institution offering a range of online courses and certifications, the task at hand is to navigate a strategic migration from an on-premises IT infrastructure to Microsoft Azure. This transition is primarily motivated by the need for a more scalable, resilient, and cost-effective solution to accommodate the growing demands of our educational offerings.
Currently, GLI faces several challenges with its on-premises infrastructure, including high maintenance costs, susceptibility to physical damage, and limitations in scalability that impede the institution's ability to expand and innovate. Migrating to Azure promises not only enhanced disaster recovery capabilities and higher uptime but also provides flexible scalability and potentially significant cost savings.
To objectively assess the financial viability and potential benefits of moving GLI’s server, database, and storage workloads to Azure, we will utilize the Azure Total Cost of Ownership (TCO) Calculator. This tool will help us estimate the cost reductions we can achieve by transitioning our IT resources to the cloud. By inputting details about our current on-premises infrastructure and anticipated cloud usage, the TCO Calculator will provide us with a detailed comparison of on-premise costs versus Azure cloud services costs over a specified time period.
This preliminary financial analysis is crucial for GLI’s management to make an informed decision, ensuring that the move to Azure aligns with our operational goals and budget constraints. By carefully planning this migration, we aim to enhance our technological capabilities, streamline operations, and achieve greater cost efficiency.


3. [bookmark: _Toc164782247]Azure Migration TCO Analysis 

As Global Learning Institute (GLI) stands at the forefront of digital education, it faces the pivotal challenge of optimizing its IT infrastructure.
The enclosed document presents a comprehensive Total Cost of Ownership (TCO) analysis conducted to illuminate the economic impact of transitioning from an on-premises infrastructure to Microsoft Azure's cloud services. This analysis offers a financial perspective on the shift that GLI is contemplating to overcome the limitations imposed by its current on-premises servers. It highlights not only the potential for significant cost savings but also delineates the cost benefits over a span of five years.
The TCO report elucidates the direct comparison of ongoing expenses related to maintaining the current infrastructure with the projected costs of leveraging Azure's services. It takes into account various factors, including hardware, software, electricity, and labor costs, juxtaposed with Azure's scalable solutions that offer substantial savings.
By methodically breaking down costs into specific categories such as computer, data center, networking, storage, and IT labor, the report offers a granular view of the financial advantages of migrating to Azure. Moreover, it showcases how certain cost elements can be significantly reduced or even eliminated when moving to a cloud-based model.
GLI’s management is equipped with this document to make an informed, strategic decision regarding its IT infrastructure modernization. The detailed analysis is designed to pave the way for a smooth transition to Azure, ensuring that GLI's online services remain uninterrupted, secure, and poised for future growth.
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Fig. 1

The screenshot (fig.1) is from the Azure Total Cost of Ownership (TCO) Calculator’s results page. It shows a summary of the estimated cost savings that an organization could realize by migrating their workloads to Microsoft Azure over a period of five years. The estimated cost savings are shown as £173,542.
The focus is on the significant figure of estimated savings, emphasized in a larger font size and bold typeface, drawing attention to the potential financial benefit of migrating to Azure. This number would serve as a key piece in presenting a business case for the migration. There’s also a mention of “Total on-premises vs. Azure cost over time,” suggesting that there might be more detailed comparative cost information available beyond what is captured in the screenshot.
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Fig.2
The image (fig.2) is a line graph depicting the comparison of costs over a period of five years between on-premises infrastructure and Microsoft Azure cloud services. The vertical axis represents the cost, though no currency is specified, and the horizontal axis represents time from 0 to 5 years.
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Fig.3
The image (fig.3) shows two sets of information: the total costs over five years for on-premises infrastructure and for Azure services, as well as their respective cost breakdowns in pie charts.
On the left, there is a box with the heading "Total on-premises over 5 year(s)" stating that the Total Cost of Ownership (TCO) for on-premises environments tends to be driven by computer and data center costs. Below this, there is a pie chart and a figure:
Total cost: £298,845
The pie chart shows the cost distribution with the largest segment being Compute (84%), followed by Data center (6%), Networking (5%), Storage (2%), and IT Labor (3%).
On the right, there is a box with the heading "Total Azure cost over 5 year(s)" indicating that in Azure, certain cost categories decrease or go away completely. Below this, there is also a pie chart and a figure:
Total cost: £125,303
The pie chart illustrates the cost distribution for Azure with Compute making up 45%, Storage 48%, and IT Labor 7%. Notably, costs for Data center and Networking are at 0%.
The comparison indicates a significant cost reduction when migrating to Azure, with notable decreases in data center and networking costs. The total five-year cost for Azure is less than half of the on-premises cost. 
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Fig.4
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Fig.5
The screenshots (fig. 4 - 5 ) displays two sections, each with a bar graph and a summary of costs over a 5-year period for both on-premises infrastructure and Azure cloud services.
On the left, the section is labeled "Total on-premises cost breakdown". The text states that in an on-premises environment, costs are typically driven by compute and data center expenses. Below the text, the bar graph breaks down these costs into five categories with corresponding-colored bars, presumably representing costs of Hardware, Software, Electricity, Data center, and IT Labor. The total on-premises cost over 5 years is presented as £298,845.
On the right, the section titled "Total Azure cost breakdown" has similar text, noting that Azure consolidates several cost categories, leading to decreased costs due to cloud efficiencies. Its bar graph, also divided into five categories, shows different cost distributions with bars for Compute, Data center, Networking, Storage, and IT Labor. Notably, the Data center and Networking categories appear to be absent or negligible. The total Azure cost over 5 years is shown as £125,303.
The comparison between the two graphs emphasizes the cost efficiency of Azure, with a significant reduction in the overall 5-year cost compared to the on-premises solution. The elimination of data center and networking costs in the Azure model appears to contribute largely to this difference. (Total Cost of Ownership (TCO) Calculator, n.d.)



4. [bookmark: _Toc164782248]Critical Analysis of Azure File Storage for GLI

Azure File Storage provides cloud file shares that are accessible via the industry-standard Server Message Block (SMB) protocol. For Global Learning Institute (GLI), which is seeking scalable, cost-effective storage solutions, Azure File Storage offers a range of benefits and features that address their specific needs.
Scalability and Flexibility
Azure File Storage offers the scalability necessary for GLI as it grows. Unlike traditional on-premises solutions, which require significant capital investment in infrastructure that might soon be outgrown, Azure allows GLI to scale storage resources on-demand. This flexibility means GLI can adjust its storage capacity to match the changing requirements of its user base, course materials, and data growth over time without any disruption to services or upfront capital expenditure. As a pay-as-you-go service, it also aligns operational expenses with actual usage, which is ideal for GLI's budget constraints.
Cost Management
Migrating to Azure File Storage allows GLI to convert a significant portion of its capital expenditure (CAPEX) into operational expenditure (OPEX). The on-premises approach demands upfront investments in hardware, infrastructure, and maintenance staff. Azure's model eliminates these costs and presents a transparent, predictable pay-as-you-go pricing model where GLI only pays for the storage it uses. This shift can free up budgetary resources, which can be redirected to improve educational services or expand the institution's offerings.
Performance and Availability
Azure File Storage guarantees 99.9% availability, offering GLI continuous access to its data. It provides consistent file share performance with the option to integrate Azure File Sync to cache frequently accessed data on-premises for faster access. For an educational institution that relies on timely access to course materials and resources, this high availability is critical.
Security Features
The security of student and administrative data is paramount. Azure File Storage includes a comprehensive set of security features:
Network Security: The ability to integrate with Azure Virtual Network and the Azure Private Endpoint ensures that file shares are only accessible through a private network, reducing exposure to threats.
Encryption: Azure automatically encrypts all data at rest using Advanced Encryption Standard (AES) encryption and protects data in transit with SMB 3.0, which can prevent eavesdropping on network traffic.
Access Control: Azure Active Directory (AD) integration allows for fine-grained control over who can access the data. Azure Role-Based Access Control (RBAC) and Shared Access Signatures (SAS) can enforce the principle of least privilege, granting users the minimum levels of access they need to perform their tasks.
Advanced Threat Protection: Azure offers optional advanced threat protection services that can identify and mitigate threats such as malware and ransomware in real-time.
Backup and Disaster Recovery
Azure’s built-in backup solutions provide data redundancy and protection against data loss. GLI can benefit from:
Geo-redundant storage (GRS): Automatically replicates file shares to a secondary region far from the primary region, providing a robust disaster recovery solution.
Point-in-time restore: Azure File Shares supports point-in-time restore for shares, enabling recovery from accidental deletion or corruption.
Compliance
Azure meets a wide range of industry compliance standards, which is crucial for GLI as it likely handles sensitive student data. Microsoft's adherence to global standards such as ISO 27001, HIPAA, FERPA, and GDPR ensures that GLI can meet its regulatory obligations without the need for extensive compliance management infrastructure.
Collaboration and Integration
Azure File Storage supports SMB protocol, which means it integrates seamlessly with Windows, Linux, and macOS clients. This compatibility is essential for GLI’s stakeholders, who could be using a variety of devices. Additionally, Azure supports integration with services like Azure Data Factory and Azure DevOps, enabling GLI to automate workflows and manage its educational content lifecycle more efficiently.
Transitioning to Azure
The transition from on-premises servers to Azure File Storage will involve migrating data to the cloud. Azure offers services like Azure Data Box for offline data transfer and Azure File Sync to integrate on-premises Windows Servers with Azure File shares. The latter allows GLI to maintain a hybrid environment during the transition, ensuring no disruption to educational services.
Summary
For GLI, Azure File Storage stands out as an enabler of digital transformation. It aligns with the institute's operational objectives by offering a scalable, secure, and cost-efficient solution while ensuring compliance and data protection. The ease of integration, the guarantee of service availability, and robust disaster recovery capabilities position Azure File  (microsoft.com, 2024)


[bookmark: _Toc164782249]4.1. The implementation of Azure Storage account for GLI.

[image: ]
Fig.6
Figure 6 shows the Microsoft Azure portal interface, specifically the "Resource groups" section.
On the right side of the screen, there is a notification that says "Resource group created" indicating that the creation of the resource group "2111876aleksandra" in the "Azure for Students" subscription was successful.
This notification confirms that the resource group was successfully created, and the portal is suggesting next steps that can be taken. The list view displays the names of the resource groups along with their corresponding subscription and location information. This view is useful for managing and organizing Azure resources, which can include anything from virtual machines and storage accounts to databases and networking components.



[image: ]
Fig.7
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Fig.8
The screenshot (fig. 7-8) is of the Microsoft Azure portal showing the process of creating a new storage account. 
Resource group: 
The selected resource group is "2111876aleksandra". Resource groups are used to group Azure resources for management and billing purposes.
Instance Details:
Storage account name: "2111876" has been entered as the name of the storage account. This is a unique identifier for the account on Azure.
Region: 
The location is set to "(Europe) UK South". It's recommended to choose the region closest to the users to reduce latency.
Performance: 
The "Standard" performance tier is selected, which is suitable for most scenarios and is generally cost-effective.
Redundancy: 
The redundancy option set is "Geo-redundant storage (GRS)". This means the data will be replicated in a secondary region to provide higher data durability in case of regional unavailability. The checkbox for "Read access to data available in the event of regional unavailability" is checked, which corresponds to RA-GRS (read-access geo-redundant storage), allowing for read access to the replica in the secondary location.
Overall, the screenshot shows that we are in the process of setting up a new storage account with a focus on redundancy and data protection, which suggests a concern for data durability and availability.
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Fig.9
The screenshot (fig.9) shows the interface for creating a new file share within an Azure storage account. 

Enter File Share Details:
Name: In the screenshot, it’s set as “2111876file”, which should be a unique name within the storage account.
Tier: The selected tier here is “Transaction optimized”, which is good for workloads with a moderate number of transactions.

Configure Performance:
Maximum I/O's: This is set to 1000 I/O operations per second, which defines the scalability for the number of read and write operations that the file share can handle.
Maximum Capacity:  it’s pre-set here to 5 TiB, which is the maximum allowable capacity.
Large File Shares: If we require more than 5 TiB, we need enable “Large file shares”. This option is disabled in the screenshot.

Review and Create:
After configuring these details, we would typically review the configuration and then click on “Review + create” to finalize the setup of the file share.
Once validated, we click on the “Create” button to provision our new file share. (fig.10)
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Fig.10 
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Fig.11
       Based on fig.11 of the Microsoft Azure portal, the process on the left involves managing an SMB File Share named "glicoursematerials" within a storage account. 
     The overview pane allows us to interact with the file share in several ways, including:
- Overview, Diagnose and solve problems, Access Control (IAM) and Browse: 

Under "Operations", there are additional management options:
Snapshots and Backup: 
    These functionalities facilitate the management and operation of the file share, ensuring data availability, security, and recoverability within Azure.


5. [bookmark: _Toc164782250] Azure Database 

[bookmark: _Toc164782251]5.1. Evaluate different Azure database options.

      When evaluating Azure database options for storing user profiles, we should consider factors such as scalability, performance, compatibility, and specific feature sets that cater to the needs of handling user profiles. The three options we're considering are Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL. 

1. Azure SQL Database
Pros:
     Managed SQL Server Environment: It provides a fully managed SQL Server environment, which is great for organizations already using SQL Server.
     Scalability and Flexibility: Offers automatic scaling, backups, and tuning. We can quickly scale computer and storage resources up or down without major downtime.
     Advanced Features: Includes features like automated performance tuning, advanced security options, and built-in intelligence.
     Integration: Easily integrates with other Azure services and Microsoft products, which might be beneficial if our application stack is Microsoft-centric.
Cons:
     Cost: Can be more expensive than other options, particularly if we need high computer or storage capacity.
     Complexity: Might be overkill for simpler database needs.



2. Azure Database for MySQL
Pros:
     Open-source: It uses the popular open-source MySQL database system, making it easy to find expertise and tools.
     Scalability: Offers built-in high availability and the ability to scale compute and storage independently.
    Cost-Effective: Generally, more cost-effective than Azure SQL Database, especially for smaller or mid-sized applications.
    Compatibility: Supports a wide range of applications and is particularly well-suited for web-based applications.
Cons:
     Limited Advanced Features: While it has good basic features, it lacks some of the advanced analytics and AI features of Azure SQL Database.

3. Azure Database for PostgreSQL
Pros:
    Open source: Utilizes PostgreSQL, known for its standards compliance and extensibility.
     Feature-Rich: Supports JSON and geospatial data types natively, which can be beneficial depending on the nature of the user profiles.
     Customizability: Offers significant flexibility in terms of indexing, functions, and more, which can be tailored to complex application needs.
     Scalability and Reliability: Provides scalability options and built-in high availability.
Cons:
     Performance Cost: Sometimes considered less performant than other solutions under heavy write loads or large-scale joins without proper tuning.

      Recommendation
     When we choose the right database for storing user profiles, the decision largely depends on the specific requirements and existing infrastructure of our application:
     If you are in a Microsoft-centric ecosystem and need deep integration with other Microsoft services or products, Azure SQL Database is likely the best choice. Its advanced features and managed environment can significantly simplify operations.
     If we are running a web application that doesn't require the advanced features of SQL Server and prefer open-source solutions, Azure Database for MySQL is a great choice. It offers a good balance of cost, ease of use, and familiarity.
     If our user profiles are complex and might benefit from features like native support for JSON or geospatial data, or if we need extensive customizability, Azure Database for PostgreSQL would be suitable. It's especially useful if we expect to scale significantly or have complex query requirements. (Perry, 2020)


[bookmark: _Toc164782252]5.2. Creation of Azure SQL Database.
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Fig.12 
     Screenshot (fig.12) is of the Microsoft Azure portal where I am setting up a new SQL database. It shows the creation of an Azure SQL database with the following settings:
Subscription: Azure for Students
Resource group: 2111876alexandra
Database name: GLIdatabase
Server: (new) glisqlserver (UK South)
SQL Elastic Pool: No
     The sidebar provides pricing information and notes for serverless databases, indicating that billing is based on vCore seconds, which is related to CPU and memory usage. Here we are at the stage before finalizing the creation, where we can review the settings and continue creating the database by clicking "View + Create".
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Fig.13 
     The image (fig.13) shows the compute + storage and backup storage options.
     The selected options are:
Compute + Storage: General purpose - no server, standard series (Gen5), 1 vCore, 32 GB storage, zone redundancy disabled.
Backup Storage Redundancy: Geo-redundant backup storage is selected, meaning that backups will be replicated across multiple geographic locations for increased data resiliency.
     This setup is typically for development workloads and configurations can be modified as needed. The geo-redundant backup option helps protect against regional disasters by enabling geo-recovery or the ability to recover from a regional outage.
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Fig.14
Figure 14 shows the Azure portal's deployment confirmation screen, indicating that the deployment of a new SQL database on a new server is complete.
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Fig.15
     The figure 15  is a screenshot of a deployed SQL database named "GLIdatabase" on the server "glisqlserver.database.windows.net". 
     There is also an auto-pause delay setting of 1 hour, indicating the database will pause after an hour of inactivity to save costs. No earliest restore point is available yet. The screen suggests steps for getting started with the new database, such as configuring access and connecting to applications. (Microsoft.com, 2024)

6. [bookmark: _Toc164782253] Azure Backup: An Overview for GLI

Analysis of how GLI can configure backup schedules and retention policies using Azure Backup for file shares and databases involves a multi-layered approach. The objective is to maintain data integrity, ensure data availability, and comply with data governance standards.
Azure Backup is a versatile and secure service designed to protect cloud and on-premises data. For GLI to maximize the benefits of Azure Backup, understanding the service's capabilities is essential:

Automatic Storage Management: 
Azure Backup allocates and manages backup storage, and it’s scalable based on the data backed up.
Multiple Storage Options:
 	It offers locally redundant storage (LRS), zone-redundant storage (ZRS), and geo-redundant storage (GRS) to suit various business continuity demands.
Centralized Monitoring and Management:
 	Azure provides built-in monitoring and management tools for overseeing backup operations across various Azure services.
Data Encryption: 
Azure Backup encrypts data during transit and at rest, ensuring data is secure.
Application-consistent Backup:
 It provides application-consistent backups, ensuring a complete application restore without data corruption.



[bookmark: _Toc164782254]6.1. Azure Backup for File Shares

Scheduling Backups:
To define backup schedules for file shares, GLI should:
Analyse File Share Usage Patterns: 
Understanding the workload and file access patterns is crucial to schedule backups during low-traffic periods.
Automate Backup Frequency:
 Depending on the criticality, GLI can automate the backup frequency to as often as hourly.
Balance Need with Cost:
 More frequent backups increase costs, so balance is key—critical data may need more frequent backups, while less critical data may not.
Retention Policies:
Retention policy configuration for file shares involves:
Defining Data Lifecycle: 
Establish how long each backup copy needs to be retained based on legal, business, and regulatory needs.
Implementing Versioning Control: 
Decide how many versions of a file are necessary to keep and for how long.
Automated Purging: 
Set rules for the automatic deletion of outdated backups to manage storage costs.




[bookmark: _Toc164782255]6.2. Azure Backup for Databases

When it comes to databases, Azure Backup must ensure that GLI's data remains consistent, recoverable, and secure.
Scheduling Backups:
For databases, GLI needs to:
1. Determine Backup Windows: Find periods of low activity to perform backups, especially for full backups, to minimize performance impact.
2. Transaction Log Backup Frequency: For transactional databases, frequent log backups can allow point-in-time restores.
3. Configure Differential Backups: Schedule differential backups between full backups to provide a balance between recovery points and storage.
Retention Policies:
Database retention involves:
1. Setting Point-in-Time Restore Capabilities: For Azure SQL databases, GLI can configure a retention period to allow for point-in-time restores.
2. Configuring Long-Term Retention (LTR): For SQL backups, GLI should configure LTR policies that meet their business and compliance requirements, allowing for weekly, monthly, and yearly retention.
3. Geo-Redundancy Considerations: Critical databases should have geo-redundant backups to safeguard against regional outages.

[bookmark: _Toc164782256]6.3. Best Practices for Backup Strategies

GLI should follow these best practices:
•	Regular Reviews and Adjustments: Regularly review and adjust backup schedules and retention policies to ensure they align with changing data and business needs.
•	Align With SLAs: Backup schedules should align with the organization’s service level agreements (SLAs) for data recovery.
•	Ensure Compliance: Ensure that the backup strategy meets GDPR, HIPAA, or other regulatory compliance needs related to data retention and deletion.
•	Cost-Benefit Analysis: Conduct regular cost-benefit analyses to ensure the backup strategy is cost-effective.
•	DR Testing: Regularly test disaster recovery procedures to ensure that backups can be restored in a disaster scenario.

[bookmark: _Toc164782257]6.4. Implementation and Maintenance

For the actual configuration and maintenance, GLI should:
1. Leverage Azure Portal's User Interface: Use the Azure portal to configure, manage, and monitor the backup and restore operations.
2. Utilize Azure Backup Agent or Azure Backup Server: Depending on the scenario, use the appropriate agent or server for seamless backup operations.
3. Implement Azure Backup’s Built-In Policies: Start with Azure's default policies and customize them as needed to fit GLI's specific requirements.
4. Automate with Azure Automation and Azure Logic Apps: Use automation to streamline backup schedules and retention policies.
5. Monitor Using Azure Monitor and Azure Alerts: Set up monitoring and alerts to keep tabs on the backup process and to be notified of any issues.
By taking a comprehensive approach to configure Azure Backup for file shares and databases, GLI can ensure that their data is not only protected but is also managed in an efficient, compliant, and cost-effective manner. Azure Backup provides the tools and capabilities necessary to create a robust data protection strategy that can adapt to GLI's evolving needs. (Chauhan, 2023)

[bookmark: _Toc164782258]6.5. Creating a backup in Azure:
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Fig.17
The screenshot (fig.17) shows the initial stage of setting up an Azure file share backup. We're about to click "Backup" to go to the configuration details, where we'll define how often backups are made and how long they'll be kept. This process is critical to disaster recovery and ensuring data durability and accessibility, especially for an educational institution like GLI that relies on the availability of learning materials and user data.
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Fig.18
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Fig.19
These screenshots (fig. 18 -19) illustrate part of the setup process for backing up file shares to Azure, showing how I will select my storage account and specify which file shares to include in the backup policy.
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Fig.20
We must ensure that the initial backup is completed successfully.  Figure 20  shows a successful backup operation for the GLI organization.
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Fig.21
Microsoft Azure recommends the use of restore point collections as part of its best practices for resource management and backup. It allows for more organized and efficient management of multiple restore points across different virtual machines.
    In the specific context of GLI, this step (fig.21 )ensures that their Azure-hosted services and data can be reliably backed up and restored. This is important as they move away from their on-premise solutions to fully embrace cloud capabilities for scalability and resilience.
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Fig.22
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Fig.23
We are looking at the "Backup Jobs" (FIG.23) section for a Recovery Services vault named "GLIcoursematerials". This section is used to track the status of various operations related to backups. We can see a list of operations for "glicoursematerials" with their statuses:

A "Restore" operation has been completed.
A "Backup" operation has been completed.
A "Configure backup" operation has been completed.
A "Register" operation has been completed for a storage account, "2111876 (2111876)".
 This functionality is critical for ensuring data resiliency and availability for the educational materials that GLI provides. (microsoft.com, n.d.)


7. [bookmark: _Toc164782259]How would Azure Site Recovery assist GLI?

        Azure Site Recovery (ASR) is a service designed for disaster recovery and business continuity, and it could significantly help GLI in several ways:
Replication of Workloads:
          ASR replicates workloads running on physical and virtual machines (VMs) from a primary site to a secondary location. (fig.24) This means that GLI can have their applications and data replicated to an Azure region of their choice, ensuring that if the primary site goes down, they can failover to the secondary location with minimal disruption.
Orchestration of Recovery:
           In the event of a disruption, ASR provides automated orchestration and failover, which allows GLI to bring their applications online in the secondary location in an organized manner. Recovery plans can be created and customized to determine the order in which VMs and applications are brought back online. (fig.25)
Compliance with RPO and RTO:
        ASR helps meet Recovery Point Objective (RPO) and Recovery Time Objective (RTO) targets. RPO refers to the maximum age of files that an organization must recover from backup storage to resume normal operations, while RTO is the duration of time within which a business process must be restored after a disaster. ASR can provide continuous replication with RPOs as low as seconds.
Database Protection:
          For databases, ASR can protect SQL Server workloads and ensure that databases are consistently replicated to the secondary site. This is crucial for GLI's course materials and user data, which are likely stored in databases.
Testing without Disruption:
         GLI can perform disaster recovery drills without affecting the primary workloads or the end users. This is important for ensuring that their disaster recovery plan is effective and that the GLI team is prepared for actual disaster scenarios.
Integrated Backup Solution:
          ASR integrates with Azure Backup, providing a complete solution for not only replicating applications and data but also for keeping secure, encrypted backups. This can be a comprehensive approach to GLI’s data resilience.
Flexibility and Scalability:
          Azure Site Recovery allows for scaling up or down based on GLI’s needs. They can start with replicating critical workloads and expand as required, aligning with their limited budget and scaling up as the institution grows.
Non-Azure to Azure Replication:
        GLI can replicate their on-premises servers to Azure, which is a key advantage for transitioning to the cloud. This means they can still use ASR during the migration phase when their workloads are still partly on-premises.
Cost Efficiency:
         ASR could potentially be more cost-effective for GLI compared to maintaining a secondary disaster recovery site themselves. Azure's pay-as-you-go pricing model means they pay for the compute resources they consume and the storage they use for replication.
In summary, Azure Site Recovery could be an integral part of GLI's strategy to ensure that their educational services remain available and resilient in the face of potential disruptions. With ASR, GLI would be better equipped to handle unexpected outages or disasters with minimal impact on their operations. (Trivedi, 2023)
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Fig.24
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Fig.25


8. [bookmark: _Toc164782260]Video of creation of Azure File Storage, Azure Databases, Azure backup and recovery.

Link to the video:
https://youtu.be/rPvDTXkIeRY
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