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1. Final Experiment Scope
	Main dataset
	CICIDS-2017 DDoS subset (50,000 records, random_state = 42)

	Supplementary dataset
	UNSW-NB15 (50,000-record subset)

	Main classifier
	Random Forest

	Exploratory classifier
	Multilayer Perceptron (MLP) — exploratory / future work only

	Attack
	Label flipping

	Poisoning rates
	5%, 10%, 20%

	Defences
	Isolation Forest, One-Class SVM, Local Outlier Factor (LOF), Hybrid Ensemble

	Hybrid method
	2-of-3 majority voting (keep a sample only if ≥ 2 of 3 detectors call it clean)

	Metrics
	Accuracy, Precision, Recall, F1-Score, False Negative Rate (FNR)


2. Dataset Links
The raw datasets are not uploaded directly in this package because they are large; they are publicly available at the links below (also in dataset_links.txt).
1. UNSW-NB15 (Kaggle): https://www.kaggle.com/datasets/dhoogla/unswnb15
1. CICIDS-2017 (project copy): Google Drive folder
1. CICIDS-2017 official source: https://www.unb.ca/cic/datasets/ids-2017.html
1. UNSW-NB15 official source: https://research.unsw.edu.au/projects/unsw-nb15-dataset
Main experiment file: Friday-WorkingHours-Afternoon-DDos.pcap_ISCX.csv
3. Codebase (GitHub)
Full codebase: https://github.com/Mahfuz2431582/msc_research
