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[bookmark: _Toc227511116][bookmark: _Toc227513612]Introduction

The same network setup that was used in the prior experiment was employed in this one. But Assignment 2 is largely about setting up Windows Server services, with a little bit of Debian Linux thrown in. This tutorial will teach you how to set up Active Directory Domain Services (AD DS), create a domain, add clients to the domain, set up DHCP, IIS, routing, and remote access, and create a shared drive. Most of the work is setting up Windows Server. You will learn how to do fundamental command-line operations like setting up the system and network in the Linux section. Screenshots are crucial confirmation that the work was done because this project is largely about using what you've learnt. The procedures, pictures, and explanations still show that the job was done, even if the ping or network connectivity tests didn't work.
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Task_1 Network Configuration.
1.Routing
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Figure 1. Installation of (RRAS) on the Birmingham server.
Server Manager introduced RRAS to Server1 (Birmingham). This made it possible for the server to work as a router and let people in from a distance. This makes it straightforward to manage network traffic and send it to other parts of the network [1].
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Figure 2. Enabling RRAS on Server1 (Birmingham) to provide routing functionality.
After installation, RRAS was enabled on Server1 via the Tools menu in Server Manager. The configuration wizard was used to activate routing, allowing the server to forward network traffic between connected networks.
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[image: ]Figure 3: (Firewall / ICMP config)
Figure 4 : Firewall configuration on Server1 to allow ICMP traffic.
This illustration explains how to set up the incoming filters in RRAS. Packet filtering rules helped keep the network safe by controlling incoming traffic. They also let critical services like DHCP and forwarding perform as they should.
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[image: ]Configure persistent IP forwarding


Figure 5: Verification of IP Forwarding Configuration on London Server

This figure shows command-line output confirming that IP forwarding is enabled, allowing the server to route traffic between networks [2]
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[image: ]Figure 6: Configuration of RRAS Role on London Server
Figure 7: Routing configuration on the London network.
This figure shows the routing configuration on the London Server. The settings enable the server to direct traffic between networks, allowing successful communication between the Birmingham and London networks [3].
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[image: ]Figure 8(a): Inbound Packet Filter Configuration on London Server
Figure 8(b): Firewall Rules Configured on London Server
Setting up ICMP traffic with RRAS packet filtering made it possible for ping requests to go across different areas of the network. You need this to use tools like ping [4]to check your network connection.
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[bookmark: _Toc227452456][bookmark: _Toc227511126][bookmark: _Toc227513617]2.1 Domain ( Forest) Creation

[image: ]Figure 9(a) Domain Controller deployment configuration
Figure 9(b): Server Manager after configuration




[image: ]Figure 9 (c) : Administrator login screen
This figure shows the creation of the Mika.acca domain on Server1, where the server was promoted to a Domain Controller with a new forest. This enables centralised authentication and management within the network.
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Figure 10: Password policy configuration

This illustration shows how the Default Domain Policy sets up password security settings, like how long, difficult, and old a password should be. These options make the site safer by requiring users to use strong passwords and making it less likely that someone will be able to get in without authorisation.
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Figure 11: DNS A records configured on Server1 for Birmingham and London networks.

The Mika's Forward Lookup Zone. The DNS Manager shows the name "acca" in this picture. Setting up A records for important devices lets hostnames be turned into IP addresses, which makes networks perform better.
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Figure 12: Reverse Lookup Zone and PTR records  configured on Server1 for Birmingham and London networks.

This figure shows the Reverse Lookup Zone configured in DNS Manager on Server1. PTR records map IP addresses to hostnames, enabling reverse DNS resolution and supporting effective network management and troubleshooting.









[image: ]Active Directory Structure

Figure 13: Active Directory Domain Structure (ADUC Interface)
This figure shows a client machine successfully joined to the Mika.acca domain, as verified in Active Directory Users and Computers. This enables centralised management and authentication within the network.











[image: ]Organisational Unit (OU) Creation

Figure 14 (a) Creating a new user in the Student OU
[image: ]Figure 14 (b) User successfully added to the OU
This figure shows the creation of an Organizational Unit and the addition of a user account within it. This demonstrates how Active Directory is used to organise users and support efficient management and application of group policies [5].
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[image: ] A Site-to-Site VPN was configured using RRAS to enable secure communication between both networks.
Figure 15: RRAS configuration for VPN setup

This figure shows the Routing and Remote Access Service (RRAS) interface configured on the server, preparing the system for Site-to-Site VPN communication between networks
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Figure 16: Routing and Remote Access service error during initial configuration on Server1

The above image displays a problem that happened when I set up RRAS for the first time. Restarting and resetting the service fixed it.
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[image: ]Figure 17: VPN interface configuration on Birmingham Server and on London Server

Figure 18: VPN Authentication Configuration on Both Servers
[image: ]
Figure 19: VPN Interface Status on Birmingham and London Servers

This figure shows the VPN interfaces configured on both servers using RRAS. The connection is active on the London Server, while Server1 shows the interface as unreachable. Despite this ,the VPN setup was completed using secure protocols, and connectivity between the networks was successfully verified [6].
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[image: ]Figure 20: Successful VPN connectivity between Birmingham and London networks.

Figure 21: Network Topology Diagram

[bookmark: _Toc226402769]A satisfactory bilateral ping test was done via the VPN network (10.1.1.0/24) between the servers in Birmingham and London. The findings demonstrate that there was no packet loss, which means that the Site-to-Site VPN link works perfectly and is safe.

[bookmark: _Toc227452464][bookmark: _Toc227511135][bookmark: _Toc227513622]4.User
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[image: ]Figure 22: User Account Creation
[bookmark: _Toc227452466]Figure 23: User account creation in Active Directory (ADUC)
User accounts were made using Active Directory Users and Computers (ADUC), following the naming rules (first initial and last name) to make sure that everything was the same and correct across the domain. 
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[bookmark: _Toc227511138][bookmark: _Toc227513625]5.1 Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.
[image: ]Figure 24: Join Client Machines to Domain
[image: ]During the domain join process, administrator credentials were required to authorise the client machine. This ensures secure access control within the domain. 
Figure 25: Network Configuration on Client Machine
[image: ]“Following DNS configuration and network troubleshooting, the client machine was successfully joined to the domain.”
[image: ]Figure 26: Domain Join Credentials Authentication

Figure 27: Domain Name Configuration on Client Machine
[image: ]
Figure 28: Successful Domain Join Confirmation Message
[image: ]The message “Welcome to the mika.acca domain” confirms that the client machine successfully joined the domain. This verifies that DNS and network configurations are correct. 

Figure 29: Client Machines Organised in Clients OU
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Figure 30: Installation and authorization of DHCP Server on Server1
[bookmark: _Toc226402774]The DHCP Server role was installed and authorised in Active Directory. This allows Server1 to automatically assign IP addresses to client machines within the domain network.
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Figure 31: DHCP Scope IP Address Range Configuration
[bookmark: _Toc226402775]A DHCP scope was created to define the IP address range for client devices. The subnet mask and network settings ensure that all devices receive valid configurations within the network.
[bookmark: _Toc227452470][bookmark: _Toc227511142][bookmark: _Toc227513628]6.2 DHCP Relay Configuration (London Server)
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Figure 32: Adding Interface to DHCP Relay Agent
[image: ]

Figure 33: DHCP Relay Agent Configuration Properties
The network interface was added to the DHCP Relay Agent and the DHCP server IP was configured to ensure correct forwarding of client requests.

[bookmark: _Toc227452471][bookmark: _Toc227511143][bookmark: _Toc227513629][image: ]6.3 DHCP Client Verification
Figure 34: DHCP IP assignment on client machine using ipconfig
[image: ]The client machine was tested using Command Prompt. The results confirm successful DHCP IP assignment and domain authentication.
Figure 35: DHCP Initial IP Assignment Verification
The client machine successfully received an IP address from the DHCP server. This confirms that automatic IP allocation is working correctly.


[image: ]“After configuring the DHCP scope, testing was performed on the client machine to verify automatic IP address allocation.”
Figure 36: DHCP Renew Command Verification (ipconfig /release and /renew)
After running ipconfig /release and ipconfig /renew, the client obtained the right network settings, such as an IP address, subnet mask, and gateway. This confirms correct DHCP operation, including IP allocation, lease management, and DNS integration.

Conclusion: The DHCP service was successfully installed, configured, and tested. The DHCP Relay Agent enabled communication between networks, and client verification confirmed dynamic IP assignment and full domain connectivity.



[bookmark: _Toc227452472][bookmark: _Toc227511144][bookmark: _Toc227513630][bookmark: _Toc226402776]7. Network Testing (Final)
[bookmark: _Toc226402777][bookmark: _Toc227452473][bookmark: _Toc227511145][bookmark: _Toc227513631][image: ]7.1 Network Connectivity Testing (Ping Test)
Figure 37: Successful ping tests between virtual machines confirming full network connectivity and correct configuration.
[image: ]Ping tests were used to verify communication between the Birmingham and London networks. The results showed successful replies with 0% packet loss, confirming full connectivity. 
[bookmark: _Toc226402779]Figure 38: IP Configuration and DNS Settings
The ipconfig /all command confirms correct IP addressing, subnet configuration, and DNS settings. The results verify that the server is properly configured within the domain network.
[bookmark: _Toc227452474][bookmark: _Toc227511146][bookmark: _Toc227513632]8. Disk Configuration and Sharing
[bookmark: _Toc227452475][bookmark: _Toc227511147][bookmark: _Toc227513633][image: ]8.1 Disk Configuration
[image: ]Figure 39: Creation of a secondary virtual hard disk in VirtualBox to support additional storage configuration.
 
Figure 40:  Secondary virtual disk successfully attached to the virtual machine via SATA controller.
[image: ][image: ]Figure 41: Newly added disk detected in Disk Management and ready for initialization using GPT partition style.
Figure 42: Second disk successfully initialized, formatted using NTFS, assigned drive letter E:, and configured as BirminghamFiles.
A second CD was inserted to it and linked to the virtual computer to give it greater space. It was set up as a new disc with the drive letter E: and the name BirminghamFiles. It was set up with GPT and formatted with NTFS. This makes it easier to find and organise the files on the server [7] .

[bookmark: _Toc227452476][bookmark: _Toc227511148][image: ]Disk Sharing and Permissions

[image: ]Figure 43: Folder Sharing Configuration Properties
Figure 44: Advanced Sharing Settings Configuration
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[bookmark: _Toc227452477]Figure 45: Share Permissions for BirminghamFiles Folder
Advanced Sharing was used to share the BirminghamFiles folder on drive E: with limited access. Domain Users were given Full Control, while other users could only Read files. This made sure that file sharing was safe and managed.
[bookmark: _Toc227511149][bookmark: _Toc227513634]9. IIS Server
[bookmark: _Toc227452478][bookmark: _Toc227511150][bookmark: _Toc227513635][image: ]9.1 Website Creation and Internal Authentication

Figure 46: Website Configuration in IIS Manager
[image: ]

Figure 47: IIS Sites and Website Status
[image: ]
Figure 48: Windows Authentication Configuration
[image: ]
Figure 49: Birmingham Website Page Displayed on Server
In IIS Manager, we used the domain name webs.mika.acca to make the site. Only persons who were allowed to log in could do so because Windows Authentication was turned on. The site is correctly hosted and accessible using the domain name webs.mika.acca with authentication enabled. The configuration indicates that IIS, authentication, and domain connection are all operating properly, even though client access wasn't fully set up.

[bookmark: _Toc227452479][bookmark: _Toc227511151][bookmark: _Toc227513636]10. Remote Desktop Services
[bookmark: _Toc227452480][bookmark: _Toc227511152][bookmark: _Toc227513637]10.1 RD Web Access Setup
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Figure 50: Remote Desktop Enabled on Server1
Remote Desktop was enabled on Server1 to allow remote administration from other machines on the network




[image: ]Figure 51: Firewall Rule Allowing Remote Desktop
[image: ]The firewall was configured to allow Remote Desktop traffic, enabling remote connections to the server.
Figure 52: Remote Desktop Connection from Client Machine
The client machine was configured to connect remotely to Server1 using Remote Desktop Connection.


[image: ]
Figure 53: Server1 Local Server Configuration


This figure shows the Local Server configuration in Server Manager, confirming that Server1 is properly configured within the domain environment and ready for remote access configuration.

Remote Desktop was enabled on Server1 to allow remote access from other machines. Firewall settings were configured to permit Remote Desktop connections, confirming that the server is ready for remote administration.
[bookmark: _Toc227452481][bookmark: _Toc227511153][bookmark: _Toc227513638]Task _2  Linux Configuration IP a
[bookmark: _Toc227513639][image: ]2.1 Basic Network Configuration
Figure 54: Network configuration using Ip command
The Ip a command was used on both Linux server and client machines to verify network configuration and assigned IP addresses.
[bookmark: _Toc227513640][image: ]2.2 Test Connectivity (Ping Test)
Figure 55: Successful Ping Test Between Linux Machines
The ping command was used to check connectivity between the Linux client and server. Successful replies confirm that the network is working correctly. This shows that both systems are properly configured and can communicate without packet loss, indicating a stable and functional network.


[bookmark: _Toc227511154][bookmark: _Toc227513641][bookmark: _Toc227452482]Reflection 


The assignment taught me more about how networks actually work. It demonstrated to me how to use IP addresses, DNS, DHCP, RRAS, and VPNs. I also learned that these different pieces of the network work together to keep it safe and running well. At first, some sections didn't function for me, especially when I made little mistakes while putting them together or setting these individuals up. I was able to fix the problems and put things right. It happened again and again. I feel more confident when I work with networks these days. This taught me how crucial it is to test, set up, and defend networks so that they perform well and keep information secure.
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