Lab 1
Part 1

Task 1
(a)
· The Stuxnet Virus
Stuxnet was a multi-part worm that travelled on USB sticks and spread through Microsoft windows computers. The virus was created by intelligence agencies of the United States and Israel.

· Marriott data breach
The hotel chain Marriot identified a second data breach at the end of February 2020. The breach is reported to have started mid-January 2020. The company spotted unusual activity occurring in an app that guests use to access services during their stay. The breach affected approximately 5.2 million guests.

In November 2018 Marriott reported its first data breach which saw records of approx. 339 million guests exposed.

· United Nations data breach
The United Nations data breach stemmed from Microsoft SharePoint vulnerability CVE-2019-0604. 400gb of data was downloaded. 42 servers were compromised and another 25 are considered suspicious. Attackers were able to access Active directories, likely obtaining human resources, insurance systems, databases, and network data.

The attackers reportedly gained access via CVE-2019-0604, a known remote code execution vulnerability in Microsoft SharePoint that was disclosed in February 2019. Since a patch was released, security researchers have seen the bug exploited in active attacks. In May 2019, both the Saudi Arabia National Cyber Security Center and Canadian Cyber Security Centre reported attackers were using the China Chopper web shell to gain initial access and exploit this flaw.

· Microsoft customer support data breach
An internal customer support database that was storing anonymised user analytics was accidentally exposed online without proper protections between December 5 – 31.

The leaky customer support database consisted of a cluster of five elasticsearch servers, a technology used to simplify search operations. The servers contained 250 million entries, with information such as email addresses, IP addresses and support case details, Microsoft said that most of the records didn’t contain any personal user information.

· Lifelabs data breach
The Lifeabs data breach is the largest ever in Canada. A civil lawsuit was introduced in Toronto seeking a total of 1.14billion dollars in damages. Lifelabs exposed the sensitive personal information of an estimated 15 million Canadians. The company was breached by some sort of cyber attach that targeted customer information.




(b) Vulnerabilities
· Weak, Guessable or Hardcoded Passwords
· Insecure Network Services
· Insecure Ecosystem Interfaces
· Lack of Secure update Mechanism
· Insufficient Privacy Protection
· Insecure Data Transfer and Storage
· Lack of Device Management

(c) Thoughts on articles
It is clear that nobody is 100% from cyber-attacks. Looking at the United Nations attack, software vulnerabilities are a effective way to attack a system, in this case very sensitive and important information can be obtained by exploiting these vulnerabilities. There are very advanced tools available to use maliciously so it is an ever ongoing struggle to protect systems from attacks.

Task 2

Who were the victims of the attack?
Staff of the United Nations

What technologies and tools were used in the attack?
Exploiting a bug within Microsoft Sharepoint, China Chopper web shell

When did the attack happen within the network?
July 2019

What systems were targeted?
Active Directories, Humane resource data, insurance systems, databases and network data.

What was the motivation of the attackers in this case? What did they hope to achieve?
It is unsure what the motivation of the attack was, they are still unsure who the attackers were

What was the outcome of the attack?
Staff records, health insurance and commercial contract data were compromised. Attack triggered rebuild of multiple systems

What is the vulnerability and who might it exploit?
Sharepoint vulnerability. Attackers who know how to exploit this bug by gaining access via CVE-2019-0604 a known remote code execution vulnerability in SharePoint.

Why does the vulnerability exist?
Bug within the software

What could be done to limit the vulnerability?
Attack might have been avoided with a simple patch to fix a software bug.




Part 2

(1) Types of Cyber Security Certification
· CompTIA Security+
· Certified Information System Security Professional (CISSP)
· Certified Information Security Manager (CISM)
· CCNA Security
· Computer Hacking Forensic Investigator (CHFI)
· ICSI Cyber Security Essentials

(2) 
CompTIA Security+
· 90 Minute Exam
· Recommended Experience CompTIA Network+ and two years of experience in IT administration with a security focus
· Monitor Security Solutions
· Monitor and secure hybrid environments (cloud, mobile, iot)
· Principles of governance, risk and compliance
· Identify, analyse and respond to security events and incidents.

ICSI Cyber Security Essentials
· 1 Hour exam Multiple Choice
· Information Security, Identification Authentication and Authorisation, Access Control, Law and Compliance, Cryptography, Network Infrastructure and Security, Windows Infrastructure, UNIX/Linux Server, Application Security, Incident Response and Recovery

CHFI
· 4 Hour Multiple Choice Exam
· Forensics in Today’s World, Forensic Investigation Process, Understanding Hard Disks and File Systems, Operating System Forensics, Defeating AntiForensics Techniques, Data Acquisition ad Duplication, Network Forensics, Investigating Web Attacks, Database Forensics, Cloud Forensics, Malware Forensics, Investigation Email Crimes, Mobile Forensics, Instigative Reports

(3) 5 Jobs on Indeed in past 2 week within 25 miles of my postcode.







