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# SECTION 1: Import Libraries

import time
import numpy as np
import pandas as pd
import matplotlib.pyplot as plt

from sklearn.model_selection import GridSearchCV, train_test_split
from sklearn.preprocessing import OneHotEncoder, StandardScaler
from sklearn.compose import ColumnTransformer
from sklearn.pipeline import Pipeline
from sklearn.metrics import (
    accuracy_score,
    classification_report,
    confusion_matrix
)
from sklearn.ensemble import RandomForestClassifier, GradientBoostingClassifier

# SECTION 2: Load NSL-KDD dataset

TRAIN_FILE = "KDDTrain+ (1).txt"
TEST_FILE = "KDDTest+ (1).txt"

# Column names (from NSL-KDD documentation)
columns = [
    "duration", "protocol_type", "service", "flag", "src_bytes", "dst_bytes",
    "land", "wrong_fragment", "urgent", "hot", "num_failed_logins",
    "logged_in", "num_compromised", "root_shell", "su_attempted", "num_root",
    "num_file_creations", "num_shells", "num_access_files",
    "num_outbound_cmds", "is_host_login", "is_guest_login", "count",
    "srv_count", "serror_rate", "srv_serror_rate", "rerror_rate",
    "srv_rerror_rate", "same_srv_rate", "diff_srv_rate",
    "srv_diff_host_rate", "dst_host_count", "dst_host_srv_count",
    "dst_host_same_srv_rate", "dst_host_diff_srv_rate",
    "dst_host_same_src_port_rate", "dst_host_srv_diff_host_rate",
    "dst_host_serror_rate", "dst_host_srv_serror_rate",
    "dst_host_rerror_rate", "dst_host_srv_rerror_rate",
    "label", "difficulty"
]

def load_nsl_kdd(path):
    return pd.read_csv(path, names=columns)

train_df = load_nsl_kdd(TRAIN_FILE)
test_df = load_nsl_kdd(TEST_FILE)

print(train_df.shape, test_df.shape)
train_df.head()

# SECTION 3: Convert attack names to classes

dos_attacks = [
    "back", "land", "neptune", "pod", "smurf", "teardrop",
    "apache2", "udpstorm", "processtable", "worm"
]

probe_attacks = [
    "satan", "ipsweep", "nmap", "portsweep", "mscan", "saint"
]

r2l_attacks = [
    "guess_passwd", "ftp_write", "imap", "phf", "multihop",
    "warezmaster", "warezclient", "spy", "xlock", "xsnoop",
    "snmpguess", "snmpgetattack", "httptunnel", "sendmail", "named"
]

u2r_attacks = [
    "buffer_overflow", "loadmodule", "perl", "rootkit",
    "sqlattack", "xterm", "ps"
]

def map_attack(label):
    if label == "normal":
        return "normal"
    elif label in dos_attacks:
        return "DoS"
    elif label in probe_attacks:
        return "Probe"
    elif label in r2l_attacks:
        return "R2L"
    elif label in u2r_attacks:
        return "U2R"
    else:
        return "Other"

train_df["attack_category"] = train_df["label"].apply(map_attack)
test_df["attack_category"] = test_df["label"].apply(map_attack)

train_df["attack_category"].value_counts()


# SECTION 4: Basic EDA

print("Dataset preview:")
print(train_df.head())

print("\nNumeric summary:")
print(train_df.describe().T)

print("\nUnique categorical levels:")
for col in ["protocol_type", "service", "flag"]:
    print(col, ":", train_df[col].nunique())


# SECTION 5: Prepare training & testing data

drop_cols = ["label", "difficulty"]

X_train = train_df.drop(columns=drop_cols + ["attack_category"])
y_train = train_df["attack_category"]

X_test = test_df.drop(columns=drop_cols + ["attack_category"])
y_test = test_df["attack_category"]

categorical_features = ["protocol_type", "service", "flag"]
numeric_features = [c for c in X_train.columns if c not in categorical_features]

print("Numeric:", len(numeric_features), "Categorical:", len(categorical_features))


# SECTION 6: Preprocessing (OneHot + Scaling)

numeric_transformer = Pipeline(steps=[("scaler", StandardScaler())])
categorical_transformer = Pipeline(steps=[("onehot", OneHotEncoder(handle_unknown="ignore"))])

preprocessor = ColumnTransformer(
    transformers=[
        ("num", numeric_transformer, numeric_features),
        ("cat", categorical_transformer, categorical_features)
    ]
)


# SECTION 7: Function for training & evaluation

def train_and_evaluate(estimator, param_grid, model_name):
    print("="*60)
    print("Training:", model_name)
    print("="*60)

    pipe = Pipeline([
        ("preprocessor", preprocessor),
        ("model", estimator)
    ])

    grid = GridSearchCV(
        pipe,
        param_grid,
        cv=3,
        scoring="accuracy",
        n_jobs=-1,
        verbose=1
    )

    start = time.time()
    grid.fit(X_train, y_train)
    duration = time.time() - start

    print("Best parameters:", grid.best_params_)
    print("Best CV accuracy:", grid.best_score_)
    print("Training time:", duration)

    best_model = grid.best_estimator_

    # Predictions
    y_pred_train = best_model.predict(X_train)
    y_pred_test = best_model.predict(X_test)

    print("Train accuracy:", accuracy_score(y_train, y_pred_train))
    print("Test accuracy:", accuracy_score(y_test, y_pred_test))

    print("\nClassification Report (Test):")
    print(classification_report(y_test, y_pred_test))

    cm = confusion_matrix(y_test, y_pred_test, labels=sorted(y_test.unique()))
    print(pd.DataFrame(cm, index=sorted(y_test.unique()), columns=sorted(y_test.unique())))

    return best_model


# SECTION 8 : Random Forest + Lightweight Grid

rf = RandomForestClassifier(random_state=42)

rf_params = {
    "model__n_estimators": [80, 120],     
    "model__max_depth": [10, 15],         
    "model__max_features": ["sqrt"]       

rf_best = train_and_evaluate(rf, rf_params, "Random Forest (FAST)")


# SECTION 9 : Gradient Boosting + Lightweight Grid

gb = GradientBoostingClassifier(random_state=42)
gb_params = {
    "model__n_estimators": [80, 120],     
    "model__learning_rate": [0.05, 0.1],  
    "model__max_depth": [3]               
}

gb_best = train_and_evaluate(gb, gb_params, "Gradient Boosting (FAST)")

# SECTION 10: Feature Importance Plot

def plot_top_features(best_model, model_name, top_n=20):

    # Extract names after one-hot + scaling
    ct = best_model.named_steps["preprocessor"]
    model = best_model.named_steps["model"]

    num_names = numeric_features
    cat_names = list(ct.named_transformers_["cat"]
                       .named_steps["onehot"]
                       .get_feature_names_out(categorical_features))

    feature_names = num_names + cat_names
    importances = model.feature_importances_

    series = pd.Series(importances, index=feature_names)
    top = series.sort_values(ascending=False).head(top_n)

    plt.figure(figsize=(10, 6))
    plt.barh(top.index[::-1], top.values[::-1])
    plt.title(f"{model_name} - Top {top_n} Features")
    plt.tight_layout()
    plt.show()

plot_top_features(rf_best, "Random Forest")
plot_top_features(gb_best, "Gradient Boosting")
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