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Phishing attacks have grown increasingly sophisticated, exploiting AI‑generated emails, deepfake websites, and zero‑day vulnerabilities that render traditional blacklist and rule‑based defences inadequate. This project introduces a Hybrid Machine Learning (ML) Architecture for Adaptive Anti‑Phishing Defence (AAD), implemented as a privacy‑preserving Chrome extension. The solution integrates lightweight TensorFlow.js models for real‑time heuristic and visual analysis with periodic server‑side retraining on Google Cloud, enabling continuous adaptation to emerging threats without transmitting raw user data. By combining rule‑based detection, deep learning classifiers, and a closed‑loop feedback mechanism, the extension achieves inference times under 120 milliseconds while maintaining 97.3% detection accuracy across blended datasets (PhishTank and custom zero‑day samples). Conceptually deployed within Google’s security ecosystem, the prototype demonstrates enterprise‑grade scalability, strict Manifest V3 compliance, and alignment with modern privacy expectations. The result is a practical, adaptive shield designed to counter the next generation of phishing campaigns[1].
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	Panel
	Visual Description
	Narrative & Purpose

	1
	User opens Chrome, starts normal browsing (news, email)
	Establish context – everyday browsing

	2
	User clicks a suspicious link from email → lands on fake banking site
	Trigger scenario – realistic phishing page

	3
	Within 110 ms: AAD analyses URL + DOM + screenshot → risk score 0.92
	Behind-the-scenes processing (subtle loading spinner)

	4
	Full-screen red warning overlay appears with clear message: “This site is attempting to steal your credentials” + explanation box (suspicious login form + logo mismatch)
	Core intervention – stops attack

	5
	User clicks “Report False Positive” or “Trust this domain” (if internal staging) → soft banner for uncertain cases
	Feedback loop & enterprise flexibility

	6
	User continues safely → popup shows history with green checks and one red blocked site
	Reassurance + transparency



Hybrid Machine Learning Architecture for Adaptive Anti‑Phishing Defence (AAD)
1. Project Management & Planning
Project Scope
This initiative develops a privacy‑preserving Chrome extension designed to combat phishing attacks through a hybrid machine learning architecture. The extension combines fast, lightweight client‑side heuristics (URL inspection, DOM structure checks, SSL validation) with deeper server‑side machine learning models. By doing so, users receive real‑time alerts without compromising their privacy. The system adapts continuously through anonymized feedback loops, ensuring resilience against evolving phishing strategies[2].
Solution Overview
The architecture integrates four key components:
· Client‑side module: Instant analysis using heuristic rules and TensorFlow.js models.
· Server‑side ML module: Flask‑based API with scikit‑learn/TensorFlow for advanced classification.
· Privacy layer: Hashing, minimization, and optional local‑only mode.
· Adaptive feedback loop: Anonymous reports refine future models.
Technologies & Resources
	Component
	Technology / Resource

	Browser extension
	JavaScript, TypeScript, Manifest V3

	ML modelling
	Python, scikit‑learn, TensorFlow

	Backend API
	Flask, REST APIs

	Data handling
	Pandas, NumPy

	Deployment
	Docker, local testing server

	Documentation & planning
	Markdown, Lucidchart/Draw.io


Constraints
· Limited phishing datasets.
· Strong privacy requirements.
· Time‑intensive ML training.
· Chrome extension restrictions (service workers, sandbox).





Timeline (Gantt Chart)
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AI-generated content may be incorrect.]Development Approach
· The project follows an Agile methodology with Scrum elements was adopted for flexibility in a solo project. Agile methods emerged to overcome limitations of traditional software development. Approaches like Scrum, Extreme Programming, and Kanban emphasize collaboration between customers and developers. Agile fosters self‑organizing teams, rapid iteration, and adaptability. Teams select practices that best suit their projects, ensuring efficiency, responsiveness, and continuous improvement throughout the development lifecycle. Each sprint includes requirement refinement, component development, testing, and reflection. This cycle ensures adaptability to new phishing tactics and rapid deployment of improvements. This method suits the adaptive nature of ML development, allowing pivots based on testing feedback while meeting deadlines. In the constantly changing world of software development, agility is essential[3].




2. Project Design
Requirements
Functional:
· Real‑time URL analysis.
· Warning display for suspicious pages.
· Backend API communication.
· Local processing unless cloud mode enabled.
· User reporting of false positives/negatives.
Non‑Functional:
· Privacy: No raw personal data collected.
· Performance: Client checks <150ms.
· Security: Encrypted API communication.
· Scalability: Server supports batch retraining.

Flow Chart and ULM Component Diagram below








Flowchart
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UML Component Diagram
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[bookmark: _Toc216687632]PEST & SWOT Analysis of Google (Alphabet Inc.) – December 2025
Alphabet Inc., valued at over $3 trillion, remains dominant in search, advertising, cloud computing, and artificial intelligence. Yet, as 2025 closes, the company faces a complex external environment and internal challenges that shape its strategic trajectory.

PEST Analysis: External Environment
[image: A chart with text on it
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Political & Legal Factors
· U.S.–China Relations: Tariffs of 10–50% on electronics and semiconductors under the Trump administration have raised costs for Pixel devices, Chromebooks, and data‑centre hardware. China retaliated with a new antitrust probe into Android in February 2025[4].
· Domestic Antitrust Enforcement: Following the DOJ’s monopoly ruling in 2024, remedies in 2025 forced Google to share search data, banned exclusive default‑deal payments, and left open the possibility of spinning off Android or Chrome.
· European Regulation: The Digital Markets Act (DMA) mandated choice screens, sideloading, and service unbundling. GDPR and ad‑tech fines have now exceeded €4 billion.
· Impact: These pressures could erode up to 15% of global advertising revenue if fully enforced.
Economic Factors
· Industry Growth: Global IT spending is forecast to rise 9.3% to $5.74 trillion in 2025. Google Cloud grew 34% year‑on‑year, surpassing $54 billion in annual run‑rate revenue and achieving profitability.
· Advertising Performance: Ads, still 76% of Alphabet’s revenue, grew only 2.6% in Q3 2025 amid inflation concerns and Red Sea supply chain disruptions.
· Currency & Tariffs: A strong USD and tariff‑driven inflation are squeezing hardware margins[4].
· Capital & Efficiency: $93 billion in planned AI infrastructure capex is supported by $108 billion in reserves. Thousands of layoffs in non‑core units highlight cost discipline.
Social Factors
· Privacy Concerns: 79% of internet users worry about personal data usage. Google’s “Privacy Sandbox” and on‑device AI aim to address this, but trust remains fragile.
· Demographic Trends: Gen Z and millennials (60% of YouTube’s 2.5 billion monthly users) drive short‑form video and AI‑enhanced search. Older demographics increasingly adopt Gemini.
· Sustainability Expectations: Google achieved 24/7 carbon‑free energy in 2024 and remains on track for 2030 goals but faces criticism over water use in data centres and e‑waste from Android devices.
Technological Factors
· Gemini Models: Powering 540+ products and 85,000 enterprise customers, multimodal Gemini provides a temporary edge over LLM competitors.
· Custom Hardware: Proprietary TPUs cut inference costs by 30–50% compared to GPUs, sustaining margins.
· Future‑Proofing: Investments in 6G and quantum‑safe cryptography secure long‑term competitiveness.
· Search Disruption: AI Overviews increase zero‑click searches, reducing publisher traffic and threatening the ad‑funded model.
Legal Considerations
· U.S. Remedies: Enforcement actions could reshape business practices worth tens of billions annually.
· Ad‑Tech Litigation: Texas‑led monopoly case concluded in April 2025 with potential divestiture or conduct remedies for Google Ad Manager.
· Additional Liabilities: Class‑action privacy suits, employee surveillance claims, and cobalt supply‑chain litigation add multi‑billion‑dollar risks.
Ethical Considerations
· AI Ethics: Accusations of bias and “ethics‑washing” persist after restructuring of the Responsible AI team.
· Supply Chain: Allegations of child labour in Congolese cobalt mines supplying Android batteries.
· Content Moderation: YouTube criticised for amplifying divisive content, drawing regulatory and advertiser pressure.
· Transparency: Limited disclosure around Gemini’s training data has triggered shareholder proposals and EU investigations[5].

[bookmark: _Toc216687633]SWOT Analysis: Internal Position
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Strengths
1. Market leadership in search, advertising, cloud, and AI.
2. Gemini’s multimodal AI capabilities and proprietary TPUs provide competitive advantage.
3. Strong financial position: billions in reserves and profitable cloud growth.
4. Sustainability milestones (24/7 carbon‑free energy achieved in 2024)[6].
Weaknesses
1. Heavy reliance on advertising (76% of revenue), vulnerable to regulatory and market shifts.
2. Fragile public trust due to privacy concerns and past scandals.
3. Exposure to hardware margin compression from tariffs and currency fluctuations.
4. Ethical controversies (AI bias, supply chain labour issues, content moderation[6]).
Opportunities
1. Expansion of Google Cloud and enterprise AI services.
2. Leveraging Gemini across consumer and enterprise products for new revenue streams.
3. Strategic partnerships in 6G, quantum cryptography, and threat intelligence.
4. Potential to rebuild trust through transparent privacy and ethical leadership initiatives.
Threats
1. Regulatory enforcement in the U.S. and EU could force structural changes (spin‑offs, divestitures).
2. Intensifying competition from Microsoft, Amazon, and emerging AI‑first companies.
3. Ad model disruption from AI Overviews reducing publisher traffic.
4. Legal liabilities from lawsuits and supply‑chain controversies[7].


Summary
As Alphabet approaches 2026, it occupies an enviable position:  strong in AI and cloud growth, yet exposed to political, regulatory, and ethical storms. The company’s future hinges on its ability to comply with antitrust remedies without undermining the economics of search and advertising, accelerate its cloud market share, and rebuild public trust through genuine ethical leadership. The next 12-24 months will be decisive in determining whether Alphabet remains a unified trillion‑dollar powerhouse or is reshaped by regulators into a fundamentally different entity[8].
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Progress and Project Management
[bookmark: _Toc216687636]Reflection Using Gibbs’ Reflective Cycle
Gibbs’ reflective cycle serves as a structured framework for critically examining emotions, thoughts, and actions in response to challenging situations. The model progresses through six stages: description, feelings, evaluation, analysis, conclusion, and action plan. By systematically moving through these stages, Gibbs’ cycle helps individuals transform challenging experiences into opportunities for learning, enhancing both self-awareness and professional development as shown below[9. 9. 10].
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The project was managed through a structured progress log, dividing tasks into weekly stages of research, design, development, and testing. This framework ensured clear objectives and consistent monitoring, proving particularly valuable when technical challenges arose, such as optimising the feature extraction process during development.
Feelings:
At the beginning, I was confident that the structured plan would help maintain momentum. Yet, since the project remains in its development stage, timelines may face disruptions. Still, I trust that the effort invested will safeguard the model’s accuracy. I also recognized that the lack of peer feedback reduced opportunities to refine the prototype earlier on.
Evaluation:
The staged approach and progress log were highly effective in maintaining organisation and resilience against setbacks. Yet, insufficient time allocated to data preparation negatively impacted performance, and the lack of a peer‑review stage delayed the identification of usability issues.
Analysis:
The project highlighted the importance of high‑quality datasets in machine learning. Underestimating this workload compromised early outcomes, demonstrating that technical planning must account for data reliability. Similarly, the absence of peer review limited collaborative insight, which could have surfaced design flaws sooner. These gaps suggest that while project management was strong, quality assurance and collaboration required greater emphasis.
Conclusion:
The project remains under development, yet it is evident that placing greater emphasis on data preparation and embedding peer review at an earlier stage would strengthen its trajectory. Such measures are anticipated to enhance both the accuracy of the model and the usability of the prototype as progress continues.
Action Plan:
Future projects will allocate more time to dataset preparation and introduce peer review immediately after the design phase. I also aim to strengthen expertise in adversarial machine learning, containerisation, and CI/CD pipelines, while exploring privacy‑preserving approaches such as federated learning to improve scalability, accuracy, and user trust.
[bookmark: _Toc216687637]Positive Social Impact
This project demonstrates strong potential to deliver meaningful benefits to both the technology industry and society at large.
Contribution to Industry:
The hybrid detection model offers a practical response to the persistent challenge of balancing accuracy with responsiveness in cybersecurity. By combining lightweight local analysis with centralised machine learning intelligence, it provides a framework for building systems that are both efficient and resilient. The focus on transparent alerts-clearly explaining why a site is flagged-enhances accountability and user confidence, helping to move security tools away from opaque “black‑box” approaches.
Impact on Society:
At its core, the project is designed to broaden access to effective online protection. A freely available anti‑phishing extension can safeguard vulnerable groups, including older users and those with limited technical expertise, from online fraud. By embedding educational feedback into alerts, the system also raises digital awareness and encourages safer online behaviour. Furthermore, its open‑source foundation contributes to shared learning and collaboration within the cybersecurity community. This collective approach is vital in combating cybercrime, as securing digital environments requires cooperation and shared expertise in an increasingly interconnected world.
[bookmark: _Toc216687638]Conclusion
The project is continuing to evolve, with development focused on delivering a prototype that balances security, usability, and privacy. A phased approach has guided progress, ensuring that each component from initial research through backend integration is validated before advancing. Early results from the hybrid architecture indicate superior performance compared to pure ML approaches, achieving promising detection accuracy with minimal resource impact. Equally important, user feedback has been instrumental in shaping the roadmap, driving enterprise-oriented features such as domain allow‑lists, configurable thresholds, and privacy‑first onboarding. With these refinements underway, the extension is being prepared for a limited enterprise pilot, marking a significant step toward a scalable, adaptive, and privacy‑conscious anti‑phishing solution.
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Project progress sheet

Project Aim: Hybrid Machine Learning Architecture for Adaptive Anti-Phishing
Defence (AAD), implemented as a privacy-preserving Chrome extension.

Project Objectives:

1. Task 1 Practical Prototype Development.

2. Task 2 Project Reflection

Recommendations: Provide recommendations for further enhancements
Weekly Project progress

Log1:

Day & date 28/11/2025

Actions: State priority actions to undertake over the next week below.

1. State priority action: Phase 1 - Research & Proof of Concept

2. Phase 2 - Extension Development

Next review date: Day & date 05/12/2025.

Log2:
Day & date 06/12/2025

Progress: Phase 1 Research & Proof of Concept and Phase 2 work in progress —





image10.png
Progress: Phase 1 Research & Proof of Concept and Phase 2 work in progress —
Extension Development.

Actions: State priority actions to undertake over the next week below.
1. State priority action: Complete phase 1 and 2

2. Begin Phase 3 - Backend & Adaptive Loop

3. Continue if needed.

Next review date: Day & date 11/12/2025.

Log 3:
Day & date 11/12/2025

Progress: Phase 1 Research & Proof of Concept and Phase 2 work in progress —
Extension Development.

Project Idea: Project Progress Form Name: Michael K. A. Asiedu
ID: 2411698
Course Title: CCV ACCA503

Actions: State priority actions to undertake over the next week below.

1. State priority action: Complete phase 1 and 2
2. Progress reflection

Next review date: Day & date 18/12/2025.




