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1. Element 1

1.1 Introduction
Using the Cisco Packet Tracer software, a network consisting of three local area networks and two

wide area networks will be designed and implemented. These networks will display the different
classes of addressing that are available, showing that they can be implemented to work together.
Each network will be made up of PCs, routers and switches because they are commonly used devices

and connected via serial or ethernet connections.

Once the networks have been set up, testing will be completed on each to prove the functionality of

the interconnections and addressing.
Introduction is clear

and to the point




1.2 Research

1.2.10SI 7 Layer Model

The Open System Interconnection, or OSI, model represents the 7 layers of a networking system.
Each layer has its own function within the framework and gives a description of how a networking
system is performing, allowing the user to isolate and identify any issues. The 7 layers of the OSI
model are as follows.

7 — Application

This is the last layer of the model but is the first that users come into contact with. This would be an

application that can be interacted with, such as a web browser.

6 — Presentation
This layer takes the data and presents it for the application to use by converting it from network

format to application format. This could include encrypting data for transmission.

5 —Session
This layer creates a session, which allows interaction between two or more devices. This includes

setting up the session, coordinating the session and terminating the session.

4 —Transport
The transport layer coordinates data transfer. This includes determining how much data is being

sent and where it is being sent to.

3 — Network
The network layer determines the best possible route, from a choice of millions, for ensuring that

any packet forwarding is completed as efficiently as possible.

2 — Data Link
This layer, which is split into two sub-layers, allows transfer of data between two directly connected

nodes. The two sub-layers present are the Media Access Control and Logic Link Control layers.

1 - Physical
This layer embodies any physical and electrical aspects of the network system, for example the
cables used. This layer is typically the first part of the system checked when faults arise.

(Shaw, 2018) Go
od
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LAYER 7

Application
Presentation LAYER 6
Session LAYER 5
Transport LAYER 4
Network IAYER 3
Data Link LAYER 2 Good diagram
Physical LAYER |

Figure 1 - 7 Layer Model




1.2.2 OSl 4 Layer Model
The 4-layer model, also known as the Transmission Control Protocol model, is another type of

networking system. This system is similar to the 7-layer model, but with fewer layers. The 4 layers

are as follows.

4 — Application

The 4" layer of this model is also the application layer. However, this layer is the equivalent to the
application, presentation and session layers in the 7-layer model. This layer includes higher level
protocols, such as the Domain Naming System, or DNS, and the Hypertext Transfer Protocol, or

HTTP.

3 —Transport
Like the 7-layer model, the 4 layer model’s transport layer also determines how much data is being

sent and where it is being sent to.

2 —Internet
The network layer is the equivalent of the 7-layer model’s network layer and allows packets to be

sent by hosts.

1 - Physical
This layer encompasses the Datalink and Physical layers of the 7-layer model and focuses on how
data is physically sent using switches and cables.

(Comer, 2015)

The 4-layer model is preferred because it is the basis for the internet. The internet was designed,
built and expanded on the 4-layer model. Due to this, the 4-layer model has been gradually
becoming widely used for industry network design standards. On the other hand, the 7-layer model
is used as a reference model. It can be used for network architecture, but it becomes difficult to

adapt and will not be used as widely as the 4-layer model. (TechDifferences, 2016)

You have identified the
purpose of the 4 layer
model and explained
the differences from
the 7 layer model

10




1.2.3 Encapsulation

Encapsulation is used to transmit a datagram over a network when the format is not understood.
This is achieved by encapsulating the IP datagram within a payload area, adding IP and Frame
Headers or Footers to the data. If travelling across multiple networks, different headers can be
added individually. To ensure that the receiver is aware of the IP datagram, they must agree on the
frame value used with the sender. The value prescribed to the frame is chosen by software. It must
also have a media access controller address, or MAC address, which is supplied by the sender tot the

receiving computer. (Comer, 2015)

1P Header | IP Payload Explanation is correct

' l

| Frame Headerl Frame Payload

Figure 2 - Encapsulation Example
(Comer, 2015)

1.2.4 De-encapsulation

De-encapsulation is the process of reversing the encapsulation. During de-encapsulation, the
receiving device removes the header or footer from the encapsulated data. Once the header or
footer is removed from the information, the data can be freely processed for use by the receiving
device. Typically, this device receives the encapsulated information from the lowest layer that it
reaches, such as the physical layer.

Due to the datagram sometimes travelling across multiple networks, de-encapsulation can
sometimes take place more than once due to the introduction of multiple headers or footers.

(Comer, 2015)

De-encapsulation

{ Removing header and trailer from the data \

Header Trailer

Figure 3 - De-encapsulation example
(ComputerNetworkingNotes, 2019}
This is correct. The headers are

added during encapsulation and
removed during decapsulation before
the data is read. Each level in the
model will have its own header.

11




1.2.5 Broadcasting

Broadcasting is the process of sending packets to computers on networks. In the case of
broadcasting, the sending computer will transmit a copy of the packet to every computer on the
same network, provided that they all share a broadcast address.

Along with broadcasting, unicasting and multicasting are also available. When using unicasting, the
sending computer identifies a specific computer on the network and that computer becomes the
designated receiver of the packet copy. Multicasting is a smaller version of broadcasting, in which
the sending computer identifies a subnet of computers on the same network. This small group
becomes the receiving party.

These methods are particularly advantageous when transmitting data amongst computers that all
share a LAN because it is the most efficient form of delivery, given that the packet can be sent to
every computer with the same broadcasting address. When received, the computer can then decide

whether or not the packet should be processed. (Comer, 2015)
Good explanation

12




1.2.6 Port Allocation
There are two different types of ports available. These are.
e Transmission Control Protocol (TCP)

e User Datagram Protocol (UDP)

TCP ports are used when the sending device is directly connected to the receiving device. When this
is used, there is a guarantee that the data will be transferred successfully. This makes this method of
transferring data more reliable, but also causes the device, such as a computer, to work harder

because it is also monitoring the transfer. Once complete, the connection is dropped.

UDP ports are used when there is not a direct connection between the sending and receiving
devices. When this method is used, the sending device relies on other devices in the network to
ensure that the data reaches its destination. This means that there is no guarantee of the data
transmission being successful, but the devices do not work as hard and it can be used for

information that has less importance.

Each IP address assigned to a device has ports. For TCP and UDP, there are 65,535 ports for each —
depending on which is being used. When information is sent, it is sent to the IP address, but also to
the port number. The sending device will send the information from a designated port, but the

receiving device will collect the information on a random port. (Abrams, 2004)

13 te




1.3 Design Requirements

To design and create a Local Area Network, or LAN, industrial layer devices are required. These
devices include routers, switches and PCs. Shown below is a LAN circuit using the layer devices. In
this circuit, the PCs and switches are connected to the routers via ethernet and the routers are
connected together via serial link. By connecting the routers together via serial link, a Wide Area

Network, or WAN, is formed.

Se oA

—_—
-
® Se0/0 Se0/0 ® Sel/ i

Fa0/0 prun

(5 odter? Fa0/0 fOXM
rter3
260X
-~
Fa0/0 Faift Fa1i
Fa1/1

Network is correct
and serial
connections are
configured

Fa0/ fehi

PC1 PC2

Figure 4 - LAN Circuit

To ensure that the devices can communicate with each other, static or dynamic addressing can be
used. When addressing is used, the information is sent to an identified destination via a designated
path. If static addressing is in use, the device will be assigned an IP address and it will not change

under any circumstance. Dynamic addressing is assigned by the system and can change.

Static and dynamic routing can also be used to communicate between network devices. When static
routing is used, the system uses a forwarding table which contains the same entries until they are
manually changed. Dynamic routing uses route propagation software to update the forwarding table
and provide the best route for each datagram. This means that dynamic routing is less susceptible to
faults because the software can alter the forwarding table to accommodate for a failure on other

devices.
The
14 explana
tion
identifie
s the
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Static routing is typically used on a host network to connect the devices to a router, which connects

to the internet. Dynamic routing is used to connect a router to other routers.

There are three types of static addressing masks — Class A, Class B and Class C. The table shown

below contains all of the different addresses that will be used for the LAN implementation and on

which component they will be used on.

Class C Class A Class B
PC1 Routerl PC2 Router2 PC3 Router3
Ethernet Subnet 255.255.255.0 | 255.255.255.0 | 255.0.0.0 255.0.0.0 255.255.0.0 255.255.0.0
Mask
IP Address 192.168.4.1 192.168.4.254 | 100.0.0.1 | 100.0.0.254 170.25.0.1 170.25.0.254
Gateway 192.168.4.254 100.0.0.254 170.25.0.254
Serial Subnet 255.0.0.0 255.0.0.0 255.0.0.0
o/o0 Mask
IP Address 10.10.15.1 11.0.0.1 11.0.0.2
Gateway
Serial Subnet 255.0.0.0
0/1 Mask
IP Address 10.10.15.2
Gateway

Table 1- Static Addressing
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1.4 Implementation

1.4.1 Static Addressing and Routing
Using the table of addresses previously shown, the addresses can be applied to the routers and PCs.

This will allow data to be sent between the different devices on the LAN. Shown below is an example

of a Class A mask, used on PC2.

GLOBAL FastEthernetd
Settings fort Status & on
Algorithm Settings Bandwidtn 400 im () 40 lbps (] ke
INTERFACE Duglex Half Duplex Full Duplex [&] Aute
FastEthernatd MAC Address 00D0.SBAC 5558 |
Blvstooth IP Configuration
O oHeP
Lt : Image shows evidence
1P Address 100.0.0.1 X .
Subnet Mask 256.0.00 of conf/guratlon

1P Configirabon
) oHep
() Aute Config

(®) Static
P8 Address /
Link Local Address:| FEB0 200 S6FF FEAC 555€
Figure 5 - Class A Mask
Further examples of the masks used can be found in the appendix. Good reference to appendix

If the static addressing is correctly set-up, information should be able to pass between the PCs, due
to the addressing on the router serial ports. This can be tested by sending packets between each PC.

The results from the test can be seen below.

PDU List Window
Fire Last Status Source Destination Type Color Time(sec) Periodic Mum Edit Delete
() Successful PC1 PCc2 ICMP . 0.000 N 0 (edit)
@ Successful PC1 PC3 cwe 0.000 N 1 (edit) Ping tests are
A
“r Successful PC2 PC1 ICHP 0.000 N 2 l;edt} successful
@ Successful PC2 PC3 CHP I 0.000 N 3 (edit) .
5 ) which
o uccessful BC3 PC1 ICMP . 0.000 N 4 (edit)
® Successful PC3 PC2 ICKP . 0.000 N 5 {edit)
demonstrates
Figure 6 - Static Addressing Test Results that the rOUﬁng
tables are

correct. The
From these results it can be seen that the tests were carried out from between each PC, resulting in fests carried out
Sper/‘orm a send
and receive on
were set-up correctly. each LAN

six successful tests. The success of the tests proves that both the ethernet and serial static addresse

Following the success of the static addressing, static routing can be applied. In the case of static
routing, the device will be given destinations and routes that they must send data via. Due to the
routing being static, the routes and addresses will remain constant. Shown below is the static

routing configuration for Router 1.

16




¥ Routerl

Physical Config
——

cu

GLOBAL
Settings
Algorithm Settings
ROUTING

Static

RIP
INTERFACE
FastEthernet0/0
Serial0/0
Serial0/1

Aftributes

Static Routes

Network [|

Mask |

Next Hop |

Add

Network Address
100.0.0.0/8 via 10.10.15.2

170.25.0.0/16 via 10.10.15.2

| Good illustration of static
routing configuration

Figure 7 - Router 1 Static Routing

Remove

Again, the address values were taken from the addressing table that was displayed previously. From

this example, Router 1 can send data to PC2 via Router 2 and to PC3 via Router 2. Router 2 is used

for PC because it acts as the ‘next hop’ making it the designated optimum route.

Further examples of the static routing that was implemented can be found in the appendix.

The routing can be tested using the same method as the addressing — by sending packets between

the PCs. Shown below are the results for the routing tests.

Fire

Last Status Source
Successful PC1
Successful PC1
Successful PC2
Successful pCc2
Successful PC3
Successful PC3

Destination Type Color Time(sec) Periodic
PC2 ICMP . 0.000 N
BC3 ICHp 0.000 N
PC1 ICKP 0.000 N
PC3 ICMP 0.000 N
BC1 ICMP 0.000 N
PC2 ICKP . 0.000 N

Figure 8 - Static Routing Test Results

Num Edit Delete
0 (edit)
1 (edit)
2 (edit)
3 (edit)
4 (edit)
5 (edit)
System tests for static configuration is
successful

The results shown are those of a successful test between the PCs. This, again, proves that the LAN’s
routing has been set up correctly and is functioning.
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1.4.2 Dynamic Addressing and Routing
Dynamic addressing can also be applied to the devices. This is achieved by configuring the routers to

use Routing Information Protocol, or RIP. An example of the RIP configuration can be seen below.

Router#Conf t mage shows evidence
Enter configuration commands, one per line. End with CNTL/Z. of RIP configuration for
Router (config) #router rip dynamic routing

Router (config-router) fver 2

Router (config-router) $net 170.25.0.0

Router (config-router)gnet 11.0.0.0

Router (config-router) $¢net 100.0.0.0

Router (config-router) #l [¥]

Figure 9- Router 3 RIP Configuration

By displaying the routing table of a router, the routes to each network can be seen. An example of

the routing table for Router 3.

Routing Table for Router3

Next .
Type Network Port Hop IP Metric
R 10.0.0.0/8 Serial0/0 11.0.0.1 1201 Router configuration is
) demonstrated
C 11.0.0.0/8 Serial0/0 — 0/0
R 100.0.0.0/8 Serial0/0 11.0.0.1 1201
c 170.25.0.0/16 FastEthernet0/0 — 0/0
R 192.168.4.0/24 Serial0/0 11.0.0.1 120/2

Figure 10 - Router 3 Routing Table

In the routing table, all of the destinations assigned to Router 3 and the ‘next hop’ that the data will

make can be seen.

By using the command ‘#show IP route’, the RIP configuration will be displayed for a router. The
routes for that router will be displayed with destinations and via points listed. It will also show the

method of communication used between each device and how longit takes for data to travel if the

devices are not directly connected.
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Routergshow ip route
Codes: C - connected, S5 - static, I - IGRP, R - RIP, M - mobile, B -
BGP
D - EIGRF, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-l, LZ - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Dynamic routing report

Gateway of last resort is not set shows correct
R 10.0.0.0/8 [120/1] via 11.0.0.1, 00:00:23, Serial0d/0 configuration
c 11.0.0.0/8 is directly connected, Serial0/0

= 100.0.0.0/8 [120/1] wia 11.0.0.1, 00:00:23, Serial0/0

c 170.25.0.0/1€ is directly connected, FastEthernetd/0

R 152.1€8.4.0/24 is possibly down, routing via 11.0.0.1, Seriald/0

Routerﬂ

Figure 11 - Router 3 RIP Configuration

Good reference to

Further examples of the RIP routing configurations and tables can be found in the appendix. .
appendix

Again, the RIP configuration can be tested by sending data packets between PCs. If set-up correctly,

all of the tests should be successful.

Fire Last Status Source Destination Tvpe Color Time(sec) Periodic Num Edit Delete
() Successful PC1 PC2 ICMP 0.000 N 0 (edit)
[ Successful PC1 FC3 ICMP . 0.000 N 1 (edit)
() Successful PC2 PC1 ICMP . 0.000 L] 2 (edit)
(&) Successful PC2 PC3 ICHP 0.000 N 3 (edit)
[ Successful PC3 PC1 ICMP 0.000 N 4 (edit)
(&) Successful PC3 PC2 ICHP . 0.000 N = (edit)

Dynamic routing tests are

Figure 12 - RIP Testing Results i
successful which correct

configuration
As seen in the table above, the tests carried out between each PC were successful. This, once again,

proves that the RIP configurations were implemented correctly.
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Dynamic Host Configuration Protocol, or DHCP, can also be used to assign dynamic addresses to

routers. This is achieved by making one router the control router and the other routers as helpers.

They will be assigned helper addresses to permit dynamic addressing. Shown below is the net

configurations for Router 1, which will act as the control router.

Routerg
Routergconf t©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ip dhcp pool netl

Router (dhcp-config) #net 192.1€8.4.0 255.255.2585.0
Router (dhcp-config) §default-router 192.1€8.4.254
Router (dhcp-config) ¢dns-server 192.1€8.4.254
Router (dhcp-config) gexic

Figure 13 - Router 1 Net 1 Configuration

Router (config-if)#ip dhcp pool netl2

Router (dhcp-config) #énet 100.0.0.0 255.0.0.0
Router (dhcp-config) §default-router 100.0.0.254
Router (dhcp-config) §dns—-server 100.0.0.254
Router (dhcp-config) fexit

Figure 14 - Router 1 Net 2 Configuration

Router (config) $ip dhecp pool net3

Router (dhcp-config)gnet 170.25.0.0 255.255.0.0
Router (dhcp-config) §default-router 170.25.0.254
Router (dhcp-config) §dns-server 170.25.0.254
Router (dhcp-config) gexit

Figure 15 - Router 1 Net 3 Configuration

Shown below is the DHCP configuration for PC1.

Good clear explanation.
Remember that the dynamic
addresses will be default
addresses if DHCP helper
addresses are not configured

Images show evidence of
DHCP configuration

Display Name :PCI |
interfaces FastEthernet0 w
Gateway/DNS Pvé Z.)c::;"m
® DHcP O static
O static P Address. 192168 4.1
Subnet Mask 255255.255.0
Galeway 1921684254
DNS Server | 192 168.4.254 PC1 is clearly given the dynamic

address .4.1

Figure 16- PC1 DHCP Configuration

Following the configuration of the control router, the helper routers must be set up. Shown below

are the configurations of the helper addresses for router 2 and router 3.




Router>en

Routergconf t

Enter configuration commands, one per line. End with CNIL/Z.

Router (config) ¢int £0/0 L .
Router (config-if) #ip helper-address 10.10.15.1 Helpef address is identified and
Router (config-if) implemented

Router (config-if) fexit

Router (config) tl

Figure 17 - Router 2 Helper Address

Routerren

Routergconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int £0/0

Bouter(config-if) $ip helper-address 10.10.15.1
Router(config-if) gexit

Rou:a:{canfig)ﬂ

Figure 18 - Router 3 Helper Address

If the helper addresses are not set-up correctly, the DHCP will assign default addresses to the PCs.

Below is an example of a default address applied to PC2.

(® DHCP () static Good demonstration of
outcome when no helper

e e T address is configured.

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Figure 19 - PC2 Default Address

However, when configured correctly, the PCs will be assigned the correct addresses. Shown below

are the correct DHCP addresses.

Display Name |PC?_ ‘

Interfaces FastEthernet0 v
IP Configuration
Gateway/DNS IPv4 © DHCP
® pHce O static
O static IP Address 100.0.0.1
Subnet Mask 255.0.0.0

Gateway  100.0.0.254

DNS Server 100.0.0254 This demonstrates that the

dynamic address is the next
available address

Figure 20- PC2 DHCP Configuration
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Display Name |PC3

Interfaces  FastEthernetd v
Gateway/DNS IPv4 IP Configuration
(® DHCP
@ DACe O Static
O static IPAddress 170.25.0.2
Gateway 170.25.0.254 Subnet Mask 255.255.0.0
DNS Server 170.25.0.254

Figure 21- PC3 DHCP Configuration

In some cases, it is possible to keep some aspects of the routing static and some dynamic. This can
be achieved by using exclusions. The exclusions can be applied to limit the addresses that can be
assigned to the devices by the control router. Shown below is the configuration of the control router

to implement the exclusions. Good explanation. This is a

gouwﬂcmflf t N R common procedure in
nter configuration commands, one per line. End with JSZ. . '
Router (config) $ip dhcp excluded-address 192.1€8.4.10 /ndustry VLAN's
Router (config) $ip dhcp excluded-address 100.0.0.1 100.0.0.10

Router (config) $ip dhcp excluded-address 192.1€8.4.1 192.1€5.4.10

Router (config) $ip dhcp excluded-address 170.25.0.1 170.25.0.10

Router (config)

Figure 22 - Router 1 Exclusion Configuration

Now that the exclusions have been applied, the DHCP addresses assigned to the PCs should change

to accommodate the new addresses.

¥ pCi - o x

Physical Config Deskiop Programming Afttributes
—

GLOBAL | FastEthernet0
Settings [Port Status. £4 on
Algorithm Settings Bandwidth 100 Mbps (/10 Mbps £ Aute
INTERFACE Puplex Half Duplex '#) Full Duple
FastEthernet0 MAC Address | 0000.0383 .0€38 ]
Bluetooth
IP Configuration
(@) DHCP
O static
IP Address
Subnet Mask

Figure 23 - PC1 Configuration with Exclusion Image clearly demonstrates the DHCP
excludes the addresses .1 to .10 and
implements the next available which is
.11
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®pc - m] >
Physical Desidop Programming Attributes.
GLOBAL | Fasifthernet)
Settings Port Status B on
Algorithm Settings Bandwidth 100 Mbps 10 Mbps [] Auto
INTERFACE Dupiex 1alf Duplex il Duplex [ Auto
FastEthernet0 MAC Address |0000.584C 555€
Be P Configuration
@ DHer
O static
IP Address 10
Subnet Mask 255.0.0
Figure 24 - PC2 Configuration with Exclusion
¥ pc3 - o b
Physical Config Desktop Programming Attributes
GLOBAL FastEthernet0
Settings Port Status [ on
Algorithm Settings Bandwidth 100 Mbps 10 Mbps [ Auto
INTERFACE Duplex Half Duplex (®) Full Duplex & Auto
FastEthernetl MAC Address 0000.0CC5.2ADB
Bluetooth )
IP Configuration
(® DHCP
O static
P Address 170.25.0.11
Subnet Mask 255.255.0.0

Tests are successful which proves
configuration of excluded addresses

Figure 25 - PC3 Configuration with Exclusion

As seen in the above configurations, the addresses have all excluded between 1 and 10 and have

gone to 11. This proves that the exclusions applied worked and, despite being set to DHCP, will

behave as static devices.
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1.5 Testing and Analysis

As seen previously, the conventional method of testing the network is to send packets between each

PC. This ensures that the networks have been configured correctly. Shown below are results tables
which display the results of each test carried out.

Static Addressing
Receive
PC1 PC2 PC3
PC1 N/A v v
E PC2 v N/A v Success = v
T e [ v v | Fail =X
Table 2 - Static Addressing Testing Table

Static Routing
Receive
PC1 PC2 PC3
PC1 N/A v v
E PC2 v N/A v Success = v
PC3 v v N/A Fail = X
Table 3 - Static Routing Testing Table
RIP
Receive Test tables are
PC1 PC2 PC3 good
PC1 N/A v v
E PC2 v N/A v Success = v
PC3 v v N/A Fail = X
Table 4 - RIP Testing Table

From these tables, it can be seen that the tests carried out were all successful. This proves that the
addresses were set up correctly for each router and PC.

Another method of testing the network is to verify the configuration of each router, ensuring that
they have been set up correctly as control and helper routers. This can be done by entering the

command ‘show running-config’. Shown below are the configurations of each router.
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hostname Router
'

1
'
1
ip dhcp excluded-address 152
ip dhcp excluded-address 100
ip dhecp excluded-address 152
ip dhcp excluded-address 170
L

ip dhcp pool netl

interface FastEthernet0/0
ip address 192.1€8.4.254 255.255.255.0
duplex auto
speed auto
1
.168.4.10
.0.0.1 100.0.0.10
.1€8.4.1 152.1€8.4.10
.26.0.1 170.25.0.10

interface Serial0/0

ip address 10.10.15.1 255.0.0.0
clock rate €4000

1

interface Serial0/1l

network 152.1€8.4.0 255.2855.285.0 no ip address

default-router 152.1€8.4.284 clock rate 2000000

dns-server 152.1€8.1.254 shutdown

ip dhcp pool netl I

network 152_16€8.4.0 285_255_285.0 router rip

default-router 1%2.168.4.254 version 2 . .

dns-sezver 192.1€8.4.254 network 10.0.0.0 Router configuration shows
gl g A e o D all the configurations carried

network 100.0.0.0 255.0.0.0
default-router 100.0.0.254
dns-sexver 100.0.0.2854

ip dhcp pool net3

network 152.1€8.4.0
out

network 170.25.0.0 255.265.0.0

defaunlt-router 170.25.0.254
dns-server 170.25.0.254

Figure 26 - Router 1 Running Configuration

interface FastEthernetd/0

ip address 100.0.0.254 255.0.0.0
ip helper-address 10.10.15.1
duplex auto

speed auto

1

interface Serialod/0

ip address 11.0.0.1 255.0.0.0

1

interface Seriald/l

ip address 10.10.15.2 2585.0.0.0
1

router rip

version 2

network 10.0.0.0

network 11.0.0.0

network 100.0.0.0

network 170.25.0.0

Figure 27 - Router 2 Running Configuration

interface FastEthernet0/0

ip address 170.25.0.254 255.255.0.0
ip helper-address 10.10.15.1
duplex auteo

speed auto
!

incerface Serial0/0
ip address 11.0.0.2 255.0.0.0
clock zate €4000

|
incterface Seriald/l
no ip address
clock rate 2000000
shutdown

1

router rip

version 2

network 11.0.0.0
network 100.0.0.0
network 170.25.0.0

Figure 28 - Router 3 Running Configuration
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Very good point. It is the control
router that will have the significant
configuration

These configurations show all of the addresses that have been assigned to the routers and the
devices — depending on whether it is a cantrol router or helper router. In the case of the control
router, more information is displayed, to accommodate the networks that have been set up on it.
The helper routers, however, only display the helper address. The configurations also show the
addresses of the devices, in this case PCs, connected to the routers via serial link or Ethernet. This
information is displayed regardless of the router’s use. To confirm the success of the router
configurations, the running configurations can be cross-referenced to the table of addresses created
previously. The addresses in the table are the same as those in the table, showing that the addresses

have been assigned correctly.

Explanations and test analysis is very good and you have identified the key
elements of the configuration of the system
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1.6 Evaluation

The wide area network and local area networks were designed with the three different classes of
addressing under consideration. This allowed all of the types to be demonstrated and tested on the
same network, proving that they are interchangeable and can be used together if configured
correctly. The routers were also configured for different types to provide depth to the network.
These configurations include.

- Static Addressing

- Static Routing

- Dynamic Addressing

- Dynamic Routing

By compiling a table of the addresses used, the configuration of each device was completed with
relative ease, due to the organisation introduced. This minimised the likelihood of failures during the

testing of the configurations by sending packets between devices.

The testing of the networks were completed in two different ways —sending packets between PCs
and by using the CLI command ‘#show running-config’. These tests were completed for all of the
configuration types and on all of the classes of addressing. All of the packet tests carried out were
successful, proving the configurations of each device functioned correctly. Using the CLI command
further supported the packet testing by displaying the addresses that were configured to each

device and how they were communicating with other devices — serial link or Ethernet.

Despite not having a major role in the design and implementation of the WAN, the research that was
completed was relevant to networking and provided a deeper understanding into how networks

function and the different aspects that is contained within them.

Evaluation is good and demonstrates
your understanding of the key
network characteristics which will be
needed throughout the portfolio
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2. Element 2
2.1 Introduction

The aim of element 2 is to further improve the network by implementing subnetting. This will be
achieved using Classless Inter-domain Routing, or CIDR. There are three types of CIDR that will be

used — 27, 28 and 30. These numbers represent the number of bits that make up the routing.
Virtual Local Area Networks, or VLANS, will also be implemented to allow the networks to work

together as one LAN, or broadcast domain. However, an Access Control List will be used to limit

access to one router.

28




2.2 Design Requirements

Shown below is the circuit which will be used to implement these changes.

'—-.3__” *“,}"

2621 2621XM

Tenby Pembroke
"‘.}"
&5 O 9
rJJ
26dixm — PCPT
Wilfiord PC-PT pCS
PC4
Figure 29 — Circuit
The static routes implemented on the circuit can be found below.
Static Routes
Router PC
Ethernet Serial Ethernet
Milford 192.168.45.30 MO/0 192.168.45.77 PCO 192.168.45.33 (Go0d table of
Tenby 192.168.45.46 MO/1 192.168.45.110 PC1 192.168.45.34 bddressing
Pembroke 192.168.45.62 TO/0 192.168.45.94 PC2 192.168.45.17 [scheme
TO/1 192.168.45.78 PC3 192.168.45.18
PO/0 192.168.45.93 PC4 192.168.45.49
PO/1 192.168.45.109 PC5 192.168.45.50

Figure 30 - Circuit Static Routes

The static configurations for the devices can be found in the appendix. To implement the CIDR/28

subnetting, the following tables will be used.
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CIDR/28

Milford — Network 1

Subnet mask 1 111 ]0|0]0 [0 ] 255255255240
0 0|0 [0]0]|0 |0 |0 |Notused
Net addr 16 0 0[O0 [1]0]0]0]1 | Lowesthostaddrl7
Net addr 16 0 0|0 |1 ]0]0 |1 |0 |Nexthostaddr18
Default gateway 0 00 |1 ]1f1]1]0 |FastEthernet0/0 addr30
0 O [0 ]1 |1 |1 [1]1 [Broadcast3l
Figure 31 - CIDR/28 Milford
CIDR/28 Tenby — Network 2
Subnet mask 1 1 (1|1 |0 |0]0 |0 | 255255255240
0 Q[0 |0 |0 |0 |0 |0 | Notused
Net addr 32 0 0 [1 [0 |0 ]0]0 |1 |Lowesthostaddr33
Net addr 32 0 01|00 |0 |1 |0 |Nexthostaddr3d4
Default gateway 0 0|10 |1 ]1]1 |0 |FastEthernet0/0 addr 46
0 O[1]0 (1 ]1]1]1 [Broadcastd4?
Figure 32 - CIDR/28 Tenby
CIDR/28 Pembroke — Network 3
Subnet mask 1 1|1 [(1]0]0]|0 |0 |255255.255.240
0 0 [0 |0 |0 [0 [0 ]|0 | Notused
Net addr 48 0 0|11 ]0]0 |0 |1 | Lowesthostaddr49
Net addr 48 0 0 [1 |1 ]0([0][1]0 [Nexthostaddr30
Default gateway 0 O [1 |1 ]1]1]1]|0 [FastEthernet(/0 addr62
0 O [1 |1 |11 ]|1]1 |Broadcast63

Figure 33 - CIDR/28 Pembroke

Milford Router 0

Milford — Tenby — Network 4
1

1

0|01

FastEthernet 0/0 addr 77

Tenby Router 0

1

ojJoj1j1]1

[=1 1

FastEthernet 0/1 addr 78

Figure 34 - CIDR/28 Milford-Tenby

Tenby — Pembroke — Network 5

Pembroke Router 0

1

OJ1]1]17]0

FastEthernet 0/0 addr 93

Tenby Router 0

1

Of1 )1 1|1

FastEthernet 0/0 addr 94

Figure 35 - CIDR/28 Tenby-Pembroke

Pembroke — Milford — Network 6

Pembroke Router 0

1

l1joj1j1]0

1

FastEthernet 0/1 addr 109

Milford Router 0

1

101 |1 ]1

FastEthernet 0/1 addr 110

Figure 36 - CIDR/28 Pembroke-Milford
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Tables show evidence of the
configured address scheme
using the sub net address
method




For CIDR/27 and CIDR/30, alternative tables are required.
CIDR/27 Networks 1,2 and 3

Subnet mask 1|1 J1]0f0 0 |00 [255255.255.224
0)0]0|0 |00 |0 |0 |Notused
Net addr 32 0(0]1]0[0]0 |0 |1 |Lowesthostaddr33 Tenby 1
Net addr 32 0|10J1[0f{0]J0 |1 ]0 | Nexthostaddr34 Tenby2
Net addr 32 0[0]J1]J1 (1 ]1 |1 |0 |HighestRouteraddr62 Tenby Router
Net addr 64 0)1]0]0 |0 |0 |0 |1 |Lowesthostaddr65 Milford 1
Net addr 64 011J0]0[0]0 |1 |0 |Nexthostaddr66 Milford 2
Net addr 64 0]1]0]1 |1 ]1 |1 |0 |HighestRouter addr 94 Milford Router
Net addr 80 0(1]1]0[0]0 |0 |1 |[Lowesthostaddr97 Pembroke 1
Net addr 80 011 (1[0 [0 ]0 |1 ]0 | Nexthostaddr 98 Pembrolke 2
Net addr 80 0]1]1]1 |11 |1 |0 |HighestRouteraddr 126 Milford Router
Figure 37 - CIDR/27 Network Table Table showing CIDR /27 configured
for the LAN networks
CIDR/30 Networks 4, 5 and 6
Subnet mask 1)1 (1 [{1 )1 f1]0]0 (255255255252
00 (0|0 )0]0]0O |0 |Notused
Net addr 4 0|0 0|00 |1 ]0]1 |Lowestinterface addr 5 Tenby serial 0/0
Net addr 4 00 ]0]0 0|11 ]0 | Highestinterface addr 6 Pembroke serial 0/0
Net addr 8 00 ]J0 |0 |1 |00 |1 |Lowestinterface addr 9 Tenby serial 0/1
Net addr 8 0O |0 [0 ]1]0/|1 |0 | Highestinterface addr 10 Milford serial 0/0
Net addr 12 0[0]0 [0 ]1 1 ]0 (1 |Lowestinterface addr 13 Milford serial 01
Net addr 12 000|011 |1 ]0 | Highestinterface addr 14 Pembroke serial 0/1
Figure 38 - CIDR/30 Network Table Table showing CIDR /30 for the

WAN networks
Again, these tables can provide the addresses required to implement the subnetting. Unlike the
CIDR/28, the CIDR/27 and CIDR/30 subnetting will be implemented alongside each other on the
circuit. The router will know which type of CIDR is implemented from the subnet mask. CIDR/28 is
identified with the mask 255.255.255.240, 27 is identified with 255.255.255.224 and 30 is identified

with 255.255.255.252. These masks can be seen as binary values in the tables above.

An additional table is required for the VLAN addresses.
VLAN Milford Router/Switch for CIDR/27 Sub Network

FastEthernet 0/0.1 0)]1]0J1 |1 |1 |1 |0 |Netaddr6d4ifaddr24
FastEthernet 0/0.2 1{0f0o]|1 |1 |11 [0 |Netaddr128vfaddr158
PC1 Milford 0[1[0]0 [0 [0 |0 |1 |Netaddr64hostaddrés
PC2 Milford 1]0/0J0J0 1010 (1 ] Netaddr128 host addr 129
Figure 39 - CIDR/27 VLAN Milford VLAN addressing is correct. An extra

network address is used (128)

The VLAN will be implemented onto the ‘Milford’ network.
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2.3 Implementation
2.3.1 CIDR/28 Subnetting

CIDR/28 is implemented using RIP version 2 configuration, which is entered through the router CLI.

Shown below is the application of the CIRD/28 routing to each router.

Milford>en

Milfordgconf t

Enter configuration commands, one per line. End with CNIL/Z.
Milford(config)#router rip
Milford(config-router)fver 2
Milford(config-router)$net 192.1€8.45.1¢
Milford(config-router)$net 192.1€8.45.€4
Milford(config-router)$net 192.1€8.45.9¢
Milford(config-router) fexit

Milford(config)$

Milford(config)#end

Milfords

PSYS-S-CONFIC_I: Configqured from console by console

Figure 40 - Milford CIDR/28 CLI

Pembroke>en

Pembrokegconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Pembroke (config) $router rip

Pembroke (config-router) gver 2

Pembroke (config-router) #net 152.1€8.45.48

Pembroke (config-router)#net 152.1€8.45.9€

Pembroke (config-router)gnet 192.1€8.45.80

Pembroke (config-router) gexit

Pembroke (config) #

Pembroke (config) $end

Pembrokeg

£5YS-5-CONFIG_I: Configured from console by console

Figure 41 - Pembroke CIDR/28 CLI

Tenby>en

Tenby#conf t©

Enter configuration commands, one per line. End with CNTL/Z.
Tenby (config) $router rip

Tenby (config-router)gver 2

Tenby (config-router)#net 1%2.1€8.45.32
Tenby (config-router)$net 152.1€8.45.€4 . p . .
Tenby (config-router)$net 192.1€8.45.80 anﬁgurat/on Is nO.W aChletve.d
Tenby (config-router) fexit using the CLI terminal. This is
Tenby (config) #| how the final practical
implementation will be

Figure 42 - Tenby CIDR/28 CLI .
achieved

To ensure the routers accepted the CIDR/28, the routing tables can be checked. Here, all the routes

should be visible.
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Routing Table for Milford

Type Network Port

192.168.45.32/28 Serial0/0
R 192.168.45.48/28 Serial0/1
c 192.168.45.64/28 Serial0/0
R 192.168.45.80/28 Seriald/0

R 192.168.45.80/28 Serial0/

{ 192.168.45.16/28 FastEthernetd/d — 010

Next
Hop IP

Metric
192.168.45.78 1201
192.168.45.109 1201
-_— 0/0
192.168.45.78 1201

192.168.45.109 1201

c 192.168.45.96/28 Serial0/1 — 0/0
Figure 43 - Milford Routing Table — CIDR/28
Routing Table for Pembroke n
Next 2
Type Network Port Hop P Metric

R 192.168.45.16/28 Seriald/1

R 192.168.45.32/28 Serial0/0

C 192.168.45.48/28 FastEthernet0/0 — 0/0

R 192.168.45.64/28 Serial0/0

R 192.168.45.64/28 Serial0/1

c 192.168.45.80/28 Serial0/0

c 152.168.45.96/28 Serial0/1

192.168.45.110 1201

192.168.45.94 1201

192.168.45.94 1201

192.168.45.110 12011

— 0/0

- 0/0

Figure 44 - Pembroke Routing Table — CIDR/28
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Routing Table for Tenby

Type Network

92.168.45.16/28

c I 192.168.45.32/28
R 192.168.45.48/28
c 192.168.45.64/28
c 192.168.45.80/28
R 192168 .45.96/28
R 192.168.45.96/28

Port H'L:"Tp Metric
Seriald/1 192.168.45.77 1201
FasiEthernet0/0 — 0/0
Seriald/o 192.168.45.93 1201
Seriald/1 —_ 0/0
Serial0/0 —_ oo
Seriald 192.168.45.77 1201
Serial)/0 192.168.45.93 1201

Figure 45 - Tenby Routing Table — CIDR/28

Tables show all the correct RIP
configuration for all routers. The
routed addresses are clearly
shown

These tables show that each router has been configured for CIDR/28. Specifically, following the

network address is a /28. This proves that the router has identified the CIDR type by the subnet. To

ensure that the addresses configured function correctly, packets can be sent between PCs for

testing.
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2.3.2 CIDR/27 and CIDR/30
CIDR/27 and 30, also known as variable length subnet mask, are also implemented through CLI

commands. Using the addresses in the CIDR tables, both 27 and 30 will be implemented on each

router.

Milford>en

Milfordgconf ¢

Enter configuration commands, one per line. End with CNIL/Z.
Milford(config) §router rip
Milford(config-router)fver 2
Milford(config-router)$net 192.1€8.45.€4
Milford(config-router)fnet 192.1€8.45.8
Milford(config-router)fnet 152.1€8.45.12
Milford(config-router)$-Z

Milford$

%SYS-5-CONFIG_I: Configured from console by console

Figure 46 — Milford CIDR/27 and CIDR/30 CLI

Pembroke>en
Pembroke#conf t©
Enter configuration commands, one per line. End with CNTL/Z.
Pembroke (config) #router rip

Pembroke (config-router) #ver 2

Pembroke (config-router)#net 192.168.45.96

Pembroke (config-router)#net 192.168.45.4

Pembroke (config-router)#net 192.16€8.45.12

Pembroke (config-router) #~2

Pembroke#

$5YS-5-CONFIG_I: Configured from console by console

The images show clear evidence
that the CIDR /27 and CIDR /30

have been configured according to

Figure 47 - Pembroke CIDR/27 and CIDR/30 CLI

Tenby>en

Tenby#conf t©

Enter configuration commands, one per line. End with CNTL/Z.
Tenby (config) #router rip

Tenby (config-router) #ver 2

Tenby (config-router) #net
Tenby (config-router) #net
Tenby (config-router) #
Tenby (config-router) #net
Tenby (config-router) #°2
Tenby#

192.168.45.32
192.168.45.4

192.168.45.8

%SYS—S—CONFIG_I: Configured from console by console

Figure 48 - Tenby CIDR/27 and CIDR/30 CLI

Now, the routing tables should display both CIDR/27 and CIDR/30.
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Routing Table for Milford

Type Network Port Hr::ﬁlp Metric
R 192.168.45.4/30 Serial0/1 192.168.45.14 12011
R 192.168.45.4/30 Senal0/0 192.168.45.9 1201
c 192 168 45 8/30 Serial0/0 - 0/0
c 192.168.45.12/30 Serial0/1 00
R 192.168.45.32/2T Senal0/0 192.168.459 1201
c 192.168.45.64/27 FastEthernet0/0 — 0/0
R 192.168.45.96/27 Serial0/1 192.168.45.14 12011

Figure 49 - Milford Routing Table - CIDR/27 & CIDR/30

Routing Table for Pembroke n
Type Network Port H’:’:x:, Metric

c 192.168.45.4/30 Serial0/0 - 00

R 192.168.45.8/30 Serial0/0 192.168.455 1201

R 192.168.45.8/30 Serial01 192.168.45.13 1201

c 192.168.45.12/30 Serial0/1 - 0/0

R 192.168.45.32/27 Serial0/0 192.168.455 1201

R 192.168.45.64/27 Serial0/1 192.168.45.13 1201

c 192.168.45.96/27 FastEthernet0/0 — 0/0

Figure 50 - Pembroke Routing Table - CIDR/27 & CIDR/30

Routing Table for Tenby

Type Metwork Port H’::’TF, Metric
c 192.168.45.4/30  Serial0/0 - 0/0

C 192.168.45.6/30 Serial0/1 - 0/0

R 192.168.45.12/30 Serial0/0 192.168.456 12011
R 192 168.45.12/30 Serial0/1 192.168.45.10 12011
[ 192 168.45.32/27 FastEthemet0/0 — 0/0

R 192 168.45.64/27 Serial0/ 192.168.45.10 1201
R 192 168.45.96/27 Serial0/0 192.168456 1201

Figure 51 - Tenby Routing Table - CIDR/27 & CIDR/30
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These routing tables show /27 and /30 at the end of the addresses. This shows that each router has
detected a combination of both CIDR routing types. Another method of showing the routes is to use

the #show ip route command.

Milfordgshow ip route
Codes: C - connected, § — static, I - IGRP, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS5, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.1628.45.0/24 is wvariably subnetted, € subnets, 2 masks
R 192.1€8.45.4/30 [120/1] via 1S2.1€6.45.14, 00:00:02
Seriald/1

[120/1] via 152.1€68.45.9, 00:00:01, Serial0/0

C 192.1€8.45.8/30 is directly connected, Seriald/0
C 192.1€8.45.12/30 is directly connected, Seriald/l
R 192.1€8.45.32/27 [120/1]1 via 192.16€8.45.9, 00:00:01
Seriall/0
C 152_.1€8.45_€4/27 is directly connected, FastEthernetd/0
=1 152.1€8.45.96/27 [120/1] wvia 152.1€B.45.14, 00:00:02,
Seriald/l

Figure 52 - Milford IP Route

Pembrokegshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B -
BED
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, Ll - IS-1IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area
¥ - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.1€8.45.0/24 is variably subnetted, € subnets, 2 masks

C 152.1€8.45.4/30 is directly connected, Seriald/0

R 152.1€8.45.8/30 [120/1] via 152.168.45.5, 00:00:09, Seriald/0
[120/1] wvia 152.168_.45_.13, 00:00:07,

Seriald/1

C 152.1€8.45.12/30 is directly connected, Seriall/l

R 152.168.45.32/27 [120/1] via 192.1€8.45.5, 00:00:09,

Seriald/0

R 152.1€8.45.€4/27 [120/1] wvia 152.1€8.45.13, 00:00:07,

Seriald/1

C 152 _1€8.45_.9€/27 is directly connected, FastEthernetd/0

Figure 53 - Pembroke IP Route
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Tenby#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, H - mobile, B -

BGP
D - EIGRP, EX - EIGRP external, 0 - OS5PF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OS5PF external type 2, E - EGP

i - Is-Is, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downlcaded static route

Gateway of last resort is not set The routing Conﬁguraﬁon is
192_168_45_.0/24 is variably subnetted, € subnets, 2 masks evident in the report listed
C 152.1€8.45.4/30 is directly connected, Seriald/0
c 152.1€8.45.8/30 is directly connected, Serial0/l
R 152.168.45.12/30 [120/1] wvia 192.1€8.45.€, 00:00:17,
Seriald/0
[120/1] wia 152.1€8.45.10, 00:00:01,
Seriall/1l
Cc 152.1€8.45.32/27 is directly connected, FastEthernet0/0
R 192 .1€8.45.€4/27 [120/1] wvia 192.1€8.45.10, 00:00:01,
Seriald/1l
= 152_1€8.45.9€6/27 [120/1] wvia 152.1€8.45.€, 00:00:17,
Seriald/0

Figure 54 - Tenby IP Route

38




2.3.3 VLANs

VLANs can be used to broadcast information across domains, so every device on the LAN will receive
broadcasted information. This is useful because it reduce broadcast traffic but can also operate with
security protocols which can restrict access to data on a VLAN. This is achieved by breaking up the
broadcast domain into multiple domains, so each network has less traffic to deal with. Prior to

implementing the VLAN onto the circuit, a test will be completed. The test circuit can be found in the Good
(o]0]

appendix. The steps taken to set up the test VLAN can be applied to the original circuit to implement ,cference to
a VLAN on the Milford LAN. Again, the initial steps are to configure the switch. This time, the VLANs @Ppendix
will be designated as VLAN 2 and VLAN 3.

Milford>en

Milfordgconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Milford(config)g#vlan 2

Milford(config-vlan)#name vlanl
Milford(config-vlan) gexitc

Milford(config)f#vlan 3

Milford(config-vlan)#name vlan3
Milford(config-vlan) gexit

Milford(config)$~2Z

Milfords

%SYS-5-CONFIG_I: Configured from console by console

Figure 55 - Milford Switch Configuration

Milfordgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Milford(config) #int £0/1

Milford(config-if) #§switchport mode access
Milford(config-if)#switchport access vlan 2
Milford(config-if) fexit
Milford(config)$#int £0/2

Milford(config-if) #switchport mode access
Milford(config-if) ¢switchport access wvlan 3
Milford(config-if) fexit

Milford(config)g-2

Figure 56 - Milford Switchport Access

Now the switch should be configured and can be confirmed by showing the VLAN.
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Milford¢show VLAN

VLAN Name Status Ports
1 default active Fa0/3, FaO/4, Fa0/5,
Fal/e€

FaQ/7, FalO/8, Fad/s,
Fa0/10

Fa0/11, Fa0/12,
Fa0/13, Fal/l4

Fa0/15, FalO/lg,
Fa0/17, Fa0/18

Fa0/19, Fa0/20,
Fa0/21, FaO0/s22

Fa0/23, Fa0/24
2 wvlan2 active Fad/1
3 vlan3 active Fa0/2
1002 fddi-default active
10023 token-ring-default active Ima
1004 fddinet-default active ge
1005 trnet-default active sho

Figure 57 - Milford Show VLAN WS
the
inte

This time, there are only two PCs in use on the VLAN, therefore onlgdwo fast ethernet ports are

active — one per VLAN. Now, the trunk between the switch and router can be implemented.
con

Milfordgconf ¢t

figu
Enter configuration commands, one per line. Enéywith CNTL/Z.

Milford(config)gint £0/10 red Trunki h /i
Milford(config-if) §switchport mode trunk on ‘nn7/ng<: annel Is
VL implemented here

Milford(config-if)$ ,
$LINEFROTO-5-UPDOWN: Line protocol on Ince:facéq&hstithernetD/lD,
changed state to down s2

and

$LINEPROTO-5-UPDOWN: Line protocol on Incerfac?3FastZthernecO/lD,

changed state to up

Not
Milford(config-if)$-~2
Milfords e
£5¥S-5-CONFIG_I: Configured from console by co?ﬁg%e

Figure 58 - Milford Switchport Trunk \//_

AN

1is
Now that the trunk is in place, the router can be configured for thegyb-interfaces. For this circuit,
def
ault
and
any
inte
rfac
e
not
con
figu
red
is
on
VL
AN
1.

the sub-interfaces will be f0/0.2 and f0/0.3.
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Milford>en

Milfordgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Milford (config) $§int £0/0

Milford(config-if)$#no shutdown

Milford(config-if)$#no ip address

Milford(config-if) fexit

Milford(config) $int £0/0.2

Milford(config-subif)$

SLINK-5-CHANGED: Interface FastEthernet(/0.2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0.2,
changed state to up

Milford (config-subif) g¢encapsulation dotlq 2
Milford(config-subif) $ip address 192.1€8.45.94 255.255.255.224
Milford(config-subif) ¢no shutdown

Milford(config-subif) gexit

Milford(config) $¢int £0/0.3

Milford(config-subif)$

$LINE-5-CHANGED: Interface FastEthernetd/0.3, changed state to up

$LINEPRCTO-S5-UPDOWN: Line protoccl on Interface FastEthernet(/0.3,
changed state to up

Milford(config-subif) §encapsulation dotlg 3

Milford(config-subif) #ip address 152.1€8.45.158 255.255.255.224

Milford (config-subif) $¢no shutdown

Milford(config-subif) gexit The images show evidence of the sub

Figure 59 - Milford Router Sub-interfacing /nterfacmg using the trunklng ,DI’OtOCO/

Now, the sub-interfaces will appear on the #show ip int brie command.

Milfordgshow ip interface brie

Interface IP-Address CK? Method Status

Protocol

FastEthernet0/0 unassigned YES manual up

up

FastEthernet(0/0.2 192 _1€8.45.94 ¥ES manual up

up

FastEthernet0/0.3 192.1€8.45.158 YES manual up

up

FastEthernet0/1 unassigned YES unset administratively

down down

Serialo/o 192_168.45.10 YES manual up

up The report printout shows the
Serialo/1 192.1€8.45.13 YES manual up ' i
up correct configuration

Figure 60 - Milford Interface Brief

Here, it shows the IP address for each PC and the sub-interfaces they are assigned to. Fast ethernet

0/0 is displayed as unassigned due to the # no ip address command. The switch and router ports that

are being used can also be displayed.

Explanation is correct
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Port

:

FastEthernetD/1 Up 2
FastEthernet0/2 Up 3
FastEthernet0/3 Down 1
FastEthernet0/4 Down 1
FastEthernet0/5 Down 1
FastEthernet0/6 Down o |
FastEthernet0/7 Down 1
FastEthernet0/8 Down 1
FastEthernet0/9 Down 1
FastEthernet0/10 Up -
FastEthernet0/11 Down 1
FastEthernet0/12 Down . |
FastEthernet0/13 Down -
FastEthernet0/14 Down 1
FastEthernet0/15 Down . |
FastEthernet0/16 Down .
FastEthernet0/17 Down 1
FastEthernet0/18 Down |
FastEthernetD/19 Down u
FastEthernet0D/20 Down n
FastEthernet0/21 Down |
FastEthernet0/22 Down 1
FastEthernetD/23 Down a
FastEthernet0/24 Down 1
Vlanl Down 1

Hostname: Milford

Port Link IP Address
FastEthernet0/0 Up <not set>
FastEthernet0/0.2 Up 192.168_45
FastEthernet0/0.3 Up 192.168.45
FastEthernet0/1 Down <not set>
Serial0/0 Up 192.168.45
Seriald/1 Up 192.168.45

Hostname: Milford

IP Address

<not set>

Figure 61 - Milford Switch Ports

IPve
<not
.94/27 <not
.158/27 <not
<not
.10/30 <not
.13/30 <not

Address
set>
set>
set>
set>
set>
set>

Figure 62 - Milford Router Ports

MAC Address

00DO0.BC64.2A01
00D0.BC64.2R02
00DO.BC64 . 2A03
00D0.BC64.2A04
00D0.BC64 . 2A05
00DO0.BC64 . 2A06
00D0.BC64.2A07
00DO.BC64.2A08
00DO.BC64 . 2A09
00DO.BC64.2A0A
00DO.BC64.2A0B
00D0.BC64 . 2A0C
00DO.BC64.2A0D
00DO.BC64 . 2A0E
00DO.BC64 . 2A0F
00DO.BC64.2A10
00DO.BC64.2A11
00DO.BC64.2A12
00DO.BC64.2A13
00DO.BC64.2A14
00D0.BC64.2A15
00D0.BC64 . 2R16
00DO.BC64.2A17
00D0.BC64.2R18
0001.63B5.CCOB

Switch configuration
showing trunk channel
active and VLAN's 2 and
3 active

MAC Address
0001 .432E.1101
0001 .432E.1101
0001.432E.1101
0001.432E.1102
<not set>

<not set>

Milford router shows the two sub
interface gateways for the VLANs

Form the sub-interfaces, the PCs should now display the IP addresses assigned as their gateways.

Port Link IP Address IPv6 Address
FastEthernetD Up 192.168.45.65/27 <not set>
Bluetooth Down <not set> <not set>
Cateway: 192 .168 45 94
DNS Server: <not set>
Line Number: <not set>

Figure 63 - PC2 Ports
Port Link IP Address IPveé Address
FastEthernetD Up 192.168.45.129/27 <not set>
Bluetooth Down <not set> <not set>

GCateway: 192 168.45.158
DNS Server: <not set>
Line Number: <not set>

Figure 64 - PC3 Ports
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MAC Address
00ED.BOE7.8D7B
0005.7CB7.D014

MAC Address
0001.6305.7362
O0OED.A335.4A61

VLAN gateways shown in devices
summary report




These tables above show that the gateways are assigned by the sub-interfaces correctly. Each
routing table for the routers should also show the new address, whichis 192.168.45.128 as declared

by the VLAN table shown previously.

Routing Table for Tenby n
Type Network Port HI::X:P Metric

c 192.168.45.4/30  Serial0/0 —_ 0/0

Cc 192.168.45.8/30  Serial0/1 —_ 0/0

R 192.168.45.12/30 Serial0/0 192.168.456 1201

R 192.168.45.12/30 Serial0/1 192.168.45.10 12011

c 192.168.45.32/2T FastEthernet0/0 — 0/0

R 192.168.45.64/27 Seriald/1 192.168.45.10 1201

R 192.168.45.96/27 Serial0/0 192.168.456 12011

R 192.168.45.128/27 Serial0/1 192.168.45.10 12011

Figure 65 - Tenby Routing Table - VLAN

Routing Table for Pembroke n
Type Network Port H’:JELQX:P Metric

C 192.168.45.4/30  Serial0/0 - 0/0

R 192.168.45.8/30  Serial0/0 192.168.455 1201

R 192.168.45.8/30  Serial0/1 192.168.45.13 1201

c 192.168.45.12/30 Serial0/1 — 0/0

R 192.168.45.3227 Serial0/0 192.168.45.5 1201

R 192.168.45.64/27 Serial0/ 192.168.45.13 120/

C 192.168.45.96/27 FastEthernet0/0 — 0/0

R 192.168.45.128/27 Serial0/1 192.188.45.13 12011,

Figure 66 - Pembroke Routing Table - VLAN
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Routing Table for Milford

Type

R

Network Port HND:“p Metric
192.168.45.4/30  Serial0/1 192.168.45.14 1201
192.168.45.4730  Serial0/0 192.168.45.9 1201
192168.45.8/30  Serial0/0 - 0/0
192.168.45.12/30  Serial0/1 — 0/0
192.168.45.32/27 Serial0/0 192.168.459 1201
192.168.45.64/27 FasiEthernet0/0.2 — 0/0
192.168.45.9627 Seriald/1 192.168.45.14 1201
192168 45.128/27 FastEthernetd/0.3 — 0/0

Figure 67 - Milford Routing Table - VLAN

Each routing table displays the new IP address for the VLAN.
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2.3.4 Access Control Lists
Using an access control list allows a router to deny access to specific devices. These are used
because they provide a local firewall which can easily be applied to a network. In this case, the

Pembroke router will be used to restrict access from the Pembroke devices to a Milford PC.

Pembroke>en

Pembrokegconf t

Enter configuration commands, one per line. End with CNTL/Z.
Pembroke (config) #hostname Pembroke

Pembroke (config) #access-list 1 deny 152.1€8.45.12% 0.0.0.0
Pembroke (config) #access-list 1 permit any

Pembroke (config) $~2

Pembrokesg

§5YS-5-CONFIG_I: Configured from console by console

Figure 68 - Pembroke Access List

Pembroke>

Pembroke>en

Pembrokegconf t

Enter configuration commands, one per line. End with CNTIL/Z.
Pembroke (config) $¢int £0/0

Pembroke (config-if) #ip access-group 1 out

Pembroke (config-if) §~2Z

Pembrokeg

Images show the ACL

$5YS-5-CONFIG_I: Configured from conscle by console implementation

Figure 69 - Pembroke Access Group

With these controls in place, access from the Pembroke devices to PC3 on the Milford VLAN should
be restricted. These ACLs demonstrate the security protocols that can be placed onto VLANSs, as

previously mentioned.
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2.4 Testing and Analysis

Following the construction of each different protocol, tests were carried out. A combination of

packet tests and pings were used to test the implemented protocols. The first protocol tested was

the CIDR/28. A selection of PCs on each network were used for the testing. The selections reflected

the use of PCs going to and from each network.

Fire Last Status Source Destination Type Color
@ Successful PCO PC2 ICMP
'™ Successful PC3 PCO ICMP .
[*) Successful PC3 PC4 IcMP .
[+ Successful PCS PC2 ICMP .
[+ Successful PC1 PC4 ICMP .
[+ Successful PC5 PCO ICMP

Figure 70 - CIDR/28 Testing

Time(sec) Periodic MNum

0.000 N 0

0.000 N 1

0.000 N 2

0.000 N 2

0.000 N 4

0.000 N =z
CIDR /28 tests are
successful

This table shows that all the tests carried out were successful and thus proved that the CIDR/28

routing was implemented onto the system. Following the CIDR/27 implementation, CIDR/28 and

CIDR/30 were added to the circuit. The same testing method was performed on the circuit, but with

a different selection of PCs. Again, the tests carried out were completely successful.

Fire Last Status Source  Destination Type Color  Time(sec)
(=Y Successful PCO PC2 ICMP 0.000
(=) Successful PC3 PC1 ICMP O 0.000
@ Successful PC2 PC4 ICMP 0.000
(=Y Successful PC5 PC3 ICMP 0.000
[=% Successful PC4 PC1 CMP 0.000
(=Y Successful PCO PC5 ICMP 0.000

Figure 71 - CIDR/27 & CIDR/30 Testing

N

Zz 2 =2 2 =2

Periodic Num Edit Delete

0 (edit)
1 (edit)
2 (edit)
3 (edi)
4 (edit)
5 (edit)

VLSM tests are successful which

roves the implementation of VLSM

The VLAN testing required more specific testing, due the devices involved. Tﬁis led to more tests

been carried out, as seen below.

Fire Last Status Source Destination Type Color
<@ Successful PC2 PC3 ICMP
<9 Successful PC2 PC1 ICMP
(&3 Successful PCO Pc2 ICMP
[+ Successful PC3 PC1 ICMP B
[+ Successful PCO PC3 ICMP .
<9 Successful PC3 PC4 ICMP .
(&) Successful PC5 PC3 ICMP .
[+ Successful PC2 pPC4 ICMP
@ Successful PC4 PC2 ICMP .

Figure 72 - VLAN Test Results
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Time(sec) Periodic Num

0.000 N
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

== Z =2 Z Z Z Z =
L I I

Tests show the VLAN must be
implemented correctly for the send
and receive ping tests to be
successful. PC2 and PC3 are the
devices on VLANs




Here, the tests are carried out from each LAN to the Milford VLAN PCs. No tests were required
between the Tenby and Pembroke LANs as they were untouched and not involved in the VLAN
process. Once completed, further modifications were made to the VLAN circuit, by implementing an
access control list. To verify the ACL is in place, the addresses can be pinged from Pembroke to

Milford.

ommand Line

timed out. Screenshot shows the device

timed out. . .
e - address .129 is denies access
timed out.

timed out.

Ping statistics £ 25:
Packets: Sent a, (100% loss),

with 32 bytes of data:

time=lms TTL=12¢ Screenshot showing device
time=12ms TIL=126 .65 allowed access
time=llms TTL

time=11lms TTL=126

4, Lost = 0 (0% loss),

5.12% with 32 bytes of data:

timed out. Same test from different
device showing access
denied

(100% 1lo

Figure 75 - PC5 to PC3 Ping
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ng 192

Pinging 152 : of

Same tests from different
source showing access

allowed.
Ping statistics -4 €5:
Packets: Sent ’
A in milli-second

Minimum = Mazxi Sms, Average = 3

Figure 76 - PC5 to PC2

These ping tests show that the pings from Pembroke devices to PC3 are unsuccessful and time out
every time. When pinging to PC2, the tests are successful because the router is not restricting

access. To further confirm the operation, a ping test can be checked from PC5 to PCO.

with 32 bytes of data:

Reply
Reply
Reply time=2ms TTL=12
Reply . Y time=llms TIL=

Ping statistics

Sent

ound trip times in milli-seconds:
Minimum = lms, Maximum = llms, Average = Sms

Figure 77 - PC5 to PCO Ping

This test was also successful, proving that the access was only restricted to the desired device.
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2.5 Evaluation

The aim was to apply Classless Inter-domain Routing and a Virtual Local Area Network to a circuit. To
ensure they were applied successfully, tables were used dictating the addresses that were required —
including the host and broadcast addresses. The CIDR/28 routes and CIDR27 and CIDR/30 VLSM
were applied via RIP routing version 2. This method detected the gateway being used to determine
the CIDR in place.

- CIDR/28 — 255.255.255.240

- CIDR/27 - 255.255.255.224 This
IS an

- CIDR/30 — 255.255.255.252 import
ant
point.

All of the applied routes could be found using either the #show igfBute command on the CLl or by
accessing the routing table for the routers. The testing for the CIWiavoIved transferring packets

accep
between devices on different LANs. ts the

sub

nets
The circuit containing CIDR/27 and CIDR/30 was further modifiectt,tbﬁtcommodate the use of a VLAN

for reduction of traffic on a broadcast domain. This was only apphiéé to one network — Milford. The
VLSM

use of the test VLAN provided an understanding into VLAN implewsﬂiéation prior to creating a VLAN

on the circuit. Further steps were required to complete the VLANJiitzluding configuring the switch.

Once again, the test method for the VLAN was to transfer packets between devices.

An access control list was implemented onto the Pembroke network to prevent PC4 and PC5 from
communicating with PC3 on the Milford network. This was achieved by restricting access to the
desired PC, while permitting access to the other devices in the circuit. An alternative testing method
was used for the ACL, by using the ping function. Here, 4 packets are sent between devices. If a
connection is made, there should be 0% loss. If a ping is sent to a device behind a firewall, the

request will time out. Both of these were displayed through the testing employed.

All of the testing for these methods were carried out successfully. This proves that they were all

implemented successfully on the circuit. Good evaluation
with focus on
the performance
of the VLAN
which will be
used in the
practical
element
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3. Element 3
3.1 Introduction

The aim of element 3 is to incorporate a web server into a VLAN. This will be a PLC web server,
associated with a Siemens PLC and will be tested with the associated hardware. This is being

completed to identify the impact that Industry 4.0 is having on PLCs and networking.
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3.2 Design Requirements

To implement the web server, a VLAN is required. The VLAN that will be used can be seen below.

Gateway - 192.168.100.254

PLC terminal I
IP-192,168.100.4 —
-2

p
Cisco 2600 router

—_
o
) ‘ Trunk gateways

VLAN 100
'Spw?r:l;;?;:]a:e; server Router-PT FO/0.100 -1:3:‘ 698 IUU;“
e B T 5 / Router! FO/.101 - 192 168101 254
gt Fnu £ For
SEMENS PLC _—

a ZB‘C 2- Cisco 2950 switch
VLAN 101 FOrz Swiich0 FOA for frunk network

Network Configuration terminal PC
. P-192.168.101.3
Gateway - 192.168.101.254

Figure 78 - Web Server VLAN

The configuration for the above VLAN can be found in the appendix. With the switch configured, the

VLAN should show without any fast ethernet connections.

£ COMY - PulTY

Screenshot
shows VLANs
are active

Figure 79 - Web Server Switch VLAN

With the connections configured, the VLAN will show the fast ethernet.
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Figure 80 - Web Server Switch VLAN With Connections

To verify the configuration of the VLAN, a ping test can be completed.

C:\Users\Leils>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.168.101.2: bytes=32 time=6ms
Reply from 192.168.101.2: bytes=32 time=1ms
Reply from 192.168.101.2: s=32 tim
Reply from 192.168.101.2: bytes=32 time«

|
IPing statistics for 192.168.101.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 6ms, Auerage = 1ms

[C:\Users\Leils>ping 192.168.101.3

!Pinging 192.168.101.3 with 32 bytes of data:

Request timed out.

Reply from 192.168.101.3: bytes=32 time=1ms TTL=127
Reply from 192.168.101.3: bytes=32 time<ims TTL=127
Reply from 192.168.101.3: bytes=32 time<ims TTL=127

Ping statistics for 192.168.101.3:
Packets: Sent = 4, Received = 3, Lost = 1

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 1ms, Average = Oms

Figure 81 - VLAN Ping Test
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To test the web server, the following hardware is required.
e laptops/PCs — Quantity: 2
e Siemens PLC —Quantity: 1
e Cisco 2600 Router — Quantity: 1
e Cisco 2950 Switch — Quantity: 1

ROUTER
PLC SWITCH CONFIGURATION
PC
WEBPAGE Good use of block
PC diagram

Figure 82 - Hardware Block Diagram

The hardware set-up of the system can be found below.

Image shows evidence of

Cisco equipment connected to
devices

Figure 83 - Web Server Hardware Set-up
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3.3 Implementation

Within the PLC properties, the web server must be activated.

L= | - PR i dr
'd properties |’ info 4} % Diagnostics |
General l 10 tags H System constants H Texts ]
Cycle [a]
Communication load Web server
System and clock memol
= 4 General

General N

Automatic update E [ Activate web server on this module

User management [ [7] Permit access only with HTTPS
w User-defined pages =

Adv d .
anee Automatic update

Userinterface languages |

To use the web server, file extensions need to be added. The file extensions in use are HTM, HTML

and js.

Figure 84 - PLC Properties

| General | 10tags | System constants
~ Web server ~
General
Automatic update

*  Advanced

| Texus |

PLC web server
activated

User management L Files with dynamic content: | hsm, bl i3

* User-defined pages *

i

Web DB number: | 333

User interface languages . Fragment DB start number: | 324
]

Time of day
= Protection & Secunty
_ Access level bt

Figure 85 - File Extensions

Further file extensions can be used, if desired.

[0 o]

HTML

Hypertext Mark-up Language

HTM

Shortened HTML

Js

JavaScript

.json

JavaScript Extension

.png

Portable Network Graphics

.gif

Graphic Interchange Format

The _js file extension is not compatible with Siemens PLC Models less than 1500. However, it can be

embedded into the HTML extension. With the web server enabled, the digital inputs and outputs on

the PLC can be created. Here, there will be 8 inputs and 3 outputs.
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WEB contrl vian * PLC_1 [CPU 1212C ACJDURIy] * PLC tags * Default tag table [38]

“@Tags |® Userconstants l,{a System constants
FEOIHE TH =
Default tag table
Name Data type Address Retain  Acces.. Wnta.. Visibl.. Comment
) | Bool Hl %0 [+ 5 8 &
2 a op Bool %Q0.1 M &8 @
i @a op Bool %00.2 M M &
s @ i Bool %I0.0 M 8 =&
5 a i Bool %10,1 [~
& @ ip2 Bool %I0.2 M 8§ &
7 a ip3 Bool %103 ®§ 8 @ Screenshot shows
8 @ ip Bool %I0.4 M 8 @ i
- =5 S 8 8 8 the tags set up for io
0 a s Bool %106 M 8 & control
noa 2ool %107 M @ &
12 Add new ¥ =
<] i ]
Figure 86 - PLC /O

The web server can also be added to the main function block.

| Devices |

* _] WEB contrl vian
I Add new device
gh Devices & networks
~ @ PLC_1 [CPU1212C ACIDTI,
¥ Device configuration
% Oniine & diagnostics
= ¥ Program blocks
I Add new block
& Main [0B1]
» g System blocks
+ [ Technology objects
» I} Extemal source files
~ @ PLC tags
% Showall tags
W Add new tag table
2L Netailt tan tahle 1381

B T T G S

w Block title: “Main Program Sweep (Cycle)”

*  Network 1:

-

ENO

RET_VAL|— #ok

Figure 87 - Web Server Function Block

Web server
block is
implemented in
the main
program area

Now, with the function block in place, the web server is ready for the web pages to be downloaded.

The .html index page can be downloaded with the http:// source.

The developed

web program is

downloaded to the

web server of the
PLC

il Delete blocks

General | I0tags | System constants | Texts |
~ Web server [a]]
& T User-defined pages
1l Automatic update
User management HTML directory: [ \html
fod wi‘;mm N Default HTML page; |Button_control htm
1 v
Userinterface languages 3 Application name: :‘“"Eb control
Time of day = Status:
w Protection & Security L= [ Generate blocks
Access level fol
— - ol - .

Figure 88 - HTML Index Page Download
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With the index page ready, the web data blocks can be generated and the PLC’s ethernet addresses

can be configured.

|3 Properties I'_’Jlnfo Llliq_ Diagnostics |
|| General | 10tags | system constants | Texts | The ip address of
» General ~ (® Set IP address in the project the PLC is now
Project i"“f’”‘“‘“’" L IPaddress: | 192 . 168. 101 . 2 setup. The
Catalog information b 5 —|
identification & Maint.. | Subnetmask: | 255 . 255. 255. 0 gateway address
+ PROFINET interface [X1] ] ) Use router is active and is
General i Router address: | 192 . 168. 101 . 25 from a router
" () 1P address is set directly at the device
Time synchronization I
SR PROFINET
» Advanced options =
Figure 89 - PLC Ethernet Addresses
The web pages are saved in the ‘UserFiles’ folder within the PLC files. The three files generated
include Button_control.htm, Status00.png and Status01.png.
:) » usb_white » USB Drive » NETWORKS » Element 3 portfolio 2019 » WEB contd vian_V15.1 » UserFiles
A Name - Date modified Type Size The web program files
[¥] Button_control 02 HTM File 3KB are held in the
[&] Statuson 16/06/2 PNG File 17KE useffiles in the TIA
|&] Status01 16/06/2 PNG File 16 KB

program for access

Figure 90 - Web Server Files

Shown below are the components of the HTML web page program. This program will monitor the
inputs and activate the outputs. The heading of the program sets the design characteristics, such as

background colour, and the refresh rate of the page.
<html>

H<head>
<meta http-equiv="refresh" con

<title>Web_control</title>

7 H<meta http-egquiv="Content-Type" content="text/html; charset=iso-8859-1"><style r} "text/css">

i-color: #ccoooc; Simple HTML program is
demonstrated

t</style></head>

Figure 91 - Web Page Program Heading

The body of the program contains the content that changes upon refresh. This includes the PLC I/0.
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File Edit Search View Encoding Language Settings Tools Macro
o HiHE s BI4dhRoC M 2t 3

Bvecouston 3] oCouerbn 3]l Bun comttin 3 i

16 |[</style></head>

17

18 El<body>

19

20 <!-- AWP_In Variable Name='"op"' -->
21 <!-- AWP_In Variable Name='"op2"' -->
22 <!-- AWP_In Variable Name='"op3"' -->
23 <!-- AWP_In Variable Name='"ip"' -->
24 <!=-- AWP_In Variable Name='"ipl"' -->
25 <!-- AWP_In Variable Name='"ip2"' -->
26 <!-- AWP_In Variable Name='"ip3"' -->
27 <!-- AWP_In Variable Name='"ip4"' -->
28 <!-- AWP_In Variable Name='"ip5"' -->
29 <!-- AWP_In Variable Name='"ip6"' -->
30 <!-- AWP_In Variable Name='"ip7"' -->

Figure 92 - Web Page Program Body

The following forms are used to write to the outputs of the PLC.

12 J«!’um)

¥ <input types"submit® value="Set_Output_1_1">
M <input type="hiddan* names'*op*' value="1">
¥ </fora>

14

3 Ei<farm>

<input type="submit® valus="Set_Output_1 _0°>
] <input types*hiddan® names'“op*’ values*0*>»
) «/form>

<form»
¢ <input types"submit® W
1 <input type="hidden” namec=

3
]
‘
]
L
& >
é
‘ “Set_Output_2_1*»
] opld=* value="1"»
‘
49 [ <form>

<input ty
<input types*hidden* namen‘*op2*‘ valuem®*0*»

53 Dep>
=1 é(fam;
55 <input type="submait® value="Set_Output 3 _1*>
56 <imput type="hidden” name=""op3d"* wvalue="1">
</form>
p<form>

<input type=“submit® value="Set_Output_3_0*>
<input type="hidden” name="*op3"* value="0">
</farm>
62 peform>

Figure 93 - Web Program PLC Output Forms

This is the method for declaring
tags from the PLC that are to be
accessed in the HTML program

</torn> HTML forms used to write data values
pr=taubmit® valus="Set_Output 2 0% to the output ports on PLC using tags
</form> declared

The PLC input forms below reads the values of the inputs and sets an LED .png, as per the Boolean

condition.
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b
6]

&nbsp; &nbsp; ip
&nbsp;&nbsp; ip
&nbsp;&nbsp; ip 7 :

&nbsp ;&nbsp; Output 2 :
&nbsp;&nbsp; Output 3 :

</body>
</html>

<p align="center">Output 0 : :="op":&nbsp;énbsp;<img src="

1énbsp; énbsp; <
:énbsp; enbsp:<
1énbsp; énbsp; <in

H<p align="center">ip 0: :="ip":&nbsp;&nbsp;<img 25" ">
&nbsp &nbsp; ip 1 : :="ipl":&nbsp;enbsp:<img s - 2 2 hei 25"
&nbsp;&nbsp; ip 2 : : t&nbsp; énbspi<im il 25"">»
&nbsp&nbsp; ip 3 : t&nbsp; enbsp: < ta"@5ny
&nbsp;&nbap; ip 4 @ t&nbsp;énbapi< jht="25"">

5 ="25" ">
| B

height="25"" »
:="op2":inbsp; énbsp;<img sre :.png” "width="25" heig o Lt
:="op3":inbsp; énbsp;<img src="Status0:="op3":.png" "width="25" height="25"">

Screenshot showing evidence of input

monitoring function in web page

Figure 94 - Web Page Program Input Forms

When an input is set to 0, the 0 is read and applied as the second identifier for deciding on which

.png file is correct. A green LED .png file is known as “status00”, with the second 0 being determined

by the PLC inputs. A text write-up of the PLC program can be found in the appendix.

Expl
anat
ions
and
ima
ges
are
goo

and
clea

rly
sho

how
the
prog
ram
inter
acts
with
the
PLC
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3.4 Testing and Analysis

When accessing the webpage, the first screen displayed is a diagnostics page.

&« C (@ Notsecure | 192.168.0.3/Portal/Portal mwsI?PriNav="5tart

= Apps siemens A (PDF) AUTOMATIC @ 2 Omensional Discr...  [@ 25 Marks Given The... G 250V 50hz capacito.. @

SIEMENS §7.1200 station_2 | PLC_2

» Start Page

 Idemincanon

sEmEus

General:
TiA Portal V151
Station ram: 5T-1200 mmion 2
Mol rame: BLC_2
Modu type  CPU 12140 DCDCDC

+ Diagnostic Bufler

* Module Information

+ Communication
» Variable Status s I
£ e Image shows evidence of
# File Browser
Sl AN from web page generated
v User Pages GowAUN | Gowstor page g

from PLC web server

» Introduction

Figure 95 - Siemens Diagnostics Page

From this page, the dynamic user pages can be accessed — specifically, the control page. This page
displays the PLC inputs and outputs as LEDs. Testing of the web control page can be seen below.
Input: 10011011

Output: 10100000

PR Rnn
P

w0 0@ 10 01D 401D 5119 @ 10 @

‘ et 1 O a1t D gy s @

Figure 96 - Web Control Test 1

Input: 10010000
Output: 10000000
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w19 5149 5109 4110 401D 340 1O g @

ot | o1 8 P s | @

Input and output conditions are the
Figure 97 - Web Control Test 2 same as indicated on the PLC showing
the HTML program working with real
time data
Input: 10010000

Output: 10000000

wiD 109 209 5319 i@ 5109 4@ 4@

Ot 1D 0au: 1D o 1 @

Figure 98 - Web Control Test 3

These testing images show that the PLC inputs are producing the desired outputs and they are being
displayed correctly on the web page. This ultimately proves that a PLCs conditions can be

represented with only a HTML extension and two different .png files.

These webpage systems can be further improved by using the JavaScript extensions, which will allow
the PLC and webpage to utilise real-time monitoring of different systems. This would remove the
need for a page refresh, meaning the graphic change will see an increase in quality the data will
refresh much quicker. For example, using a webpage to monitor PWM control of a motor. Shown

below is an image of a motor connected to a PLC.

Figure 99 - PLC Motor Input
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The webpage below displays the motor power as a percentage.

&« y A Notsecure | 192.168.0.3/awp/JSON_TEST/Index_frames.htm

i1 Apps semens A (PDF) AUTOMATIC.. @B 2 Dimersional Discr... [ 25 Marks Given The.. & 250V S0hz capacite. B 4 point DFT U

Figure 100 - Motor Monitoring Webpage — 35%

X Ak

| Name Address |Display format | Monitorvalue | I
*Motor Speed ..[&][%Qw1000 ] Hex [+] 16#0023
*Motor RUN® %04 Bool TRUE

“webdata” Motor... DEC+- 35

Figure 101 - PLC Watch Table - 35%

By increasing the motor power, the changes on the webpage screen can be seen, along with the

changes in the PLC watch table.

61




€& =2 C A Notsecure | 192.168.0.3/awp/ISON_TEST/Index_frames.htm

B Apps siemens A (PDF) AUTOMATIC.. @B 2 Dimensional Diser.. [8) 25 Marks Given The.. G 250V 50hz capacite... @ 4 point DFT

Figure 102 - Motor Monitoring Webpage — 90%

@ & Bl 222 EN

i Name Address Display format  Monitorvalue | Mot
*Motor Speed ...[=][%Qw1000 Hex [+] 16#005A
“Motor RUN® %10.4 Bool TRUE
“webdata® Motor... DEC+/- 90

SPE T —

Figure 103 - PLC Watch Table —90%

This proves that the web server can be used for many different applications, including real time

monitoring. You are correct in your
recommendation here that there can
be vast improvements using other
web technologies which are already
compatible with the PLC web server.
These functions of motor control is a
good example of what can be
achieved.
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3.5 Evaluation

The objective of this element was to implement a web server onto the VLAN that worked with a
Siemens PLC and could display inputs and outputs as desired. The web server was set-up on the PLC,
which was configured with the network addresses that were found within the VLAN. The web
server’s program was entered into the PLC, giving the module a series of /0 that would be displayed
on the control page. With the function block in place and the index pages downloaded, the web

server was functional.

On the dynamic pages, the 1/0 in the program were displayed and the system could be tested. A
series of input combinations were tested, with the desired outputs being produced correctly. As
expressed previously, the system could be improved to focus on real-time monitoring, which is

becoming more desirable in the world with Industry 4.0 being developed with PLCs in mind.

This is a good point with IOT
4.0
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4. Appendix
4.1 Static Routes

GLOBAL )
= Global Settings
Algorithm Settings
INTERFACE Display Name | PC1
FastEthernet0 interfaces  FastEthernetd
Bluetooth
Gateway/DNS IPv4
) DHep
(®) Static
Gateway [ 192.168.4.254
DNS Server |
Figure 104 - Class C Mask
GLOBAL
—
ings Global Settings
Algorithm Settings
INTERFACE Display Name | PC3
FastEthernet0 nterfaces  FastEthernetd
Bluetooth
Gateway/DNS Pvd
() DHCP
(@) Static

Gateway [170.25.0.254

DNS Server |

Figure 105 - Class B Mask
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® Router2

Physical Config cLI Aftributes

I
GLOBAL | ,
: Static Routes
Settings |
 Algorithm Settings | Network ||
T
| Static ] Nt Hop |
RIP | exiriop
INTERFACE |
FastEthernet0/0 |
Serial0/0 |
Serialo/1 | Network Address
170.25.0.0/16 via 11.0.0.2
192.168.4.0/24 via 10.10.15.1
Figure 106 - Router 2 Static Routing
! Router3

Physical Config cLl Attributes
I

GLOBAL
Settings

Static Routes

Algorithm Settings Network | |

ROUTING Mask |

Static

= Next Hop |

INTERFACE
FastEthernet0/0
Serial0/0

Serialo/t Network Address

100.0.0.0/8 via 11.0.0.1

192.168.4.0/24 via 11.0.0.1

Figure 107 - Router 3 Static Routing
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Routing Table for Routerl

Type  Network Port H':":p Metric
C 100008  Serialo/0 — 010

R 1.0008  Seriald/d 10.10.15.2 12011

R 1000008  Serial0/0 10.10.15.2 12011

R 170250016 Serial0/0 10.10.15.2 12072

C  192.168.4.0/24 FastEtherneto/d — 010

Figure 108 - Router 1 Routing Table

Routing Table for Router2

Type  Network Port H':::‘;(P Metric
c 10.0.0.0/8 Serial0/1 . 0/0

Cc 11.0.0.0/8 Seriald/0 —_ 0/0

c 100.0.0.0/8 FastEthernetd/0 — 0/0

R 170.25.0.0/16 Serial0/0 11002 1201
R 192.168.4.0/24 Serial)/1 10.10.15.1 1201

Figure 109 - Router 2 Routing Table
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Routergshow ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B -
BEP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-I5, L1 - IS-IS lewvel-1, L2 - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Serial0d/0

11.0.0.0/8 [120/1] wvia 10.10.15.2, 00:00:04, Serial0/0
100.0.0.0/92 [120/1]] wia 10.10.15.2, 00:00:04, Seriald/0
170.25.0.0/1€ [120/2] wia 10.10.15.2, 00:00:04, Serial0/0
192.1€8.4.0/24 is directly connected, FastEthernet0/0

O ®®O

Router$|

Figure 110 - Router 1 RIP Configuration

Routergshow ip route
Codes: C - connected, 5 - static, I — IGRP, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
N1l - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS5-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/1l

11.0.0.0/8 is directly connected, Serial0d/0

100.0.0.0/8 is directly connected, FastEthernet0/0
170.25.0.0/1€ [120/1] wvia 11.0.0.2, 00:00:2€, Serial0/0
152.1€8.4.0/24 is possibly down, routing wvia 10.10.15.1,
Serial0/1

wOWOOO

Router§

Figure 111 - Router 2 RIP Configuration
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4.2 Circuit Device Configuration

¥ Mitford - o X
Physical  Config  CLI  Aftributes
—
GLOBAL [ FastEthernet/0
Setungs Port Status
Algorithm Settings Bandwidth 1 Auto
ROUTING Duplex Half Duplex # Full Duplex ] Auto
Static MAC Address 0001 432E 1101 I
RIP
s P Configuration -
P Address 192 168 45.30
faatfthamati/V Subnet ask 255 265255, 240
FastEthernet0/1
Serial0/0 r
Serial0/1 Tx Ring Linkt |10
Equwvalent 105 Commands
— ——— -~
state To up A
Milfordrenable
Milfczds
Hilfordiconfigure terminal
Inter configuration commands, one per line, End with CWTL/Z
Milford (config) #interface FastEthernet0/0
Milford(config-i#14 hd
O T

Figure 112 - Milford Fast Ethernet

P Milford - m] x
Physical -onfig cu Aftributes
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GLOBAL Serialo/0 f
Settings Port Status On
Algorithm Settings Dupiex F
ROUTING Cock Rate - |
Static P Configuration )
RIP P Address 192.168.45.77
INVERFACE Subnet Mask [2s5.255.255.240
= | SR S
1 Tx Ring Limé [10
Serialo/0 . '
Serial0/1
quivaient 105 Commanas
Hilford>enable A
Milfords
M1 1gure inal
Encer configuracisn commands, one per line  End wich CHTL/Z.
Milford(config) #interface FastEthermetl/0
Milford(config-if)$
Milford{config-1if) fexic
Milford{config) finterface Seriald/0
Milford(config-if) # v

O we

Figure 113 - Milford Serial 0/0
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- O X
Serall/1
On
v
Static | P Configuration
RIP P Adaress 192.168.45.110
ERIEREN Subnet Mask 265.255.265.240
FastEthernet0/0 |
S Tx Ring Limt [10 |
Serialn/0
Serial0/1
Egurvaient 05 Commands
Enter configuration commands, one per line. End with CNTL/Z. ~
Milford(config) #intezface FastEthernetd/ 0
Milfordiconfig-if)$
Milfordiconfig-if) sexit
Milford(config) #intezface Seriald/0
Milford(config-if) #
Milford (config-if) fexit
Milfozd (config) #intezface Seriald/l
Milford{config-ifl g i
O e
Figure 114 - Milford Serial 0/1
¥ Pembiroke - o x
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ASYS5-5-CONFIC_I: Configured from conscle b
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y console

O e

Figure 115 - Pembroke Fast Ethernet
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¥ pembroke - o X
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GLOBAL | Serialif
Settings Port Status on
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ROUTING Clock Rate v
St P Configuration
P Paddress 192.168.45.93
INTERFACE Subnet Mask 255255255 240
FastEthernet0/0
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Serial0/1
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Pembroke (config) #interface FastEthernetd/0
Pembroke (config-if) ¢
A5YS5-5-CONFIC_I: Configured from console by comsole
FPembroke (config-if) jexit
Pembroke (config) #interface Serialld/0
Fezbroke (config-ifl# b
O vop
Figure 116 - Pembroke Serial 0/0
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Figure 117 - Pembroke Serial 0/1
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Figure 118 - Tenby Fast Ethernet
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Figure 119 - Tenby Serial 0/0
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Figure 120 - Tenby Serial 0/1
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Figure 121 - PCO Fast Ethernet

73




¥ pco - ]
Physical fig Desktop Programming Afirbutes
—
Global Settin
Settings .
Algorithm Settings
INTERFACE Dsplay Name [PCO ]
FastEthernetd nterfaces  FastEthernetd v
Bluetooth
Gateway/ONS Pvd
O pHer
(@) Static
Gateway :192 168 45 46
DNS Server
Gateway/ONS Pvé
O oxee
O Auto Connig
@ Static
PvE Gateway
PvE DNS Server |
[ 7ep
Figure 122 - PCO Settings
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Figure 123 - PC1 Fast Ethernet
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Figure 124 - PC1 Settings
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Figure 125 - PC2 Fast Ethernet
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Figure 126 - PC2 Settings
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Figure 127 - PC3 Fast Ethernet
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Figure 128 - PC3 Settings
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Figure 129 - PC4 Fast Ethernet

77

]




Desktop Programming Afirbutes

Display Name [PC4

Giobal Settings

Interfaces FastEthernetd

Gateway/DNS Py
O oHer
@ Static

ONS Server |

Gateway/DNS PvE
O once

O Auto Config
@ Static

Gatewny [132168.45.62

PvE Gateway

PvE DNS Server

Figure 130 - PC4 Settings
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Figure 131 - PC5 Fast Ethernet
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Figure 132 - PC5 Settings
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4.3 VLAN Test

192.168.46.3

PC-PT
PCO

192.168.45.3
5
g Router-PT
PC1 Router1
192.168.45.2

192.168.46.2

Figure 133 - VLAN Test Circuit

This circuit consists of four PCs, a switch and a router. To start setting up the VLANSs, the switch must
be configured. This circuit will use two VLANs.

Switchgen

Switchgconf t

Enter configuration commands, one per line. End with CNTIL/Z.
Switch (config) $¢vlan 45

Switch(config-vlan) §name vlan-45
Switch(config-vlan) gexit

Switch(config) §vlan 4¢&

Switch(config-vlan) #name vlan-4€
Switch(config-vlan) gexit

Switch({config) $~2

Switchg

%5YS-5-CONFIG_I: Configured from console by console

Figure 134 - Test Switch Configuration

Here, the two VLANSs have been set up as 45 and 46. By using the command #show vlan, the active

VLANs will be displayed.
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Switch#show vlan

VLAN Name Status Ports
p default active Fa0/l, Fa0/2, Fad/3,
Fa0/4

Fa0/5, Fa0O/€, FaO/7,
Fald/8

Fa0/%, Fa0/l10,
FaQ/11l, FaO/1l2

Fa0/13, Fa0/l4,
Fa0/15, Fa0/l€

Fa0/17, Fa0/l8,
Fa0/19, Fa0O/20

Fa0/21, FaOs22,
Fa0/23, FaO/24

45 vlan-45 active
4€ vlian-4¢€ active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Figure 135 - Test Show VLAN

This test shows the active VLANs as 45 and 46. Now, the switch’s fast ethernet connections to the
PCs must be assigned to the VLANS, as desired.

Switchgconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)$int £ 0/2

Switchiconfig-if) #¢switchport mode access

Switch(config-if) ¢switchport access vlan-4€

% Invalid input detected at '~' marker.

Switch(config-if) ¢switchport access vlan 4€
Switch(config-if) gex

Switch(config)$int £ 0/1

Switch(config-if) ¢switchport mode access
Switch(config-if) ¢switchport access vlan 45
Switch(config-if) §exit

Switch(config)gint £ 0/4

Switch({config-if) ¢switchport mode access
Switch(config-if) §switchport access vlan 45
Switch(config-if) $exit

Switch(config)#int £ 0/3

Switch(config-if) ¢switchport mode access
Switch(config-if) ¢switchport access vlan 4€
Switch{config—if) gexit

Switch(config)$~Z

Switchg

}SYS-S-CONFIG_I: Configured from console by console

Figure 136 - Test Switchport Access

Once configured, these ports should appear when using the #show vlan command.
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Switchgshow vlan

VLAN Name Status Ports
1 default active Fal/5, Fad/€, Fald/7,
Fal/8

Fa0/9, Fa0/10,
Fa0/11, Fa0/l2

Fa0/13, Fa0/14,
Fa0/15, FaO/l€

Fa0/17, Fa0/18,
Fa0/1%, Fa0/20

Fa0/21, Fa0/22,
Fa0/23, Fa0/24

45 vlan-45 active FaO/1, FaO/4
4€ vlan-4€ active Fa0/2, Fad/3
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Figure 137 - Test Show VLAN (Continued)

The switch must also be configured to create a VLAN with the router. This is done by creating an

interface trunk on another fast ethernet port.

Switchgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Switch({config)g#int £ 0/10

Switch(config-if) $§switchport mode trunk

Switch(config-if) ¢~2Z

Switchg

}SYS-S-CONFIG_I: Configured from console by console

Figure 138 - Test Switch Trunk

The router must also be configured.

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config)#int £ 0/0

Router (config-if) #no shutdown

Figure 139 - Test Router Interface

Now, the use of the command #show interface trunk will display the trunk between the switch and

router, along with the VLANs.
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Switchf#show interface trunk

Switchg

SLINK-5-CHANGED: Interface FastEthernet0/10, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/10,
changed state to up

Switch#show interface trunk

Port
Fa0/10

Port
Fad/10

Port
Fad/10

Port
Fad/1l0

Mode Encapsulation Status Natiwve wvlan
on 802.1lg trunking 1

Vlans allowed on trunk
1-1005

Vlans allowed and active in management domain
1,45, 4¢€

Vlans in spanning tree forwarding state and not pruned
1,45, 4¢

Figure 140 - Test Interface Trunk

Now, the router can be further configured for the interfaces and sub-interfaces. It will assign the

protocols and IP addresses to the sub-interfaces.
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Routerren

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)gint £ 0/0

Router(config-if) #no shutdown

Router(config-if)§
SLINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

&$LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

state to up

Router(config-if)$~2Z
Routerg
%SYS-S5-CONFIG_I: Configured from console by console

Routergconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#int £ 0/0

Router (config-if) $#no ip address

Router (config-if) gexit

Router(config)gint £ 0/0.45
Router(config-subif) ¢
$LINK-S5-CHANGED: Interface FastEthernet0/0.45, changed state to up

$LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0.45,
state to up

Router(config-subif) ¢encapsulation dotlQ 45

Router (config-subif) $ip address 192.1€8.45.254 255.255.255.0
Router (config-subif) g¢no shutdown

Router (config-subif) gexit

Router(config)gint £ 0/0.4¢

Router (config-subif)g

SLINK-5-CHANGED: Interface FastEthernet0/0.4€, changed state to up

S$LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0.4€,
state to up

Router (config-subif) §encapsulation dotlQ 4€
Router (config-subif)$ip address 192.168.4€.254 255.255.255.0
Router(config-subif) éno shutdown

Router (config-subif)$-~2

Figure 141 - Test Router |IP Addresses
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Routergshow ip int brie
Interface

Protocol
FastEthernetd/0
FastEthernet0/0.45
FastEthernet(0/0.46
FastEthernetl/0
down

Serialz/0

down

Serial3/0

down
FastEthernetd/0
down
FastEthernet5/0
down

IP-Address OK?
unassigned YES
192.168.45.254 YES
192.168.4€.254 YES
unassigned YES
unassigned YES
unassigned ¥ES
unassigned YES
unassigned ¥YES

Method
unset
manual
manual
unset
unset
unset

unset

unset

Status

up

up

up
administratively
administratively
administratively

administratively

administratively

Figure 142 - Test Show Interface Brief
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4.4 VLAN Configuration

Switch>enable

Switch#conft

Switch(config)#vlan 100
Switch(config-vlan)#name vlan100
Switch(config-vlan)#exit
Switch(config)#vlan 101
Switch(config-vlan)#name vlan101
Switch(config-vlan)#exit
Switch(config)#*2

Switch#conft

Switch(config)#int f0/2
Switch(config-ifj#switchport mode access
Switch(config-if)J#switchport access vlan 101

Switch(config-if)#exit

Switch(config)#int f0/3
Switch(config-ifj#switchport mode access
Switch(config-if)J#fswitchport access vlan 101

Switch(config-if)#exit

Switch(config)#int f0/4
Switch(config-if)J#fswitchport mode access
Switch(config-if)#switchport access vlan 100
Switch(config-if)#exit

Switch(config)#r2

Switch#

End of VLAN configuration
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Inter VLAN routing

Switch config:

Switch#conft

Switch(config)#int f0/1
Switch(config-ifj#switchport mode trunk
Switch(config-ifj#*Z

Switch#

Router config:

Router>enable

Router#fconf t
Router(config)#int f0/0
Router(config-if}#no shutdown
Router(config-if)#exit
Router(config)#int f0/0
Router(config-ifj#no ip address

Router(config-if)#exit

Router(config)#int f0/0.100

Router(config-subif)#encapsulation dot1Q 100
Router(config-subif)#ip address 192.168.100.254 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#int f0/0.101

Router(config-subif}#encapsulation dot1Q 101
Router(config-subif)#ip address 192.168.101.254 255.255.255.0
Router(config-subif)}#no shutdown

Router(config-subif)#exit
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Router(config)#*Z
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4.5 Web Page Program

<html>

<head>

<meta http-equiv="refresh" content="0.2">

<title>Web_control</title>
<meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1"><style type="text/css">
<|--
body,td,th {
color: #000033;
}
body {
background-color: #CCCCCC;
}
->

</style></head>

<body>

<l-- AWP_In_Variable Name=""0p"" -->

<l-- AWP_In_Variable Name=""0p2"" -->
<l-- AWP_In_Variable Name=""0p3"" -->
<l-- AWP_In_Variable Name=""ip"" -->

<l-- AWP_In_Variable Name=""ip1"" -->
<l-- AWP_In_Variable Name=""ip2"" -->
<l-- AWP_In_Variable Name=""ip3"" -->
<l-- AWP_In_Variable Name=""ip4"" -->
<l-- AWP_In_Variable Name=""ip5"" -->
<l-- AWP_In_Variable Name=""ip6""' -->

<l-- AWP_In_Variable Name=""ip7"" -->
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<form>
<input type="submit" value="Set_Output_1_1">
<input type="hidden" name=""0p""' value="1">

</form>

<form>
<input type="submit" value="Set_Output_1_0">
<input type="hidden" name=""0p"' value="0">

</form>

<p>
<form>

<input type="submit" value="Set_Output_2_1">
<input type="hidden" name="0p2"' value="1">
</form>

<form>

<input type="submit" value="Set_Output_2_0">
<input type="hidden" name=""0p2"' value="0">
</form>
<p>
<form>

<input type="submit" value="Set_Output_3_1">
<input type="hidden" name=""0p3""' value="1">
</form>
<form>

<input type="submit" value="Set_Output_3_0">
<input type="hidden" name=""0p3"' value="0">

</form>
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<form>
<input type="submit" value="Set_Input_0_1">
<input type="hidden" name=""ip"' value="1">

</form>

<p align="center">ip 0: :="ip":&nbsp;&nbsp;<img src="Status0:="ip":.png" "width="25"
height="25"">

&nbsp; &nbsp; ip 1: :="ipl":&nbsp;&nbsp;<img src="Status0:="ip1":.png" "width="25"
height="25"">

&nbsp;&nbsp; ip 2 : :="ip2":&nbsp;&nbsp;<img src="Status0:="ip2":.png" "width="25"
height="25"">

&nbsp; &nbsp; ip 3 : :="ip3":&nbsp;&nbsp;<img src="Status0:="ip3":.png" "width="25"
height="25"">

&nbsp; &nbsp; ip 4 : :="ipd":&nbsp;&nbsp;<img src="Status0:="ip4":.png" "width="25"
height="25"">

&nbsp;&nbsp; ip 5: :="ip5":&nbsp;&nbsp;<img src="Status0:="ip5":.png" "width="25"
height="25"">

&nbsp; &nbsp; ip 6 : :="ip6":&nbsp;&nbsp;<img src="Status0:="ip6":.png" "width="25"
height="25"">

&nbsp; &nbsp; ip 7 : :="ip7":&nbsp;&nbsp;<img src="Status0:="ip7":.png" "width="25"
height="25"">

<p align="center">0utput 0 : :="op":&nbsp; &nbsp;<img src="Status0:="op":.png" "width="25"
height="25"" >

&nbsp; &nbsp; Output 2 : :="op2":&nbsp;&nbsp;<img src="Status0:="op2":.png" "width="25"
height="25"">

&nbsp;&nbsp; Output 3 : :="op3":&nbsp;&nbsp;<img src="Status0:="op3":.png" "width="25"
height="25"">

</body>

</html>

Very good use of the appendix
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS

76/100

Instructor

PAGE 1

PAGE 2

PAGE 3

PAGE 4

PAGE 5

PAGE 6

PAGE 7

Text Comment. Extensive list of figures

Text Comment. Good list of tables

PAGE 8
Text Comment. Introduction is clear and to the point
PAGE 9
Text Comment. Good explanation and the 7 layers have been identified
PAGE 10
Text Comment. Good diagram
PAGE 11

Text Comment. You have identified the purpose of the 4 layer model and explained the



differences from the 7 layer model

PAGE 12
Text Comment. Explanation is correct
Text Comment. This is correct. The headers are added during encapsulation and removed
during decapsulation before the data is read. Each level in the model will have its own header.
PAGE 13
Text Comment. Good explanation
PAGE 14
Text Comment. This is correct. There are also dedicated ports and dynamic ports. Well-known
ports range from 0 through 1023.
PAGE 15
Text Comment. Network is correct and serial connections are configured
Text Comment. The explanation identifies the static and dynamic options for the system
PAGE 16
Text Comment. Addressing scheme has all three classes and you have set out your
addressing for the serial connections
PAGE 17
Text Comment. Image shows evidence of configuration
Text Comment. Good reference to appendix
Text Comment. Ping tests are successful which demonstrates that the routing tables are
correct. The tests carried out perform a send and receive on each LAN
PAGE 18

Text Comment. Good illustration of static routing configuration

Text Comment. System tests for static configuration is successful



PAGE 19

Text Comment. Image shows evidence of RIP configuration for dynamic routing.

Text Comment. Router configuration is demonstrated

PAGE 20
Text Comment. Dynamic routing report shows correct configuration
Text Comment. Good reference to appendix
Text Comment. Dynamic routing tests are successful which correct configuration
PAGE 21
Text Comment. Good clear explanation. Remember that the dynamic addresses will be default
addresses if DHCP helper addresses are not configured
Text Comment. Images show evidence of DHCP configuration
Text Comment. PC1 is clearly given the dynamic address .4.1
PAGE 22
Text Comment. Helper address is identified and implemented
Text Comment. Good demonstration of outcome when no helper address is configured.
Text Comment. This demonstrates that the dynamic address is the next available address
PAGE 23
Text Comment. Good explanation.This is a common procedure in industry VLAN's
Text Comment. Image clearly demonstrates the DHCP excludes the addresses .1 to .10 and
implements the next available which is .11
PAGE 24

Text Comment. Tests are successful which proves configuration of excluded addresses



PAGE 25

Text Comment. Test tables are good

PAGE 26
Text Comment. Router configuration shows all the configurations carried out

PAGE 27
Text Comment. Very good point. It is the control router that will have the significant
configuration
Text Comment. Explanations and test analysis is very good and you have identified the key
elements of the configuration of the system

PAGE 28
Text Comment. Evaluation is good and demonstrates your understanding of the key network
characteristics which will be needed throughout the portfolio

PAGE 29

PAGE 30
Text Comment. Good table of addressing scheme

PAGE 31
Text Comment. Tables show evidence of the configured address scheme using the sub net
address method

PAGE 32
Text Comment. Table showing CIDR /27 configured for the LAN networks
Text Comment. Table showing CIDR /30 for the WAN networks
Text Comment. VLAN addressing is correct. An extra network address is used (128)

PAGE 33

Text Comment. Configuration is now achieved using the CLI terminal. This is how the final
practical implementation will be achieved



PAGE 34

PAGE 35
Text Comment. Tables show all the correct RIP configuration for all routers. The routed
addresses are clearly shown

PAGE 36
Text Comment. The images show clear evidence that the CIDR /27 and CIDR /30 have been
configured according to the subnet addressing
Text Comment. Worth noting here that 'ver 2' RIP protocol is used because ver 1 does not
support CIDR

PAGE 37
Text Comment. Routing tables show the configuration is held in the routing tables as
connections and routes

PAGE 38

PAGE 39
Text Comment. The routing configuration is evident in the report listed

PAGE 40
Text Comment. Good reference to appendix

PAGE 41
Text Comment. Image shows the interfaces configured on VLAN's 2 and 3. Note that VLAN 1
is the default and any interface not configured is on VLAN 1.
Text Comment. Trunking channel is implemented here

PAGE 42

Text Comment. The images show evidence of the sub interfacing using the trunking protocol

Text Comment. The report printout shows the correct configuration

Text Comment. Explanation is correct



PAGE 43

Text Comment.

Text Comment.

Text Comment.

Switch configuration showing trunk channel active and VLAN's 2 and 3 active

Milford router shows the two sub interface gateways for the VLANs

VLAN gateways shown in devices summary report

PAGE 44
PAGE 45
Text Comment. Images show good evidence of configuration
PAGE 46
Text Comment. Images show the ACL implementation
PAGE 47
Text Comment. CIDR /28 tests are successful
Text Comment. VLSM tests are successful which proves the implementation of VLSM
Text Comment. Tests show the VLAN must be implemented correctly for the send and receive
ping tests to be successful. PC2 and PC3 are the devices on VLANs
PAGE 48
Text Comment. Screenshot shows the device address .129 is denies access
Text Comment. Screenshot showing device .65 allowed access
Text Comment. Same test from different device showing access denied
PAGE 49
Text Comment. Same tests from different source showing access allowed.
PAGE 50

Text Comment.
subnetting.

This is an important point. RIP ver 2 accepts the sub nets CIDR and VLSM



Text Comment. Good evaluation with focus on the performance of the VLAN which will be used
in the practical element

PAGE 51
PAGE 52
Text Comment. Screenshot shows VLANs are active
PAGE 53
Text Comment. Screenshot shows the VLANS are configured with interfaces
Text Comment. Ping tests carried out from the PLC configuration terminal to the other ip
addresses.
PAGE 54
Text Comment. Good use of block diagram
Text Comment. Image shows evidence of Cisco equipment connected to devices
PAGE 55
Text Comment. PLC web server activated
Text Comment. The file types for the HTTP protocol are declared here along with the starting
memory location of the web server
Text Comment. Approved file extensions for the web server are identified
PAGE 56
Text Comment. Screenshot shows the tags set up for io control
Text Comment. Web server block is implemented in the main program area
Text Comment. The developed web program is downloaded to the web server of the PLC
PAGE 57

Text Comment. The ip address of the PLC is now setup. The gateway address is active and is
from a router



Text Comment. The web program files are held in the userfiles in the TIA program for access

Text Comment. Simple HTML program is demonstrated

PAGE 58
Text Comment. This is the method for declaring tags from the PLC that are to be accessed in
the HTML program
Text Comment. HTML forms used to write data values to the output ports on PLC using tags
declared

PAGE 59
Text Comment. Screenshot showing evidence of input monitoring function in web page
Text Comment. Explanations and images are good and clearly show how the program interacts
with the PLC

PAGE 60
Text Comment. Image shows evidence of from web page generated from PLC web server
Text Comment. Good image showing input and output set under test

PAGE 61
Text Comment. Input and output conditions are the same as indicated on the PLC showing the
HTML program working with real time data

PAGE 62

PAGE 63
Text Comment. You are correct in your recommendation here that there can be vast
improvements using other web technologies which are already compatible with the PLC web server.
These functions of motor control is a good example of what can be achieved.

PAGE 64

PAGE 65

Text Comment. This is a good point with 10T 4.0




PAGE 66

Text Comment. Good relevant sources

PAGE 67

PAGE 68

PAGE 69

PAGE 70

PAGE 71

PAGE 72

PAGE 73

PAGE 74

PAGE 75

PAGE 76

PAGE 77

PAGE 78

PAGE 79

PAGE 80

PAGE 81

PAGE 82

PAGE 83

PAGE 84

PAGE 85

PAGE 86

PAGE 87

PAGE 88

PAGE 89




PAGE 90
PAGE 91
PAGE 92

Text Comment. Very good use of the appendix

GRADING FORM: CSG-RUBIC

JORDAN 0
GOUGH

RESEARCH-INFORMED LITERATURE

[

y"’ Your research covers all what is required with good 6 l1 0
relevant sources used.

KNOWLEDGE AND UNDERSTANDING

[

y"’ Element 1: Good introduction to start the project. The 23/30
design and implementation of the network is clearly
explained with supporting images. There is sufficient
evidence for correct implementation. 7.5/10 Element
2: Introduction explains the requirements clearly. The
configuration is explained and documentation
requirements for addressing schemes are good and
good use of tables for this. 8/10 Element 3: The
sections from the CAD designs in elements 1 and 2



are implemented using level 2, and 3 Cisco devices.
The implementation of the VLAN and web server are
clearly documented supported with good
explanations and images. There is sufficient
evidence of the ACL configuration. The web program
implementation is achieved over the existing Cisco
switch and router and explained clearly.7.5/10

ANALYSIS

(

y‘ Element 1: Testing and results are very well
explained and supported with sufficient images. 3.5/5
Element 2: A good analysis of test results has been
carried out with supporting images and a good
method of testing used. Good use of tables in this
section.7/10 Element 3: Good test results obtained
and are clearly explained. All the requirements have
been achieved with good evidence. 7.5/10

PRACTICAL APPLICATION AND DEP.

18/25

[

y“ Element 1: Design and implementation from address
scheme to class A, B and C and serial links are
clearly implemented and tested. The procedures
followed from design to implementation were efficient
which simplified the testing stage. Test procedure
used meant that redundant testing is eliminated.
3.5/5 Element 2: The configuration is more complex
due to the subnetting required and the tables of
addressing are very well ordered and follow a
pattern. Implementation of the required network
parameters has been carried out with significant
points explained. This should have included the

18/25



reason for RIP ver 2 and not ver 1. The differences
are important points. Test procedures and methods
eliminate redundant tests while testing all
components. 7.5/10 Element 3: The practical
implementation was carried out using Cisco level 2
and 3 devices. The explanations are supported with
good images. The testing carried out demonstrated
the VLANS and ACL security used in industry
networks. 7/10

SKILLS FOR PROFESSIONAL PRAC.

[

y‘ Quiality of text and layout of the report is good in all 1 1/1 5
elements. Good use of the appendix for repeated
configurations and testing. 11/15
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