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Extensive list of figures

Good list of tables



Introduction is clear
and to the point
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Good diagram



You have identified the
purpose of the 4 layer
model and explained
the differences from
the 7 layer model



Explanation is correct

This is correct. The headers are
added during encapsulation and
removed during decapsulation before
the data is read. Each level in the
model will have its own header.



Good explanation
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Network is correct
and serial
connections are
configured

The
explana
tion
identifie
s the
static
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Image shows evidence
of configuration

Good reference to appendix

Ping tests are
successful
which

demonstrates
that the routing
tables are
correct. The
tests carried out
perform a send
and receive on
each LAN



Good illustration of static
routing configuration

System tests for static configuration is
successful



Image shows evidence
of RIP configuration for
dynamic routing.

Router configuration is
demonstrated



Dynamic routing report
shows correct
configuration

Good reference to
appendix

Dynamic routing tests are
successful which correct

configuration



Good clear explanation.
Remember that the dynamic
addresses will be default
addresses if DHCP helper
addresses are not configured

Images show evidence of
DHCP configuration

PC1 is clearly given the dynamic
address .4.1



Helper address is identified and
implemented

Good demonstration of
outcome when no helper
address is configured.

This demonstrates that the
dynamic address is the next
available address



Good explanation.This is a
common procedure in
industry VLAN's

Image clearly demonstrates the DHCP
excludes the addresses .1 to .10 and
implements the next available which is
.11



Tests are successful which proves
configuration of excluded addresses



Test tables are
good



Router configuration shows
all the configurations carried
out



Very good point. It is the control
router that will have the significant
configuration

Explanations and test analysis is very good and you have identified the key
elements of the configuration of the system



Evaluation is good and demonstrates
your understanding of the key
network characteristics which will be
needed throughout the portfolio





Good table of

addressing
scheme



Tables show evidence of the
configured address scheme
using the sub net address
method



Table showing CIDR /27 configured
for the LAN networks

Table showing CIDR /30 for the
WAN networks

VLAN addressing is correct. An extra
network address is used (128)



Configuration is now achieved
using the CLI terminal. This is
how the final practical
implementation will be
achieved





Tables show all the correct RIP
configuration for all routers. The
routed addresses are clearly
shown



The images show clear evidence
that the CIDR /27 and CIDR /30
have been configured according to
the subnet addressing

Worth noting here that
'ver 2' RIP protocol is
used because ver 1 does
not support CIDR



Routing tables show the
configuration is held in the
routing tables as connections
and routes





The routing configuration is
evident in the report listed



Good
reference to
appendix



Ima
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s 2
and
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that
VL
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1 is
the
def
ault
and
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not
con
figu
red
is
on
VL
AN
1.

Trunking channel is
implemented here



The images show evidence of the sub
interfacing using the trunking protocol

The report printout shows the
correct configuration

Explanation is correct



Switch configuration
showing trunk channel
active and VLAN's 2 and
3 active

Milford router shows the two sub
interface gateways for the VLANs

VLAN gateways shown in devices
summary report





Images show good evidence
of configuration



Images show the ACL
implementation



CIDR /28 tests are
successful

VLSM tests are successful which

proves the implementation of VLSM

Tests show the VLAN must be
implemented correctly for the send
and receive ping tests to be
successful. PC2 and PC3 are the
devices on VLANs



Screenshot shows the device
address .129 is denies access

Screenshot showing device
.65 allowed access

Same test from different
device showing access
denied



Same tests from different
source showing access
allowed.



This
is an
import
ant
point.
RIP
ver 2
accep
ts the
sub
nets
CIDR
and
VLSM
subne
tting.

Good evaluation
with focus on
the performance
of the VLAN
which will be
used in the
practical
element





Screenshot
shows VLANs
are active



Screenshot
shows the
VLANS are
configured with
interfaces

Ping tests carried

out from the PLC
configuration
terminal to the
other ip addresses.



Good use of block
diagram

Image shows evidence of

Cisco equipment connected to
devices



PLC web server
activated

The file types for the
HTTP protocol are
declared here along
with the starting
memory location of
the web server

Approved file extensions for the
web server are identified



Screenshot shows
the tags set up for io
control

Web server
block is
implemented in
the main
program area

The developed
web program is
downloaded to the
web server of the
PLC



The ip address of
the PLC is now
setup. The
gateway address
is active and is
from a router

The web program files
are held in the
userfiles in the TIA
program for access

Simple HTML program is
demonstrated



This is the method for declaring
tags from the PLC that are to be
accessed in the HTML program

HTML forms used to write data values
to the output ports on PLC using tags
declared



Screenshot showing evidence of input
monitoring function in web page

Expl
anat
ions
and
ima
ges
are
goo
d
and
clea
rly
sho
w
how
the
prog
ram
inter
acts
with
the
PLC



Image shows evidence of
from web page generated
from PLC web server
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Input and output conditions are the
same as indicated on the PLC showing
the HTML program working with real
time data





You are correct in your
recommendation here that there can
be vast improvements using other
web technologies which are already
compatible with the PLC web server.
These functions of motor control is a
good example of what can be
achieved.



This is a good point with IIOT
4.0



Good
relevant
sources























































Very good use of the appendix
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GENERAL COMMENTS

Instructor

PAGE 1

PAGE 2

PAGE 3

PAGE 4

PAGE 5

PAGE 6

PAGE 7

Text Comment.  Extensive list of figures

Text Comment.  Good list of tables

PAGE 8

Text Comment.  Introduction is clear and to the point

PAGE 9

Text Comment.  Good explanation and the 7 layers have been identified

PAGE 10

Text Comment.  Good diagram

PAGE 11

Text Comment.  You have identified the purpose of the 4 layer model and explained the



differences from the 7 layer model

PAGE 12

Text Comment.  Explanation is correct

Text Comment.  This is correct. The headers are added during encapsulation and removed
during decapsulation before the data is read. Each level in the model will have its own header.

PAGE 13

Text Comment.  Good explanation

PAGE 14

Text Comment.  This is correct. There are also dedicated ports and dynamic ports. Well-known
ports range from 0 through 1023.

PAGE 15

Text Comment.  Network is correct and serial connections are configured

Text Comment.  The explanation identifies the static and dynamic options for the system

PAGE 16

Text Comment.  Addressing scheme has all three classes and you have set out your
addressing for the serial connections

PAGE 17

Text Comment.  Image shows evidence of configuration

Text Comment.  Good reference to appendix

Text Comment.  Ping tests are successful which demonstrates that the routing tables are
correct. The tests carried out perform a send and receive on each LAN

PAGE 18

Text Comment.  Good illustration of static routing configuration

Text Comment.  System tests for static configuration is successful



PAGE 19

Text Comment.  Image shows evidence of RIP configuration for dynamic routing.

Text Comment.  Router configuration is demonstrated

PAGE 20

Text Comment.  Dynamic routing report shows correct configuration

Text Comment.  Good reference to appendix

Text Comment.  Dynamic routing tests are successful which correct configuration

PAGE 21

Text Comment.  Good clear explanation. Remember that the dynamic addresses will be default
addresses if DHCP helper addresses are not configured

Text Comment.  Images show evidence of DHCP configuration

Text Comment.  PC1 is clearly given the dynamic address .4.1

PAGE 22

Text Comment.  Helper address is identified and implemented

Text Comment.  Good demonstration of outcome when no helper address is configured.

Text Comment.  This demonstrates that the dynamic address is the next available address

PAGE 23

Text Comment.  Good explanation.This is a common procedure in industry VLAN's

Text Comment.  Image clearly demonstrates the DHCP excludes the addresses .1 to .10 and
implements the next available which is .11

PAGE 24

Text Comment.  Tests are successful which proves configuration of excluded addresses



PAGE 25

Text Comment.  Test tables are good

PAGE 26

Text Comment.  Router configuration shows all the configurations carried out

PAGE 27

Text Comment.  Very good point. It is the control router that will have the significant
configuration

Text Comment.  Explanations and test analysis is very good and you have identified the key
elements of the configuration of the system

PAGE 28

Text Comment.  Evaluation is good and demonstrates your understanding of the key network
characteristics which will be needed throughout the portfolio

PAGE 29

PAGE 30

Text Comment.  Good table of addressing scheme

PAGE 31

Text Comment.  Tables show evidence of the configured address scheme using the sub net
address method

PAGE 32

Text Comment.  Table showing CIDR /27 configured for the LAN networks

Text Comment.  Table showing CIDR /30 for the WAN networks

Text Comment.  VLAN addressing is correct. An extra network address is used (128)

PAGE 33

Text Comment.  Configuration is now achieved using the CLI terminal. This is how the final
practical implementation will be achieved



PAGE 34

PAGE 35

Text Comment.  Tables show all the correct RIP configuration for all routers. The routed
addresses are clearly shown

PAGE 36

Text Comment.  The images show clear evidence that the CIDR /27 and CIDR /30 have been
configured according to the subnet addressing

Text Comment.  Worth noting here that 'ver 2' RIP protocol is used because ver 1 does not
support CIDR

PAGE 37

Text Comment.  Routing tables show the configuration is held in the routing tables as
connections and routes

PAGE 38

PAGE 39

Text Comment.  The routing configuration is evident in the report listed

PAGE 40

Text Comment.  Good reference to appendix

PAGE 41

Text Comment.  Image shows the interfaces configured on VLAN's 2 and 3. Note that VLAN 1
is the default and any interface not configured is on VLAN 1.

Text Comment.  Trunking channel is implemented here

PAGE 42

Text Comment.  The images show evidence of the sub interfacing using the trunking protocol

Text Comment.  The report printout shows the correct configuration

Text Comment.  Explanation is correct



PAGE 43

Text Comment.  Switch configuration showing trunk channel active and VLAN's 2 and 3 active

Text Comment.  Milford router shows the two sub interface gateways for the VLANs

Text Comment.  VLAN gateways shown in devices summary report

PAGE 44

PAGE 45

Text Comment.  Images show good evidence of configuration

PAGE 46

Text Comment.  Images show the ACL implementation

PAGE 47

Text Comment.  CIDR /28 tests are successful

Text Comment.  VLSM tests are successful which proves the implementation of VLSM

Text Comment.  Tests show the VLAN must be implemented correctly for the send and receive
ping tests to be successful. PC2 and PC3 are the devices on VLANs

PAGE 48

Text Comment.  Screenshot shows the device address .129 is denies access

Text Comment.  Screenshot showing device .65 allowed access

Text Comment.  Same test from different device showing access denied

PAGE 49

Text Comment.  Same tests from different source showing access allowed.

PAGE 50

Text Comment.  This is an important point. RIP ver 2 accepts the sub nets CIDR and VLSM
subnetting.



Text Comment.  Good evaluation with focus on the performance of the VLAN which will be used
in the practical element

PAGE 51

PAGE 52

Text Comment.  Screenshot shows VLANs are active

PAGE 53

Text Comment.  Screenshot shows the VLANS are configured with interfaces

Text Comment.  Ping tests carried out from the PLC configuration terminal to the other ip
addresses.

PAGE 54

Text Comment.  Good use of block diagram

Text Comment.  Image shows evidence of Cisco equipment connected to devices

PAGE 55

Text Comment.  PLC web server activated

Text Comment.  The file types for the HTTP protocol are declared here along with the starting
memory location of the web server

Text Comment.  Approved file extensions for the web server are identified

PAGE 56

Text Comment.  Screenshot shows the tags set up for io control

Text Comment.  Web server block is implemented in the main program area

Text Comment.  The developed web program is downloaded to the web server of the PLC

PAGE 57

Text Comment.  The ip address of the PLC is now setup. The gateway address is active and is
from a router



Text Comment.  The web program files are held in the userfiles in the TIA program for access

Text Comment.  Simple HTML program is demonstrated

PAGE 58

Text Comment.  This is the method for declaring tags from the PLC that are to be accessed in
the HTML program

Text Comment.  HTML forms used to write data values to the output ports on PLC using tags
declared

PAGE 59

Text Comment.  Screenshot showing evidence of input monitoring function in web page

Text Comment.  Explanations and images are good and clearly show how the program interacts
with the PLC

PAGE 60

Text Comment.  Image shows evidence of from web page generated from PLC web server

Text Comment.  Good image showing input and output set under test

PAGE 61

Text Comment.  Input and output conditions are the same as indicated on the PLC showing the
HTML program working with real time data

PAGE 62

PAGE 63

Text Comment.  You are correct in your recommendation here that there can be vast
improvements using other web technologies which are already compatible with the PLC web server.
These functions of motor control is a good example of what can be achieved.

PAGE 64

Text Comment.  This is a good point with IIOT 4.0

PAGE 65



Text Comment.  Good relevant sources

PAGE 66

PAGE 67

PAGE 68

PAGE 69

PAGE 70

PAGE 71
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PAGE 73

PAGE 74
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PAGE 76

PAGE 77

PAGE 78

PAGE 79

PAGE 80

PAGE 81

PAGE 82

PAGE 83

PAGE 84

PAGE 85

PAGE 86

PAGE 87

PAGE 88

PAGE 89



PAGE 90

PAGE 91

PAGE 92

Text Comment.  Very good use of the appendix

RESEARCH-INFORMED LITERATURE

23/30

KNOWLEDGE AND UNDERSTANDING

GRADING FORM: CSG-RUBIC

JORDAN
GOUGH

0

6/10Your research covers all what is required with good
relevant sources used.

Element 1: Good introduction to start the project. The
design and implementation of the network is clearly
explained with supporting images. There is sufficient
evidence for correct implementation. 7.5/10 Element
2: Introduction explains the requirements clearly. The
configuration is explained and documentation
requirements for addressing schemes are good and
good use of tables for this. 8/10 Element 3: The
sections from the CAD designs in elements 1 and 2



18/25

ANALYSIS

18/25

PRACTICAL APPLICATION AND DEP.

are implemented using level 2, and 3 Cisco devices.
The implementation of the VLAN and web server are
clearly documented supported with good
explanations and images. There is sufficient
evidence of the ACL configuration. The web program
implementation is achieved over the existing Cisco
switch and router and explained clearly.7.5/10

Element 1: Testing and results are very well
explained and supported with sufficient images. 3.5/5
Element 2: A good analysis of test results has been
carried out with supporting images and a good
method of testing used. Good use of tables in this
section.7/10 Element 3: Good test results obtained
and are clearly explained. All the requirements have
been achieved with good evidence. 7.5/10

Element 1: Design and implementation from address
scheme to class A, B and C and serial links are
clearly implemented and tested. The procedures
followed from design to implementation were efficient
which simplified the testing stage. Test procedure
used meant that redundant testing is eliminated.
3.5/5 Element 2: The configuration is more complex
due to the subnetting required and the tables of
addressing are very well ordered and follow a
pattern. Implementation of the required network
parameters has been carried out with significant
points explained. This should have included the



11/15

SKILLS FOR PROFESSIONAL PRAC.

reason for RIP ver 2 and not ver 1. The differences
are important points. Test procedures and methods
eliminate redundant tests while testing all
components. 7.5/10 Element 3: The practical
implementation was carried out using Cisco level 2
and 3 devices. The explanations are supported with
good images. The testing carried out demonstrated
the VLANS and ACL security used in industry
networks. 7/10

Quality of text and layout of the report is good in all
elements. Good use of the appendix for repeated
configurations and testing. 11/15
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