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Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
This report will be outlining the various forensic tools used in today's landscape, their abilities, differences and their popularity amongst computer forensic specialists in the field. The report will also be covering the steps and procedures involved with undertaking a serious forensics case with the intent to prosecute.

Introduction
As technology continues to develop, more and more technology is being misused to carry out malicious intentions. This can include, but is not limited to; desktop pcs, laptops, tablets and even mobile phones. Many of these devices can have a strong level of protection by using methods such as encryption to secure the sensitive data stored in the device. As a result of this, many tools are required to be able to decrypt and access sensitive data from any device that has been seized by the police to conduct an investigation by a computer forensics professional. With the constant growth and improvement of technology, the tools required will also need to improve to be able to effectively access data within a device.
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Related Work
Computer forensics involves the forensic investigation of computer hardware, be that mobile devices or full desktop systems. With this task, comes the need for specialized tools to extract sensitive data from these devices to then be used as evidence in a court of law.

A. Forensic tools are a set of specialized software tools that are used for various services within an investigation. These services range from being able to quickly analyze a large set of files and determine their file types to being able to recover files deleted from the system prior to seizure. Many of these tools are often not available to acquire easily as they will require either a large payment or a justifiable cause to own the tools as many tools can be exploited in the wrong hands.

B. With technology becoming a more prominent tool in crime, whether it be for communication or planning, tools quickly became an essential tool for forensics investigation. Without professional, specialized tools, a forensics investigator would run a very high risk of leaving their own data trail on the suspected drive which would then incriminate them as a potential suspect to the crime. With todays tools, its possible to use a write blocker and a bit-by-bit cloning program to clone the evidence drive for further investigation later on with no risk of incriminating themselves as they are working of a separate drive. This was only made possible through the introduction of tools.

C. When it comes to forensics professionals on the job, many situations require various different tools to cover all the data that needs to be extracted or identified. To cover these needs, many tools have been created, both open source and commercial with a majority of them requiring payment or licenses to use. A very popular tool often used in forensic investigations is the ‘Forensic Toolkit’ also known as ‘FTK’ [1]. FTK is a commercial tool created by AccessData [2] for the purpose of professional forensic investigation. The tool can be provided a large disk image to “Zero in on relevant evidence quickly” [1] allowing an investigator to quickly narrow down the file types stored within the image quickly tracking down any relevant files or data. The tool can be used to track down specific files based of various different criteria specified by the user including data type, file size and even pixel size for images and video files. Through the use of supported 3rd party extensions, FTK can also be used to identify deleted files and even files that were never stored on the drive itself making FTK an incredibly powerful tool. As well as data identification, the tool kit can also produce visuals to aid the investigator in noticing any trends within the data set proving itself to be a very valuable and flexible tool for any forensics investigator. Whilst FTK is able to do some minor decryption for specific file types, a program such as ‘Password Recovery Toolkit’ also provided by AccessData is a much stronger program for decrypting more complex files and data. By using PRTK along side FTK, the toolkit as a whole becomes an incredibly capable bundle of software for a forensics investigator to use.
Another popular tool amongst forensic investigators is the tool known as ‘EnCase’ [3]. EnCase is a tool that specializes in data and device encryption and decryption. The tool, provided by ‘Guidance Software’ [4], calls itself “The gold standard in digital investigation” [3] as it claims to be able to decrypt full disk drives from both Windows [5] and Mac [6] systems with their most recent release claiming to be able to work with cloud services as well as on-premises services. The tool is a commercial piece of software requiring the user to get a quote from the company in order to be allowed access to the tool however, a tool that is capable of high end decryption will be necessary as many people looking to hide their data will use a form of encryption making this tool invaluable to an investigator. Much like FTK, EnCase also has a reporting framework allowing the investigator to easily put the decrypted and investigated data into a report suitable for the court of law.
Many of these tools have a very large feature set and as such require a fairly expensive licence to be able to use. There are however a few alternatives that are open source in their development. This means that the entire programs source code is freely available to any who wish to either use it for themselves or modify in a way to create their own branch of the original product. “ Open source software is software with source code that anyone can inspect, modify, and enhance” [7]. One of these open source tools commonly used by forensics investigators in known as ‘Autopsy’ [8]. Autopsy is an open source forensic tool created and maintained by ‘Sleuth kit’ [9] with the goal of being “Intuitive out of the box”[8]. The tool is designed to allow forensic investigators to determine what happened on a given PC such as emails sent from a client such as ‘Thunderbird’ [10] or to simply recover images from a camera’s memory card however due to the open source nature of the product, there are many extensions available from 3rd party sources to further enhance the tools abilities and feature set. Some of the more popular extensions include the ability to search the indexed files with a keyword as well as a hash filtering tool that will flag files known to be bad. The software also comes with built-in reporting framework to help export any recovered and discovered data to a format most useful to the users needs. A benefit to using an open source tool such as Autopsy is that the tool comes at no extra cost to the investigation. This could be crucial in a low budget investigation where money needs to be allocated carefully.
As well as Autopsy, Sleuth Kit also provide their own kit known ‘The Sleuth Kit’ [11] or ‘TSK’ for short. This forensic tool is a series of command line tools used to investigate the volume and file system data of a PC. Much like Autopsy, TSK is built to be extended through the use of extensions using its plug-in framework as well as the kit itself being designed to be implemented into other tools to expand other tools capabilities. While both TSK and Autopsy are standalone tools, both are designed to work hand-in-hand with each other to improve both the tools abilities. As a result, the two products are best used together.
Before a forensics investigator can begin to analyze the data from a seized device, the evidence drive must first be cloned. This is a crucial step in a forensics investigation case as if any evidence of access is left on the suspect drive, the investigator himself will become a suspect in the case. In order to ensure the cloning process goes smoothly, an investigator will use a tool specifically designed for the investigation environment. One of these tools commonly used by forensics experts is called ‘X-ways: Forensics’ [12]. X-ways is a very powerful tool as it has a very large and in depth feature set. Some of the key features of X-ways include: the ability to image and clone other disks with the help of a write blocker to provide a safe clone of an evidence drive, system memory and RAM analysis, native support of all the most common used storage systems, bulk calculations and many more. Although the product is commercially available for a fee, X-ways claim their software “comes at a fraction of the cost” [12] of its competitors making it a cheaper investment than other tools which would benefit a low budget investigation whilst still maintaining all the professional tools required for a safe data cloning and analysis.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
	When investigating a forensic evidence drive, it is important that the registry is also included in the search as the registry holds the configurations for Windows. The registry will keep any records made by an application on the machine or from the OS itself. Within the registry, it is also possible to find data that is specific to the user of the machine in an effort to improve the users experience with Windows. It is because of this that scanning the registry during a forensics investigation is very important and can be done through the use of various forensic tools. One of the more popular registry tools is known as ‘Registry Recon’ [13]. The tool is commercially available from a team called ‘Arsenal Recon’ [13] who claim the tool can rebuild registries that had existed prior on a Windows system. The data pulled from the image file by the tool will provide an investigator with a large volume of data from the registry that had previously been deleted. This can result in critical information being discovered such as whether or not an external USB device had previously been used with the device in question as information of these actions are stored within the registry. This can result in the potential of an investigator being able to link another person(s) to the device and to the crime. 
Registry Recon however is not the only tool provided by Arsenal Recon as another of their tools has seen a lot of use in the professional forensic investigation world. The additional tool as called ‘Hibernation Recon’ [13] and supports the investigation of active memory reconstruction within a system as well as the ability to extract large quantities of data that can exist within the active memory known as the ‘slack space’. By investigating these files, evidence of previously opened applications can be retrieved such as the remnants of an online chat room. This could provide essential to a forensics investigator looking to find any forms of evidence to link the suspect’s drive to a crime.
When cloning a suspect evidence drive, ensuring that there are write blockers in place to prevent changes to the drive itself is crucial. Without a form of write blocking to the machine, any changes made accidentally to the suspect drive are logged and are then seen as potential evidence to link the investigator to the crime. This would result in the investigator both becoming a suspect in the case as well as the investigator being removed from the case losing out on work. A very simple and easy way to enable a write blocker is to modify the system registry to prevent usb devices writing changes to the system however this is not always ideal as it will involve logging into the system itself which comes with its risks. Therefore, a way to get around this problem is to use a hardware level write blocker. There are many external USB devices that have this feature built in with a hardware switch however a tool called ‘DSi USB Write Blocker’ [14] can provide a small USB drive that will make any external USB device plugged in to the system through the tool locked into read-only. This will make any changes to the system through the USB device impossible granting the extra layer to security that a forensics investigator would need when working on the evidence system/drive becomes essential.
The process of forensically investigating a system or drive involves scanning the entire drive for data relevant to the investigation. This data includes memory dumps from the systems RAM. Many expensive commercial tools offer this for a price however a tool called ‘Volatility’ [15] specializes in this aspect of data extraction and is open source allowing anyone to use and even improve the tool for free. The tool is a memory forensics framework that will allow an investigator to identify and extract artefacts from the volatile memory dump. From this dump, data can be extracted such as processes that were running, cached registry hives, any open network sockets/ports as well as the network connections that were active at the time and more. The tool runs from the command prompt window and requires basic knowledge of the command prompt in order to be used effectively however, once the investigator is familiar with the tool, it can be used to locate specific data such as TCP connections without the need to scrub through other irrelevant data saving the investigator time on the case.

D. As well as software tools, forensics professionals often use different operating systems to perform their forensics investigations as they allow greater control and stronger tools in order to analyze a suspect drive to their full potential. While many of these tools are built to run from a Windows environment, there are many tools that operate best out of a Linux [16] environment. One of these operating systems is called ‘Kali Linux’ [17]. Originally Kali Linux was built to be a penetration testing tool for strengthening networks however many of its included tools prove to be very helpful and effective in a forensics environment. As a result, there is an included forensics mode included with the distro when used as a live USB. In live USB mode, the system will run Kali Linux from the USB without touching the internal drive unless told to do so through the Kali tools. This proves incredibly useful as a forensics investigator can take the operating system and all its tools with them anywhere they go and use any working system as a host for their Kali tools. The operating system itself comes pre-installed with most of the most popular open-source tools that have been previously discussed making it a great all-in-one package for a quick forensics job.
Another very popular operating system built around forensics is known as ‘CAINE’ [18]. CAINE is a Linux distro that was purpose built for forensics investigation with an “environment that is organized to integrate existing software tools as software modules and to provide a friendly graphical interface” [18]. Much like Kali, CAINE uses all open source tools for its forensics tool arsenal with the aim to make using the tools user friendly and straightforward to allow getting results to be as easy and fast as possible without missing any key data. The system loads pre-configured to write-block any other drives by default when run in a live environment on a host machine. This is a key factor as an investigator can easily forget they are working on the suspect system when presented with the CAINE environment as opposed to the suspects environment. CAINE aims to keep all its tools as up-to-date and stable as possible to ensure that it remains a safe and reliable environment to work from proving to be a very valuable and popular choice with forensic professionals.

	Tool
	Availability
	Pros/Cons

	FTK + PRTK
	Commercial
	· Very fast
· Easy to use
· No Multi-tasking

	EnCase
	Commercial
	· User friendly
· Good reporting
· Very expensive

	Autopsy
	Open Source
	· Free
· Availability of extensions
· Not as capable as competition (Without extensions)

	TSK
	Open Source
	· Availability of extensions
· Capable of integration

	X-Ways
	Commercial
	· Customization of evidence retrieval
· Portable
· Complex interface

	Arsenal Recon
	Commercial
	· Good UI
· Fair pricing for 3 tools

	DSi Write blocker
	Hardware
	· Simple to use
· Guaranteed write blocking

	Volatility
	Open Source
	· Fast and efficient
· File support
· Not friendly UI

	Kali
	Open Source
	· Bundled with plenty of tools
· Nice UI
· Requires knowledge of Linux

	CAINE
	Open Source
	· Bundled with a lot of tools
· Simple UI
· Requires knowledge of Linux



Case Study Discussion
The following case study will be used as an example of how a forensics investigation should be carried out. This includes all the procedures that need to be followed to ensure the integrity of the data is kept safe and untouched as it will be seized as valuable evidence later on for prosecution. The process of retrieving data from the device must be documented as to avoid incriminating the investigator making them a suspect in the investigation by showing every step of how the data was retrieved and viewed.

The case study is as follows:
“A terrorist was shot down at Heathrow International airport. He was planning to bomb the Mason International airport at Fiji. His face matched with the terrorist list. He tried to escape when the police confronted him; eventually they shot him. He was carrying a laptop briefcase when he was shot down.
Mr. Mark Wales, the Chief Investigator at The Heathrow Police Department made a phone call to John, a detective in a professional investigation service, and asked him to investigate the items in the briefcase” (Computer Forensics Assignment brief ACCB5000, 2019)

[bookmark: _gjdgxs]Before beginning a case such as the one stated above, it is important to first prepare for a large forensics investigation. This involves setting up a computer forensics lab complete with a capable machine, necessary cables/wires and an investigations toolkit set up and ready for data input to minimize the amount of downtime between seizing the data and beginning the investigation. This will also help iron out any unexpected issues such as tool compatibility errors before hand. This is known as the pre-investigation phase. An event log should also be created by the investigator to be able to clearly document all the steps in their investigation including all contact with the seized machine that should help aid their case and should be protected from access from external sources at all costs. Once the lab is set up correctly the evidence can then be acquired and prepped for the investigation phase.
	This phase involves the acquisition of the evidence drive and any related hardware or data acquired from the seizure. In this case, the laptop of the suspect was seized along with the laptop bag, photographs of the scene and fingerprints that belonged to the suspected terrorist. Before handling the suspect’s laptop, it would be wise for the investigator to wear a pair of latex gloves as to not get their own fingerprints on the laptop itself to avoid becoming a suspect in the case. Once the laptop is seized, it is clear that the laptop is in a standby mode meaning the machine is still running in a low power state. Due to this, it is important not to switch off the device before being able to access it as it could cause data loss of any programs or services currently running that could prove crucial to the case. The laptop itself can be photographed for evidence of the device in its current state before beginning the cloning procedure. Once access to the laptop has been granted, the investigator must then prepare the laptop’s drive for cloning to an external drive. By using a write-blocker, the investigator can guarantee that any attempt to alter the evidence drive will be made impossible allowing a 1:1 copy of the drive to be made with no change to the original drive. This is essential as any alterations to the original evidence drive could result in the investigator becoming a suspect in the case. This copy of the drive will then be used to continue the investigation through the use of various tools without the risk of compromising the original evidence drive. By using a tool such as X-Ways, a full clone can be made of the original drive in its current state preserving as much of the running data as possible. This image file once complete must then be verified to ensure no data was corrupted during the imaging process. A very popular tool known as ‘GNU MD5sum’ [19] can be used both before and after the imaging process to verify the integrity of the data. Once the data has been validated, the original evidence hardware can be taken to a secure location.
	In order to retrieve critical or targeted files stored within the image file of the suspect’s drive, a tool such as FTK can be used to process the image file and identify all the file and data types found within the drive. For more specific data retrieval, specialized tools can be used such as Autopsy to retrieve emails sent and received to and from the device or Volatility to retrieve data from the volatile memory dumps which could lead to data from processes that were remaining in the slack space of the system RAM. After running the data through the various tools, the investigator will be presented with an assortment of data regarding file and data types, email conversations and cached or temporary data left on the system. However, some of the files may attempt to disguise themselves as another file type in an attempt to remain hidden from an investigator. This can often be overcome by investigating each file individually attempting to open it as its designated file type or by opening it as a text file and analyzing the result to compare with other file types that can identify its original data type. There are however tools that can scan a group of files to identify their original file types using their binary signatures such as ‘TrID’ [20] should the investigator rather have the files scanned automatically.
	Once the required data and files has been successfully retrieved from the suspect’s drive image, the investigator must then investigate each file for any potential evidence that can be used to prove the suspects intentions and prosecute them. When investigating the data it is important to list and document the potentially important files that could prove beneficial to the case as each file could potentially reveal more information on the planned attack as well as link more associates of the terrorist to the crime leading to a much larger arrest. Briefly documenting the videos will also prove beneficial as it will help reduce the amount of time in the analysis of the data by being able to skip over the less important data such as files that are not related to the attack but would still need documenting. As the suspect used outlook as an email client, the ability to extract their outlook contacts will be crucial to closing in on all those involved in the planned terror attack. To do this the investigator could use a number of different tools capable of extracting this kind of information. While Autopsy is capable of this, another tool that specializes in email client investigation is known as ‘MailXaminer’ [21]. This tool is capable of examining all emails sent in bulk as well as exporting a copy of all email contacts for an investigator to follow up on. By extracting these names from the emails, they can be checked against other names that appear in other documents to confirm identities and log who was involved and to what extent. Any bank account details located through the use of FTK can also be noted down for later investigation carried out with the bank’s assistance. Should any of the data be encrypted in an attempt to employ anti-forensic techniques, FTK is capable of simple decryption on Office [22] files such as excel sheets as well as the PRTK tool being able to decrypt more complex files granting the investigator access to the data.
	Once all the data within the suspect’s drive has been collected and analyzed, it can then be compiled for evidence preservation while the document and report can be submitted to the agency investigating the crime along with the invoice for the investigator’s professional services.
	Due to the nature of the task, a forensics investigator will be required to carry out the investigation. This is due to the need to perform a deep dive into the system without the need of it to be carried out in real-time. The more data that can be acquired from the system the better the result will be for trying to prosecute the suspect.

Results/Findings
Upon receiving the image file of the suspects drive, the image was loaded into FTK in order to identify and extract all the relevant information. By inserting the image file into FTK the following files were revealed.
[image: ]

These files, along with many more, were pulled directly from the image of the drive meaning that all files shown belonged to the suspected terrorist. Immediately it is clear to see that the suspects files align perfectly with the suspicion that he wanted to plan an attack on multiple airport due to the large quantity of airport images as well as many alarming videos of how exactly other similar attacks were carried out as well as an informative video of the London Heathrow airport, the location that the suspect was targeting.
	By beginning to dig through the files, it is clear to see that there was a form of communication being used through simple text files. One of these text files was simply titled “Hi.mp3”. The file has had its extension changed in order to try and hide the original contents from any unwanted eyes. This is a common and very simple anti-forensics technique that is very easy to spot as the file itself will often be unusable in its modified state. By opening the file in a text editor it is clear to see that the file is in fact a text file. Upon opening the text file, we are presented with the following sentence: “h! p1ac3 7h3 80m8 a7 h3a7hrow a!rp0r7 7h!s $undae”. This can be decoded to reveal the message “Hi place the bomb at Heathrow airport this Sunday” clearly stating the terrorist groups intentions. Although we have identified their intentions, we are unable to identify whether the suspect arrested was the sender or receiver of these instructions. Due to this, security at Heathrow airport should still be on full alert for any potential bombs located at the airport. Many of the files also indicated that an attack on the Mason Jewett Field airport was also planned as the exported data includes information on the airport as well as a few images to help identify the areas within the airport. From this we can conclude that it is highly likely that there are two members of the terrorist group working together to plan simultaneous attacks as another of the text files uses an identical method of encoding a hidden message instructing someone to bomb the mason airport on the same Sunday as the Heathrow attack.

[image: ]

	As well as these instruction files, we can also identify the suspect in question as an image of their passport has been extracted from the image file. This can be used to confirm any information on the suspect that the investigation team know.
	Along with the basic files, there are also some encrypted office files that will require a password to access. By extracting the data, we can then run the files through a password cracking program such as PRTK to decrypt and identify the passwords quickly and easily in order to grant us access to the files. 
[image: ]
By gaining access to the protected file ‘About susan.docx’ we can see that it is a very small document with only one sentence inside as can be seen below.
[image: ]
This sentence by itself does not make a lot of sense which is a clue to investigate it further. Due to it being password protected, we can assume that the sentence is rather important to the terrorist group giving us more incentive to investigate further. After a small amount of time, it was identified that there was a hidden message inside the sentence which can be revealed by taking the first letter of each word to reveal the following message: “setup the bomb at 8”. This can be interpreted as their plan was to set up their bomb at terminal 8 of the airport allowing us to track down where specifically in the airport to be most alert for the sign of a bomb. There was however another protected file titled ‘bank.xlsx’. After running this file through the same process as the word file, we can gain access to the spreadsheet file to reveal bank details for one of the terrorist group members accounts. By comparing these details to the details retrieved from the passport we can conclude that the details do not match. From this we can retrieve the name of another person who is now suspected to be involved with the terrorist group somehow.
	The final group of files include many videos of speeches on terrorism from various world leaders as well documentaries of infamous terrorists and also clips from a specific film. This data confirms the suspects interest in terrorism as a whole and how it is perceived within other countries. We can also conclude that the suspect has a goal of becoming an infamous terrorist himself for his attack as he is very interested in how other terrorists are remembered in history. 
	This data, along with any other extracted data can then be compiled and sent to the agency/police conducting the investigation as evidence that can be provided to court.

Conclusion
To conclude, in a world where technology is constantly improving and evolving, the tools required for a computer forensics investigator to be able to do their job must also contently update and improve. As access to better encryption techniques and anti-forensics methods are becoming more common, the job of a forensics investigator relies more and more on their ability to use many tools making them an ever more crucial part of the investigation toolkit.
	Within the case study, thanks to the available tools on hand such as FTK, the crucial evidence needed to be able to prosecute the terrorist was acquired. With the overwhelming amount of evidence available thanks to computer forensics, the police should also begin to be able to track down additional members of the terrorist group and help keep the airports safe from a potential upcoming attack.
	This shows how important a forensics investigator is on a case where a device is suspected of containing crucial data.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have demonstrated your own research.  However, as an academic work you need to use updated credible, peer reviewed articles.  Your references were mainly website.    (Grade mark: 55.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and underlining principles. You have discussed and analysed the tools research on.  However, next time consult academic survey papers (IEEE, Science Direct, Elsevier, etc.) to include academic peer reviewed articles references. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA] Very good evaluation of the case study.  It would be good to maintain the numbering to match the development of the case for easier reading and marking.  Appropriate softwares/tools identified for the case scenario. Fees invoice not included.  Include conclusion with recommendation or future work. (Grade mark: 73.33%)
	[bookmark: totalANA]45
	[bookmark: markANA]33

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Copy without modification was not submitted or additional file outlining the process. (Grade mark: 0.00%)
	[bookmark: totalPAD]15
	[bookmark: markPAD]0

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Flow logically but required some formatting and there are some grammatical errors such as spelling out all acronyms first time used.. (Grade mark: 60.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]57%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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