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[bookmark: _Toc133960042]About virtual machine and Microsoft Azure

	A virtual machine (VM) is an OS and application environment that may be created in software to mimic the behaviour of a real computer.
	Virtual machines normally operate on top of a host OS, which gives the VM access to the hardware of the host machine. The virtual machine simulates a computer's hardware namely, it’s central processing unit, memory, and storage in order to install and execute software [1].
	When running multiple operating systems on a single physical machine, virtual machines allow for more efficient use of resources, greater flexibility, and simpler management. They are also useful for isolating and sandboxing programmes for security purposes, as well as testing, developing, and deploying software.
	Microsoft Azure offers cloud computing. It offers cloud-based virtual computers, storage, networking, databases, machine learning, analytics, and more. Azure provides scalability, stability, and security for cloud application development, deployment, and management.
Azure supports several programming languages and operating systems with tools for creating, testing, and deploying apps [2]. It interfaces with Visual Studio and Windows Server to make application development simpler.
	Global availability and resilience are provided via Azure's global data centre network. Azure lets companies combine their on-premises infrastructure with the cloud.

[image: How can i login to VM using Azure Bastion Host Other than Azure portal ...]
Fig.1: Virtual Network


[bookmark: _Toc133960043]How Virtual Machines (VMs) are built and managed

	In order to generate and control virtual computers, virtualization software is used.
A hypervisor, a layer of software that enables the simultaneous operation of several virtual machines inside a single host operating system, is required for the creation of a virtual machine (VM). The hypervisor is responsible for creating and managing virtual hardware resources and allowing the guest OS to use them.
	Following the installation of the hypervisor, a new virtual machine can be created by selecting the desired operating system, the amount of memory and storage space it will require, the number of processing units it will have, and the type of network connectivity it will employ. The virtual machine may have an operating system installed on it just like any other computer.
	After a virtual machine has been created, the same methods and equipment used to manage physical machines can be applied to it. The virtual machine can be powered on and off, software may be added or removed, and the computer's storage and network configurations can be modified.
	In a virtualization context, such as a data centre or cluster, virtual machines may be handled independently or as part of a larger whole. Virtual machines may be automatically deployed, moved, and balanced between servers to maximise resource utilisation in a big system [3].

[image: [BASIC] What to know about Azure Virtual Machines?!]
Fig.2: Virtual Machine


[bookmark: _Toc133960044]Network security groups and virtual networks

	Virtual networks (vNets) and Network Security Groups (NSGs) are two separate but complementary capabilities in Microsoft Azure that work together to ensure that resources inside a vNet may communicate securely with one another.
	Virtual networks, or vNets, are logical networks that may be formed in a cloud or other virtualization platform. It allows for communication between VMs, interaction with other networks, and network segmentation [4]. Virtual networks, or vNets, eliminate the requirement for traditional networking hardware in a virtualized setting.
	NSGs, on the other hand, are a kind of firewall in Azure that let you regulate data transfers between a virtual network and the outside world. You may use NSGs to set up rules that determine the kind and location of traffic, as well as the ports and protocols that are open to or closed from it.
	Secure and segregated network environments may be created in Azure by combining vNets and NSGs. Multiple subnets, each with its own Network Security Group (NSG), can be set up in a virtual network. To guarantee that only permitted data is allowed to transit between subnets, you may use this feature to regulate the flow of traffic between them.
	Together, NSGs and other Azure security capabilities like Azure Active Directory can provide unparalleled protection for your network's most valuable assets.

[image: Get The List of Network Security Groups With RDP Port Open Using Azure ...]
Fig.3: Resource Group

	There are several reasons why virtual networks (VNets) are an integral part of the cloud computing architecture.

1. Network managers may more quickly impose access restrictions, monitor network traffic, and isolate resources thanks to the isolation and segmentation provided by virtual private networks (VNets).
2. Security on the Network Side: Network security groups, which function similarly to firewalls and may be used to regulate incoming and outgoing traffic on a subnet level, are made possible by VNets.
3. VNets are cost-effective because they can be set up and administered with no cost utilising a web-based interface, PowerShell, or command line tools. Administrators of physical networks may save money by creating and managing virtual ones.
4. Because of its scalability, VNets are more adaptable and responsive to fluctuations in demand.
5. Resources in the VNet may talk to resources on-premises thanks to hybrid connectivity, which is made possible by connecting the VNet to the on-premises network through a virtual private network (VPN) or Azure ExpressRoute.
6. The ability to establish and administer virtual networks (VNets) across various Azure regions gives businesses the flexibility to spread their resource deployments throughout the globe, improving both availability and latency.
7. Redundancy and fault tolerance are built into the architecture of VNets to keep their resources up and accessible at all times.

	Virtual private networks, or VNets, allow for the secure and scalable deployment of cloud-based services without compromising on security or isolation [5]. This allows businesses to get the advantages of cloud computing while still exercising oversight over their internal network infrastructure.

[bookmark: _Toc133960045]VNets, including public and private

	Microsoft Azure supports both public and private virtual networks.
	A public virtual network is one that users may connect to over the public internet. Web servers and other publicly accessible software often make use of this kind of connection. Subject to the network's security measures, users from anywhere in the world can access the public virtual network's resources.
	However, a private virtual network is not visible from the public internet. Database and application servers are common examples of resources that benefit from this kind of network. Private virtual network resources are limited to communicating with other network resources on the same network or with networks that are linked to the private virtual network through a VPN or ExpressRoute.
	Virtual networks in Azure are password-protected by design [6]. As a result, resources inside the network are limited to communicating with other resources on the same virtual network. A virtual network may be made accessible to the public, however, by assigning it a public IP address or by adding a rule to the NSG that permits traffic to come in from the internet.
	Connecting your Azure virtual network to your on-premises network with a VPN or ExpressRoute also allows you to set up a hybrid network environment. Your private virtual network's resources may now safely interact with your on-premises network's resources, just as if they were all part of the same network.
	When it comes to installing and managing cloud resources, Azure's ability to construct both public and private virtual networks is invaluable.

[image: Entwerfen Ihres Private Link-Setups - Azure Monitor | Microsoft Learn]
Fig.4: VNet configuration

[bookmark: _Toc133960046]Virtual networks' advantages

	Using Microsoft Azure for virtual networks has several advantages, including the following:

1. Security and Separation: Thanks to virtual networks' network separation, it's possible to place distinct workloads and applications on their own networks. This separation adds a further safeguard against hackers and other potential threats to your infrastructure.
2. Connectivity: Virtual networks in Azure may establish VPN or ExpressRoute connections to on-premises networks or other Azure virtual networks. This paves the way for trouble-free communication across resources in various networks, regardless of their physical locations.
3. The capacity to swiftly construct and expand your network to meet changing demands is a key benefit of using virtual networks. As your requirements shift, you have the flexibility to add or remove resources, alter network configurations, and fine-tune network security settings.
4. Cloud resource deployment and management are greatly simplified by the use of virtual networks. Without investing in costly hardware or actual infrastructure, you may build sophisticated network topologies using virtual networks.
5. The Azure Portal, the Azure Command Line Interface (CLI), and the Azure PowerShell may all be used for centralised management of virtual networks. Any type or location of network resource can be easily monitored and managed in this way.
6. High Availability and Performance: Azure's Virtual Networks are built with redundancy and automated failover in mind, so you never have to worry about your virtual infrastructure going down.

	When it comes to managing and deploying resources in the cloud, virtual networks are the way to go because of their adaptability, scalability, and safety. With Azure's virtual networks, you can protect your data and keep your applications online no matter what kind of network architecture you require [7].

[bookmark: _Toc133960047]Resource groups and importance 

	Within an Azure subscription, related resources such as virtual machines, storage accounts, and databases can be grouped together into logical containers known as "resource groups" in Microsoft Azure. They make it possible to coordinate several resources instead of handling them independently.

	The use of resource groups in Azure provides the following advantages and benefits:

1. Resource groups provide for the categorization of assets according to the specific requirements of a certain enterprise or programme. Resources may be organised into groups according to their function, such as an application- or project-specific resource group.
2. Resource groups simplify management by giving you a bird's-eye perspective of all the resources in a given group. A resource group is a collection of related resources that may be deployed, managed, and deleted as a unit.
3. Safeguarding: Resource groups provide for centralised management of resource access permissions. Instead of managing rights for each individual resource, you may instead provide permissions to individuals and groups for access to collections of resources.
4. Billing: Resource groups provide for the tracking and monitoring of resource expenses. By seeing how much a group has spent on various resources, you can better allocate funds and streamline operations.
	A new resource may be added to an existing resource group, or a new group can be created. You may also transfer items across different types of resources.You may organise, manage, and protect your Microsoft Azure resources in accordance with your company or application's unique requirements by creating resource groups [8].

[bookmark: _Toc133960048]Subnets

	Subnets allow for a network to be divided into smaller, more manageable pieces. Subnets are used inside of virtual networks (vNets) in Microsoft Azure to further split the network [9].

[image: Azure Virtual Network | Secure Your Applications using VPC | Edureka]
Fig.5: Subnets



	Some of the most useful features and advantages of Azure subnets are as follows:

1. Using subnets, you can create smaller networks within your virtual one, ideal for isolating individual workloads or applications.
2. By dividing your network into smaller, more manageable pieces, you can tailor your security measures to meet the needs of each individual workload or application.
3. IP Address Management: A virtual network may make better use of its IP addresses since each subnet has its own IP address range.
4. Controlling traffic between subnets is a function of routing, and routing rules may be implemented at the subnet level.
5. Azure allows you to construct one or more subnets inside of a virtual network. Separate network security groups (NSGs) can be created for each subnet to regulate incoming and outgoing connections.
	In Azure, complex network topologies can be created by combining subnets with other networking features like virtual network peering and virtual network gateways.

[bookmark: _Toc133960049]Exercise:

	Steps for create a resourece group:
1. First, log in to the Azure portal at https://portal.azure.com.
2. Once you're logged in, click on the "Resource groups" option in the left-hand menu.
3. Next, click on the "+ Add" button to create a new resource group.
4. In the "Basics" tab of the "Create a resource group" page, enter a name for your resource group and select the subscription you want to use.
5. Choose the appropriate region for your resource group. The region determines the physical location where your resources will be deployed.
6. Once you have filled in the necessary information, click on the "Review + create" button to review your settings.
7. Review the settings and click on the "Create" button to create your new resource group.
8. Wait for Azure to create your resource group. Once it's complete, you will see a notification in the portal.


[image: Create a resource group - Microsoft Azure - Google Chrome]
Fig.6: How to create a resurce group.

	Steps for create a resourece group:

1. First, log in to the Azure portal at https://portal.azure.com.
2. Once you're logged in, click on the "Create a resource" button (the plus sign on the left-hand menu).
3. In the search box, type "Virtual network" and select "Virtual network" from the search results.
4. Click on the "Create" button to start creating a new virtual network.
5. In the "Basics" tab of the "Create a virtual network" page, enter a name for your virtual network.
6. Choose the appropriate subscription, resource group, and region for your virtual network. The region determines the physical location where your virtual network will be deployed.
7. Choose the appropriate IP address range and subnet for your virtual network. You can also configure DNS settings if needed.
8. Under the "Security" tab, you can configure network security groups (NSGs) to control inbound and outbound traffic to and from your virtual network.
9. Once you have filled in the necessary information, click on the "Review + create" button to review your settings.
10. Review the settings and click on the "Create" button to create your new virtual network.
11. Wait for Azure to create your virtual network. Once it's complete, you will see a notification in the portal.
	[image: Add subnet - Microsoft Azure - Google Chrome]
	[image: Create virtual network - Microsoft Azure - Google Chrome]


Fig.7.a,b: How to create a virtual network.

	[image: Create virtual network - Microsoft Azure - Google Chrome]
	[image: Create a virtual machine - Microsoft Azure - Google Chrome]


Fig.8.a,b: Both  virtual machines are created.
	The ping function in Azure lets you verify the connectivity between your virtual machines (VMs) and other network devices, such as other VMs, virtual networks, or on-premises resources linked to your Azure virtual network through VPN or ExpressRoute.

	In Azure, open a command prompt or terminal window on your local computer or another VM in the same virtual network and type the ping command followed by the target device's IP address or hostname.
[image: - Microsoft Azure - Google Chrome]
Fig.9: Ping

[image: Welcome to nginx! - Google Chrome]
Fig.10: Nginx

[bookmark: _Toc133960050]Conclusion

	Virtual machines (VMs) and vNets, in conclusion, are cornerstones of the Azure cloud computing platform. While virtual machines (VMs) allow you to run applications and services in the cloud, virtual networks (vNets) allow you to isolate and secure your VMs while still giving them access to other VMs, on-premises networks, and the internet.
	Another key part of Azure networking is Network Security Groups (NSGs). By setting inbound and outbound security rules, you may restrict traffic to certain virtual machines or subnets inside your vNet using NSGs. Protect your virtual machines from cyber dangers and limit who has access to your resources by using a network security gateway (NSG).
	Best practises for security and connectivity should be used while setting Azure networking. Implementing appropriate security controls like NSGs, connecting to on-premises resources securely via Azure ExpressRoute or VPN, and monitoring network traffic and security logs to identify potential threats and vulnerabilities are all part of a well-designed network topology [10].
	When it comes to safeguarding and linking your resources, Azure's networking capabilities like virtual machines (VMs), virtual networks (vNets), and network security groups (NSGs) play a crucial role.
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