	
	
	



Introduction
In this report Ransomware and how it functions, alongside how this differs from other Malware will be addressed, how to defend against it with some examples of Ransomware.
What is Malware?
 Malware can be described as a malicious software that is able to disrupt computer systems and gain access to private information [1].  After the attack is successful, the ransomware can then steal information and programs, which will then be encrypted on the original location behind a key of their own creation. They will then ask for money in order to remove these locks on the affected computers and information. this can be problematic for both people and businesses as the information Malware can access should not be open to the public and the information can be sold without their knowledge or their consent. This would be considered a cybercrime. 

What is Ransomware?
Ransomware is different as it uses malicious software to lock people or businesses out of their systems and restrict access to their information [1]. At this point, they would be contacted by an anonymous email or to follow some instructions make a payment. This may only be a one-time payment, but this is unlikely. Often, they will ask for monthly payments or to re-use the Ransomware to force the victim to pay more money. If this is not paid, the Ransomware can encrypt the affected files and hold them for Ransom, and if these Demands are not met, the files can be deleted. This can be incredibly damaging to a person, but even more so to a business as they typically have sensitive information which can damage the reputation of the business or even force the business to shut down.
 
Ransomware can be Differentiated from other Malware, like Spyware, trojan virus and viruses [2]. Spyware is typically used to secretly watch for information, like passwords, to help steal data. Viruses can be described as a code able to replicate and corrupt systems and destroy data. Trojan virus, which, despite the name implying it’s a type of virus, is a type of malware that hides behind a program that looks harmless to trick people into downloading it. [1]

How Ransomware can infect your system
There are several ways Ransomware can get on your system. Some examples of this is Malspam, Malvertising, spear Phishing, and Ransomware-as-a-Service [3]. 
Malspam is the use of Spam Emails to get the victim to click on a link that contains Ransomware inside. Malspam can just be a lot of emails being sent to a lot of people or a cold caller every few days and they try to convince you to click on a link or download a program to gain access to your system, after which the ransomware will be active. the Ransomware can deal as much damage as it can and can hold information hostage. 
Malvertising is using legitimate advertisements, like banners on a website, with Malicious Code injected into the advertisements to spread the Ransomware, gaining access to the systems. This impacts the website itself, instead of just a link so it can impact more people.
Spear Phishing uses Personalised messaging, likely using already leaked information regarding personal information or through the use of social engineering, which is to act like a close friend and build relations and convince the victim to download the Ransomware, to pass itself off as something that can be trusted, in order to gain access to the system.  This, in turn, would then use the ransomware to convince other people who are close to you, to repeat the process and start over.
Ransomware-as-a-service [3], or RaaS, is a Service where people would make a Ransomware Structure and sell it to someone else. These people would also maintain this Ransomware alongside technical support and private forums in case there are questions regarding its use or available tools for the service. they typically use RaaS for the community behind the system and they can Demand higher payments without waiting for the Restoration of the system. Raas is almost always used with a group of cybercriminals who help spread their Ransomware for a cut of the stolen money, in return the Raas creator can update and tweak the Ransomware to make it work more efficiently.

Examples of Ransomware
Akira Ransomware [4]
this ransomware was used in March 2023, which had attacked businesses in North America, Europe and Australia. In April 2023, a Linux Variant was deployed to target virtual machines, which was successful as of January 1, 2024, $42 million USD approximately was lost doe to these attacks. The threat actors, the people who infected the systems with the Ransomware, used a Virtual Private Network, or a VPN, to bypass the Multi-factor Authentication.
Qilin Ransomware [5]
Initially named Agenda, this was first seen in 2022, where leaked Data was posted to Dedicated Leak site, or DLS. This mainly targeted Windows Systems, but there were linux variants that targeted VMware ESXi servers. By September 2022, it was renamed Qilin. In Late 2023, Qilin had joined some hacking forums. The Raas gave tools and support needed to launch attacks on a wider scale, in return of a 15- 20% cut. June 2024 marked the largest victim, Synnovis, a medical company based in the UK which gave London hospitals Diagnostic and Pahology services. After securing roughly 400Gigabytes of senitive data, A $50 million Ransom was demanded from Synnovis. Qilin used Phishing emails, Using VPNs and stolen information to gain access to an organisation and spreading their ransomware.
REvil [6]
Ransomware Evil, shortened to REvil is a RaaS that is known to extort money from their victims by stealing data, asking for money and threatening to release it, and repeating. This RaaS showed up in April 2019 and gained popularity after a rival RaaS, named GandCrab, had shut down its service, although there was evidence of aspects of GandCrab in Revil, with some links established between them. The Developers behind Revil used other Cybercriminals to sell to others. In July 2021, they used zero-day vulnerabilities in a monitoring tool and Systems manager developed by Kaseya, which in turn made 30 Managed Service Providers, otherwise known as MSPs, and the businesses networks connected to those MSPs, which were over 1000 in number, to be made vulnerable to attack. This attack was so widepsread, it sparked a conversation between US’ president Joe Biden and Russia’s president Vladimir Putin. After the conversation, the group disappeared and their Sites went silent for a while, only resurfacing on september 9 after mending relationships after it’s dissapearance.

Protection from Ransomware
Ransomware can be tricky to deal with, thankfully there are a few ways to protect yourself from ransomware.  

Backing up Documents
Backing up your documents is the easiest way to protect yourself from ransomware as it makes sure that the encrypted filed that would be stolen are not lost to you forever. In addition, the Ransomware cannot Ransom your files back to you if you already have the files in a different location. His can be done in a few ways. One example is to store your information on separate storages. This is to ensure that, in the event of a Ransomware attack, you at least still have access to the information and, depending on the information, not have to pay the ransom money at all. 
Antivirus [7]
An Antivirus can protect you from malicious programs. This will periodically scan your files to ensure that your files do not have anything malicious tied to them and can quarantine any corrupted or problematic files. Most computers already have an Antivirus installed already, but not all of them. Ensure that the Antivirus is already running, or otherwise download one from trusted sites, like McAfee and Norton.

Sandboxing [7]
Sandboxing is the act of isolating an application in a controlled environment to make sure that the application works as intended and there are not any nasty surprises inside. Think of this like making a little play area for the ransomware to “play” inside without causing any critical damage to any important files. This is typically used with a Virtual Machine to make sure that the application cannot spread to anything else on the system.

Conclusion 
In conclusion, Ransomware is a type of Malware that will try and take advantage of a vulnerability to gain access to your system, lock you out of your system, encrypt information to extort money from you and possibly leave a trace of the malware to do it again, with a few ways to prevent this from happening, like Antiviruses.
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