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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


[bookmark: _Toc27047819]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
[bookmark: _Toc27047820]Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	Subnet B
	172.16.2.0
	
255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	Subnet D
	172.16.10.0
	
255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	Subnet F
	172.16.12.0
	
255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	Subnet E
	172.16.13.0
	
255.255.255.192
	172.16.13.1
	172.16.13.126
	172.16.13.127

	Subnet A
	172.16.13.128
	
255.255.255.224
	172.16.13.129
	172.16.13.159
	172.16.13.160

	Subnet C
	172.16.13.161
	
255.255.255.238
	172.16.13.162
	172.16.13.176
	172.16.13.177

	Router 1 – Router 2
	172.16.13.178
	
255.255.255.253
	172.16.13.179
	172.16.13.180
	172.16.13.181

	Router 2 – Router 3
	172.16.13.182
	
255.255.255.253
	172.16.13.183
	172.16.13.184
	172.16.13.185



[bookmark: _Toc27047821]Introduction
This report is going to examine Internet Protocol Versions. This report will specifically go into depth with Internet Protocol Version 4 and Internet Protocol Version 6. It will also cover the background history of the two Internet protocol (IP) versions. It will also include the features of each IP version in detail as well as the advantages and disadvantages of each IP version so the user can see which one is better to use in the present day.
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IPv4 is also known as internet protocol version 4 (as the name implies) the fourth version of internet protocols that is used by most devices in the modern day such as: desktop computers, laptops and mobile devices. Back in the 1970’s, IPv4 was developed and was eventually released in 1981 [1]. Later, in the 1990’s, a company simply named Internet Engineering Task Force (or IETF for short) was intending to create an updated version of IPv4 as early as the mid 1990’s (1994). 
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To operate its internet protocols, IPv4 uses a 32-bit system for their internet protocols unlike the IPv6 as that uses a 128-bit system that is considerably better than the 32-bit system that IPv4 uses. The reason that IPv6 is better is because IPv6 can hold an endless amount of IP addresses meanwhile IPv4 cannot hold as much IP addresses as IPv6 [1].
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Despite IPv4 having a lower number of IP addresses, IPv4 can still store many IP addresses on its own. IPv4 can currently store around 8000 different IP addresses. This can be beneficial because it can store a large amount of IP addresses and it could be used for smaller networks. On the other hand, this could also be a disadvantage too, due to the small size of the IPv4 addresses it may be too small for some users and will thus have to upgrade to IPv6 instead of using IPv4 [2].

[bookmark: _Toc27047826]IPv6 History
IPv6 also known as (Internet Protocol Version 6) is the modern-day internet protocol that is used and is a successor of the previous version of internet protocol versions being IPv4. Once development was finished on the updated IPv4 (soon to be known as IPv6), the developers Internet Engineering Task Force had planned to also stop distributing IPv4 and eventually phase out IPv4 in favour of the newer and better version IPv6 [1]. 
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IPv6 has a lot of features that only it currently has. IPv6 currently has one of the biggest address spaces available to the public. Currently, IPv6 has a total of 340,282,366,920,938,463,463,374,607,431,768,211,456 available IP addresses [3]. This is because IPv6 is using a higher bit system when it is compared to the older IPv4. IPv4 is using a 32-bit system while the IPv6 is currently using a 128-bit system hence why IPv6 can have so many IP addresses available [3].

When compared to each other, IPv4 and IPv6 can look very different as there are quite a few things that are different with the pair. The bit system used by the two Internet protocols are quite different as IPv4 uses a 32-bit system meanwhile, IPv6 was able to use a far more superior 128-bit system. Having a larger bit system can really benefit the user as the higher the bit count is, the amount of space that can be used on the system will drastically increase if the number is high like the IPv6 system.
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IPv6 has some advantages such as: the huge amount of IP addresses it can handle. IPv6 can handle up to 340,282,366,920,938,463,463,374,607,431,768,211,456 different unique IP addresses [3]. This makes IPv6 beneficial to use as it can handle an enormous amount of different IP addresses. But due to IPv6 having a giant number, it can come with some disadvantages. With IPv6 it uses longer IP addresses in length. This could be a disadvantage because IP addresses could be hard to remember due to the length on one IP address [4].
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In conclusion, this report has covered various number of topics that are all themed around internet protocol version 4 and internet protocol version 6. The report has talked about the history of the two internet protocol versions, the features of the two internet protocol versions and advantages and disadvantages of each internet protocol versions. With the information given in each part about the different internet protocol versions you could possibly even compare the two with the information that has been presented in the report. During this investigation, findings show that IPv6 has almost endless amount of IP addresses and thus would be better to use when compared to IPv4 with its lower number of IP addresses.
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