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Introduction

In 1949, George Orwell penned a seminal work regarding a police state in which people are not allowed to simply exist as they choose without surveillance. With the February news of facial recognition systems being rolled out across London, and the already implemented Cardiff system, there are understandable concerns that Britain is taking slow but certain steps towards the “Big Brother” dystopia outlined in Orwell’s Nineteen Eighty-Four.
	While the science behind facial recognition software is undoubtedly fascinating and an important technological step forward in our journey towards artificial intelligence, there is a concerning lack of accuracy with the current systems. Considering the widespread use of facial recognition software that is being implemented across the world, including the United Kingdom and especially in China, this could have catastrophic effects on both personal liberties and criminal investigation. What, however, is the alternative? When it comes to identifying a suspect the only alternative with video evidence is that of eyewitnesses to the crime. However, this too is an imperfect system as human memory is not only easily manipulated - it is notoriously so. So we are left with the question that is both moral and scientific in nature. Which is better: eyewitnesses or facial recognition software? 
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Chapter 1 – Witness

Up until very recently humans only had the accounts of eyewitnesses for information on past events. From tales of great battles to details of mundane life, the accounts of eyewitnesses are often the only references that archaeologists have to give for to their findings. Before written records, much evidence found can only exist in pure speculation and educated suppositions. Witnesses in the past recorded their experiences pictorially or through written words, although these will sometimes be one and the same. Within these recordings, the issue of reliability arises when the manipulation of human memory comes into play.

1.1 – Research so far
Alfred Binet kickstarted the study on the reliability of human memory. His formative 1900 work La Suggestibilite demonstrated the ease with which the memory can be manipulated. His book highlighted the flaws in trusting the accuracy of memory (Binet, 1900). Over one hundred years later, there is not only an enduring psychological interest in eyewitness testimony but it is the subject of much entertainment media and legal concern. Due to this, it is and probably always will be a subject of much research. The most common area of research into eyewitness testimony is regarding how to avoid incorrect identifications, including the details of how faces are differentiated and remembered and the ways in which memories can occur (Mantyla, 1997) (Nie, 2018) (Hill & Pachur, 2012) (Wells & Olson, 2003).
	The focus of this research is understandable given the multiple cases of false convictions that have occurred over the years. In fact, the Innocence Project estimates that 69% of convictions overturned by DNA evidence were originally based on eyewitness testimony (The Innocence Project, 2019). If the true number is even half of this estimation then the focus of research must remain concerned with ensuring that any eyewitness testimony remains robust enough to prevent future miscarriages of justice.
	Besides the focus on eyewitnesses, more recent research has been delving into the specifics of human memory and its capacity (Unsworth, 2016), but also working to consolidate what has already been established (Elsey, et al., 2018) (Sporer, 2008) (Sergiu & Mihaela-Zoica, 2014). 

1.2 How does memory work?
The current understanding of human memory has evolved from the ‘filing cabinet’ or ‘supercomputer’ analogies that were pervasive since modern study into the subject began. It is now understood to be a series of systems that work together to form the coherent process (Cohen & Nodine, 1978) (Unsworth, 2016) (Mantyla, 1997) (Itthipuripat, et al., 2013). This process is illustrated below.



Environmental Stimuli:
 Hearing a song as you sit in a café with your significant other




Sensory memory:
Acoustic: The song
Visual: The café, your significant other
Semantic: The way you feel about your significant other

The large capacity of sensory memory encompasses all sensory experience, and lasts for under a second before moving further

Attention 



Short term memory:
Acoustic: The song
Short term memory can hold between 5 and 9 items, mostly encoding them acoustically, lasting up to 18 seconds 





Retrieval


Rehearsal
Rehearsal Loop


Recall

Long term memory:
Semantic: The way you feel about your significant other

The long-term memory has no limit on how much or how long it can hold something for, though it is largely done so through meaning







Adapted from: (McLeod, 2017)





The exact methods remain conjecture as the very nature of memory is its intangibility. However, through fMRI and other imaging techniques, there has been a great deal more supporting evidence in favour of the above model (Rosler, et al., 2009) (Yu, et al., 2019). Memories are considered to occur episodically, in that they will occur in a sequence as opposed to a single moment (Wright, 2018).
	In the sense of recalling faces, as relevant to the subject at hand, most people tend to remember a key feature of a person, as opposed to the entirety of a face (Hill & Pachur, 2012) (Nie, 2018) (Gruppuso, et al., 2007). This likely linked to the working memory capacity limitations discussed by Unsworth (Unsworth, 2016). 
	Manipulating human memory is a something that is known to happen both accidentally and deliberately (Brainerd & Reyna, 2005). Risko, Kelly, Patel and Gaspar (2019) demonstrated human vulnerability to memory manipulation, at least in the case of words. The third of their three experiments came up with 80% of participants being certain that a word the experimenters slipped into a previously seen list had been originally presented to them (Risko, et al., 2019). The experimenters noted that small alterations worked better than large ones as there is less chance of the inserted changes being noticed (Brainerd & Reyna, 2005).
	In the case of diseases like Alzheimer’s or schizophrenia, the altering of memories will often occur as part of the progression. This is obviously vastly different from the deliberate altering of memory above, but again relies on the same system of small alterations leading to bigger misconceptions (McLachlan, et al., 2019) (Favre, et al., 2020).
	As the above research has demonstrated, the malleable nature of human memory poses a significant problem with regards to trusting the testimony of eyewitnesses. Thus, police services and archaeologists must both exercise caution when dealing with eyewitness testimony.














1.3 Current standards in the forensic sphere
The Crown Prosecution Service has the following requirements for gathering eyewitness testimony when identifying a suspect: 

	‘Code D, para 3.3. states that the showing of photographs to a witness must be carried out in accordance with Code D, Annex E, paras 6 and 8.  Only one eye-witness at a time may be shown photographs, and he must be shown at least 12 photographs at a time, which should, as far as possible, all be of a similar type. The eye-witness must be told that a photograph of the person he saw may not be among them, and he must not be prompted or guided in any way. If an eye-witness makes a positive identification from photographs, unless the person identified can be eliminated from the inquiry, no further witnesses may be shown photographs. Instead, a video identification or parade, etc. should be arranged, unless there is no dispute about the suspect's identification. Similarly, if the use of other visual images points to a known suspect who can be asked to participate in an identification procedure, the likeness must not then be shown to other witnesses.’
Crown Prosecution Service, August 2018

These guidelines are supported by numerous studies (Brace, et al., 2009) (Charman & Cahill, 2012) (Gronlund, et al., 2012) (Wells, 2014) (Carlson, et al., 2019) (Lin, et al., 2019)and their resultant recommendations (Klum, et al., 2013) (Wells, et al., 1988).  Gary Wells, an individual who has published a huge amount on the topic, released his own recommendations for line-ups and photospreads in conjunction with Small, Penrod, Malpass, Fulero and Brimacombe in 1998. The points above reflect the 4 recommendations made in Wells, et al. (1998), including the eye-witness being informed ahead of time that the person they observed may not be among those featured, and that those in the line-up/photo spread be similar to the verbal description given by the witness (Wells, et al., 1988). The Innocence Project, in their list of 5 reforms they wish the American justice system to implement, are in complete agreement with Wells despite the 20 years difference in their publishing. The Innocence Project agrees with a further measure of requesting a confidence level from those making the identification (The Innocence Project, 2019) which does not appear in the Crown Prosecution Service’s guidelines.
	There are a number of factors that can affect the accuracy of the memories, including gender (Areh, 2011) (Shapiro, 2009), age (Sheahan, et al., 2017) or simple individual differences (Bindemann, et al., 2012). However, not all are of prominent concern to law enforcement or to anyone relying on the testimony of eyewitnesses. Some of the key factors include distractions, confidence levels, and time.
	Multiple studies have shown that the accuracy of human recall, particularly for faces, is supremely affected by distractions (Davis, et al., 2019) (Pike, et al., 2018). As far back as 1978, there were studies into a human’s ability to recall faces with distractions involved (Cohen & Nodine, 1978). In the 1978 study, they investigated the participants ability to recall faces after completing a series of tasks, demonstrated that visual distractions were more detrimental than auditory, indicating that facial recall was processed visually. The implications of this were that a visual distraction such as other faces being present during an event could damage the recall abilities of the witness (Cohen & Nodine, 1978).
	Compounding these risk factors are the high levels of confidence often found in eyewitness testimony situations. There are, of course, numerous different factors that can add weight to a witness’s confidence. Kassin, Rigby and Castillo, who conducted their study in 1991, found that there was a strong correlation between accuracy and confidence when a participant made an identification, regardless of whether it was correct or not (Kassin, et al., 1991). Comparatively, if participants did not make an identification, their confidence in their decision was far less. This lack of confidence could be indicative of demand characteristics given the aim of study, but it could also be a simple result of the fact that the participants erred on the side of caution (Valentine & Maras, 2011).
	In a similarly structured study by Sampaio, Reinke, Mathews, Swart and Wallinger conducted 30 years later found a similar effect, and that the effect was even more pronounced when it came to prototypical faces, with the one caveat that if they were aware of their potential to be incorrect they were far less likely to be confident in their identification (Sampaio, et al., 2016). These same results were found in a number of other studies on confidence and accuracy, giving a consistent narrative of high rates of confidence (Deffenbacher, 1980) (Robinson & Johnson, 1996).
	The effect of time on the accuracy of memory is of key concern for law enforcement (Poole & White, n.d.). As it is rare for the identification to occur on the same day and witnesses are often re-interviewed about incidents after their initial statement, it is often necessary to trust the ability of participants to recall an incident later on. Palmer, et al. (2013) noted two things during their study. The first was that their findings aligned with the generally accepted conclusions in that the accuracy of those tested decreased overtime. It was also noted that there was a semblance of regularity in the confidence-accuracy relationship. This could provide a predictor for future studies. (Palmer, et al., 2013)
	Interestingly, the relationship between confidence and accuracy remains high regardless of the time interval (Wixted, et al., 2016) (Sauer, et al., 2010) (Palmer, et al., 2013). Despite the accuracy itself dropping as time progresses, the ratio remains relatively consistent. This suggests that the participants in this situation are aware of their own potential for fallacy, as suggested by Sampaio, et al. (2016).
	When used in a court of law, a witness can provide a significant boost to any legal argument.  The key to using eyewitness testimony in a jury trial is to promote confidence in the account given by a witness (Davis, 1971) (O'Neill Shermer, et al., 2011) (Cutler, 2009) (Wells & Quigley-McBride, 2016) (Slane & Dodson, 2019). 
	It was also shown by Neal, et al. (2012) that the eyewitness themselves have an effect on their perceived credibility. They found that the jurors typically judged adults as more reliable than children or the elderly (Neal, et al., 2012), which is in keeping with both their own hypothesis and previously found evidence (Poole & White, 1991) (Pozzulo & Lindsay, 1998).  
	In 1988, Cutler, et al. argued that the average juror was not able to truly assess the reliability of a witness, a statement that agreed with a number of other independent studies (Cutler, et al., 1988). Walker and Tough (2015) concurred with this, but more than that they supposed that it might be best to only let experts make the identifications (Walker & Tough, 2015). From the consistency of these findings, it is apparent that the poor eyewitness reliability is a continuing trend despite the rise of media surrounding eyewitness testimony and the increased use of DNA evidence (Maeder, et al., 2017).
	The case of Bobby Dunbar, an old case with a current resolution, is a key example of the dangers and long lasting ramifications of incorrect eyewitness identification as well as the risks of using eyewitnesses alone for identification. In August 1912 the Dunbar family were picnicking at Swayze Lake when 4-year-old Bobby vanished (Gonzalez, 2018). Despite searching the surrounding woods Bobby was not found.
	Eight months later, a boy was found in Mississippi under the care of a drifter named William Cantwell Walters. The boy matched the physical description of the lost 4-year-old: Walters was arrested and the boy was taken from him. Walters insisted that the boy was not the missing Dunbar but instead was a boy named Charlies Bruce Anderson, the child of Julia Anderson, and that he had permission from Anderson to take him. Anderson confirmed that she had given Walters permission to take her son (Barclay, 2012).Images of Dunbar and Anderson from a contemporary newspaper (Gonzalez, 2018)

	The police had Bobby Dunbar’s parents come to see the boy in order to identify him while Julia Anderson made her way to Mississippi to attempt to reclaim her son. When spoken to, the boy did not respond to the name Bobby Dunbar or recognise his supposed mother, and initially neither the Dunbars nor Anderson recognised the boy as their child (Gonzalez, 2018). However, eventually both the Dunbars and Anderson declared that the boy was in fact their son. A judge awarded custody to the Dunbars.
	The key issue in this case was that neither parent could identify the boy on first meeting him. The Dunbars had not seen their child for 8 months, and Anderson had not seen her son in 13 (Barclay, 2012). This is a clear demonstration of how time can affect the accuracy of memory. Many parents claim they would know their child anywhere, no matter what, yet two mothers and a father could not do so. 
	It took 100 years before the mystery was truly resolved, and this resolution was devastating to both families. The results of a DNA test proved beyond a doubt that the boy declared by the court to be Bobby Dunbar was, in fact, Charles Bruce Anderson (Gonzalez, 2018). In this situation, the incorrect identification of the boy directly led Walters being convicted of kidnapping, and though he narrowly avoided the death penalty, he gained a criminal record. It also left the Anderson family devastated, and although Julia Anderson later married and had more children, the family were always told that the Dunbars had kidnapped Bruce.

1.4 An archaeological perspective
The accounts of eyewitnesses are one of the most valuable items to that can be added to the archaeological record. Any form of written account can reveal previously unknown attitudes or events that would otherwise have remained nothing more than speculation. Even the individual gripes between people can be revealed. https://www.reddit.com/r/tumblr/comments/86cfw0/that_eanasir_guy_really_is_a_trustworthy_merchant/

	Ea-Nasir and the complaint tablet, a small clay tablet written in 1750 B.C., is so notorious that there are even internet memes about it. The merchant was deemed as untrustworthy by his customer, Nanni, over a shipment of poor-quality copper (Deron, 2018). As much as it is a cause for mirth that Ea-Nasir’s poor business practices have literally been set in stone (or at least clay) (Killgrove, 2018), it is also a revealing insight into the interactions between merchants, buyers and attitudes towards shoddy customer services (Leemans, 1960).  This same invaluable evidence is found in the writings of diarists like Samuel Pepys, who recorded the economic changes that many would find dull (Pepys, 1996), and Anne Frank who recorded her time hiding from the Nazi forces (Frank, 1929-1945).
	Other revealing eyewitness writings are incidents of graffiti. Today it is considered an act of vandalism and something to be erased from public spaces but in an archaeological context graffiti is revealing about the attitudes of the time, and especially about the humour of the people. There are few static societies, past or present, that have not been found to have some graffiti in their remains. Taking the graffiti found in the Roman Athens market, one of the engravings displayed a person performing fellatio, with the name Euphrosynos (a common male name) engraved above (Hoff, 2006). There is little difference between this and the graffiti found in a typical secondary school bathroom, and tells us that there is at least some similarities between the past and present peoples. Conversely, Mayan graffiti from Plan De Ayutla, Chiapas depicts architecture and people of authority, not sexual themes (Navarro-Castillo, et al., 2018). This demonstrates the difference in attitude that the two cultures had.(Hoff, 2006)

	Eyewitness accounts, be they in the form of written word, obscure drawings or even passed-down stories, are sometimes the only way we are able to uncover certain aspects of life in past societies and thus an invaluable mouthpiece for those that are long since dead.





Chapter 2 – Machines

2.1 History
The first inkling of facial recognition software came in the 1960s with Woodrow Wilson Bledsoe. The culmination of his work was the RAND tablet. The tablet was a system of classifying photos of human faces using a stylus that emitted an electromagnetic pulse. This pulse recorded vertical and horizontal coordinates that could then be compared to a database of other metrics. This database would then retrieve the most similar matching set of metrics, therefore the closest matching face to the original. The measurements taken could be anything, from nose bridge width to hair line (FaceFirst, 2017).
	This first step was monumental but, as with all new technology there were some issues. To start, this was a manual task. This allowed for human error to occur, and mistakes to be made. The system was also severely restricted by the technology of the time (FaceFirst, 2017) (Imperial College London, 2019). Of course, this was no fault of the researchers at the time, but it did restrict the systems accuracy and power.
	The next leap in facial recognition technology came in the 1970s at the hands of Goldstein, Harmon and Lesk. They sought to increase the accuracy of manual facial recognition systems by utilising 21 markers (FaceFirst, 2017). These included lip thickness and hair colour, which meant a greater number of variables to match to another image (Imperial College London, 2019). Even with the advances in computing power; however the measurements still needed to be taken manually and the chance of human error was still omnipresent.
	Fast forward to 1988. Sirovich and Kirby developed what has later become known as the Eigenface approach (FaceFirst, 2017). They demonstrated that they could use feature analysis of a group of photos of human faces, and that it took less than 100 values to provide an accurate code for a normalised face image. This was expanded on 3 years later by Turk and Pentland (Pentland, et al., 1994), whose research led to the ability to recognise faces in photos automatically. This was the start of automatic facial recognition software and ,after this breakthrough, the technology has been refined to the impressive state at which it currently stands.
	That isn’t to say that research into advancing facial recognition software has completely stopped. A 2017 conference introduced the very real and exciting possibility that a framework for analysing 3D facial models could be introduced (Frikha, et al., 2017). Biometric advances are also being brought in to be incorporated into the new research which could lead to great advances in security and law enforcement (Al-Shayea & Al-Ani, 2018) (Bisaillon, 2012).

2.2 How does it work
Modern facial recognition systems rely on the use of biometrics in order to take specific measurements of a person’s face (Tome, et al., 2015). These measurements will fit the criteria of the program and, as long as the face is turned at least 35 degrees towards the camera, most systems will be able to identify it (ABC Science, 2019). There are 4 main steps to the faces being successfully scanned.
	Detection is initiated when the system is presented with an image or video. In this stage, the system will look for face or people shaped objects. Once detected, the image/portion of the image is sent deeper into the system for further processing (ABC Science, 2019).
	After the image has been sent for further processing, the stage of Normalisation occurs. Here, the image is scaled and rotated to the needed size before the system begins to map out the geometry of the face (ABC Science, 2019). This can be anything from the distance between the nose and mouth to the space between the eyes. This process produces the facial signature (Tome, et al., 2015).
	Representation follows this. In representation the system will convert the facial signature to a unique code that is stored in a larger database for later comparison (ABC Science, 2019).
	Finally, the code can be matched. The new codes obtained by the system are matched against the old ones already stored in the system (PR Newswire, 2018). Should there be any matching codes the system will retrieve and present these to the user (ABC Science, 2019).

2.3 Current issues
It’s rare that one of the primary producers of a technology calls for it’s urgent regulation. Yet Microsoft are doing just that, describing the competitive advances in facial recognition technology as a ‘race to the bottom’ and are trying to push for urgent regulations to be put in place to limit the usage of the technology (Greene & MacMillan, 2018).
	Facial recognition software has been heralded as the step forward in law enforcement. Certainly, there have been some successes. A Scranton man was arrested for the assault of a teenager largely through the use of this software (Rosler, 2018), and the Grampion police had a similar success when it came to their use of biometric facial recognition (Anonymous, 2003).
	It has also been shown to be remarkably accurate when it comes to aging, recognising an age progressed photograph of a child (Ma, 2014). There is a clear application here with missing persons cases particularly, where it might be able to identify a missing child as an adult years after they were last seen (Madrigal, 2014).
	Facial recognition software is a fascinating and dramatic step forward in technology and the strides made recently have completely eclipsed the hopes of those that first looked into the possibilities. It’s induction has been felt in both personal security and in the rise of social media (Caldwell, 2015) (Rattani & Derakhshani, 2018) (Kumar, et al., 2019). However, for many in the general public, these successes are dwarfed when compared to the serious concerns regarding both privacy and accuracy (The Daily Telegraph, 2018). These concerns surround the invasion of privacy, the twisting of ‘innocent until proven guilty’, and the potential for police abuse of the system (Liberty Human Rights, 2019). 
	The key concern in the forensic sphere is the accuracy of the identifications gained from the system (Pretzel, 2004). Numerous studies have been published which are critical of the systems accuracy, and even law enforcement agencies themselves have admitted to its less than perfect performance (Hill, 2019).
	A 2013 study concentrated on the accuracy of the landmarks used in facial recognition software returned the results that there were precious few landmarks that were reliable in adult subjects (Cummaudo, et al., 2013). Most facial recognition systems boast greatly increased accuracy through a larger number of markers (FaceFirst, 2017), yet if Cummaudo et al is to be believed these markers do largely nothing to benefit the systems.
	This accuracy issue was echoed by other studies, even when humans were involved after the systems initial match, as in White et al where there were overall 50% of error rates for their participants (White, et al., 2015). Recent advances have improved the accuracy of facial recognition, however 100% reliable systems are still rare, if even possible (Ullah & Khanum, 2018) (Narendira Kumar & Srinivasan, 2012).
	With already damaging concerns on the accuracy of these systems, serious ethical concerns of facial recognition software on a large scale infringing the right to privacy seem to be just the icing on the cake.
	China has been the first country to conduct a mass roll out of facial recognition technology, and this induction has raised numerous ethical concerns. The country currently employs a system known as Zhima or Sesame Credit (Koetse, 2018), and is used to give citizens an effective ‘score’ based on the address, phone numbers, credit history, and most concerningly, the day-to-day behaviour of those it observes (Fry, 2018). These scores have an effect on everything that the citizen does. In a system analogous to video game player levels, the higher your score the more options are open to you. While this could decide something as simple as whether you are approved for a credit card, it could also make a decision on whether you have visa approval, or whether you are able to get a mortgage in order to purchase a home (Backer, 2019). https://frudastechnology.com/impresionante-app-desarrollada-por-china-para-crear-credito-social/

	Facial recognition facilitates this. The ability to recognise citizens on the street while they are unaware they are being watched allows for the credit system to be scored on behaviour such as littering, or even pettier incidents (Fry, 2018) (Koetse, 2018). 
	The sheer scale of this control is staggering, especially as it is reported to become a mandatory system sometime in 2020 (Fry, 2018). Complicating the situation for researchers, there is very little that is known about the systems used thanks to the insular nature of the Chinese government (Backer, 2019).
	There are, with any policy, some arguments for its institution (Hannah-Moffat, 2018) (Telegraph Reporters, 2018) (Carter, 2018). One of the key of these is the response to the Covid-19 outbreak. The Chinese government has instituted a system of grading their citizens viral exposure in a similar way to that which they use to grade them socially (Kamel Boules & Geraghty, 2020). Facial recognition marks where they have been, and who they came in contact with, and through this they are awarded a risk colour. This risk colour will advise the citizen of whether they are required to isolate or not.
	This seems to have had the effect of reducing the cases of Covid-19 (Kamel Boules & Geraghty, 2020), however this is debatable, as it is perfectly reasonable to suggest that this drop in cases is due to prior social distancing or to a developing herd immunity.
	The concerns over facial recognition invading personal privacy is not limited to highly restrictive countries like China. America and the UK have introduced the use of facial recognition on a wider scale (Conarck, 2019) (Conarck, 2017) which has drawn both ire and excitement, as well as a great amount of research (Ringrose, 2019) (Weiss & Davis, 2005) (Prislan & Slak, 2018).  
	A key case straining the idea of facial recognition software being a standard in cameras across Britain is that of Mr Ed Bridges, whose image was captured in Cardiff by police automatic facial recognition software. In conjunction with Liberty Human Rights, Mr Bridges brought to court a complaint against South Wales Police after he had been recorded in December 2017 by automatic facial recognition camera without his consent (Coleman, 2019). Both he and Liberty Human Rights attested that this was a serious violation of his privacy, and anyone else whose image was captured that day (Liberty Human Rights, 2019). While the High Court did accept that the practice interfered with the privacy rights of those captured by the cameras, it also decided that the current legal framework is adequate to support the use of facial recognition (Liberty Human Rights, 2019) (Manthorpe, 2019). Liberty have since begun petitioning to ban the technology from use (Liberty Human Rights, 2019).South Wales Police Facial Recognition van (Dermody, 2019)

	As the debate grows, there have been a number of other incidents that seem to confirm the worst fears of those in human rights groups such as Liberty. In another case of an automatic facial recognition camera being mounted within a police van, a man passing elected to cover his face by pulling his jacket up and his hat down. His argument was, as Mr Bridges’ was, that he never consented to his picture being taken by the police and that he had done nothing wrong in the first place. BBC cameras and a watch dog group witnessed this and the £90 fine that followed for telling the officer to either ‘piss off’ (Burgess, 2019) or threaten the officer (Dearden, 2019), depending on whose report you believe. The police were only able to make 1 successful arrest that day, despite the volume of images captured on camera that day (Hill, 2019).
	The police later stated that the man covering his face gave them grounds to ‘stop and verify’ (Burgess, 2019)his identity, although they were previously known to state ‘anyone who declines to be scanned will not necessarily be viewed as suspicious.’ (Dearden, 2019).  Their actions appear to be contradictory to this, as a number of other pedestrians were said to have been stopped that day for doing the same thing.
	This behaviour and the largely absent public consent has led to other protests beyond the two incidents mentioned above. Currently, a number of makeup artists have been transforming their faces in order to avoid recognition by automatic facial recognition cameras (Meyer, 2014) (Jeffries, 2019) (Harvey, 2020), and there are commercially available clothes that claim to hide you from the cameras using patterns that distort your form (Hern, 2017) (Prepper, 2016). There have been no statements from the police regarding these actions, but there has not been an official statement about the policy of covering one’s face from cameras either.
	In this ever-evolving debate, there is yet to be a solution that will satisfy both security and personal liberty. In fact, there may not be a solution that could achieve that delicate balance at all. 


2.4 Potential archaeological applications
Facial recognition software holds a lot territory in the field of forensic science, however it’s archaeological potential is more obscure. In fact, it largely does not lie with faces. Instead, the algorithm utilised in the systems employed in security and law enforcement provide a wide avenue for archaeological categorisation and classifying on other subjects.
	A point of convergence for forensic science and archaeology is in the realms of more recent archaeology, specifically, after the invention of the camera. In a situation where DNA comparison is not available, more recent archaeologists are left with little concrete evidence as to a disputed persons identity. However, with the use of facial recognition software many of these mysteries can be solved. A notable instance of this is the recent endeavour of identifying the Diggers of Vignacourt. The Diggers of Vignacourt were a group of Australian soldiers in the first world war that passed through the town of Vignacourt in northern France. 
	While passing through the town the soldiers had their photographs taken by Louis and Antoinette Thullier. The names of the soldiers were not recorded at the time, despite nearly 4000 of these photos being taken (Lewis, 2020). Just under 100 years later the glass plates of the photos were discovered in the former home of Thullier’s and subsequently donated to the Australian War Memorial. 
	The Australian War Memorial partnered with a facial recognition software company and together 1388 soldiers were identified, including Private William Fitch. Fitch had his photograph taken in 1916 by the couple whilst travelling to the Western Front. A year later, Fitch was declared killed in action at just 21 years old (Lewis, 2020). Private Fitch, 1916
(Lewis, 2020)

	This convergence of archaeology and forensic investigative techniques brought a much needed sense of closure and context to both the town and the families of the soldiers that passed through.
	The adaptation of the algorithm to archaeological purposes would not pose too difficult a challenge, as the same basic principles could be applied to archaeological investigations. The measurements of marks, the dimensions of patterns or even the stylisation could be categorised through placing the correct markers on the artefacts. Through this, changes or similarities can be tracked, and clues as to a particular artefacts origin, be it temporal or geographical, can be found.
	Algorithmic programs are already regularly used in archaeology in other forms (Zhang, et al., 2017) (Lake & Woodman, 2003). Sizikova and Funkhouser’s 2017 paper discussed the application of genetic algorithms (algorithms that allow multiple solutions to problems) in reassembling fragmented wall paintings (Sizikova & Funkhouser, 2018). A similar study in 2018 included experimentation into the same kind of reassembling fragmented murals, though using a slightly different algorithm (Cao, et al., 2018). Both of these studies showed high potential for further use of algorithms in archaeology.
	Small adaptations in the already built algorithms will be a quick and easy way to identify potential matching styles, handwriting, or even artefacts as specific as tooth marks in bone.
Chapter 3 – Case study

As with any story that has even the slightest potential to be interesting, the life of Ivan Demjanjuk has been made into a television series. However, the series could never truly do justice to the real saga of ‘Ivan the Terrible’ Demjanjuk. 
	In 1943, a 21-year-old man named Ivan Demjanjuk began working at Sobibor camp after undertaking specialist training in order to become a guard at the Nazi extermination camps (Husian Jr, 2003). 28,060 captives were murdered in gas chambers by exhaust fumes in the 7 months Demjanjuk was recorded as working there (Hasian, 2014).
	In 1952, Demjanjuk, who had changed his first name to its anglicised version of John, moved to Ohio in the United States, finding work as a mechanic. He and his wife raised a family there (Douglas, 2016).Ivan Demjanjuk’s ID card and John Demjanjuk (Douglas, 2016) 

	23 years later a letter from the Ukrainian Daily News found its way to New York senator Jacob Javits, listing in it seventy people in the US that were known to be Ukrainian war criminals (Zuroff, 2016). Among their number was Demjanjuk, and thus the trials began.
	He was extradited to Israel where he was put on trial and ultimately convicted. He was sentenced to death, but a number of released documents from the recently fallen Soviet Union led to his conviction being overturned as his identification was called into question, however he was retried by German courts and convicted again (Zuroff, 2016). He died at the age of 91 in 2012, awaiting the outcome of his appeal against the conviction (Rowlings, 2012). 
	However, before the US revoked his citizenship and sent him to Israel, John Demjanjuk was put through a trial in his adopted home state of Ohio (Douglas, 2016). It was here that the eyewitnesses provided damning evidence that was the catalyst for the following trials and convictions. There were no survivors of the camps living in the US. Instead, the appeal was made to the Israeli government as some survivors had settled there. A specialist task force there located survivors, at least 10 of which positively identified Demjanjuk as the man they had seen at the camp. This was the proof needed and the US courts proceeded with the extradition (Douglas, 2016).
	By the time the trial reached Germany however, there were no direct witnesses to be had. Those that were left were the children and grandchildren of those that were there (Hasian, 2014) (Boyes, 2009). The eyewitness testimony here was flawed, but still used to convict him a second time (Pentzold, et al., 2016). This use of second hand witnesses was decried by many, yet still allowed (Sharfman, 2000). Demjanjuk at trial (Douglas, 2016)

	Leaving aside the argument of ‘following orders’ that surrounded a large number of Nazi trials, the identification of Demjanjuk has been in question since it first came to courts (Rosenblatt, 1992) and made even more contentious with the documents that were released disputing that Demjanjuk was the Ivan the Terrible that had committed the specific crimes set before him. As best put by The Times reporter Roger Boyes in a 2009 report:

	‘The recovered memories are the essence of the Demjanjuk trial. A sickly, retired Ohio car worker is in the dock in Germany and the only living witnesses against him are children of the victims, rather than people who can make an accurate, positive identification. Only a paper trail and a single SS identity card link him solidly to the death camp. The case against him is becoming an emotional one. The co-plaintiffs have traveled to Munich from the Netherlands, Israel and the United States, because they wanted to stare into the face of evil and close a circle in their lives.’ (Boyes, 2009).

	Whether he was an innocent man caught in the trauma of a bereaved community, a lesser criminal than thought yet still a guilty man, or a pinnacle of evil and murder, the world is likely never to truly know the truth of John Demjanjuk. What is clear is that the eyewitnesses in this case study provided such a huge impact on the trials that, even in his final trial, the echoes of their words were witness even in their absence, and condemned the man on the stand long before he reached the court.








Chapter 4 – Experiment

4.1 Introduction
In the interests of truly understanding the dynamics of human facial recall with regards to a single event, an experiment was conducted that exposed participants to a criminal incident. The expected outcome is that the results will be the same as those that have preceded  it, in that the participants’ confidence will not decrease over time but their accuracy will.
4.2 Rationale
The purpose of this experiment is to identify the difference that time delay makes to both the accuracy and confidence of people after witnessing an incident. 
4.3 Preparation
A short video was created to demonstrate the non-violent, non-confrontational theft of a bag. The specifications of the video were enforced in order to minimise the psychological risks to participants. Still from video showing thief’s first walk past

	The video was filmed on a phone camera. This was done to mimic the current clarity of typical CCTV cameras. The video was set in a busy college canteen, in a large town 200 miles away from the University. The distance was a measure to ensure that there would be little to no chance of the participants recognizing anyone in the video. Prior recognition of any volunteer, be they the thief or otherwise, would be detrimental to the integrity of the experiment by applying an unfair bias towards faces they recognised.
	The thief was selected to be an unremarkable male. This male was selected in order to ensure that there were no features that could prove particularly recognisable and represent a generic face in a crowd. This was a measure taken to ensure that the test was not unfairly weighted through the use of a volunteer with an overtly unique face.Still from the video showing the actual theft

	The volunteers were students at Woking college, all aged 18 and over. The use of these volunteers was opportunistic, as they were classmates of the thief that were around at the time. This method of selection was used due to the time and logistical restrictions. With a ready group of volunteers to sit and simply be there as a crowd, it would create needless difficulties to try and curate a specific set of people to act as the crowd. 
	The video was no more than 30 seconds long. The camera was static, facing the volunteers sat around a table with a large black handbag placed in the middle of the table. The thief passed across the screen twice, first from right to left, where he looked directly down at the bag as he passed, ensuring the participants had a clear view of his face. The thief then returned a second time, passing from left to right, this time reaching out and picking the bag off the table.
	A photograph was taken of the thief. A set of 11 additional suspects were gathered. 9 of the photos were from an American stock photo website. This was done in order to ensure there would be no chance of the suspect being recognised by the participants, as the models in the photographs were from another country and would not be likely to have been used in a marketing campaign or be an acquaintance of anyone present. Copyright issues were negated through the website being a paid service. The other 2 false photos were of students from around the University. These students were selected specifically for their resemblance to the thief, and to be an additional complicating factor to the experiment, as there may have been a familiarity that drew the participants to them.
	The 11 additional suspects were selected due to their aesthetic similarity to the thief. The use of 12 similar looking people for a photo identification is in accordance with the regulations laid out by the London Metropolitan Police Service (Crown Prosecution Service, 2019), and done to ensure that the ecological validity of this experiment and its methods maintained.
	Both the video and the photos were put into a slideshow to facilitate the test.

4.4 Methodology
The first portion of the experiment relied on a self-selecting sample. This sample was sought from the staff and students of Lampeter University, as the University attracts a wide variety of backgrounds to study and teach. The participants ranged from 18-65 and came from a diverse range of racial/socioeconomic backgrounds.
	Participants were divided into two groups and shown the theft at different times. This was done in order to ensure that there was no conferring between the groups after viewing which could influence the results.
	The first group tested were those that would be asked to respond immediately. The 15 participants in this phase were given a consent form and sheet that required them to note down the number of the person they believe to be the thief, and a line of numbers 1-10 in order for them to rank their confidence in their answer. Instructions were listed at the top of sheet.
	They were given an explanation of what they were about to view and what was going to be expected of the participants after viewing. This was done in order to negate any chance of distress to the participants. While this could have potentially resulted in demand characteristics on the part of the participants, this risk was decided to be minimal and it would be of greater benefit to the experiment to inform the participants before they watched the video. They were also reminded of their right to withdraw at any time and advised of how their data would later be used.
	Participants were debriefed just after they watched the video and then shown the images of the suspects. They were given as much time as they needed to select their responses.
	The second part of the experiment began the same, with the right to withdraw and the video content being explained. However, they were not provided with the answer sheet. Instead they were informed that they would be asked a week later via email and asked to provide an email address to be contacted through.
	The participants were contacted a week later via email. The email they received thanked them for their participation and again stated that they are under no obligation to take part and their personal details would not be stored. The suspect images were attached in a high-quality jpeg that contained all of the numbered images, preventing the numbers and photographs being mixed up, providing an erroneous result.
	Once all of the data was gathered they were recorded in two tables.

4.5 Raw data
The thief was number 11.Table to Show Group 2 (G2) data
Participant
Suspect
Confidence
1
11
8
2
3
7
3
7
5
4
5
5
5
3
5
6
11
1
7
8
6
8
11
9
9
3
6
10
11
5

Average confidence level of group 2: 5.7


Table to Show Group 1 (G1) data
	Participant 
	Suspect
	Confidence

	1
	11
	5

	2
	9
	1

	3
	4
	4

	4
	9
	4

	5
	11
	6

	6
	11
	8

	7
	8
	8

	8
	7
	5

	9
	1
	6

	10
	4
	6

	11
	11
	4

	12
	2
	4

	13
	11
	6

	14
	11
	10



Average confidence of group 1 data:
5.5








4.6 Data in perspective




Suspect 11 (correct)
Suspect 9
Suspect 4
Suspect 1
Suspect 7
Suspect 8
Suspect 11 (correct)
Suspect 8
Suspect 7
Suspect 3
Suspect 5

The above graphs describe that the correct answer was the most common, but proportionally the wrong answers were higher G2.

Confidence
Answers


Answers
Confidence

Comparing these two graphs demonstrate that group 2 had a more consistent confidence level than group 1.

4.7 Experiment Conclusion
The experiment demonstrated that, while the participants remained confident in their answers with only a statistically irrelevant increase in confidence levels on the part of group 2, their accuracy deteriorated over the space of a week. This is in line with prior findings.



Chapter 5 – Discussion

5.1 – How does this line up? 
These results line neatly up with the already established literature in that there is a decrease in accuracy while confidence remains relatively level. 
	The implications as to the confidence of eyewitnesses compared to their accuracy is one that must be considered when relying on any eyewitness account. In low risk situations, such as when and where a friend dropped their keys, the confidence of their account is not something imperative to finding the truth. However, both forensically and archaeologically, the confidence behind a witness statement is something that must be considered. Should the level of confidence behind a statement be misconstrued as accuracy in such a thing as a historical document, such as with the complaint letter to Ea-nasir (Deron, 2018), there could be a great deal of information lost.
	Even the difference of a week has the effect of a drop in accuracy. Small, yes, but other studies have shown that this effect increases as time passes (Brace, et al., 2009) (Mantyla, 1997). This validates the results found here. When applied to forensics and archaeology, this drop in accuracy insists that anything recorded a time after its occurrence must be treated with caution.
	Without other supporting evidence, an eyewitness account cannot be trusted as truth and to do so would at the very least be a great risk to uncovering what really happened. While the witness may have fully believed what they did

5.2 – What about Skynet?
Previously, the accuracy of facial recognition systems have been called into question. It would not be fair to directly compare the results of this experiment to that of facial recognition software experiments, as different image and video qualities were used, as well as different testing conditions. However, there are some notes that can be made about the differences. 
	As facial recognition software is not affected by the passing of time, the points of contrast are with the accuracy of the results and the impact that they can have if what they produce are incorrect.
	The accuracy of facial recognition software is an issue that can only be examined if the true accuracy rates are disclosed? Official sources are known to claim that the systems in use have a high accuracy rate, yet reports from advocacy groups such as Liberty Human Rights voraciously disagree (Liberty Human Rights, 2019) (Telegraph Reporters, 2018). The main issue with the accuracy of eyewitness systems is the unknown factors, such as a particular systems’ error rate, that surround it.
	The goal of a jury trial is to allow a panel of peers find a person guilty beyond all reasonable doubt. The unknown accuracy rates of a facial recognition system has the clear potential to be a source of doubt in a case. If these error rates are not known it could lead to the conviction of an innocent person, but recognised without understanding it could lead to the guilty being freed. Whilst observing an eyewitness testifying, a jury member can make their own judgement, good or bad, as to the reliability of the witness. This is not possible with a computer system – only expert witnesses are able to provide some context. Due to this, the use of facial recognition software in a court setting can, and already has, lead to false convictions (The Daily Telegraph, 2018) (Conarck, 2019).
	The perception of facial recognition evidence by the jurors is not something that has yet been studied. Therefore it is not known whether facial recognition identification or eyewitness identification has a greater effect on the opinions of a jury, however it is known that the perception of facial recognition software is that it is more accurate (Anon., 2019) (Conarck, 2019).
	Investigating the impact facial recognition software has on a jury, as well as if it has any effect on the length of suggested sentencing, would be revealing regarding the way perception and confidence in the systems has developed. Comparing this data to the research done on eyewitness’ effect on the jury is a key step in the understanding of facial recognitions impact to forensic science and will lead to a greater understanding of the intricacies between them.
	Facial recognition software in a forensic sense is not yet common enough to truly see the impact of facial recognition systems on incorrect conviction rates. However, given the rapid rise in its usage there is a serious risk of the numbers of false convictions rising just as rapidly. This will inevitably lead to an undermining of the justice system, both through financial loss when compensating those falsely imprisoned and loss of public faith through the miscarriages of justice.

5.3 – Methodological Analysis
Caucasoid and gender biases 
Whilst there were measures taken to try and preserve the integrity of the data, the above experiment can be described only as a male, Caucasian-centric experiment. The thief is a white British male and this is reminiscent of nearly all studies regarding this subject. This, unfortunately, colours the results in that it is not reflective of actual demographics. Many studies show this racial bias in eyewitness testimony and experimentation (Alter, et al., 2016). This is an oversight that should have been corrected, but has yet to be.
	Facial recognition software has certain risks due to this same inclusivity invalidation that occurs in eyewitness account or identification research, most notably that of misidentification which in turn could lead to a false conviction.
	Technology designed for a specific purpose by a specific socioeconomic groups will inevitably be tested on those within the available community. Thus, there will be a certain optimisation towards the available testing demographic. This has been found to occur in numerous systems (Anon., 2016), although there has been some encouraging news on this front from MIT suggesting they may be able to eliminate this bias (Anon., 2019).
	Humans do have the advantage over automatic facial recognition in that they are able to base their opinions on multiple reasoning facets, however it is offset by the unconscious biases that all humans have, especially when it is concerned with either gender or race (Alter, et al., 2016) (Kleider-Offutt, et al., 2017).
	In archaeology, there is no need to look further than Birka and the antiquarians for this. The 1878 excavation of a warrior’s grave immediately had the assumption made that it belonged to a male warrior. This assumption continued until 2017 when Hedenstierna-Jonson et al. dispelled this fallacy using genomics. This bias led to an entire aspect of life in Birka being unexplored (Hedenstierna-Jonson, et al., 2017) (Price, et al., 2019).
	In the case of the experiment at hand, the participant demographic was heavily British Caucasian women. The participant pool was compromised of undergraduate student from a university with a sizeable proportion of international students, meaning there was a diverse participant demographic. However, participants were still largely educated individuals in their early 20s. In a larger scale study, this would have been a very damaging factor in the ecological validity of the experiment. During future experimentation, placing greater focus on the diversity of both participants and the suspect would ensure a greater understanding of the contributing factors to the results.

Adrenaline
An initial suggestion for the video was to use a body camera and have a thief snatch a bag from the person with the body camera. However, this idea was dismissed due to the potential ethical concerns. Theft is a very real issue that can leave deep scars. For a small scale experiment, it was an unreasonable risk to take when other options were available. However, the safer incarnation of the video sacrificed the adrenaline rush that can affect memory. Many studies demonstrate that stress can have a profound effect on the retention of memories. As noted above, Davis, Peterson, Wissman and Slater (2019) found that adrenaline can have a detrimental effect on memory accuracy.
	This safe incarnation of the video, therefore, is not able to provide an accurate scenario in which to conduct this experiment. Ethically, it would not be permissible to expose the participants to something truly traumatising however a deeper investigation, possibly mimicking and adapting the scenarios used in the Davis’ study, may combat this (Davis, et al., 2019).

5.4 – Further Research
A key progression of this study would need to be the introduction of a direct comparison between eyewitness testimony and facial recognition software. There are precious few studies, if any, that directly pit facial recognition and eyewitness testimony against one another.
	This comparison would provide the best advice to law enforcement agencies as to whether what they are finding using these methods is a reliable source of evidence. The same is true for applying both forms of evidence in archaeology, as it must be taken into consideration to avoid being misled.
	A wider scale experiment would also be required to justify the results being applied to more than a narrow group, especially when comparing the efficacy of the two systems (possible explain what a ‘wider scale’ would look like: how many people, over what time period, demographics etc). A comparison of different stereotypical ‘races’ would indicate a bias through either the technology (there is already some suggestion that the technology is less able to differentiate prototypical ‘black’ faces), or through personal perceptions (Alter, et al., 2016).
	It is also imperative to include privacy concerns in any future research. The invasive nature of facial recognition software has the potential to lead to anyone trying to avoid being recognised developing possibly more dangerous methods of obscuring their identity. Should this become the norm due to privacy concerns then there is a huge risk to both law enforcement and personal liberty.
	The potential research in the area is huge, and the possible impact even greater. If, through these experiments, it is demonstrated that humans excel beyond the current ability of facial recognition technology then the wide introduction of the technology needs to be urgently reconsidered. Alternatively, if the converse is shown to be true then the procedures of law enforcement need to be assessed with a mind to tightening up regulations to reduce risks posed by ineffective methods of obtaining eyewitness testimony. The impact of either result would be significant, as the integrity of hundreds of convictions across the world would be called into question.



























Chapter 6 – Conclusion

The experiment here has not been conducted to provide a full evaluation of the efficacy of eyewitness testimony compared to facial recognition software. It is only meant to be the precursor to further studies and potential groundwork for a full comparison. However, the results that have been found confirm the original hypothesis in that even a week can have a detrimental effect on memory.
	Furthermore, the research into facial recognition software has provided a picture that is concerning both to those in law enforcement, who rely on the systems’ accuracy for key evidence in convictions, and the general public, who fear their privacy being infringed by the technology capturing their images without their knowledge or consent.
	The takeaway, therefore, is that caution must be exercised in every aspect of algorithmic identification or eyewitness testimony. Without other evidence to support what they posit, neither can be taken at face value. Archaeologists must take these same precautions in their work. Even with a written record or a positive identification, the should be treated as just a single piece of a puzzle. 

 
















Appendix 1:
Conarck articles were only accessible via a proxy server at time of writing up due to the site updating itself

Appendix 2:
The initial intention behind this experiment was to directly compare eyewitness testimony and facial recognition software, however due to the 2020 Corona Virus pandemic it was not possible to do so
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