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1. [bookmark: _Toc60307457]Introduction


The author has compiled the following report to discuss the impact of cloud computing and software on the network engineering industry. The author also discusses the pros and cons of cloud computing. 



























2. [bookmark: _Toc60307458]Cloud Computing

Much like any industry, evolution of capabilities and technology is common and often occurs at a fast pace. This includes the Network engineering community where software and cloud computing now play a major role in Network management.
Cloud computing provides services such as networking, software, servers, databases, storage etc. over the internet. This allows a network to be more flexible and innovative. This is due to several reasons, using cloud services allows the user to only pay for what they use and reduces the cost of paying for physical hardware such as servers. Running costs such as electricity, server racks, setup costs are eliminated which could free finances in other areas for companies. [1]

Cloud computing provides scalability as more space, servers etc. are easily accessible to add to the network in comparison to adding hardware. It gives reliability in that disaster recovery, data backup can be stored with the provider at multiple cloud locations. Cloud computing has clearly brought many advantages to Networking but has also created an additional element to a network engineers role. Network engineers now need to have a good understanding of programming services as it is unavoidable when managing cloud dependant networks.
3. [bookmark: _Toc60307459]Software Defined Networks (SND)

Software defined networks/networking has allowed businesses/organisations to advance their networks at an efficient pace as well as allowing more efficient management of the network.
This means that Network Engineers need a basic understanding of programming languages such as python. This has been heavily adopted due to the fact that software defined networks are the way forward for the computing industry. To remain relevant and competitive, progression is key to remaining up to date in a fast-paced industry. There are also benefits for companies/engineers as previously stated due to lower over-heads and using software for automation. [2]
Services such as Representational State Transfer (REST) are key in automation, they allow the administrators to access or modify resources through HyperText Transfer Protocol (HTTP) which allows data to be transferred via the web. For example, in a large company with many employees it may be necessary to update the entire list of employee records. This can be completed in a relatively easy manner by using a PUT request which would then update the entire list with the data you provide as per the below.


import requests
from requests.structures 

url = "https://someurl.com/data/employees/c "

headers["Accept"] = "application/json"
headers["Content"] = "application/json"

data = """
{
  "Id": range of employees
  "employee update": Someupdate
}
resp = requests.put(url, headers=headers, data=data)

print(resp.status_code)

The above will then update all the employee records with the relevant update in one request. This request can then be used for other updates in the future. It is also possible to use REST services for other requests such as GET which allows you to get information from the source like gathering certain employee information all at once. POST which could be used to create a new employee record at the company. A PUT request which can be used to update the existing list or record and DELETE which can be used to delete records but must be used with care. Another benefit of REST is interoperability as it interacts between independent services with minimal overheads. [3]
The above code is written in JavaScript Object Notation (Json) which is one of the more commonly used computing languages, this is due to the fact it is a computer language which is readable to humans as well as machines. This means that the user can look at the data and understand what it means or what its function is. Json is easily used on multiple platforms and lends itself to REST making it so popular. [4]
Another benefit of REST and SDN is the fact that when a Network Engineer has written a basic programme for the function they want to perform, such as updating a database of employees, this is then available for use repeatedly with little adaptation needed. This is due to the interoperability of SDN and the ability for REST services through multiple platforms. This means that even though Network engineers have had to adapt their working practices, it also means that there is still minimal programming. It also allows multiple engineers to work on a project at the same time. Working in a SDN allows the engineers to take captures of the programme before they make any changes. This allows them to be able to continue to run their system as normal and safely experiment with updates etc. without having to undo any changes. They can simply revert to the saved state, pre-updates. This is also useful for any technical malfunctions or cyber attacks.  

4. [bookmark: _Toc60307460]Conclusion

Adapting to software defined networks is both unavoidable and extremely useful to the modern Network Engineer. It not only allows progression of the industry but also a flexibility and greater efficiency to the way the network administration. This in no way means Network Engineers have to be fully conversant with all areas of programming but the basic skills will allow for progression, efficiency and employability prospects.
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