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Abstract
AeroLink Logistics (ALL) uses an AI-driven, cloud-first and IoT-based logistics platform, 88% of which is outsourced, but it has no centralised control and is subjected to repeated customer PII breaches. This report compares the three frameworks presented (ISO/IEC 27001:2022, NIST CSF 2.0 and COBIT 2019 and ITIL 4) and demonstrates that none of the frameworks is sufficient to solve ALL's security and compliance issues. It suggests the AeroLink Integrated Security Governance Model (AISGM) that combines these frameworks with Zero Trust, vendor governance and business continuity to boost cloud, AI, IoT and outsourced resiliency, compliance and risk management.

 



1. Introduction
While digital transformation has been a cornerstone of AeroLink Logistics' efforts to boost efficiency, leveraging cloud computing, AI and IoT, it has also presented new cybersecurity challenges for cloud platforms, IoT devices, AI systems and an increasingly remote workforce. Security has to thus be treated as enterprise governance and compliance problem instead of a technical problem. The absence of a consistent chain of command, implementation of ISO/IEC 27001 and compliance with GDPR has been a major cause of the frequent data breaches at AeroLink. This report reviews top-notch security frameworks, assesses the gaps within the organisation and recommends an integrated governance model for AeroLink's outsourced, cloud-first environment. [1]
 



2. Literature Review and Critical Evaluation
2.1 ISO/IEC 27001:2022
The requirements of ISO/IEC 27001:2022 are for an Information Security Management System (ISMS) to be implemented, maintained and continually improved, and have 93 Annex A controls that encompass the organisational, people, technological, and physical domains [2]. Its most important benefits are its risk based approach and Statement of Applicability, which provide a basis for the justified selection of controls, and the possibility of integration with other ISO management systems [2]. This makes it the perfect way for AeroLink to add proof of compliance and customer confidence. But ISO 27001 does not tell you how or only certifies at a specific point in time, which means implementations can vary. Plus, point in time certification is not enough to give real-time visibility of risks in cloud-native and IoT environments.

2.2 NIST Cybersecurity Framework 2.0
In February 2024, NIST CSF 2.0 reorganizes the six functions that comprise cybersecurity risk management: Govern, Identify, Protect, Detect, Respond and Recover; a change that moved the role of Govern as a new function and elevated it to a core function that cuts across the other five functions, because, according to NIST CSF 2.0, cybersecurity is an enterprise risk just as financial or reputational risk [3]. Govern is explicit in the inclusion of cybersecurity supply chain risk management (C-SCRM), which is directly relevant to AeroLink's 88% outsourced infrastructure, which involves categorising suppliers by their criticality and the risk level of the contracts signed with them. The Asset inventory and Asset access, Monitoring and Incident handling, and Recover elements correspond closely to AeroLink's weak Incident response and Business continuity planning capabilities, respectively, and are covered by Identify and Protect and Detect and Respond. The advantage of CSF 2.0 is the flexibility and outcome focus which makes it suitable for organisations of all sizes, sectors and maturity levels [3] and the disadvantage is that it is not a certifiable standard in itself but a voluntary taxonomy – therefore it does not offer assurance evidence to third parties, it relies on informative references to translate outputs into evidence of controls.
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Figure 1. NIST Cybersecurity Framework (CSF) 2.0 — Govern informs and connects the five operational functions [3].

2.3 COBIT 2019
COBIT 2019 is an Enterprise Governance of Information and Technology (EGIT) framework comprising 40 governance and management objectives within five domains in line with six principles of governance [4]. The clarity of separation between governance (board oversight) and management (operational execution) is its primary strength, with eleven design factors to customise the framework to an organisation's risk profile, threat landscape and sourcing model [4]. This is very appropriate for AeroLink where the governance structure and risk management environment are not defined. COBIT however is complex to implement and unlike ISO 27001 and NIST CSF, it is not a security control standard; therefore it needs to be supplemented by a technical standard.
2.4 ITIL 4
The ITIL 4 reframes IT service management as a Service Value System (SVS), which takes demand through a chain of 34 management practices and seven guiding principles to deliver service value [5]. ITIL really shines with AeroLink by being practical in the operational disciplines it lacks from the case: incident management, problem management, service continuity and supplier management, which connect security governance to day-to-day service delivery. Its downside is that, ITIL is a service-management framework, rather than a security-framework, and it provides no risk taxonomy and lacks a comprehensive security-goverance approach if it's not used in conjunction with ISO 27001 or NIST CSF.
2.5 Critical Comparison
	Criterion
	ISO/IEC 27001:2022
	NIST CSF 2.0
	COBIT 2019
	ITIL 4

	Primary focus
	Certifiable ISMS
	Cybersecurity risk taxonomy
	Enterprise IT governance
	Service value management

	Governance depth
	Moderate (mgmt review)
	High (Govern function)
	Very high (EDM domain)
	Moderate (practice governance)

	Risk management
	Risk-based, formal
	Six-function risk lifecycle
	Risk-optimisation objective
	Limited; via CI/SLM

	Compliance/assurance
	Strong (certification, SoA)
	Moderate (self-attestation)
	Moderate (maturity assessment)
	Weak

	Cloud/vendor suitability
	Good (Annex A supplier controls)
	Strong (C-SCRM in Govern)
	Strong (sourcing design factor)
	Moderate (supplier mgmt practice)

	Scalability
	High
	Very high
	Moderate (resource intensive)
	High

	Implementation complexity
	Moderate–high
	Low–moderate
	High
	Moderate


Table 1. Framework Comparison
No one framework covers the area of combined governance structure (COBIT's strength), continuous risk taxonomy (NIST's strength), certifiable control assurance (ISO's strength) and operational service continuity (ITIL's strength) in AeroLink. Practitioner mapping activities have shown that COBIT and ISO/IEC 27001 are complementary in their objectives and strategies and that there is no need to duplicate efforts when linking COBIT's governance and management objectives with ISO 27001 controls [6]. Only 88% of ALL's infrastructure is managed by third parties in multiple SaaS and IaaS vendors which would leave one of governance accountability, technical control assurance, and day-to-day service resilience uncovered. A truly integrated approach is therefore more appropriate for all of which COBIT provides the governance layer, ISO 27001 provides a framework to formalise the ISMS and controls, NIST CSF provides an operational framework for ongoing risk management (specifically C-SCRM) and ITIL embeds security into service delivery.



3. AeroLink Logistics Security Gap Analysis
The security stance of AeroLink is a reflection of the structural dangers of the cloud first organisation, with AI and IoT technology, and with immature governance. In the cloud risk, there is a lack of a formal shared-responsibility model with SaaS/IaaS vendors, which has created a poor accountability for encryption and access control, as reported in the case. The threat component of AI is when analytics engines process PII without explicit model governance or data-minimisation controls, a trend that is often associated with attacks on cyber-physical and logistics systems that are targeted by AI [7]. An often-reported vulnerability class in IoT security research is tracking sensors, which tend to be resource constrained and, thus, typically have poor authentication and patching capabilities [7] [8]. Specifically, vendor risk is the most serious domain with 88% outsourcing without a vendor risk management programme, highlighting the direct correlation between CSF 2.0, which focuses on C-SCRM as an enterprise governance failure point and the recent scholarship on transitive trust [3] [9] related to a security event within a vendor's environment becoming a governance and accountability problem for the organisation holding the customer relationship. The risk with remote-workforce is due to unmanaged devices accessing the internal network from different time zones without uniform identity management. Compliance risk is systemic – not having implemented ISO 27001 and not having conducted a GDPR audit means AeroLink is unable to show that it processes client and customer data lawfully [1] [2].
	Domain
	Current State (Case Evidence)
	Target State
	Governance Gap

	Cloud
	88% outsourced IaaS/SaaS, poor encryption
	Encrypted, shared-responsibility model with SLAs
	No cloud security policy

	AI
	AI-driven analytics on PII, no oversight
	Documented AI risk management, data minimisation
	No AI governance body

	IoT
	Tracking sensors, weak authentication
	Segmented network, device identity management
	No IoT security standard

	Vendors
	Multiple vendors, poor governance
	Tiered vendor risk assessment, contractual controls
	No vendor risk register

	Remote workforce
	Unmanaged devices, multiple time zones
	MFA, endpoint management, Zero Trust access
	No remote access policy

	Compliance
	No ISO 27001, no GDPR audit
	Certified ISMS, periodic GDPR audits
	No compliance function


Table 2. AeroLink Security Gap Analysis

 



4. Proposed Integrated Security Governance Framework
4.1 Overview
AeroLink Integrated Security Governance Model (AISGM) is an original three-layer model developed to be AeroLink Logistics specific. It is not a simple adoption of any one framework as it is COBIT 2019's governance-management separation, ISMS discipline from ISO/IEC 27001:2022, six-function risk lifecycle from NIST CSF 2.0, and service-value practices of ITIL 4. The AISGM would be illustrated in three concentric circles: the outer Governance Layer, the middle Risk and Control Layer and the inner Operational Assurance Layer, with continuous feedback loops showing how the continual-improvement model of ITIL is applied.
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Figure 2. AISGM Conceptual Model — continuous feedback (orange arrows) links the governance, risk-control and assurance layers via ITIL's continual-improvement model.
4.2 Governance Structure
As suggested by COBIT's EDM (Evaluate-Direct-Monitor) domain, and in line with NIS2's requirement for top management to personally take responsibility for risk-management measures [4, 10], the Board is ultimately responsible for cyber risk. The risk committee, a cross-functional group of IT, legal, procurement and operations members that is led by a Chief Information Security Officer (CISO) reporting to the Board, is a mechanism for implementing COBIT's separation of governance from management into a viable accountability structure [4]. A dedicated Compliance Team who monitor GDPR, NIS2 and contractual obligations, and a Security Operations Centre (SOC) in-house or outsourced, continuously monitor in line with NIST CSF's Detect function [3]. This is a Vendor Management function, which reports to the Risk Committee and which can be justified directly based on AeroLink's 88% outsourcing ratio, as well as CSF 2.0's C-SCRM category, which includes supplier criticality tiering, contractual security clauses and continuous supplier monitoring [3].
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Figure 3. AISGM Governance Structure — Board-level accountability cascades through the CISO to the Risk Committee, Compliance Team, SOC and Vendor Management function.
4.3 Risk Management and Security Policies
AISGM's ISMS is built on an ISO/IEC 27001 aligned ISMS, featuring a live Risk Register and quantitative Risk Matrix, which is a result of the need for an integrated risk process as recommended for low-maturity organisations by the ISO/IEC 27001 standard [2] and AeroLink's absence of such a process. Security policies support the NIST CSF Identify and Protect functions [3]. A Zero Trust architecture offers a starting point, continuously checking users and devices, mitigating risks from remote employees and third-party vendors [12] [13]. This is supported as a solution for supply chains and progressive adoption by the literature and CISA's Zero Trust Maturity Model [14] [15]. Access control is strengthened and lateral movement is decreased by combining Identity and Access Management (IAM), Multi-Factor Authentication (MFA), Privileged Access Management (PAM), Cloud Access Security Broker (CASB), Data Loss Prevention (DLP), and network segmentation.
	Risk ID
	Description
	Likelihood
	Impact
	Owner
	Mitigation

	R-01
	Vendor-originated data breach
	High
	High
	Vendor Manager
	Tiered vendor audits, contractual SLAs

	R-02
	IoT device compromise
	Medium
	High
	CISO
	Network segmentation, device identity

	R-03
	Unauthorised remote access
	High
	High
	IT Security
	MFA, Zero Trust, endpoint management

	R-04
	GDPR non-compliance
	Medium
	High
	Compliance Team
	GDPR audit, DPIA process

	R-05
	AI model data misuse
	Medium
	Medium
	CISO
	AI governance policy, data minimisation


Table 3. Risk Register 

	Likelihood \ Impact
	Low
	Medium
	High

	High
	Medium
	High
	Critical (R-01, R-03)

	Medium
	Low
	Medium (R-05)
	High (R-02, R-04)

	Low
	Low
	Low
	Medium


Table 4. Risk Matrix (Likelihood × Impact)

 


4.4 Incident Response and Continuity
The NIST CSF Respond function is defined in an Incident Response plan with tabletop exercises, with escalation paths to the CISO and, as required, the regulators meeting GDPR's breach notification timeframe of 72 hours and NIS2's tiered reporting times [1], [3], [10]. Business Continuity and Disaster Recovery plans create Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) based on ITIL's service-continuity practice [3] and NIST CSF's Recover function [5] and informed by the criticality of each system. With 88% of infrastructure third-party managed, RTO/RPO commitments need to be contractually echoed in Vendor SLAs, thus strengthening the role of Vendor Governance.
4.5 Vendor Governance and Assurance
The tiered model for vendor governance includes standardised security questionnaires for lower tier vendors and an annual security audit and right to audit for critical cloud vendors. Compliance mapping between ISO 27001 Annex A, NIST CSF and GDPR eliminates duplicated assurance work [1] [2] [3] and regular internal and external audits under the continual improvement clause of ISO 27001 ensure effective controls. The governance model is based on evidence, COBIT would enable accountability, Zero Trust and IAM would address threats from vendors and devices, tiered assessments would address transitive-trust threats, and continuity planning would enable business resilience [9]. The cost of setting up a Risk Committee, SOC, and Vendor Management is the primary challenge and phased implementation will be key.
[image: ]
Figure 4. AISGM Implementation Roadmap — phased delivery from foundational governance to continuous improvement.

 



5. Critical Discussion
Security frameworks need to be constantly evolving as threats and regulations do. AI is both enhancing the functioning of AeroLink and creating opportunities for the attack surface via AI, cloud, and supply chain threats [7] [16]. The use of post quantum cryptography (PQC) is suggested to secure long-term data from “harvest now, decrypt later” (HNDL) attacks [17] [18] by NIST and the UK National Cyber Security Centre. Ransomware, supply chain attacks and third party compromise are still significant threats and third party governance is vital [3] [19]. The shared responsibilities change constantly and thus cloud security needs to be reviewed constantly. In the meantime, NIS2 enhances cybersecurity governance, DORA specifies the requirements for reportable incidents, and GDPR does not have any mandatory auditing [1] [10] [20]. The ISO/IEC 27001:2022 and NIST CSF 2.0 updates address modern cloud, AI and supply-chain risks [2] [3]. AISGM promotes continuous improvement, which allows AeroLink's governance to stay current with new technologies, threats and regulations.

 



6. Assumptions
The report assumes AeroLink has enough board-level commitment and budget to resource a CISO role, the existing vendor contracts can be negotiated to contain security clauses, and the data flows in AeroLink are largely EU/UK relevant in the context of GDPR, and that no other undisclosed breaches or regulatory audits exist beyond those mentioned in the case scenario.

 



7. Conclusion
This report has revealed that AeroLink Logistics' governance shortcomings are not due to a lack of existing frameworks, but because there is no unified framework that is appropriate for a cloud first, AI based, highly outsourced logistics model. None of these individual solutions, such as ISO/IEC 27001:2022, NIST CSF 2.0, COBIT 2019, and ITIL 4, addresses AeroLink's compounding problems. This proposed AeroLink Integrated Security Governance Model (AISGM) combines these strengths into a Board-oriented governance framework, a Zero Trust security risk and control framework, and an operationally embedded assurance framework to directly address the documented weaknesses in the case, including vendor governance, encryption, incident response and continuity. Implementation would bring clear business value in terms of lower breach exposure, proof of compliance with regulations and greater trust in customer base that is more demanding for contractual guarantees. Future enhancements could introduce additional capabilities, such as the resilience to post-quantum cryptographic attacks and formalized AI governance, as these threats become more significant, keeping the model relevant with AeroLink's ongoing threat evolution.
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