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1. [bookmark: _Toc134720002]Background
1.1. [bookmark: _Toc134720003]Previous uses for High-altitude Balloons
All throughout the history of modern warfare and intelligence gathering, surveillance balloons have been in use. Back in the US Civil war, surveillance balloons were used to observe troop movements between the Confederate and Union armies [1]. They were also used more frequently in both World Wars 1 and 2 with Japan sending 9000 bombs over the US using balloons [1].
1.2. [bookmark: _Toc134720004]Recent Instances and Issues
Recently, over the United States of America, a suspected “Spy Balloon” owned by the Chinese was shot down by their Military. The suspected surveillance balloon was seen to remain over the state of Montana where there are nuclear intercontinental ballistic missile silos [2].
2. [bookmark: _Toc134720005]Issue
There are many potential uses for surveillance balloons that were developed throughout history. These could include ground imaging, topological scanning, radar scanning of military movements, interception of communications, weather monitoring, weapons, or even diplomatic challenge. This report will attempt to draw conclusions over the most likely uses for these surveillance balloons and recommend any actions to be considered.
3. [bookmark: _Toc134720006]Recommendations
The findings of this report conclude that the use of these spy balloons is most likely for diplomatic challenge, however, with more research there is potential for more sophisticated uses such as their use for EMP weaponry. It is recommended to monitor the frequency of use for these balloons but there is no immediate threat.
4. [bookmark: _Toc134720007]Time scale before action is required
Monitor the situation but no immediate action is required. It is advised to research the ability to produce an Electromagnetic Pulse sufficient to destroy military and civilian communications from these types of surveillance balloons.

5. [bookmark: _Toc134720008]Discussion
Ordinarily, surveillance balloons operate at a height of between 80,000 – 100,000 ft [2]. This is in closer proximity to the earth’s surface than any military or civilian satellites which will assist when it comes to imagery. The suspected surveillance balloon is shown in Figure 1. 
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[bookmark: _Ref134447617]Figure 1 - Suspected Chinese Surveillance Balloon in the sky over Montana [2]
The approximate diameter of the balloon shown is 30m. It can also be seen to have solar panels fitted similar to a satellite’s arrangement. This is most likely to provide power to the systems on board.
5.1. [bookmark: _Toc134720009]Ground Imaging
One method of ground imaging is to use an Infrared imaging camera. This is a camera that works in the Infrared range of the Electromagnetic Spectrum. This means that it detects wavelengths between 760nm and 1mm [3]. Infrared Radiation can be thought of as invisible thermal energy that can be biologically harmful when in the far-infrared range [3]. Infrared radiation can be split into three distinct bands, the IR-A band (760nm – 1400nm), the IR-B band (1400nm – 3000nm) and the IR-C band (3000nm – 1mm) [3]. Infrared Imagery has long been used to monitor the surface of the earth and monitor any surface temperature changes [4]. This is commonly deployed on satellites, but it is not beyond possibility for it to be deployed on surveillance balloons to monitor any unseen movements beneath the earth’s surface and within buildings.
When considering imaging capabilities, the limiting factor is the Rayleigh criterion. This is a definition of the minimum resolvable detail for any system using an aperture to resolve an image from two incoherent point light sources [5]. The Rayleigh Criterion equation is shown in Equation 1 below.
[bookmark: _Ref134694393]Equation 1

Where: 
 = the minimum angle for resolution
 = the wavelength of the EM Radiation
 = Diameter of the aperture

The resolution of a standard satellite is between 30cm and 1m [6]. Using this formula, the minimum resolvable angle assuming a 10mm lens aperture and a wavelength of 760nm, is 0.005˚. Using trigonometry, the minimum distance on the ground that that is resolvable is approximately 1.1m. As this is the shortest wavelength in the Infrared spectrum, as the wavelength increases, so will the angle. If we consider a 1mm wavelength, then this angle increases to 7˚. When using trigonometry this time, the minimum resolvable distance becomes approximately 1.5 kilometres. This would mean that the imagery obtained from the surveillance balloon would be of worse resolution that that of a satellite image. Therefore, it is unlikely that an IR camera would be mounted.
Another possibility is that a full colour camera would be used. This would operate in the visible spectrum between 450nm for blue light and 650nm for red light [7]. When considering a wavelength of 450nm, the minimum resolvable angle for two incoherent sources would be 0.003˚. Using trigonometry, this makes the minimum resolvable distance to be approximately 0.7m. When we consider a wavelength of 650nm, the minimum resolvable angle increases to 0.0045˚. This means that the minimum resolvable distance is 0.97m. Whilst these resolvable distances are very similar to that of a satellite, they are not better, therefore, it is once again unlikely for a standard colour camera to have been fitted.
All calculations are provided in Annex A.
5.2. [bookmark: _Toc134720010]Radar Scanning for Military Movements
Another potential use for surveillance balloons might be to monitor and track military movements such as Air Force movements using Radar. The theoretical range for a small radar system will be calculated below. The radar equation is shown below in Equation 2 [8].
[bookmark: _Ref134694415]Equation 2
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It is assumed that the radar system employed for this application will be of a similar specification to that of the AN/SPS-40 Surface Search Radar [9]. The parameters are shown below in Figure 2.
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Figure 2 - Radar Characteristics for a AN/SPS-40 Surface Search Radar [9]
Assuming the same characteristics as shown above, the received power for the antenna when travelling at 80000 ft can be calculated. An assumption of the effective area is drawn to be approximately 1m2 due to the requirement to be fitted to a surveillance balloon. This calculation is shown below:

Therefore:

Based on this, a radar wouldn’t be effective at the range we are considering. This makes it unlikely for there to be a radar mounted on the surveillance balloon especially as the power required to operate this radar is 250kW. Even this wasn’t of sufficient strength meaning that an even more powerful supply is needed. This would be difficult to transport via balloon due to its physical dimension and mass. 
5.3. [bookmark: _Toc134720011]Communications Interception
Another possibility for the purpose of the surveillance balloon could be to intercept radio communications for both military and civilian applications. This would mean targeting the Ultra-high Frequency band (UHF) and Very-high Frequency (VHF) bands. The UHF band tends to be allocated to civilian communications and the VHF is allocated to the military and radio communications [10]. The VHF band incorporates frequencies of 30MHz - 300 MHz and the UHF band incorporates frequencies of 300MHz – 3GHz [10].
Consider a frequency of 30MHz. As all Electromagnetic radiation travels as the speed of light (approximately 3x108 m/s), the wavelength can be determined by Equation 3:
[bookmark: _Ref134694445]Equation 3

Where:
c = speed of light (m/s)
 = wavelength (m)
f = frequency (Hz)
The formula is rearranged below to find the wavelength of the frequency bands.

For the 30MHz signal considered earlier, and using the equation above, the wavelength is 10m. For radio communications, the most common antenna type to be used is a dipole antenna [11]. If we consider a half-wave dipole antenna to be used, for a radio transmission with a wavelength of 10m, the antenna would need to be at least 5m. It is important to note that this is for a perfect antenna though, without any interference. There would also need to be provisions for transmitting the data back to mainland China due to the risk of the balloon being lost before returning to a retrievable location.
To draw an assumption on the amount of power required to transmit this data, a few assumptions must be made. The main assumption is that the earth is flat allowing the transmitted energy from an isotropic transmitter over the surface of a hemisphere. The equation for the surface area of a hemisphere is shown below in Equation 4.
[bookmark: _Ref134694464]Equation 4

Where:
r = Distance between the transmitter and the receiver
When this calculation is done, assuming the distance between Montana and Beijing is approximately 9000km, the surface area is approximately 50×106 m2. For this scenario, a transmitted power of 100kW is assumed [12]. The Power Density for this transmitter is shown in the equation below in Equation 5.
[bookmark: _Ref134694481]Equation 5

Where:
Pt = Transmitted Power
S.A. = Surface area of the hemisphere
When this calculation is performed, the Power Density is approximately 2µW/m2. This is also assuming no signal attenuation. This shows that the transmitted power would need to be considerably higher than the normal 100kW or the receiver would need to cover an area of approximately 500m2. Therefore, it is highly unlikely that this is the primary use for the surveillance balloon.
It can be seen in Figure 1 that the spy balloon is also fitted with photovoltaic panels. This is most likely to power the onboard systems. To estimate the power output from these Solar Panels, it is assumed that the output would be like domestic solar panels at 4kw per solar panel [13]. From Figure 1, an estimation of 16 solar panels is present on the surveillance balloon. Using the Power output figure from before, a total power output of 64kW is available to the onboard systems. This is short even from the 100kW needed for the radio transmitter described above and even then, this wasn’t high enough for the distances required.
5.4. [bookmark: _Toc134720012]Weather Monitoring
It has been claimed that the purpose of the balloon in the first place was for weather monitoring and research [14]. This is a common use for balloons launched as they can provide data on atmospheric pressure, through the use of pressure transducers, temperature, humidity, wind direction and speeds [15]. Ordinarily, these weather monitoring balloons will have a real time data link back to the control operator, but these tend to connect through satellites to boost the signal back to the controller [15]. There also only tends to be location data sent via this means which will only be a very low power transmission [15].
5.5. [bookmark: _Toc134720013]Weapons
Theoretically, these types of balloons could be used to deploy weapons or even as a weapon themselves. The main type of threat considered in this paper is that of an Electromagnetic Pulse (EMP). These are pulses of a wave within the Electromagnetic Spectrum that induces great voltages and currents that most electronic devices, both military and civilian, aren’t designed to withstand [16]. The idea behind these weapons is to utilise any antennae or other electromagnetic collecting methods already installed at the target to induce these currents, so how are EMPs characterised? Firstly, they need to have a very fast rise time (the time to reach maximum voltage, current and magnetic states), must have a high magnetic field strength to induce the maximum current in the target receiver, and must have a frequency content that matches that of the target [16]. 
When considering methods of attack, internal circuitry is also very vulnerable to these attacks. Complimentary Metal-oxide Semiconductor (CMOS) chips utilise very narrow wires and pathways to allow their compact size, however, because of this, they are easily destroyed by tens of volts and even a few tenths of an amp [16]. Signals that induce 10kV/m are sufficiently strong to induce thousands of times greater voltages in electronic circuitry to permanently destroy them [16]. Therefore, most types of communications, imaging and tracking infrastructure is at great risk to an EMP.
There are several ways of generating an EMP, one of which is through a nuclear weapon. However, due to the extremely unlikely event of China deploying a nuclear weapon over the US, this is not considered. Another method is through the use of High-Power Microwaves (HPM). This is still a challenge though due to the design requirement of having a sufficient standoff from the target whilst still being able to generate a pulse of high enough energy to affect the desired systems [16]. Another challenge is that designing an antenna that transmits a sufficiently wide band of frequencies as HPM works generally in the 1 MHz to 1 GHz range [16]. The benefit of using HPM, is that it allows smaller areas or targets to be specifically affected and can generate an electric field strength of 5 – 200 V/m [16]. This is considerably lower than that required for destruction however, which is why they are likely to be used over a smaller, more specific area [16].
Considering this, HPM is unlikely to be mounted, due to its low power and the vast distance between the surveillance balloon and the earth below. As it is highly unlikely that China would desire to escalate the tensions between themselves and the US through sending a nuclear weapon over US mainland, it is highly unlikely that this was the threat posed. With further research however, this might be a consideration in the future.
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where:

P, = power transmitted back from the target. [W]

P, = transmitter's input power [W]

G, = gain of the radar transmitter (dimensionless)

o = radar cross section [m?]

r = distance to target [m]

A= effective area of the radar receiving target [m?]

=
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