1.Definition of RESTful web services

Rest (representational state transfer), state transfer is "state transfer" or "state transfer", representational Chinese has been translated as "Representation" or "concrete", which together means "representational state transfer" or "concrete state transfer" or "representational state transfer"

Rest is an architectural style, which refers to a set of architectural constraints and principles. An application or design that meets these constraints and principles is restful. Its core is resource-oriented, rest is designed and developed specifically for network applications to reduce the complexity of development and improve the scalability of the system.

Rest proposes design concepts and criteria as follows:

1. All things on the network can be abstracted as resources

2. Each resource has a unique resource identifier. The operation on the resource will not change these identifiers

3. All operations are stateless

Rest simplifies development, and its architecture follows the crud principle, which tells us that only four kinds of behaviors are needed for resources (including network resources): creation, acquisition, update and deletion. You can identify and locate resources by unifying the Universal Resource Identifier (URI), and the operations performed on these resources are defined through the HTTP specification. Its core operations are get, put, post and delete.

Because rest forces all operations to be stateless, there is no context constraint. If distributed, the cluster does not need to consider the issues of context and session retention. Greatly improve the scalability of the system.
2.How do RESTful web services work?



Rest architecture describes six design criteria. These design criteria for architecture were first proposed and defined by Roy fielding in his doctoral dissertation.

The six design criteria are as follows: Unified interface, stateless, bufferable, C-S architecture, layered system

on demand coding

The following is a detailed discussion of these design criteria:

Unified interface

The unified interface criterion defines the interface between the client and the server, simplifies and separates the framework structure, so that each part can evolve independently. The following are four principles of interface unification:

Resource based

Different resources need to be uniquely identified by URIs. The representation returned to the client is different in concept from the resource itself. For example, the server will not directly transfer a database resource. However, some HTML, XML or JSON data can show some database records. For example, whether to express in Finnish or UTF-8 coding depends on the details of the request and the server implementation.

Operating resources through characterization

When the client receives the representation of the resource containing metadata, with permission, the client has enough information to delete and modify the resource of the server.

Self describing information

Each message contains enough data to confirm how the message should be processed. For example, it is up to the network media type (known as MIME type) to determine which parser to call. The responses also show their caching capabilities.

Hypermedia as an application state engine (HATEOAS)

The client passes the status through body content, query string parameters, request headers, and URIs (resource names). The server sends the status to the client through the body content, response code and response header. This technology is called hypermedia (or hypertext linking).

In addition to the above, hateos also means that links can be included in the returned body (or header) when necessary to provide a URI to retrieve the object itself or the associated object. This is described in more detail below.

A unified interface is a necessary criterion for the design of every rest service.

Stateless

Just as rest is an abbreviation for representational state transfer, statelessness is key. In essence, this indicates that the state required to process the request is already contained in the request itself, possibly part of the URI, query string parameter, body, or header. The URI can uniquely identify each resource, and the body also contains the transition (or transition change) of the resource. After that, the server processes and passes the relevant state or resource to the client through the header, state, and response body.

Most people in our industry are used to using containers to program. There is a concept of "session" in containers, which is used to keep state under multiple HTTP requests. In rest, if you want to keep the user status under multiple requests, the client must include all the information of the client to complete the request, and resend the request if necessary. Since the server does not need to maintain, update or pass session state, statelessness has been extended even more. In addition, the load balancer does not need to worry about the session with the stateless system.

So what's the difference between state and resource? For state, or application state, the server focuses on the data needed to complete the request in the current session or request. The resource, or resource state, is the data that defines the resource representation, such as the data stored in the database. It can be seen that the application state is the data that changes with the change of clients and requests. Instead, the state of the resource remains the same for the requesting client.

Is a return button placed in a specific location of a web application because it wants you to operate it in a certain order? In fact, it violates the principle of statelessness. There are many cases that do not follow the stateless principle, such as 3-legged OAuth, API call speed limit, etc. However, try to make sure that the server does not need to maintain the application state under multiple requests.
Cacheable

On the world wide web, the client can cache the response content of the page. Therefore, the response should be implicitly or explicitly defined as cacheable. If it is not cacheable, the client should avoid using old data or dirty data to respond after multiple requests. Properly managed cache will partially or completely remove the interaction between client and server, further improving performance and scalability.

C-S architecture

The unified interface separates the client and the server. What does it mean to focus on separation? For example, the client does not need to store data, and the data is left in the server, which improves the portability of the client code; the server does not need to consider the user interface and user status, so the server will be more simple and easy to expand. As long as the interface does not change, the server and the client can be independently developed and replaced.

Layered system

Clients usually cannot indicate whether they are directly or indirectly connected to the end server. The mediation server can improve the scalability of the system by enabling load balancing or providing shared caching. Security policies should also be considered when layering.

On demand coding (optional)

The server transmits the executable logic to the client, so as to expand and customize the function temporarily. Related examples include the compiled component Java applets and the client script JavaScript.

Following the above principles and keeping consistent with the rest architecture style, all kinds of distributed hypermedia systems can have the desired natural attributes, such as high performance, scalability, simplicity, variability, visualization, portability and reliability.

Tip: in the design criteria of rest architecture, only on-demand coding is optional. If a service violates any other criterion, it cannot be called restful style strictly.
1. Serverless Technologies and Web Hosting
1.1 Serverless Technologies
Serverless architecture, or serverless architecture, is a new architecture style emerging in recent years. What kind of architecture is this? No server, is there really no server? In fact, for serverless In other words, users don't need to think more about the relevant content of the server, and they don't need to think about the size, storage type, network bandwidth, and automatic expansion and contraction of the server; at the same time, they don't need to operate and maintain the server, and they don't need to constantly make system patches, apply patches, backup data, and configure software [1].

But without a server, how to run programs and applications? Next, we will introduce two concepts under serverless: function as a service, FAAS; back end as a service, Baas [1].

Function as a service FAAS, as a new way to provide computing power, allows users to abandon the configuration and management of the server, just write and upload core business code, and submit it to the platform to complete deployment, scheduling, traffic distribution, elastic scaling and other capabilities. The emergence of FAAS will change the form of computing resources from the bottom, provide a new way to provide computing resources, at the same time, bring new design ideas to software architecture and application service deployment, further reduce the threshold of cloud computing, and promote the innovation pace of the whole industry in service architecture [1].
 
The back end is the service baas, which has been used for a long time. The back end here refers to all kinds of cloud products and services, such as object storage cos, message queuing CMQ, cloud database CDB, tdsql, cloud cache creeds, cmemcached, and even various services provided in the form of API, such as Vientiane excellent graph Ci and video processing VC. These products or services can be used directly by users without considering deployment, expansion, backup, optimization, security and other operation and maintenance work. They can be used out of the box without having to maintain and manage the server or application by themselves, so they are also part of serverless.

So How does serverless computing work?

Serverless computing provides a higher level of abstraction than deploying and managing applications using virtual machines or some underlying technologies. Because they have different abstractions and sets of "triggers".

In terms of computation, this abstraction has a specific function and an abstract trigger, which is usually an event. Taking a database as an example, this abstraction may be a table, and a trigger is equivalent to a query or search of a table, or an event generated by doing something in a table.

For example, a mobile game allows users to use high score tables for the world's top players on different platforms. When this information is requested, the request is from the application to the API interface. API interface may trigger AWS lambda function or serverless function. These functions get data flow from database table and return data of certain format containing top five scores.Once built, the functionality of the application can be reused in mobile and web based versions of the game.

This is different from setting up a server. It is not necessary to have an Amazon EC2 instance or server, and then wait for the request. The environment is triggered by an event, and the logic required to respond to an event is only executed at response time. This means that the resources to run the function are created only when the function is running, resulting in a very efficient way to build the application [2].

1.2 Web Hosting
Web hosting (service) is an IT service, which allows individuals or companies to build their websites on the "space" provided by service providers. The providers of such services are called web hosts. The host here is similar to the meaning of "host, host and provide". The reason why people choose web hosting service is that they can quickly build their own website through this service, without caring about the underlying infrastructure such as server hardware, network bandwidth, hardware storage devices, etc. At present, web hosting is usually provided in the form of monthly rent and annual rent. With the progress of technology, users can even choose the CPU, memory, storage space, server bandwidth and other resources needed according to the access flow to further reduce the purchase cost of users [3].

1.3 Relations and Differences between Serveless Technologies and Web Hosting
In a way, network hosting and serverless technology are highly similar, and users do not need to consider the infrastructure of website operation too much. They all optimize the experience of developers or users, reduce their operating costs and development costs.

But for web hosting, its server is purchased or rented by users in the operator, and it still exists. Its function emphasizes that it is not a technical problem, but a website operation. Users can easily build and operate their own website on the host company, and the code technology still needs to be considered by users. This is different from serverless technology, which is more based on a technical level. Basically, serverless method is driven by business, and the third party deals with technical issues, while the user focuses on delivery.

Serverless computing allows enterprises to build and run applications and services without considering servers. Serverless application does not need to manage any server, and any type of application or back-end service can be built as serverless application. Cloud service providers provide everything needed to run applications and make them highly available.

At present, web hosting is a very mature business. Many large-scale Internet companies provide such services, while the serverless technology is currently implemented less, but in the long run, I am more optimistic about the latter, because it has a higher utilization rate of resources, more in line with the Internet world with more and more data.


2 Circuit Breaker Pattern
The circuit breaker is a design mode of modern software development, which is used to detect errors and avoid triggering the same errors continuously (service unavailable in maintenance room, temporary system problems or unknown system errors) [4].

In the distributed environment, especially in the distributed system with micro service structure, it is very common for one software system to call another remote system. The callee of this remote call may be another process, or another host across the network. The biggest difference between this remote call and the internal call of the process is that the remote call may fail, or suspend without any response until the timeout. Worse, if there are multiple callers calling the same suspended service, it is likely that the timeout waiting of one service will spread to the whole distributed system quickly, causing chain reaction, thus consuming a lot of resources of the whole distributed system. Eventually, the system may be paralyzed [5].

Circuit breaker mode is to prevent the disaster caused by cascading reaction in distributed system [5].

Once an electrical appliance goes wrong, in order to prevent disaster, the fuse of the circuit will blow. The circuit breaker is similar to the fuse of the circuit. The implementation idea is very simple. It can encapsulate the remote service to be protected and monitor the failure times internally. Once the failure times reach a certain threshold, all subsequent calls to the service will directly return the error to the caller after the circuit breaker intercepts, instead of continuing to call the service with problems, So as to protect the caller, the whole system will not have waterfall chain reaction caused by timeout [5].
The purpose of the Circuit Breaker pattern is different than the Retry pattern. The Retry pattern enables an application to retry an operation in the expectation that it'll succeed. The Circuit Breaker pattern prevents an application from performing an operation that is likely to fail. An application can combine these two patterns by using the Retry pattern to invoke an operation through a circuit breaker. However, the retry logic should be sensitive to any exceptions returned by the circuit breaker and abandon retry attempts if the circuit breaker indicates that a fault is not transient.

A circuit breaker acts as a proxy for operations that might fail. The proxy should monitor the number of recent failures that have occurred, and use this information to decide whether to allow the operation to proceed, or simply return an exception immediately [6].

The proxy can be implemented as a state machine with the following states that mimic the functionality of an electrical circuit breaker:

Closed: The request from the application is routed to the operation. The proxy maintains a count of the number of recent failures, and if the call to the operation is unsuccessful the proxy increments this count. If the number of recent failures exceeds a specified threshold within a given time period, the proxy is placed into the Open state. At this point the proxy starts a timeout timer, and when this timer expires the proxy is placed into the Half-Open state [6].

The purpose of the timeout timer is to give the system time to fix the problem that caused the failure before allowing the application to try to perform the operation again [6].

Open: The request from the application fails immediately and an exception is returned to the application[6].

Half-Open: A limited number of requests from the application are allowed to pass through and invoke the operation. If these requests are successful, it's assumed that the fault that was previously causing the failure has been fixed and the circuit breaker switches to the Closed state (the failure counter is reset). If any request fails, the circuit breaker assumes that the fault is still present so it reverts back to the Open state and restarts the timeout timer to give the system a further period of time to recover from the failure [6].

The Half-Open state is useful to prevent a recovering service from suddenly being flooded with requests. As a service recovers, it might be able to support a limited volume of requests until the recovery is complete, but while recovery is in progress a flood of work can cause the service to time out or fail again [6].

Where the circuit breaker is not suitable:

Handles access to local private resources in an application, such as a memory data structure. In this environment, the use of circuit breakers will increase system overhead.



As an alternative to handling exceptions in the application's business logic.



example



In a web application, several pages are populated with data retrieved from external services. If the system implements minimal caching, most access to these pages will result in a round trip of services. The connection from a web application to a service can be configured with a timeout (typically 60 seconds), and if the service does not respond within that time, the logic in each web page assumes that the service is unavailable and throws an exception.





However, if the service fails and the system is very busy, the user may be forced to wait 60 seconds before the exception occurs. In the end, resources such as memory, connections, and threads can run out, preventing other users from connecting to the system, even if they do not have access to the page that retrieves data from the service.





When resources are exhausted, it may be delayed to expand the system by adding more web servers and load balancing, but this does not solve the problem, because user requests are still not responding, and all web servers may eventually run out of resources.





Encapsulating the logic connected to the service and retrieving the data in the circuit breaker helps solve this problem and handle service failures more elegantly. User requests still fail, but they fail faster and resources are not blocked [7].
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