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Executive Summary
This study seeks to understand the importance of Digital skills and research methods by taking the example of the case of the using personal devices in the work environment. The study initially looks into the existing literature that is present in order to gain an understanding of the topic at hand. This study also looks into the methodology that has been used to conduct the research and looks into the survey method that is sued in this study. The analysis of the survey has been done. In purview of the survey analysis, proper recommendations have been provided in the study. 
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[bookmark: _Toc6583509]Introduction 
Digital skills are extremely required in the current day and age. This study seeks to look at the effect of the using personal devices in the work environment. It seeks to find out the notable impacts the process of using personal devices has on factors of work such as productivity and so on. This study seeks to analyse relevant information in the context of the organisations and also seeks to understand the various different aspects of the topic. It further seeks to collect relevant data and discuss the data in order to gain a view of the problem. The study further seeks to enumerate and study the findings in order to provide an appropriate recommendation.
[bookmark: _Toc6583510]Review of Existing Literature
Impacts of BYOD policy
The Bring Your Own Device (BYOD) policy can be seen to be employed in a host of organisation. This policy requires or rather allows the personnel to bring their own machines to the work environment and work on them. According to Vignesh and Asha (2015), this often can be seen to help the various organisations in order to portray them to be forward thinking organisations and also in order to help them to show that they have an extremely active and vibrant work culture. It also indicates that the work culture of the company is rather free spirited and this helps in providing the company with efficiency in the workforce. It can be seen that the BYOD policy which is often employed by companies also boosts the morale of the employees as they can work at their own comfort by using the systems that they are already accustomed to and this also provides proper efficiency (Hallet and Aspinall, 2017). 
However companies have been becoming more sceptical about the BYOD policy because major risks can be viewed in the context of the organisations. According to Alaskar and Shen (2016), there are rising risks in the organisations such as the lack of safety of the data. When the workers use their personal devices the company has no regulation over the various different applications that may be used by the workers and this may lead to fraud or theft as workers may steal important data from the company. According to Faulds et al. (2016), the security in the use of personal devices are very low as devices such as phones and other easily portable devices are prone to getting loss or theft and this poses a direct risk to the functioning of the various different companies. It can also be seen during the use of personal devices they may be accessed by non-employees of an organisation and this goes against the security guidelines of the company and hinders the confidentiality of information of the company. Faulty BYOD policies also affect the organisations in an adverse way as these policies when not governed properly cause harm to the organisation (Vorakulpipat et al. 2017). 
Development of proper BYOD policies
The BYOD policies that are developed by an organisation are extremely important in the context of the the business. According to Hajdarevic et al. (2016), the various BYOD policies that can be developed by an organisation should ensure that the employees of the organisation secure their devices and their work profiles with at least a two element authentication process. The employees of an organisation should also ensure that the passwords are strong and not easily decipherable. The employees should be good with handling the software and should understand and detect malwares and other harmful software before they affect the files and they should also ensure that the employees adhere to the Data protection act and all its policies in the light of the organisation.
[bookmark: _Toc6583511]Research Methodology
Qualitative Research Methods
The qualitative research method refers to the collection of data which is not measurable in nature as it focuses on the collection of information. According to Flick (2018), these techniques are generally unstructured or semi structured methods of research which collect data via tools such as the conducting of individual interviews, group discussions, and participative groups and so on. 
Quantitative Research Methods
The quantitative Research method refers to the collection of data which is definitive in nature and can be expressed in the form of statistics and numerical values. According to McCusker and Gunaydin (2015), this form of data can be collected using various tools such as polls, surveys, questionnaires and so on.
In this study both quantitative and qualitative methods will be used in order to collect data and find out the possible outcomes of the data. The study will be conducted by both the methods as both the methods combined together give accurate results as they complement each other.
Population
The population of a certain research project is the total number of individuals that are focused on in the light of a certain study and are selected for conducting the process of the study (Kroeker et al. 2017). In the case of this study the population of the study has been taken to be 20.
Sample Size
The total number of respondents chosen from the population in order to conduct the study and analyse the data that has been acquired is the sample size of a specific study (Malterud et al. 2016). In the case of this study the sample size is 10 respondents.
Data Collection Process
In the case of the study 5 different questions were framed and the questionnaires were circulated amongst the population that had been chosen. The samples questions used were rating scales where 1 was the lowest value and 5 was the highest value. This questionnaire was then distributed in a company which has the facility of BYOD to 10 managers and 10 employees. Then a mix of 10 responses was chosen for the study.
Ethical considerations in the collection of Data
Data collection involves certain ethics which needs to be followed to uphold the integrity of the research and this can be seen in the case of this organisation. According to Kosinski et al. (2015), the respondents were explained the method and purpose of the research and they were provided with consent forms to the survey. The participants also were allowed the right to confidentiality and they were not forced or coerced by any means into participating in the study. The study was conducted on fair terms and data collected was not manipulated in the light of obtaining favourable results.
[bookmark: _Toc6583512]Findings Analysis and Discussions
Qualitative and quantitative research has been done in the study to understand the impact of using personal devices in the organisation. The survey has been taken by the employees of the organisation. 
Quantitative Analysis:
1. Personal devices should be allowed to be used in the office?
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	Highly Agree
	Agree
	Don’t know
	Against
	Strongly Against

	12
	3
	2
	3
	0



2. Should personal devices be allowed to be used during working hours?
[image: ]
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	Highly Agree
	Agree
	Don’t know
	Against
	Strongly Against

	10
	2
	1
	5
	2



3. Should personal devices be allowed to be used in office systems?
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	Highly Agree
	Agree
	Don’t know
	Against
	Strongly Against

	6
	3
	1
	7
	3



4. Should the office provide electronic devices that can be used in the office?
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	Highly Agree
	Agree
	Don’t know
	Against
	Strongly Against

	8
	4
	3
	3
	2


[bookmark: _Toc6583513]Summary of Findings
A survey was conducted with 20 people as the sample size to qualitatively analyse the issue of the use of personal devices in the office. The first question asked to the employees were, Should personal devices be allowed to be used in the office? 12 of the people strongly agreed that it should be allowed to use personal devices in the office. This means that 60% of the employees wanted that the use of devices should be allowed in the office premises. 3 people agreed that the use of devices should be allowed in the offices. This makes a total of 15 people, who agree to the use of devices in the offices. This implies that 75% of the office employees want to use their devices in the office. 2 people out of 20 did not respond either positively or negatively to the question. 3 people were against the use of personal devices as it would pose a threat to the official devices and cause harm to them. This meant that the majority of the people wanted that devices should be allowed to be used in the office premises.
In the next survey, the question asked was, should personal devices be allowed to be used during working hours. This question is a huge issue which needs to be addressed. 10 people strongly agreed that personal devices use should be allowed to be used during working hours. They stood firm in support of the use of devices in the working hours. 2 people agreed that the use during working hours should be allowed which made a total of 12 people to agree to the use of personal devices during working hours. This made 60% of the total people to agree to the use of personal devices in the working hours. 40% of the people did not agree to the use of personal devices during work hours as it would decrease their productivity and cause distraction. 
The third question asked was if personal devices should be used in office systems? The results were directly opposite to the last two questions. 6 people agreed that personal devices should be used in office systems, 3 people more agreed that they should use personal devices on office systems. The people who were against the use of personal devices on official systems were 10 which means that 50% of the people were against the use of personal devices in the official systems as they thought it would infect the systems and breach the confidentiality of the office. 
The last question asked was if employees should be provided devices that they can use in the office?
8 people highly agreed that they should be provided with devices from the office which they can use in the office. 4 people also agreed that the devices should be provided by the office that would serve their purposes. 3 people did not answer the question. A total of 5 people were against this proposition because of the distractions that would be caused by the personal devices in work, which meant that 60% of the people wanted offices to provide them devices which they could use only in the office and this would serve their purposes without breaching the confidentiality.  The quantitative analysis of an overall showed that people wanted to use personal devices in the offices and that office should provide them with devices that will be used by them to serve their needs.
[bookmark: _Toc6583514]Recommendations
The personal devices should be implemented through Bring Your Own Device policy. Bring Your Own Device means that increasing the security of the networks as all the devices that would be brought into the work premises would be connected through the same network. The security of endpoints needs to be increased in order for using personal devices. The legislation for the use of personal devices at the workplace would come into effect and all the employees would need to follow it. The level of security and the configuration should be set according to the organisation's network specification. The cloud or the local server would be used, that should be defined by the organisation. The steps that would be taken in case of a data breach should be decided before the implementation of the policy.  
[bookmark: _Toc6583515]Conclusion
The Bring Your Own Device (BYOD) policy can be implemented in premises as the analysis found that several people would like to use their devices in the office premises. This can help in boosting the morale and trust of the employees. The people then feel that they are working at their own comfort and this would increase the productivity of the employees. There are also some risks associated with the organisation which are a data breach and legislation to be imposed in the organisation. The security of the devices and data would be the biggest concern as all the employees would be using the same network. There are two authentication methods that are required to be used for the devices. The network and device configuration must be changed as per the security authentication. The Data Protection Act would be implemented in case of implementation of the policy.  
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