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[1] This report details how cryptography can be used in modern organisations to protect, detect, react, and safeguard applications within their IT systems and infrastructure. Cryptography is the process of converting plain text into ciphertext for the purpose of only allowing the intended personnel to read information. Mathematical based algorithms are applied to the text which make them very difficult to be decoded, and this process is often called encryption. [2] Cryptography is proving particularly useful to companies because they store sensitive business and client information which should be protected. 
[bookmark: _Toc173227428]Protecting Information
Cryptography is very useful to companies because it is effective at protecting information which companies retain a huge amount of. [4] Data at rest is sought after by hackers as it is viewed as more valuable/sensitive. Encryption can be applied to the individual documents and/or the storage/hard drive that the documents are stored on. It is best practice for a company to include both of these encryption techniques in order to protect their information. Data can also be compromised when being sent from one location to another such as via email. This data is more vulnerable to attacks since it is often sent over the internet. Companies sending data should ensure that the files are encrypted before being sent otherwise they are vulnerable. Data in use is another vulnerability because it is being viewed by someone. Companies should implement techniques to ensure only authorised users are viewing information and one method of doing this is to have employees/clients use two-factor authentication or passwords as an extra measure before the decryption is applied. 
[2] There are two types of keys used in cryptography: symmetric and asymmetric. Symmetric is when the same key is used for both the encryption and the decryption of information. Asymmetric is where a public key is used for the encryption and a private key is used to the decryption. [3] A symmetric encryption is quicker than asymmetric due to having shorter keys, so it makes it a better choice for when there are large amounts of data. However, asymmetric keys offer better security because even if someone has the public key, they can’t decrypt the information with it because they need the private key which isn’t as widely shared.
Cryptography is important when considering access control. [5] Access control is what allows users/groups entry to view/edit documents or apps within an organisation. This aspect is important to ensure that only authorised accounts can view important company information. A popular access control is by using multi-factor authentication (MFA). [6] MFA is a method of access control that works by making users give at least two forms of authentication proving that they are the authorised party. Forms of authentication that are allowed for MFA include information like pins or passwords, use of a physical key card/phone authenticator app, or physical aspects like biometrics. Use of these techniques lower the chance of hackers or unauthorised personnel. Cryptography is essential to access control and MFA because it allows pins and passwords to be changed periodically such as every minute or after every use which heightens a business’ security if wrong or expired keys are entered. When a company has MFA paired with encryption techniques it means that there is high performance access control, periodic key changes and better security for company and client data. 
Another type of access control to help protection involves cryptography is role based. [7] Role based access control is useful when storing large amount of data on a cloud system. This means that data is stored remotely and can be accessed on demand which leaves companies vulnerable to another security vulnerability. Cryptographic role-based access control is a way of protecting this vulnerable data by making sure only users with a key can access the data. The encryption is applied before storing anything on the cloud so that it cannot be intercepted and viewed easily. Companies would have a higher security level if the cryptographic role-based access control was working to only allow administrators access, but some companies might need to offer more users access and the more people who have access then the more risk there is. The role-based access control is decentralised which means that administrators cannot change their own access rights which heightens company security even more than having administrators with full access.
Data integrity is something that a company should consider when looking at their data security protocols for protection. [8] Data hashing works with encryption where data changes into an unreadable format type until a key is used. An example of hashing with encryption for data integrity is SHA-256. This is apart of the hash algorithm 2 and it was created by the national security agency. This hashing outputs the context in 256 bits. This is useful in highly important documents because this unreadable format means that it is next to impossible to decrypt without authorised access especially because the original document could be more than 256 bits. It also increases integrity because people know they are viewing the real documents and can trust the contents. It also allows the files to be stored in a more public place such as on a public website because only confirmed users can decrypt an otherwise unreadable file. 
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Threat detection is important for companies to consider. Digital signatures can help aid this as they are used to make sure that information and data is legitimate. [9] It involves two operations which are signing and verification. Signing is where a key creates a signature over raw data, and verification is when the signature is confirmed as legitimate by an external party that has no information on the signing key. [10] Digital signatures are a good way for documents, messages, and software to be authenticated providing an acknowledgement that the item is legitimate. It is also good for giving them integrity because it shows that there have not been any unauthorised changes such as during interception/transit. It is favoured in data security because the keys use high level identity authentication. [9] Cryptography is essential to the validity of digital signatures as they use asymmetric keys where the private key makes the signature, and the public key verifies it. [10] Cryptography allows codes and/or hashes to be used for digital signatures. Verification of digital signatures work by decryption happening on the hash using the public key and then new hash being used for messages coming in for the sender’s same hash. The new hashes must match the decrypted ones from the sender which prove there’s been no tampering. This is useful at detecting unauthorised modifications where the keys do not match.
Another element that can aid in threat detection is [11] Public certificate authorities which are organisations that are recognised, trusted, and they are able to award digital certificates on websites and servers. These are essential to authenticity and establishing trust. A well-known example is HTTPS where this validates website addresses. There are also private certification authorities which organisations manage themselves within their own network. These are useful for communication between internal devices and servers. This method allows companies to apply their own structure/hierarchy of trusted certificates. Each type of certification both provide the owners details, and public key. Key pair generation is often used in certificate authorities where this cryptography allows the private key to be confidential to those who have the certificate, even though there is a public key in the certificate. This is an important aspect to consider when detecting threats because without a valid certificate, information could be from an illegitimate source and having them increases trust. 
[12] A PKI (Public Key Infrastructure plays an important role in threat detection because of its secure communication and identity authentication. PKI controls the allocation of certificates and gives the encryption/decryption of data. PKI are essential to identity verification because giving out digital certificates is essentially providing an identification card digitally where the PKI makes users prove their identity with it. [13] PKI is essential for businesses to have secure communication outlets especially over an internet connection, and it ensures that devices are connected securely within a network. 
[14] Integrity checking is also recommended for threat detection as it allows the user to clearly identify where changes have been made illegitimately, where an attack/attempt is made to change records/information. Maintaining data integrity means that breaches are prevented. 
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When considering security incidents, it is important to have a good response so [15] it is essential for companies to implement logs because if there is a security incident they can reveal all the actions that led to the breach aiding investigation and response. There is an added security layer added when cryptographic logs are used because it ensures that this essential information to incident response is also not tampered with. If the logs were tampered with it means that companies may not find the source of the breach as quickly and leaves them susceptible to the same attack happening again. The logs should be protected by cryptography immediately when setting up the logs to make sure that there aren’t any unprotected leaving gaps in the security level. The cryptographic keys should be stored in a dedicated secure place. 
Communication is essential during incident management, and it should be protected by encryption techniques. [16] Incident communication is when users or devices within a network get notified about outages/problems occurring. These real time updates can not only alert technicians to an error that they can try to block/rectify before breaches happen, but they can also alert those in the network to be vigilant. Encryption of these messages is important because only those with valid keys can see this message, and this can give technicians an upper hand against an attacker who doesn’t realise they have triggered an alert and is being blocked in real time. Notifying the users also helps the integrity and trust in the company since it is being transparent and proactive against attacks. Attackers could also try to communicate with users during an incident which could be a part of convincing legitimate users to give them access, but users will be able to spot illegitimate communications when keys aren’t being validated. 
[17] Forensic analysts are the people who respond to incidents. They can look at tools such as the cryptographic logs and their role includes maintaining data integrity during incident response. It is important that investigators take read-only copies of the logs and data before working with it and they must make sure that original documents are not changed during the investigation. They must look through the logs for signs of change and vulnerabilities and then report on the findings. Integrity of the data is maintained in the forensic investigations because accurate findings can only be achieved through accurate source data. 
[18] Backups are essential to data recovery if an attack has left a company with data loss/lack of functionality. Encrypted backups are important because the hackers are unlikely to be able to remove this data even if they damage the systems currently in place. Encryption keys unlock the backup files and if necessary, the backup can be implemented as the new system which saves time, resources, and loss of integrity from data being completely lost. Best practice is doing regular backups so that if a roll-back is required it is a fairly up to date version. 
[19] Managing encryption keys is important for successful data recovery if a loss/change has taken place. Best practice for keys for successful data recovery is to keep the keys in a secure/password protected location that is separate from the location of the backup. Changing the keys after a period of time is also beneficial to ensure higher levels of data protection. If a key is identified as compromised it should be removed as they are no longer usable, and good management is aware of these breaches. 
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Safeguarding within a company is important. One area that safeguarding is to be prioritised is application security. [20] Cryptographic techniques include code signing and coding practices. Code signing involves the digital certificates previously mentioned except for use on code in applications. The purpose if to confirm that the source can be trusted since being signed. It can also make sure that any applications downloaded from the internet entering the network are safe only allowing those with trusted certificates. [21] Coding practices are also required to be followed for the best safeguarding of applications. The following cryptographic practices are useful; encryption and decryption must be created on a trusted system, must only allow authorised users access, if there is a failure then it should be able to fail safely without exposing vulnerabilities, anything automatically allocated should be done using a cryptographic module random generator, and the company should create and implement a policy outlining the use of cryptography on the applications. 
[22] There are different methods of encryption for application data at different states. Data at rest can be protected by whole disk encryption where encryption is applied to the storage disk, or file encryption where the encryption is applied to individual files which is useful when not sharing the whole disk. Data in motion can be encrypted on file transfers where files are encrypted before being sent. 
Infrastructure security is also essential to having good safeguarding of the network. Cryptographic protocols like SSL/TSL can secure network communications. [23] SSL/TSL are important for security because attackers also use encryption when they want to hide their own code. The protocols use asymmetric to enable there to be secure sessions and symmetric encryption to move the data in the session. A certificate must be provided for SSL/TSL which increases the validity and reliability. The process followed here is the server sending the certificate and public key, the client confirming the key with a certification, then an encryption being applied that works with both keys, the client sends an encrypted key to the server and the server decrypts it with the private key for the session to work. The session is then protected by the protocols with the help of encryption. 
Cloud is becoming more popular in infrastructure and services, and cryptography is involved. There are new trends emerging in cloud [24] where the use of homomorphic encryption is on the rise, which lets computation be added to encrypted data. There is also quantum resistant cryptography in cloud where when applied it is harder for quantum threats to be successful. 
Data anonymisation can help with safeguarding information because it uses encryption on sensitive data. This is important because sensitive data being breached can trigger a failure of compliance with the GDPR and other privacy issues/regulations. [25] Reversible pseudonym is one example of cryptography used here because it replaces sensitive information with a different identifier, and the information can only be reversed by using the key. 
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To conclude, cryptography plays a major role in keeping modern organisations protected. It is evident that protecting information can be done using encryption and keys. Threat detection can be made easier by having digital signatures and certificate authorities in use. Cryptographic log and backups can help aid the recovery of information if there is a data breach or issue within the company. Finally, the safeguarding of applications can be helped through code signing, and the safeguarding of infrastructure can be supported through using SSL/TSL. 



[bookmark: _Toc173227433]Case Scenario
[bookmark: _Toc173227434]Introduction
The purpose of this report is to outline how the creation of a new information security unit will benefit the company. [26] Information security is important to improving the company because for the company to function, the information needs to be constantly available, trusted, and only be accessed by trusted users. Information security means stopping company information being shared illegitimately and being misused. A lack of information security can lead to a lack of integrity, and it can also cause damage to computer systems if there is corruption which is why this report details the usefulness of the new information security unit. The overall goal of the new unit is to have integrity, safely accessible information/data, and confidence from our users. 
This report will provide insight into the new information security unit by looking at the proposed organisational structure, the policies and procedures, the data protection/compliance, the security standards, the contingency planning, the governance and strategic planning for security and the risk management. 
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Chief information security officer 
[50] This is a high-level company executive who takes responsibility for this team and reports to the other members of the executive board about the ongoings within the team. The role includes developing and making sure that the policies are being enforced. 
Governance and compliance manager
[51] A governance and compliance manager directly makes sure that policies are being followed, as advised by the CISO. This role involves conduction audits to find non-compliant areas and rectify the situation. 
Compliance and audit specialists
[52] The compliance and audit specialists report to the governance and compliance manager. They are responsible for doing the analysis that helps the manager find gaps and make decisions. They create documentation and audits to be studied which helps to make informed decisions for the company. 
SOC manager 
[53] A security operations centre manager oversees the team operations and helps guide the department to making good decisions. This role works closely with higher positions providing overviews about the emerging threats and recommended ways to mitigate issues. Strategic planning is headed by this department and the incident response plans are too
Incident response team
[53] An incident response team reports to the SOC manager and their role is to do the analysis of cyber security incidents from within the company and also research emerging threats starting to frequent other companies so that we can be prepared. 
Security architect
[54] This role involves creating the security designs and keeping the documentation to detail the structure. They are required to communicate with stakeholders, give specialist advice, and recommend security solutions tailored to the company. 
Security analyst
[55] These members of staff report to the security architect information them of how to prevent data breaches. They should create reports of their findings for stakeholders, and they should work closely with other teams to ensure that they have a good understanding of how to recognises risks and threats to the security. The analysts will comply with privacy laws and follow frameworks for success. 
Risk management and data protection officer
[56] These staff members are responsible for making sure data is being safeguarded and reporting breaches to the correct authority is there is an incident under the data protection laws. This team will also need to communicate with others who have their information stored on the system as it is their right to request changes or removal and these individuals will know what is legally correct to do. They will also manage risks and keep documentation on how data is being accessed and used. 
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Policies and procedures will help ensure that there is a specified approach to information security in the team. They detail what the organisation does to protect data and documents responsibilities. [27] Following the procedures helps the team reduce the risk of data being intercepted and ensures protection of customer data. The main objectives of the information security team policies are to maintain confidentiality, integrity, and the availability of data. The policies apply to the employees and the processes that they are required to follow and take responsibility for. The unit will follow an [28] acceptable use policy which is a document that must be agreed to before accessing the network or any documents. The acceptable use policy also contains direction on what the users do and don’t have access to. Training would be available to all staff so that the terms are understood. [29] An access control policy should also be undertaken because this makes sure sensitive information is protected and lowers the risk of attacks. The policy works by using authentication on a user accounts credentials making sure that the users are authorised to access the information that they are requesting access to. [30] Another policy recommended to be implemented is the security incident response policy (SIRP). SIRP can detect security weaknesses and incidents, then respond to them. They aim to lessen the impact of information tampering, stop the threat and get the system functioning fully again quickly. Without this policy there is a higher chance of disruption, data theft, loss of integrity, and even legal trouble. 
[31] Policy enforcement should have its own policy outlining that everyone accessing information understands why the information needs to be kept secure and how they can do it. All top-level staff have a responsibility to practice the policies themselves and show other staff how to do it to. A mandatory training day on company policies will be required to meet compliance with the enforcement policy. A communication plan should also be in place where it is made clear to staff what the policies are through a written document, verbal communication from managers, and for any queries or concerns to be asked to the managers at any time. The communication policy should be covered every year for a refresher. [32] There will be a requirement for the policies of this team to be regularly put under review and updated. There should be audits that follow a structure to identify any gaps in the framework. Areas that should be looked at are changes in laws effecting information security to maintain the highest level of security possible and not get into legal trouble, and also an evaluation of new risks/attacks and whether our company has the same vulnerabilities. As part of a policy review process there should be room for policy retirement when it is identified that a policy is no longer serving its purpose because something better is in place. [33] A procedure for reporting breaches should also be followed, where the team with notify the appropriate people if client data is breached, and this must be reported within 72 hours to avoid further legal fines/action on the company. The new unit is beneficial because it will have a better understanding of what to do in an emergency as they specialise in this area. 
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The new information security unit will follow national data protection and compliance guidelines. Complying with these data protection regulations will help keep the data stored safely looked after, and also stop the company getting into legal trouble. [34] The General Data Protection Regulation (GDPR) is an example of a policy to be compliant with as it ensures personal data is handled properly. The GDPR aims are to maintain the privacy of people’s personal data, ensure that companies comply with other privacy laws mandated in the EU, and that the privacy laws are up to date with ever-changing technological advancements. The GDPR states that users are able to see what information is stored about themselves, ask for their data to be deleted from the system, request changes to inaccurate information. It is further encouraged that staff and users have training on the importance of information security for data protection compliance. There are other aspects involved to ensuring data protection and compliance for this company because we should be conducting privacy impact assessments. [35] A PIA looks at how information is collected, used, and shared. A PIA can identify where new technology should be implemented, where updates are needed on existing systems, and encourages regular audits. PIA should be initiated when the new team is set up so that everything is recorded from the beginning, and it helps the company meet requirements of the 2002 E-Government Act. [36] Data audits are useful and the team will arrange for an external company to conduct this audit. The more policies in place and more compliance to regulations being followed, the higher the audit score, and therefore the higher the integrity of the company which is another reason why this new team is useful. The topics considered here will be managed by the Chief data protection officer. 
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The new information security unit will benefit the company by also having security standards. [37] The ISO/IEC 27001 security standard will be beneficial to have implemented because it gives advice on how to create and maintain the information security management system. By following this, the company will have a system following best practices. The company will also become risk-aware and proactive against weaknesses. There is also a certificate provided for complying with this standard which increases the company integrity. [38] An ISO requires a scope statement which should be that the information security management system has been implemented applying to the data, information, employees and storing its resources/databases. [39] A gap analysis should be done to identify if/where the organisation is not compliant, and actions can be done to rectify this. Internal audits can also strengthen this and help aid in implementing this security standard successfully. 
[40] The National Institute of Standards and Technology is a US security standard but can be implemented into this company, maintained by the new information security team. Having this additional security standard will encourage the team to identify all devices and software being used and with this log protection can be achieved by managing who is logging into these devices and software applications. The team will have encrypted data in rest and in transit, check data backups often, and update software regularly. Detection of threats will be easier for the team as they will conduct regular check-ups and investigate alerts of unusual activity. There will be a plan in place to communicate with the wider company to be vigilant, and update on the situation if there is one. The team will also be able to use the backups to restore the system to a recent previous state. The new unit will be imperative to the company as these processes are highly recommended for higher integrity. 
[42] PAS-555 can also be adhered to as it requires a cyber security risk assessment and this is going to be carried out by the new department as it can identify what attacks to look out for, what attacks are new, what attacks are common, and where the vulnerabilities are within the network. 
[41] Overall, the adherence to these security standards will reduce cyber threats, increase/maintain integrity, safeguard information, and contribute significantly to this modern technological company’s maintenance. The maintenance of these policies themselves will require at least annual reviews where requirements can be updated based on whether there have been advancements in new threats or new services that can be implemented and utilised. 
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[43] A contingency plan is going to help the team respond if there is a future incident. It can often be seen as a backup if something goes wrong with the current system/information is lost/damaged. The critical function of this team is to protect the information that the company has, but the contingency plan is to be used if there is a breach of this information. A business continuity plan is going to be put in place. If there is a loss or damage to data, then using a backup is the appropriate way to restore it. If personal data is stolen it is essential for it to be reported to the main UK centre within 72 hours. The contingency plan includes a business continuity plan. [44] The business continuity plan should detail the responsibilities of each staff role during an incident.  A list of emergency contacts will be available to let the necessary people know about the incident in a timely manner. The contingency plans should be tested in a mock environment to make sure that the plans are robust enough to solve a real problem. 
[45] The contingency plan would also have a disaster recovery plan in place. The DRP defines how an organisation will function in the first 12 hours and up to 30 days after an incident. Having this plan can lessen the impact of attacks, detail an alternative way of working while there is downtime, and restore the systems quicker. Cloud based backup services are often used in a DRP where there is easy recovery of files and information from a remote location. There should also be the organisational chart included and the list of software/data that is most critical. The plan also includes response to fire in case of an onsite issue. 
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[46] There will be governance and strategic planning for security involved in an information security unit. A security committee is a vital part of the plan because it must be made clear who is to maintain control over the situation if something goes wrong. It is also useful to know who is making important decisions in the creation and maintenance of policies. The chief information security officer also has a role here as they are in charge of the strategies, team management, and feeding information back to the main company committee at the company meetings which keep the wider organisation informed. The security committee should have a regular meeting to go over all things related to the department, and there should always be a chief information security officer or someone to step in at the wider company meetings. 
Strategic planning involves establishing a clear vision the team which is to help protect the company information from attacks. The team will also aim to strengthen the companies cyber security protection through following policies. A long-term strategic plan involves roadmaps where the higher-level staff set goals, and schedules for implementation of strategies. [47] These roadmaps are created based on analysis of the initial state of the security implementation. Long term strategies are more successful when there is regular training for staff on how to use the internet appropriately, how to set good passwords, and how to handle sensitive data. 
[48] Integrated governance is increasingly used in information security teams. They look at whether the team has all the required skills throughout the staff/team, whether all the projects within the team add up to meeting all the requirements and KPIs, and whether the projects meet long term goals. Th KPIs should be measuring the incident response time, and compliance. Governance has an emphasis on the team’s ability to maintain the security of information and the company integrity. 
[49] Enterprise risk management is also used to prepare for and identify losses of information. The ERM can find what connections the company no longer uses/needs/is being exposed to a risk, and it can disengage with these links. The chief risk officer is useful to lead this investigation and the implementation of findings. The company can become aware of how to avoid risks, lessen risks, and deal with consequences. 
Reports can be made including the use of dashboards and this can be used by governance to give the wider company an insight into the current situation, and data analysis can be performed to predict future trends and patterns. 
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To identify risks the team must be aware of where there are risks and know how to appropriately manage these. Risk assessments are what give insights into this. Risks include information being wrongfully accessed, system failures/downtime, and cyber-attacks. Strategies to reduce risk include having encryption on the data which the new information security team can manage. Another strategy includes introducing firewalls. The new team also manage backups in case of failures or system downtime. Risks should be regularly assessed because new threats are constantly being used. Risks should be informed to the whole organisation so that there are no human error issues that staff aren’t informed about because they could fall for phishing and other techniques online.  
[bookmark: _Toc173227442]Conclusion
The report shows the impact that the new information security team can have on protecting the information this company holds. If policies and legislation is followed, then the company is seen to be compliant, having integrity, and successfully doing everything it can do stop threats. If threats are not successfully stopped then the team follows the documentation and guidelines that suit the situation. Corporate governance helps identify and reduce risks across the company, and the key performance indicators can identify the impact the team is having on the company. The team will need to do regular updates to all documentation and policies to ensure that the company is staying up to date with all the new threats. Overall, it is clear that this team can not only help the company protect data it can also help the company maintain a good reputation to the outside world. 
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