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Practical Tasks
ARP and Routing Tables
The first task that was completed by the author in this worksheet was to use the command prompt to view server one’s routing table and Arp table. Both tables perform an essential service in ensuring the ability to connect and communicate across networks.
 The Arp’s function is to map IP address to MAC address, this works by a device on a network wishing to send a packet to the desired destination however the router or routing device doesn’t know the MAC address of the desired location but does know the IP address so it broadcast the IP address across the network requesting that the device that has this address responds when the devices respond to the request the router will store the MAC address alongside the IP address so that it can then send device one’s packet to device two. 
The author was able to find and display the ARP table by navigating to the server’s command prompt, where he inputted the command “ARP -A” this displayed all entries on this device Arp table as can be seen in Fig. 1 this table is rather small as it hasn’t had to communicate with any devices in a while so all entries on it are those that are statically configured, however as can be seen in Fig. 2 once the author had made some requests such as trying to ping the server from other devices the ARP table grew to add two new entries, one in the “PrivateNet1” for “Server1” (192.168.100.1) interface address which now displayed the IP address and MAC (Physical) address of  “Client1” (192.168.100.2). The second new entry can be found on “Server1”’s (192.168.1.100) “PublicNet” interface address which now displayed the IP address and MAC (Physical) address of  “Server2”.  



[image: ][image: ]Fig. 1 Arp Table before Communication and Pings Performed.
Fig. 2 Arp Table After Communication and Pings Performed.
The routing table is similar to the Arp table in that it maps address nut instead of map IP address to MAC address it maps routes using IP addresses to determine the best route for a packet to take to reach its destination. This is explained in more detail in section two “Observation tasks”, subsection A. The routing table of “Server1” was checked and displayed using again command prompt and this time inputting the command “route print”. This displayed both the IPv4 route table as can be seen in Fig. 3 and the IPv6 route table as can be seen in Fig. 4.  The route table displays and maps all relevant information that contains to helping packets reach their destination address such information includes what network destination requires which route and whether the packet needs to leave the default gateway or whether it can be resolved locally are two examples of what route table help achieve.  
[image: Graphical user interface, text

Description automatically generated]
Fig. 3 IPv4 Route Table.
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Fig. 4 Ipv6 Route Table.
Creating The FTP Server
The second task that the author completed in this worksheet was to set up an FTP service on “Server2” and test it to see if the author could upload files to “Server2” from “Cleint1”. FTP is a widely used service in a workplace environment the ability to upload and download files to and from a server is becoming more and more important especially in the current climate where many people are working from home [image: ]and cannot go into the workplace and upload or download the desired files. Not just in work environments but also from a learning standpoint as well the ability to download resource to aid with student education has been vital to ensure the continued education of children and students across the world and ensure that they can continue to learn even during lockdown restrictions. 

This task was completed by first going to the add roles and features page on the server manager. From here he navigated through the choices first choosing a role-based or feature-based installation, after this, he selected "Server2" as his desired server for this role. 
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Description automatically generated]The next step was to select the role for this server for this the author chose “Web Server (IIS)” and added the features attached to this role. The author then skipped past the next pages as there were no changes needed. The next choice the author had to make was to ensure the FTP server and FTP service options was checked and then clicked next and installed. As can be seen in Fig. 5 this process was successful and everything was installed without any issues being raised at this point.
Fig. 5 FTP Installation Page Review.
The next process in this task was to set up and create a user account to access the FTP service. this was completed by navigating to computer management and then expanded the local user and group tab on the left-hand side of the page and then right-clicking on users. The author clicked the new option to add the new user, from here he inputted the desired name, password, and other choices for this user all of which can be seen in Fig. 6.
Fig. 6  Recently Created FTP User Account Details. 


The third process the author had to complete in his task of setting up the FTP server was to set up the FTP site. This meant that the FTP server would be reachable from another network with a route to the server. This process was achieved by navigating from Server manager to Internet Information Services (IIS) manager via the Tools tab. From here the author expanded the Computer Name and right-clicked on the sites option where he would then chose to add an FTP site. This brought a new window where the author was prompted to input the desired name for the site and the root to which all uploaded files would be sent to, screenshot of this window with the input information can be seen in Fig. 7. 
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Fig. 7 FTP Site Details.
On the next page on this window, the author was required to input more desired information such as the Binding settings (IP address) of the FTP Site and the SSL for the FTP site, a screenshot of this page as well as the author’s choices can be seen if Fig. 8.
[image: ]
Fig. 8 Binding and SSL Settings.
The next page in this setup window prompted the author to configure the authentication and authorisation information for the site such as the authentication for the site, who was authorised to access the FTP service and their permissions. A screenshot of this page and the author’s selections can be seen in Fig. 9. 
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Fig. 9 Authentication And Authorisation Information.
The next process the author completed was to set up a banner message that would inform the user to which server they have connected to so that they can be assured that they have connected to the correct server. This task was completed by navigating back to Internet Information Service (IIS), returning to the FTP site that the author recently created. From here the author navigated into that FTP site and double-clicked on the FTP messages option. This opened a new window that allowed the author to input his desired message, a screenshot of this can be seen in Fig. 10.
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Fig. 10 FTP Banner Message.
The final process the author had to complete before he could test the success of his FTP server set up was to ensure that the FTP account the author recently created had the correct permissions on the folder “ftproot” to ensure that it would allow the account to upload the file to the server. To do this the author navigated to “C:\Inetpub" then right-clicked on “ftproot” at which point the author selected the properties options. Here the author navigated to the security tab, where he clicked the edit option followed by the add option at which point the author inputted the desired account name to add it to the list of accounts and groups with permission to the folder, proof of this can be seen in Fig. 11. Finally, the author created a new folder labelled “FTPUploads” within the “ftproot” folder.
[image: ]
 Fig. 11 User Account Added to “ftproot” Folder Permissions. 

Now that all of the steps to set up and configure the FTP server was done it was time to test if the author had completed the task this was done by first checking that the firewall for Server2 was switched off so that it would allow Client2 to connect to the FTP service. As proven in Fig. 12 the firewall for Server2 was switched off. Next, the author created a folder (“FTPFiles") and within the folder, he added a file (“ftpfile2upload.txt ”) which would be used for testing purpose to see if the service were working correctly.
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Fig. 12 Server2 Firewall Settings.
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Description automatically generated]After this, the author navigated to the command prompt on Client2 where he inputted the command to connect to the FTP server and then upload the file. Fig. shows the command the author used and the successful upload of the file from Client2 to Server2 and is further proven in Fig. where the image shows the file within the “ftproot” folder on Server2. 
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Description automatically generated]Fig. 13 Client2 Successful Connection And Upload to FTP Service. 
Fig. 14 “ftproot” Folder Contents With Newly Upload File From Client2.

Configuring The Routing and Remote Access Service.
The third task that the author had to complete in this worksheet was to set up two remotely connected Local Area Networks (LAN). The first LAN would be “PrivateNet1” and the second LAN being “privateNet2” with the servers on either network running routing software so that they would act as the default gateway and router for the network they are connected to(“Server1” for “PrivateNet1” and “Server2” for “PrivateNet2”). The “PublicNet” interface will act as an outside network and as a connection so hopefully once finished “Client1” should be able to ping “Client2” even though they are not on the same network.
This task is useful as it will give the author an alternative means to route traffic from the network he is working on besides using a traditional router, as maybe a secondary or backup route if the router goes down. As the network is pretty limited if it cannot communicate with neighbouring networks and the internet as a whole in the real world. In the modern world, especially the ability to communicate over the internet is of great importance to everyone but companies in particular who need to ensure that potential clients and customers can reach their website and service to ensure that they can do business as if their network goes down the potential customer will go elsewhere.

This Task was split into serval process to ensure connectivity between the networks. The first process the author completed was to set up the remote access role on “Server1”. This was achieved by firstly clicking on the "add roles and features option” that was on the main page of “Server Manager”. This opened a window that the author had to navigate through inputting the desired details. The first choice he made was to set it up for a “Role-based or feature-based installation". On the next page, the author had to select the desired server from the server pool at which point he selected "Server1". The next page prompted the author to select the roles he wanted to install, here he selected “Remote Access” by checking the box next to it. After this, the author skipped past the features page as there were no changes needed in this section. Following this, the author was prompted to choices the roles services at which point he selected the “VPN” and “DirectAccess” options. Finally, this leads the author to the review page that once he checked he clicked the install button and as can be seen in Fig. 15 this installation was completed successfully. 
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Fig. 15 Remote Access Installation Page 
The second process was to complete the remaining steps to set up the role. This opened a new window with more options for the author to go through. The first choice the author had to make was what remote access he wanted to configure, to which the author chose “Deploy VPN only”. This led the author to a new window (“Routing and Remote Access”). At the “Routing and Remote Access” window the author right-clicked on the icon beside “Server1”, at which point he selected the “Enable and Configure Routing and Remote Access” option. After this the author navigated next on the following pop up pages until he reached the configuration wizard, here the author selected the option to set up and create a “Custom Configuration”, the following page asked the author what service he wanted to enable on “server1”, to which he selected LAN routing as can be seen in Fig. 16. After this the author began the service by clicking on the “Start Service” option once this was completed the server icon on the left-hand side changed to a green arrow indicating that the service was running, a screenshot of [image: Graphical user interface, text, application, email

Description automatically generated]this can be seen in Fig. 17.
Fig. 16 “Routing and Remote Access Wizard” Pop-Up.
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Fig. 17 Server icon changed to include Green Arrow. 

The next process in this task was to enable the routing protocols on the server. This was completed by expanding both the server (“DC1-NWT”) tab and then the “IPv4” tab on the left-hand side of the page as can be seen in Fig. above. From here the author right-clicked on the “general option and the author chose to add the “New Routing Protocol” option, this gave the option several options on the protocol he wanted to add, which he chose “RIP V2” and then pressed next followed by closing the window by pressing finish. Following this, the new protocol was now displayed. Following this, the author right-clicked on the “RIP” option, then selecting the “New Interface” option. From here the author selected the “PrivateNet1” and “PublicNet” interface and pressed “Ok”.

After the processes were completed on "Server1 the author had to repeat the same processes for "Server2". The processes the author did on "Server2"  were almost identical to those done on "Server1" except for the following points; firstly, the author selected "Server2" from the "Server pool" this time instead of "Server1". Secondly, this time the Routing and Remote Access window displayed "Server2" on the left-hand side instead of "Server1" and the author enabled "Server2" and not "Server1". Finally, when adding the new interfaces on "RIP" this time the author added "PrivateNet2" and "PublicNet" on "Server2". Besides this, the same steps were followed.

After this, the author inserted a default gateway in both "Client1" and "Client2" so that they would know the address to send packets that were not on their local network. First "Client1"'s Default gateway was set as 192.168.100.1 the IP address of "Server1"'s "PrivateNet1" interface, a screenshot of this can be seen in Fig. 18. Secondly “Client2”’s Default gateway was set as 192.168.101.1 the IP address of “Server2”’s “PrivateNet2” interface, evidence of this step can be seen in Fig. 19. 
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Fig. 18 “Client1” IPv4 Properties
[image: ]
Fig. 19 “Client2” IPv4 Properties

Finally, the author completed two ping tests to see if there was connectivity between the networks. The first test the author performed was testing connectivity from “Server1” to 192.168.1.101 (“Server2” “PublicNet” IP address) using the command prompt. The command used and the successful result of this ping test can be seen in Fig 20. 
[image: ]
Fig. 20 “Server1” Ping Test.


The second test performed by the author was to test connectivity from “Client1” to 192.168.101.2 (“Client2”s “PrivateNet2” IP address) using the command prompt. The command used and the successful result of this ping test can be seen in Fig. 21. 
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Fig. 21 “Client1” Ping Test.

Filtering.
The fourth task that the author completed in this final worksheet was to set up and configure a set of filters using IP packet filtering. This is a useful tool for helping to prevent unauthorised access to the device to a service or device using inbound and outbound filters to do so. This task was split into three sub-tasks of filters that the author had to set up. 

The first filter that had to be set up was to help ensure that nobody on “PrivateNet1” could ping the IP address of the router firewall service on Server1. The second filter that the author had to set up was to restrict access to the FTP service running on Server2 to only devices on the “PrivateNet2” network. The third filter the author had to set up was to further restrict access to the FTP service but this time only Server11(92.168.100.1) would be able to access the FTP service. 

Restricting Ping On “PrivateNet1”
As previously mentioned, the first filter the author had to set up was to prevent the device on "PrivateNet1" ability to ping the router firewall service running on Server1. This is useful as in a real-world environment it would not be wise to allow other devices to ping the router which could lead to security concerns for the company.
This task was completed by navigating from the server manager page to the routing and remote access page via the tools tab. Once here the author clicked on his server icon to expand it, then clicked the IPv4 option to expand it and then finally clicked on the general option within the IPv4 tab, an image showing this page can be seen in Fig. 22 to allow the reader to see the page discussed.
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Fig. 22 Routing And Remote access page.

Once the author clicks on the general tab it opened a page that gave the author the list of interfaces that he could click on and add filters to. He selected "PrivateNet1" and right-clicked on it and clicked on the properties this opened a pop window at which point the author selected inbound filter as it aimed to filter packets entering the router and not packets leaving the router. 
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Description automatically generated]The author then chose to add a new filter at which point he inputted the required details to set up this filter of which can be seen in Fig. 23. After adding the filter, the author ensured that he checked the box to ensure that the router would receive all packets except any that meet the criteria he inputted in the filter, evidence of this can be seen in Fig. 24.
Fig. 23 Added IP Filter.
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Fig. 24 Inbound Filter On Server1.
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Description automatically generated]The next step was to test the effectiveness of this filter by testing Client1 ability to ping the 192.168.100.1 interface on Server1. The author did this by opening a command prompt window and running a ping test to 192.168.100.1 and as can be seen in Fig. 25 this filter was successful as the Client1 was unable to ping the 192.168.100.1 interface but able to ping the other IP addresses. 
Fig. 25  Filter One Ping Test. 

Restricting Access to FTP to devices on "PrivateNet2" Only
The second filter the author had to set up was as previously mentioned to restrict access to the FTP service to only devices on the “PrivateNet2” network. This is a good idea in the author opinion as in a workplace environment the company may work in multiple locations and use the different network but may wish to have a central location to upload and download files but still prevent unauthorised access to the FTP service and although very basic this is a good first step. 
This task was completed similarly to the previous filter the author navigated from the server manager page to the routing and remote access page via the tools tab. Again, once the author was here, he clicked on his server icon to expand it, then he expanded the IPv4 tab and then he finally clicked on the general option. Once again this gave the author a list of interfaces that he could click on and add filters to. This time He selected “PublicNet”. Again, he right-clicked on it and clicked on the properties option to open a pop window. 
At which point the author selected to outbound filter as this time the aim was to filter packets leaving the router and not packets coming into the router. Again, the author chose to add a new filter where he once again inputted the required details to set up the filter. A screenshot of one of these filters can be found in Fig. 26, the other filter in this sub-task was almost identical except its destination port was port 20. After adding the filter, the author again ensured that he checked the box to ensure that the router would receive all packets except any that meet the criteria he inputted in the filter, evidence of this can be seen in Fig. 27.
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Fig. 26 IP Filter For Restricting Access to FTP Service.
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Fig. 27 Outbound Filter On Server2.
Once the filters were set up the author turned his attention to testing the effectiveness of the filters in restricting access to the FTP service to the only device on "PrivateNet2". He did this opening up command prompt on Server1, Client1 and Cleint2 to see if they could establish an FTP connection with 192.168.101.1. As can be seen in Fig. 28 Server1 was unable to connect with the response from the prompt saying the “connection timed out”, this was also the case for Cleint1 as can be seen in Fig. 29. However, Client2 was able to establish a connection as shown in Fig. 30, this was as the author hoped as neither Client1 nor Server1is part of “PrivateNet2” whereas Client2 is part of the network and was rightly granted access.
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[image: ]Fig. 28 Server1 Unsuccessful Attempt to Establish Connection to FTP Service (192.168.101.1).
Fig. 29 Client1 Unsuccessful Attempt to Establish Connection to FTP Service (192.168.101.1).
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Fig. 30 Client2 Successful Attempt to Establish Connection to FTP Service (192.168.101.1).

Restrict Access to FTP service to Specific Host-Only.
The final filter the author set up in this worksheet was to set filters up to ensure that only a specific device (“Server1”) could access the FTP service and all other devices would be unable to establish a connection to the FTP service. 
The author completed this in two separate processes, the first was to set up inbound filters on the “PrivateNet2” interface on “Server2”. The first in this process was to navigate to the routing and remote access page via the tools tab on the “Server Manager” page. Once here the author clicked on the server icon to expand it, then he expanded the “IPv4” tab and then he finally clicked on the “General” option. As was the case on the previous filters this gave the author a list of interfaces that he could click on and add filters to. For this filter as previously mentioned he selected “PrivateNet2” by right-clicking on it and then clicking on the properties option to open a pop window. 
From here the author selected the "Inbound Filter” option as the aim was to filter packets and traffic entering the router, to prevent it from reaching the FTP service. The author then chose to add a new filter where the inputted the details to set up the filter to prevent “Client2” from communicating with the FTP service. A screenshot of one of these filters can be found in Fig. 31, the other filters in this sub-task were almost identical except for a different IP address for two of the filters and the destination port for two of the filters also being port 21. After adding the filter, the author again ensured that he checked the box to ensure that the router would receive all packets except any that meet the criteria he inputted in the filter, evidence of this can be seen in Fig. 32.
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Fig. 31 IP Filter Set Up On “PrivateNet2”
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Fig. 32 Inbound Filters On “PrivateNet2”
The second process the author completed was to set up an inbound filter on the "Server1" “PrivateNet1” interface to prevent “Client1” from communicating with the FTP service. The author completed this process on “server1” in the same way he set up the filters on “Server2” but using the IP address of “Client1”. A screenshot of one of the IP filters that the author set up on the inbound filters of the “PrivateNet1” interface of “Server1” can be seen in  Fig. 33. Again the other filters are almost identical except for a different destination port for two of the filters also being port 21 and a different IP address for two of the filters. The final part of this process was for the author to check the box to ensure that the routing protocol would receive all packets except any that meet the criteria he inputted in the filter as proven in Fig. 34.
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Fig. 34 IP Filter Set Up On “PrivateNet2”.
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Fig. 35 Inbound Filters On “PrivateNet2”

Finally, the author tested the effectiveness of his filters and found that they worked as expected “Client1” was unable to connect the Ftp service on either interface of “Server2” but was still able to ping them to ensure there was a working connection between them. This is proven in Fig. 36 for the “PrivateNet2” interface (192.168.101.1) of “Server2” and Fig. 37 for the “PublicNet” interface (192.168.1.101) of “Server2”.
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Fig. 36 “Client1” to “PrivateNet2” Tests
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Fig. 37 “Client1” to “PublicNet” Tests

The second test was to see if “Client2” was able to establish a connection to the FTP service on “Server2” as well as seeing if “Client2” could ping “Server2”. The test came back as hoped the FTP service would not work but “Cleint2” could still ping “Server2”. This is proven in Fig. 38 for the “PrivateNet2” interface (192.168.101.1) of “Server2” and Fig. 39 for the “PublicNet” interface (192.168.1.101) of “Server2”.
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Fig. 38 “Client2” to “PrivateNet2” Tests
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Fig. 39 “Client2” to “PublicNet” Tests

Finally, the author tested to see if “Server1” was able to establish a connection to the FTP service as well as ensuring that there was a connection. As hoped, he was able to establish both a ping connection and an FTP connection on both interfaces. This is proven in Fig. 40 for the “PrivateNet2” interface (192.168.101.1) of “Server2” and Fig. 41 for the “PublicNet” interface (192.168.1.101) of “Server2”.
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Fig. 40 “Server1” to “PrivateNet2” Tests
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Fig. 41 “Server1” to “PublicNet” Tests

Observation Tasks
1. How Do Router’s Reference Which Networks They Can Connect To? 
Routers can reference the networks that they can connect to thanks to the router building its routing table. The routing table is made up of remote networks that the router has learned by communicating with neighbouring routers or routes that have configured by the network administrator for that router [1]. There are two methods to building a routing table static routes which are manually inputted by somebody or dynamic routes where a protocol on each router communicate between each other and automatically sends updates to the routers’ when a route status changes. This in turn changes the routing table of all the router involved [1]. This however is not the case in static routing where the administrator would have to manually change the route [1].  
There are five minimum factors that a router must know to ensure that it can effectively route packets across a network, they are as followed; firstly, the router must know the destination address to which the packet is going to be sent [1]. Secondly, the router must know about its neighbour routers [1], so that they know what remote networks and routes they can access through this neighbouring network. Thirdly with the previous point in mind, the router must know all possible route to the remote networks [1], this ensures that the packet can reach its destination in case its main route can not be used. Fourth the router must compare these routes and determine the best route for the packet to take and finally the router must know how to maintain and verify the routing information to ensure a successful operation for the network [1]. 
Due to it storing all relevant information regarding the routes are used by the router to identify and determine the best route for a packet from its network to reach its desired destination [2]. For example, a device on Router 1 may want to ping a device on Router 4 but this network is not directly connected to Router 1 but thanks to the routing table Router 1 may know that Router 3 does have a direct connection to Router 4, so the packet is sent to Router 4 via Router 3. 
Explanation Of The Concepts That Need Failover Cluster.
1. What is Quorum?
For a failover cluster to work the cluster needs more than half of the nodes to be up, this is what is known as quorum [1]. The purpose of quorum is to avoid split-brain scenarios that can arise when the network is partitioned, and the subsets of nodes are not able to connect [2].  If this happens then there is likely the possibility of all subsets of nodes trying to own the workload and writing to the same disc causing a range of issues for the network [1]. When there is a problem between the communication of two subsets of cluster nodes then quorum will manage and solve the issue to prevent multiple servers from trying to write to the same disk at the same time on a resource group [2]. this concept forces only one of the groups to continue working, doing this ensures that only one of the groups of nodes remain online and running [2]. Quorum also manages and determines the number of failures that a cluster can withstand before it is unable to remain online [2]. Thanks to the concept of the quorum the cluster service will be forced to pause in one of the subsets of nodes to guarantee that there is only one true owner of a resource category [2].  The Nodes that have been interrupted by the quorum will immediately try to re-join the cluster and restart their cluster operation until they can connect with the main community of nodes again and continue the usual service [1]. 
1. How does cluster quorum work?
If a subset of nodes loses connection or a node malfunction, the remaining nodes will need to perform a check to determine if they are still part of the majority of the cluster so that they know if they are meant to remain online or not [1] as the cluster will be aware of the number of votes needed to be a majority [2]. if they are unable to check and ensure that they are part of the majority they will switch off [1]. The issue with this concept, however, is that is only effective when there is an odd number of nodes to ensure that one cluster will be bigger than the other [1], whereas if it an even number of nodes there is a slim chance that the two clusters may be equal and there is no majority. There are two solutions to this unlikely occurrence and ensure that there is an odd number of nodes. The first solution is for the user to set up and add a witness with an extra vote [1]. The best method of doing this is to use a dynamic witness as it will allow the cluster to enable and disable the witness’s vote based on whether the total number of votes is already odd or not [1]. If the total is even, it will enable the vote if the vote is already odd it will disable the vote [1]. A dynamic witness also reduces the risk of the cluster collapsing dues to a failure with the witness greatly [1]. 



The second way is that the vote will decrease by removing one node's vote, this process is done automatically when it is required [1]. When a successful vote of the majority is performed by the nodes, the majority is automatically updated to reflect the new total of nodes, by doing this the cluster can lose nodes and still be able to verify a majority [1]. This concept is known as Dynamic quorum [1]. Dynamic quorum works in the following way, if there is an even number of nodes and no witness, then a vote will be randomly zeroed [1]. If there is an even number of nodes and a witness the witness votes to ensure the total number of votes is odd [1]. If there is an odd [image: ]number of nodes and no witness, then all votes are counted [1]. Finally, if there is an odd number of nodes and a witness then the witness does not have a vote [1]. 
The set up of a failover cluster can be found in appendix one.

Designing And Setting Up An Enterprise Network As A Network Administrator. 
The third observation task that the author had to complete in this worksheet was to design and implement a network policy by acting as a network administrator and explain the policies and procedures that outline the safe use of an enterprise network. The policy displays the topology of the entire network, the topology of the specific locations, the high availability procedures, security procedures and the policies to ensure the safety and security of the data. This policy can be found in appendix 2.
Appendix One
Setting Up Failover Cluster.
1. Setting Up Cluster Feature. 
The step the author took to set up a failover cluster was to the "Add Roles and Features page on "Server Manager". From here he selected a "Role-based or feature-based installation". On the next page, he selected the server he wanted to add the failover cluster feature, to which he chose "Server1". He then skipped past the next page ("Select server roles”), however on the next page (“Select features”) he selected to add the “failover clustering” features, as can be seen in Fig. 42 and proof of its addition in Fig. 43. 




Fig. 42 Failover Cluster Features Addition.
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Fig. 43 Failover Cluster Add Features Page.

After adding these features, he came to the review/ confirmation page where he reviewed his choices before installing the feature. Once finished he closed the window, if this were a real-world environment the author would repeat this process several times for all servers he wanted to add as a failover cluster node on the network.
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Fig. 44 Failover Cluster Confirmation Page.

Validation testing
[image: ]Before the author could begin the process of setting up a failover cluster he had to check and validate the cluster feature set up to help ensure that there were no faults during its set up that could cause more problems later on. This process began once again began on the main page of "Server Manager", this time however the author selected “Failover Cluster Manager” in the tool tab. Once in the “Failover Cluster Manager” page the author selected the “Validate Configuration” option within the management tab. Once on the “Select Servers or a Cluster” page, the author entered the “Server1” name (“DC1-NWT.nwtraders.msft”)  and then selected to add it, proof of this can be seen in Fig. 45. 
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Fig. 45 Server Selection Validation Process. 

Once on the “Testing Options” page the author selected to run all the tests to ensure as much as possible that there was no possible fault that could prevent the author from adding the failover cluster. Next, the author came to the confirmation/ review page where the author looked over the details to ensure that there were no mistakes before the checks were conducted after he was sure everything was right, he ran the tests. A screenshot of the test result can be seen below all test were either successful or not applicable to this scenario as can be seen in Fig. 46, so the author continued. 
Fig. 46 Validation results.

Setting Up The Failover Cluster
From here the author began the process of setting up a failover cluster, this process began once again at the “Server Manager” main page, and again the author selected “Failover Cluster Manager” in the tool tab. Once in the “Failover Cluster Manager" page, the author selected the "Create Cluster" option within the management tab. This opened the “Create Cluster Wizard” pop up window, the author skipped past the first page as there were no changes needed on it. The first change he made came on the “Select Servers” page to which he entered the name of “Server1” (“DC1-NWT.nwtraders.msft”) and added it as can [image: ]be seen in Fig. 47. 
Fig. 47 Create Cluster Server Selection.

After this, the author came to the "Access Point for Administering the Cluster”, on this page the author selected and input the desired name into the “cluster name” box and the desired IP addresses for the cluster. 
[image: ]
Fig. 48 Administrating the Cluster Configuration.

After this, the author came to the review/ configuration page where he looked over the details that would be implemented once the set up was complete, once happy he clicked next. Next, a summary page was displayed indicating any errors that might have occurred however in this instance no error was found and the set up was successful as can be seen in Fig. 49. Once the setting up of the cluster was completed, the author finally checked the main page to if the setup had been successful, as can prove in Fig. 50 the Cluster was successfully set up.
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Description automatically generated]Fig. 49 “Create Cluster Wizard” Summary Page
Fig. 50 Completed Cluster on "Failover Cluster Manager" Page. 
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1. Introduction
The Network Security Policy sets out the company’s overall approach to the maintenance of confidentiality, availability, and integrity of the computer infrastructure of this company as well as the company and its staff’s responsibilities to ensure their compliance with this document [1]. This document also outlines the procedures that the networking team have implemented to ensure a secure and highly effective network for the company. 
Scope
The policy set out in this document must be followed by all of those employed by the company without exception. Whether they be full time or part-time, temporary, permanent or agency and whatever their position within the company. The policy applies to all area of the company except in specific areas where the policy is specific to the network/security team although above this will clearly be outlined.
Failure to comply with the rules and policy outlined within this document could result in the disciplinary procedure being taken against the culprit or culprits by the appropriate regulatory bodies and disciplinary bodies. 
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Ensuring High Availability
The steps were taken by the author to ensure high availability are as followed:
1. The author configured failover cluster nodes on all of the servers on this network.
2. He implemented Dynamic witness and quorum to help ensure a majority so that the failover cluster work correctly as he had an even number of servers (votes) the witness is needed. 
3. The files on the FTP service overlap so that there are multiple locations where a file can upload and downloaded.
4. This in turn ensures if one Location goes down then the other location can still get desired resources.
5. The even distribution between the FTP servers at each location ensures that one server and location become overwhelmed with requests.
6. Each location also has own DHCP server to prevent the overloading of request for IP addresses.
Security Procedures
The steps that were taken on the network and physical hardware of the network to ensure the security and connectivity of the network are as followed:
1. Step up unique passwords on all networking devices (routers and switches) at each location
2. Configured hostnames on all networking devices.
3. Set up a unique console and VTY line passwords on all networking devices.
4. Configure command “service password-encryption” to ensure all password are encrypted text and not plan text on all networking devices.
5. Configured static IP routes to allow access to all networks via the ISP routers. 
6. Set up a timeout of 5 minutes of no activity to lower the chance of someone being able to access and make changes on the networking devices. 
7. Set up a minimum password length of 8 to increase the complexity of passwords of networking devices.
8. Set up a login block of four minutes if an incorrect password is inputted on three occasions. 
9. Set up SSH connection on all networking devices so that a secure remote access connection could be performed.
10. Set a DMZ to allow unknown addresses to access web services and email service but prevent access into the London branch's LAN.
11. Set up firewalls to filter all traffic coming into and out of the networks of all branches of the company.
12. Set up inbound and outbound IP filters to prevent unauthorised networks and IP addresses from accessing the FTP service on all FTP servers. 

Security/Networking Team
	CEO:
	Jane Smith

	Chief Information Security Officer:
	Harry Potter

	Network Administrator:
	James Beard

	Data Protection Officer:
	Jason Williams

	Information Asset Owner:
	Debbie Jones

	Senior managers:
	Sam Warburton
Johnny Wilkinson

	Network Engineers:
	Ash Nelson
Tim Meek
Zara Wilson.



Risks that face the network:
· Employees accessing and viewing resources and applications that they do not have permission to. 
· Corruption of files and other resources.
· Fire damage.
· Vandalism/ theft.
· Pest problems.
· Disgruntled staff.
· Employees account being hacked.
· Acts of gods/ natural disasters causing damage to the physical components of the company and network.
· Human error.
· Water damage.
· Packet sniffing.
· The unauthorised download of files from the system.
· Unauthorised downloads to the company devices. 
· Incorrectly configured firewall
· Malware, Ransomware and other malicious software and code.
· Accessing inappropriate/ not suitable for work websites.
Security Policies:
1. General practise.
· Anti-malware and anti-ransomware software must be installed on all devices. 
· Employees are prohibited from downloading resources from third parties without the expressed permission from the Network/security team. 
· Employees must only use the device's network for work purposes and not for pleasure.
· Employees must never insert USB drives or other removable storage devices into their work device. 
· If an employee believes their system is infected, they should report it immediately to the security team. 
· Employees’ must always ensure that they are using a VPN service when transmitting sensitive data.
· All employees must adhere to the password policy outlined in the lower section.
· Employees must never enter the server room or wiring cabinet unless they are part of the networking team.
· The server room and wiring cabinet must be securely locked with a locking system that only members of the networking teams have access to.
· ID cards must be carried at all times to prove employment and role. 
· Cameras monitoring the rooms and premises must be implemented within the workplace. 
· Burglary alarm must be implemented within the workplace and the functionality regularly tested. 
Networking/ Security Team
· The team must ensure anti-ransomware and anti-malware software must be updated regularly.
· The team must ensure that all devices’ operating systems are regularly updated. 
· The team must ensure that senior management is aware of any potential or found threats that many face the company.
· The team must ensure that the firewall is configured correctly to limit potential attacks.
· The team must part take in regular meetings to discuss potential risk with senior management.
· The team must ensure that USB drives and removable storage cannot be accessed on the company devices to limit chances of copy files over or exposing the system to malicious software. 
· The team must ensure that inbound and outbound filters are set on FTP service to limit the chances of an unauthorised device establishing communication.
· All standard user account should be restricted from accessing the following programs/ applications.
· Command prompt
· Control panel
· PowerShell
· Standard accounts should also be restricted from downloading any software or application to their work devices.
· The Team must ensure that the server room and wiring cabinets are locked once they are finished in them.
· The team must never allow someone to enter these rooms without being strictly monitored.
Domain controller
· Must ensure that access control groups are correctly set up.
· Must ensure that employees can only view and access resources that can aid them in their work.
· Limit potential damage that an employee can do to the system by limiting permission to modify or delete resources.
· Allow for the monitoring of employees and the resources they are using.
· Set time restriction/ logon hours to ensure staff can only access the system at designated times and dates. 
· Where necessary user group should be set to read-only permission on folders and resources that they do not need to edit. 
Senior management
· Management must ensure that the security/ networking team has regular opportunities to vent any potential threats they find and ensure they have the opportunity to advise on solutions.
· Management must ensure that regular fire checks are performed.
· Management must part take in regular meetings with the security team to discuss potential risks.
· Management must ensure that the employees are aware of any new risks identified.
· Management must ensure that emergency measures such as floods or other acts of god are in place and regularly updated and monitored. When an employee is set to leave the company, the administrators should be made aware immediately, to restrict said employees’ permissions to limit chances of malicious activity.
· Management must ensure that a backup plan is implemented to ensure that there are multiple copies of files encase one copy is lost or corrupted. 
· Management must ensure that the backup plan also includes storing copies of the site in case of a disaster at one location. 



Fire
· Management must ensure that fire alarm is implemented within the workplace to primarily ensure the safety of its staff as well as the safety of its hardware.
· Fire drills should be practised every couple of weeks to ensure that staff are aware of the procedure they must follow.
· Management must ensure that a variety of fire extinguishers are placed around the site to combat a range of different types of fires.
· Management should ensure that a professional is brought in to verify the safety of the extinguishers.
· Management should ensure the implantation and efficiency of a Co2 fire suppression system within the server room/ wiring cabinet to ensure the hardware's safety from both fire and water damage. This however should not be used in other environments where staff are regularly based. 

Teaching
Management must ensure the annual training of all staff in the following areas:
· All employees must be given regular training on the importance of effectively using VPN in the workplace.
· All staff should be given regular training on how to stay safe online and spot dangerous websites, emails, links, and other potential security risks.
· All staff should be properly trained in how to use the devices and software implemented in the company to limit the risk of human error due to inexperience.
Monitoring risks.
· The company will perform complete system checks on all devices daily at a set time to spot any potential viruses or other malicious software. 
· The company must perform regular tests on the system to try and identify any potential risks.
· The company will perform regular checks every week on the physical condition of hardware and cabling.
· The company will ensure that any red flags that are spotted will be immediately dealt with and documented in an incident book.
· The security team will ensure that they check for updates regularly for all software to limit vulnerabilities in the system.
· The company will ensure the up-to-date documentation of inventory items such as tools and back up cables.
· Security cameras will be recorded and monitored 24/7 to minimise the risk of unauthorised access to premises.
· Data should be regularly backed every week.
· A regular test must be performed on the burglar alarm to ensure functionality. 
· The networking/ security team will regularly monitor network activity for any suspicious activity. 
· The networking/ security team will perform regular checks on firewall setting to ensure that they are correctly configured.
· The networking/ security team will perform regular checks on networking devices to ensure that they are correctly configured.
· Fire alarms must be tested weekly to ensure their operation encase of an emergency.
Actions If Threat Takes Place
1. Malicious code
· The device must be shut down immediately and reported immediately to the network/ security team.
· Devices should then have their ethernet cable removed to prevent connection to the network
· Troubleshooting should only be handled by the security team and those qualified to do so. 
Fire
· Staff should leave the premises in an organised fashion and go to their assembly point.
· The fire marshals will access if they can combat the fire or not. No one else should try to combat the fire. 
· If in the Server room/wiring cabinet employee should immediately leave and not try to save equipment.
Data Loss 
· Staff should check the recycling bin and other directories to see if the file has just been moved
· If unsuccessful they should contact the networking/security team
· The team should then search the system for the missing resource.
· If a resource can not be found they should download a copy of the backup file.







Hardware stolen/ or damaged
This applies to all aspects where damage may have occurred (Fire, water, acts of god and disgruntled staff).
· If the company has fallen victim to vandalism/ theft, then the police should be immediately contacted
· Employees must not enter the premises until the police informed them that they may.
· Once safe to do management should check to see what has been stolen or damaged by comparing it to the inventory database of company hardware.
· Items that are broken or missing should be reported immediately to the insurance company.
· Files lost should be restored from backup locations.

Account hacked
· If an employee believes their account has been compromised, they must immediately contact the network administrators.
· Network administrators will then reset the password.
· Next, the administrators will troubleshoot the device and system to identify any particular irregularities.
· Once the administrators are done, they will notify the account holder.
· The employee must then set up a new password in accordance with the password policy. 
Remote Access Use Policies.
· Remote access is strictly controlled to ensure the safety and security of the system and its data [2].
· Employees must contact the Network/Security department to ensure company approved methods and software are being used to remotely connect to the company's systems [2].
· Employees are prohibited from downloading and storing company-owned files on their devices without the expressed consent from senior management and should be completely deleted once finished with the file [3]. Consent must be granted by senior management each time, no excuses.
· The employee is responsible for the safeguarding of the information once it is on their system [3].
· All devices used to remotely access the company’s system must have up-to-date anti-malware software installed [2].
· All devices used must be checked and verified by the networking/security team to ensure they are suitable before they are used.
· All passwords used must be compliant with the password policy [2].
· Employees’ must not establish a remote connection on a public/ open network.
· Employees must always use a VPN connection when establishing remote access [3].
· Employees must only use remote connections for work-related activities as they would in the actual workplace [2]. 
· The use of multi-factor authentication must be insure by the company to ensure increased security of the system [2].
· Employees must never share their login details to allow someone else to use remote access in their name [2].
· Employees must never establish a remote connection using someone else’s account [2]. 
· Employees must log out of their remote connection once finished to limit the chance of someone else using it when the employee leaves their device [3].
· Employees must not store login detail on their device [3]. 
· If Employee suspects that someone has used their account, then they must contact the security team immediately [3]. 
· The employee must ensure that they have not saved their login credentials to the application, where they may be automatically logged in, in case the device is stolen or accessed by someone else.
· Employees will be held responsible for all of the activity performed by their account [2].
Password Policies
1. All Employees (standard Accounts)
· Password must be ten characters long [4].
· Passwords must contain a mixture of Symbols, letters, and numbers [5].
· Password must contain a mixture of uppercase and lowercase letters [6].
· Work passwords should not be identical to other passwords employee may use in private life [5].
· Employees should use unique passwords for all of their work accounts [5].
· If an account is suspected of being compromised [6], then it should be reported immediately to the Security/Network Team. 
· When the password is re-set the employee should be instructed to generate a new password immediately and not be able to do anything until this task is completed [6].
· Password should not be viewable in clear text on-screen when being inputted [5]. 
· Passwords should not be based on something of personal value to the employee that other may know about them such as family names, birthdates, anniversary’s, favourite sports teams, or other interests of employee [7].
· User must not recycle and reuse old passwords [5].
· Passwords should not be dictionary found words as criminals can program applications and software to filter through dictionary words [7].
· Passwords should not be words spelt backwards [5].
· Passwords should not be a dictionary word with a number or symbol at the start or end [5].
· Passwords should not be of anything that may be in the eyesight of the employee's work desk, for example, if a landmark or poster is viewable from the device do not base password off of it.
· Passwords should not be a pattern of numbers, symbols, and letters such (A1B2C3) [6].
· Passwords should be updated regularly on a bi-monthly basis [5].
· Password should not be sent out over emails, instant messaging, or other forms of communication [6].
· Passwords should not be dictionary words or terms of a foreign language [5]. 
· Passwords should not be slang terms, local terms, or jargon [6].
· Employees must never store and save passwords of Email or other accounts accessed online on their browser [5]. 
	
Network/ Security Team (Privileged Accounts)
· ALL Passwords (Server, Networking devices, any other devices) must be twelve letters long [6].
· Passwords must contain at least three letters, symbols, numbers, two letters must be uppercase and at least one space.
· A privileged account password must be different to the standard account password [5]. 
· All networking devices must have unique passwords.
· Active Directory password should be unique from other passwords.
· The active directory should be set to 3 attempts before locking itself for a set time of 15 minutes [5].
· Passwords should be updated monthly [6].
· Passwords to networking device should only be shared with those within the team and done in private meetings between the team in person. 
· Networking Devices Should be logged off when not being configured or used to lower the chances of unauthorised access. 

Password Guidelines
· Password should be relatively equal in the number of symbols, letters and number used to increase complexity [5].
· Employees could think of a sentence and use the first letter or last letter or a mixture to create their password. 
· Where possible use longer password at around 12-14 character long as they are harder to crack [7].
· Do use repetitive terms such as “Blue12Blue12” [6].
· Passwords should be memorable to ensure that they are not forgettable and lower the need to write down [6].
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:\Users\NWT-JB>ping 192.168.100.1

Pinging 192.168.160.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.100.1
Packets: Sent = 4, Received = 0, Lost = 4 (106% loss),

:\Users\NWT-J8>ping 192.168.101.1

pinging 192.168.161.1 with 32 bytes of data:
Reply from 192.168.161.1: bytes=32 time<ims
Reply from 192.168.161.1: bytes=32 time<ims
Reply from 192.168.161.1: bytes=32 time<ims
Reply from 192.168.161.1: bytes=32 time<ims

ping statistics for 192.168.101.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimun = @ms, Maximum - ems, Average = 6ms

:\Users\NWT-J8>ping 192.168.101.2

pinging 192.168.161.2 with 32 bytes of data:
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time<ims
Reply from 192.168.161.2: bytes=32 time-ms
Reply from 192.168.161.2: bytes=32 time<ims

Ping statistics for 192.168.101.2
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ems, Maximum - ims, Average = 6ms
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:\Users\Administrator>ftp 192.168.161.1
> ftp: connect :Connection timed out
tp>
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licrosoft Windows [Version 10.8.19042.508]
(c) 2026 Microsoft Corporation. All rights reserved.

:\Users\NT-J8>ping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims

3333

ping statistics for 192.168.101.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\NWT-J8>ftp 192.168.161.1
> ftp: connect :Connection timed out
tp>
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Microsoft Windows [Version 16.0.19042.568]
() 2026 Microsoft Corporation. All rights reserved.

:\Users\NWT-J8>ftp 192.168.161.1
nnected to 192.168.101.1.

226-Microsoft FTP Service

226 Welcome to NWTRADERS FTPSERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.101.1: (none)): ftpuser

331 Password required

Password:

236 User logged in.

Ftp> 1cd C:\FTPFiles

Local directory now C:\FTPFiles.

Ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.

04-65-21 ©1:29PM <DIR> Ftpuploads

226 Transfer complete.

ftp: 54 bytes received in @.6Seconds 54060.66Kbytes/sec.

Ftp> put Ftpfileaupload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting.

226 Transfer complete.

Ftp> o
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flicrosott kindows [Version 10.9.13842.598]
() 2026 Microsoft Corporation. All rights reserved.

:\Users\NWT-J8>ping 192.168.1.161

pinging 192.168.1.101 with 32 bytes of data:
Reply from 192.168.1.101: bytes=32 time<ims
Reply from 192.168.1.161 2 timecins
Reply from 192.168.1.101: bytes=32 time<ims
Reply from 192.168.1.101: bytes=32 time<ims

ping statistics for 192.168.1.161:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:

Mininun = @ms, Maximum - ems, Average = 6ms

:\Users\NWT-J8>ftp 192.168.1.161
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Microsoft Windows [Version 10.6.19042.508]

(c) 2026 Microsoft Corporation. All rights reserved.
:\Users\James Beardsping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims

3333

ping statistics for 192.168.101.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimun = @ms, Maximum - ems, Average = 6ms

:\Users\James Beard>ftp 192.168.101.1
: connect :Connection timed out
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:\Users\James Beardsping 192.168.1.101

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161: bytes-32 time<ims TTL=127
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims
[Reply from 192.168.1.161: bytes-32 time<ims TTL=-127

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\James Beard>ftp 192.168.1.161
> Ftp: connect :Connection timed out
S
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Microsoft Windows [Version 10.8.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Administrator>ping 192.168.101.1

Pinging 192.168.101.1 with 32 bytes of data:
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims
Reply from 192.168.101.1: bytes=32 time<ims

ping statistics for 192.168.161.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimun = @ms, Maximum - ems, Average = 6ms

:\Users\Administrator>ftp 192.168.161.1
nnected to 192.168.101.1.

226-nicrosoft FTP Service

226 Welcome to NWTRADERS FTPSERVER

200 0PTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.101.1: (none)) :
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Microsoft Windows [Version 16.0.17763.737]
() 2618 Microsoft Corporation. ALL rights reserved.
C:\Users\Administratorsping 192.168.1.101

Pinging 192.168.1.161 with 32 bytes of data:

Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims

ping statistics for 192.168.1.161.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimun = ems, Maximum - ems, Average = 6ms

:\Users\Administrator>ftp 192.168.1.161
nnected to 192.168.1.161.

226-Microsoft FTP Service

226 Welcome to NWTRADERS FTPSERVER

206 OPTS UTF8 command successful - UTF8 encoding now ON.
jser (192.168.1.161: (none)): o
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T Add Roles and Features Wizard

Add features that are required for Failover Clustering?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Feature Administration Tools
4 Failover Clustering Tools
[Tools] Failover Cluster Management Tools
[Tools] Failover Cluster Module for Windows PowerShe

Include management tools (if applicable)
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1 ] NET Framework 3.5 Features.
o (8] NET Framework 47 Features (2 of 7 installed)
v ] Background Inteligent Transfer Service (BTS)
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L
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& Create Cluster Wizard
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J

Type the name you want to use when administerng the cluster

Clster Name: ~ [NWT_Cluster

The NetBIOS name is iited to 15 characters. One or more IPv4 addresses could not be configured
automatically. For each network to be used, make sure the network i selected, and then type an
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Networks

‘Address
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192.168.100.0/24
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:\Users\Administrator>ARP -A

[interface: 192.168.100.1 --- oxe
Internet Address Physical Address
192.168.160.2 08-60-27-2c-e0-ab
192.168.100.255 FFFFFEFFFFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-5¢-00-00-b
224.0.0.252 01-60-52-00-00-fc

interface: 192.168.1.100 --- ex1e
Internet Address Physical Address
192.168.1.101 08-60-27-c8-e1-7b
192.168.1.255 FFFFFEFFFFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-5¢-00-00-b
224.0.0.252 01-60-52-00-00-fc

:\Users\Administrator>

Type
dynamic
static
static
static
static

Type
dynamic
static
static
static
static
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Microsoft Windows [Version 10.8.17763.737]
() 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator> ARP-a
"ARP-a’ is not recognized as an internal or external command,
perable program or batch file.

:\Users\Administrator> ARP -A

Interface: 192.168.160.1 --- Oxe
Internet Address Physical Address Type
192.168.160.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Interface: 192.168.1.100 --- 0x10
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

:\Users\Administrator>





image3.png
Users\Administrator>route print

Interface List
6...08 00 27 5b 64 €0 .
14...08 00 27 co 4f 43 .

Intel(R) PRO/1006 MT Desktop Adapter
Intel(R) PRO/1066 MT Desktop Adapter #2
Software Loopback Interface 1

1pv4 Route Table

Active Routes:

INetwork Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.106 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.160.1 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.16 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.1.16 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1 281

persistent Routes:
None
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1Pv6 Route Table

ctive Routes

If Metric Network Destination Gateway
1 33: on-link
16 281 on-link
14 281 on-link
14 281 :594d:2366:36/128
on-link
16 281 :5a4d:71b1/128
on-link
1 33: on-link
16 281 on-link
14 281 on-link

persistent
None




