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The purpose of this report is to investigate and compare SOAP (Simple Object Access Protocol), REST (Representational State Transfer) and GraphQL (Graph Query Language). The popularity of mobile applications has seen an increased use and development of APIs (Application Programme Interface), partly due to consumers now using multiple devices and the need to connect the devices, the movement of business to cloud based architecture also contributes to growth [1]. This paper will provide an overview of each technology then draw a comparison between each technology, highlighting the advantages and disadvantages of each approach.
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The growth of APIs has seen  the technology slowly move from SOAP to REST and more recently GraphQL has also become a technology popular with developers. This growth shows no signs of slowing, during the COVID-19 pandemic a report compiled by POSTMAN inc [2] showed a third of industry members stated APIs played a role supporting remote working to combat COVID-19, this emphasises how crucial they have become in our lives. The report surveyed 13500 industry professionals with REST proving to be the dominant architectural style [2], the author will investigate each technology in this report.
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SOAP is a messaging protocol which uses XML (Extensible Markup Language) for communication, originally released in April 1998 as XML-RPC [3]. SOAP uses XML as its messaging format and sends messages on the application layer using HTTP (Hyper Text Transfer Protocol), it is also possible to use SMTP (Simple Mail Transfer Protocol), most applications use HTTP with internet browsers supporting this technology, this provides a means of communication which will allow applications on different systems to transmit messages improving interoperability [4]. Messages in SOAP consist of the following elements as defined by the default namespace SOAP envelope [5].
· Envelope – Mandatory, indicates start and end of the message
· Header – Optional element, includes information that is specific to the application e.g payment [4]
· Body – Contains the actual message, mandatory element
· Fault – Optional element that contains fault codes to help decipher message errors [4]
Figure 1.2 illustrates a skeleton SOAP message, xmlns:soap in the envelope section of the message is to be noted and should be set to the value in the image, this sets the message as a SOAP envelope if this protocol is not adhered to the message will generate an error and be rejected [4].
[image: ]
Figure 1: Skeleton SOAP message [4]
[bookmark: _Toc60754108]1.2 REST
REST is a web service architecture that uses HTTP methods to exchange information, this architectural style was first introduced by Roy Thomas Fielding in 2000 [6]. The most common HTTP methods used with REST are listed below [7].
· GET – Provides access to the resource
· POST – Create a new resource 
· DELETE – Remove the resource
· PUT – Replace or change all fields of a resource
· PATCH – Update or change individual fields of a resource
The format of data transfers is predominantly JSON(JavaScipt Object Notation) and XML [8]. An interface can be considered RESTful when the six guiding constraints are satisfied.
1. Client-Server – User interface and data storage concerns are separated, simplifying the server components can improve scalability.
2. Stateless – Information does not get stored on the server, the client request must contain the information needed for the request to be understood.
3. Cacheable – Data from a response is to be labelled cacheable or non-cacheable.
4. Uniform interface – The REST api has 4 constraints for the interface, identification of resources, the manipulation of resource through representation e.g GET, self-descriptive messages and HATEOAS (Hypermedia as the engine of application state)
5. Layered system – Each component of the system can’t see beyond the layer its dealing with.
6. Code on Demand (Optional) – Client functionality can be extended by REST to execute code scripts or applets [9]
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GraphQL originally created at Facebook in 2012, is a query language which is designed to build client applications by supplying a system where developers can describe the interaction and requirement of data [10]. GraphQL is a programming language used to query servers that have the ability to interact with the GraphQL system, there are no set programming languages or storage types that must be used with GRaphQL, instead the servers can take their power and map it to a type system, language and philosophy which is then encoded by GraphQL [10]. There are several design principles associated with GraphQL
· Hierarchical – The structure of the actual query in GraphQL is hierarchical, with the shape of the data mirroring the data it returns
· Product‐centric – GRaphQL begins with the requirements of views and builds the runtime and language to enable the views written by developers
· Strong-typing – When the query is executed tools can be used to ensure the syntax of the query is correct and within the GraphQL type system prior to the query being executed
· Client‐specified queries – As a pose to endpoints used in other systems the query will return exactly what is asked for by the client
· Introspective – GraphQL servers type system can be queried by the language, enabling developers to check available resources [10]
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The first stage in comparison of these services is to identify what each service is, they are different. SOAP is a protocol, REST is an architectural style whilst GraphQL is a querying language for API [10]. The data type each service can handle also differs, SOAP can only deal with data in XML format when exchanging messages [3], REST can use XML, JSON and text formats [8] with GraphQL typically exchanging messages in JSON format although the specification does not require it [10]. To expand further on exchange SOAP is a standard that is well established and tightly coupled to the server when exchanging data [5], the specification of the message itself is also strict. Each SOAP message must contain a root element, the envelope is compulsory and must contain a body element, the header is optional but if contained within the message it is mandatory that the header is the first child of the envelope prior to the body [5]. These rules all form part of the SOAP standard if not adhered to will generate an error message, these are subject to change when versions of SOAP change. These strict rules of the SOAP service contrast with REST and GraphQL. REST uses endpoints to access data resources, the contrast in coupling to the server is one of the fundamental differences between REST and SOAP. Point 2 from the guiding principles of REST as stated in Roy Thomas Fielding’s dissertation [6] lists stateless as a guideline of REST indicating the client is not aware of server state and vice-versa this gives stark contrast to SOAP where a rigid contract exists between client and server. The SOAP XML message structure containing envelope, body, header, and fault sections differs from the REST use of HTTP (Hyper Text Transfer Protocol) verbs to access resources. The main HTTP verbs used for REST are GET, POST, PATCH, PUT and DELETE, this highlights the style of REST to make use of HTTP and web as a pose to SOAP which is supposed to me more generic and protocol independent [11]. REST can make use of multiple URIs (Uniform Resource Identifier) to access resources, giving each resource a unique ID, SOAP alternatively will more often than not work with a single URI using the actions specified in the service contract between client and server [11].  SOAP designed with independence of protocol uses RPC (Remote Procedure Call) as an action, when utilising HTTP with SOAP it uses POST, this limits potential for caching as POST requests cannot be cached by the client, [11] opposed to this REST can use GET for read only requests enabling the caching of results. GraphQL developers define data types and fields for the information they want to call from the server in contrast to REST API endpoints and the strict contract employed by SOAP [12]. The definition of these fields and types is then included by developers in a schema which is supported by the server receiving the query [13]. The shape of the query will very much mirror the data received this opposes the data returned in XML format for SOAP and the data returned for example from a GET request usingusing REST. Although there are similarities in terms of format with GraphQL and REST both predominantly using JSON a GET request using REST will return all the data from the endpoint, the major difference here is GRaphQL will returned what is asked for by the query. The manipulation of data in GraphQL is carried out with operations of which there are three main operation types listed below 
· query – fetches data in read only state
· mutation – writes data then fetch
· subscription – fetches long lived data request responding to source events [10]
The queries can have similarities when run in GraphQL as using an endpoint in REST, for example a field of ID can be used, however in GraphQL multiple calls can be made in a single request as a pose to REST and SOAP. The illustration below in figure 2 highlights ID being used as field with multiple calls for two images of different sizes, figure 3 shows the data returned
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Figure 2: GraphQL query [10]
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Figure 3: Returned result [10]
These images also highlight how similar the data returned is to the query again providing a stark contrast in terms of readability to the results returned by REST and SOAP. The protocols handle errors differently REST utilising HTTP uses status codes for error messages the most common status codes are shown in figure 4 below REST and SOAP. 
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Error handling with REST which utilises HTTP is done with status codes these are shown in figure 4.
[image: ]
  
Figure 4: HTTP status codes [14]
Common practice for developers using REST would be to include the error message in the response body which can contain details of the error for developers and some insight into solving the issue, a message for the user and an error message specific to the application [8]. SOAP similarly when bound to HTTP can utilise the status codes HTTP offers, however there are certain rules within the SOAP protocol regarding error handling. Fault is not a compulsory part of the SOAP message, SOAP messages can contain a maximum of one error per SOAP message [15]. The fault element of SOAP messages is sub divided further into the elements below
VersionMismatch – The local namespace is mismatched
MustUnderstand – The child element was not understood when the attribute misUnderstand was set as true
DataEncodingUnknown – A header block or body child is scoped with unsupported data encoding
Sender – Message incorrectly formatted or sent with information missing
Receiver – Error is processing rather than content, could potentially be processed later [16]
GraphQL does not follow similar rules to the SOAP protocol or the use of HTTP status codes that are used in REST. The response body of a message in GraphQL has an errors entry, where every error is a map, if errors aren’t encountered this part of the response is not present [10]. Any errors that are encountered will be included in this part of the message response. The format for the error message is composed of the following keys, message, location, line, column and path, these should contain a message in string format to help developers decipher the issue [10]. For example if the error is associated to a specific point the GraphQL response it will include the key location which is used with the keys line and column to indicate the error [10]. The path key is utilised if there is an error with a field in the GraphQL result, this will provide the detail from the response field that encountered the error [10]. A typical request and its error response are illustrated below in figures 5 and 6.
[image: ]
Figure 5: GraphQL request
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Figure 6: GRaphQL error message
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SOAP the oldest service of the three investigated in this report has benefits to offer developers, as zur Muehlen et al noted, the key advantages for SOAP are its tight coupling to the server and operations, with the additional benefit of testing and debugging prior to deployment [17, p. 13]. SOAP also has the benefit of being an industry standard, upheld by W3 providing clear and concise information for developers to follow, whilst some may find a lack of freedom the fact there is a set standard can help when errors occur [15]. The fact the message and response are both in XML format provides consistency for developers. SOAP provides interoperability across platforms and does not depend on a specific programming language or platform for implementation [4]. SOAP makes use of WSDL (Web Services Description Language) providing descriptions of available functions that SOAP can action this can provide clarity.  The security protocol WS-Security (Web Services-Security) can be utilised by the SOAP standard in addition to HTTPS (Hypertext Transfer Protocol Secure), providing clear guidelines for developers to implement additional security layers [18, p. 45]. The additional security can be useful for web services that use transactional data, the fact PayPal uses SOAP for its transactions underlines this point [18, p. 44]. SOAP is capable of supporting asynchronous requests [19]. 
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There is a single format available for data transfer using SOAP, it can only use XML a more verbose format. The use of XML for transfer can be considered cumbersome, with the messages difficult to decipher in comparison with the simpler to read JSON. Tests executed by Tihomirovs et al using “Software evaluation metrics” proved response time to be considerably slower using SOAP web services [19, p. 94]. The execution of service measured response time, standard web service operations are executed, creating, and deleting users, saving, and querying messages, the results are shown in figure 7.
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Figure 10: Web service response times [19]
These tests clearly indicate performance response times to be slower using SOAP a clear disadvantage of using SOAP. The cost of using SOAP in terms of development, learning the protocol, ease of set up is higher, due to the tooling and complexity involved, in comparison with REST which can be used from the web browser it is higher [19].
[bookmark: _Toc60754116]3.3 REST - Advantages 
REST uses established web services which are standard, then utilises HTTP for accessing them, this ease of use makes REST quick to learn, with good practice, implemented URIs should be easy to understand, making documentation for developers fast and simple to read [8]. The format for data exchange is not limited unlike SOAPs sole use of XML. REST can make use of various formats including XML, JSON and text with JSON being the choice for developers as illustrated in figure 10 the speed of response JSON offers is considerably more lightweight, quickening processing and reducing bandwidth usage, this can prove a good advantage in situations such as mobile networks where processing power is reduced and signal strength can vary. The majority of programming languages can be used for the implementation of REST with clients and servers able to widely support HTTP, additionally RE
ST makes use of HTTP port 80 which again is generally open on servers for REST interaction removing possible firewall network issues [19]. The use of HTTP verbs is an advantage for REST architecture in the sense that GET requests are cacheable, clustering and load balancing can also be made use of helping servers cope in terms of bandwidth when multiple users are using the service [19]. The stateless part of the guidelines for implementing REST ensures data is not stored on the server side this can prove an advantage in ease of maintenance and scalability when using REST [19].
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REST uses the HTTP protocol for messaging the security protocol is governed by this, the additional security that SOAP has available cannot be used, REST does not have a security protocol instead makes use of HTTPS when mobile networks are being used this can be problematic with TLS (Transport Layer Security) as the channel will need to be reset [19]. Enhanced encryption of data is not available meaning REST can be considered less secure for transactional systems carrying out financial requests for example. REST uses endpoints for resources and is a point to point system, reliant on HTTP if the system is distributed where middleware can change protocol during the transfer of messages REST cannot carry this out and is unsuitable [19]. Whilst scalability on the server side can be an advantage due to the stateless nature of REST this does mean that state maintenance remains on the client side [19]. REST GET requests result in all data being returned, this process being labelled “over-fetching” and the consequence of this can be slower performance and multiple calls being made to get the correct data, adding overheads to the network [20].
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GraphQL offers the advantage of users being able to fetch exactly the data they requested, this contrasts with the point made in section 3.2 regarding “over-fetching” whilst using REST, having the ability to get exactly what’s required improves performance and is lighter on the network reducing bandwidth usage [20]. The structure of GraphQL queries highlighted in figures 2 and 3 shows the similarity of request and response this makes interpretation of data clear for developers. Support tooling in the form of GraphiQL provides ease of use for developers including auto complete functions improving speed when compiling queries [20]. Introspection is an interesting part of the GraphQL specification and a GraphQL server allows support for introspection over GraphQL schemas, this provides developers with the ability to check what resources are being used by the schema [10].  The ability to make multiple requests in a single call is an advantage of GraphQL illustrated previously in figure 3 this improves performance and removes the need to make multiple single requests.
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The fact GraphQL is a newer technology means there aren’t the established industry standards in place that SOAP has to offer, or even the architectural guidance offered by REST, without any guidelines or standards to follow implementation can be more complex for developers. Errors encountered using GraphQL can become complex the status codes used by REST are not useful as they are always returned as code 200 which indicates success, this is returned whether the query was successful or not [21]. The lack of standards and guidance leaves the error handling more open to interpretation or adding a library to help formalise the handling of errors adding additional layers to the stack. The caching of data is more complex and will need to be implemented on the server side by developers or again a library will need to be added to assist the caching of data [21]. The creation of schemas and complexity involved setting up and handling errors added with the lack of standards makes GraphQL a more complex solution to intergrate.
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The three web services investigated for this report all share differences and certain similarities, the author thinks based on research carried out for this report there is a valid argument for all three in terms of relevance and use. Developers would need to consider carefully at the point of design which technology would be suitable to use. Stated in this report the well defined nature of SOAP being the oldest technology and industry standard coupled with the enhanced security features offered by WS-Security would make it a strong contender for any Finance or transactional system. A simple public API with a straight forward client server information exchange would point more to a REST solution. Finally, when bandwidth and processing power can be restricted such as mobile networks and multiple requests are required in a single call, GraphQL offers suitability underlined by the fact Facebook uses GraphQL for all mobile platforms.
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· Run index.html
· Fill in fields click add user, jsonplaceholder adds user with id:101
· Get all users returns all users using GET request
· Specify single user by adding id to the text box click get user button
· Edit user with PUT request, edit text boxes, click update button
· Remove user by delete
· As part of research I checked into fetch api code is in app2.js file
· This can be run by clicking on search in the navbar from main web page (index.html)
· Opens the cocktail search
· If you enter the drink e.g. mojito, brandy, whisky etc then hit the search button it will return the results
· To return to the main site click the home button icon to the right of the search bar
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