 


Introduction:
Cyber security is a major concern globally with the UK government reporting that “50% of UK businesses had suffered a cyber-attack or security breach” [1] with FinSecure Ltd (FSL) being no exception. FinSecure Ltd has faced several cyber security threats and incidents including phishing attacks and malicious users gaining unauthorized access to its network. As a result, I have been tasked to create a report that clearly identifies potential cyber threats that face FinSecure both internally and externally. This report also aims to create a set of security policies that every employee at FinSecure must follow to keep sensitive data safe. This report will also detail specific measures to mitigate threats and outline a plan for monitoring the network and responding to security incidents. Finally, I will also describe a training program for staff to ensure that they know how to comply with the new security policies. 


Identifying threats. 
This section will highlight different types of cyber security threats facing FinSecure Ldt. Highlighting both external threats and internal threats. 
External threats 
These are cyber threats that originate from outside of an organization. External threats are often from malicious users (hackers) who wish to gain access to an organisations network for financial gain or political reasons. 
Malware (malicious software).
Malware is a piece of software that is used often used by cyber criminals to steal money or personal data from unknowing victims. Malware has several types of software that is designed to gain unauthorised access to a network [2]
· Ransomware: This is a type of malware that attacks users by gaining unauthorised access to an organisations data and then proceeds to prevent that organisation from accessing that data until a ransom is paid to the attacker. [3]Often the attacker will threaten to leak sensitive data or destroy it if a payment is not paid. A famous example is when the NHS was attacked with ransomware in 2017 locking 200,000 PCs. 
· Trojans: This is when an attacker disguises malware as something that appears to be legitimate. [3] For example, an attacker could create a fake webpage that appears to be legitimate to try and trick a user into downloading a virus which can then be used to track what a user does on their computer
· Spyware: This is a type of malware that is installed onto a computer without the user’s knowledge. When it is installed, it can monitor a user’s screen and online behaviour allowing the attacker to gain sensitive information and even take control of a victim’s computer. [3]
· Virus: A virus is a type of malware that works by replicating itself and inserting itself into the code of different programs on a user’s computer. A virus can get on a device from several sources such as being downloaded from the internet, or in a phishing email. The virus is activated by opening the infected file and once opened can be used to copy files, delete files, steal data etc. [4]
Phishing attacks and social engineering.
A phishing attack is when a user is contacted by a malicious user usually by email, however, can sometimes be via text or phone call, by a malicious user who is posing as someone else to gain information from the victim [5]. For example, a malicious user could contact a FinSecure employee posing as a network administrator to try and gain log in information. 
Social engineering is similar to a phishing attack as it relies on psychology to manipulate victims into trusting the attackers and willingly giving over personal information not knowing any better [6]. This is also referred to as ‘scamming.’ This can be done by a malicious user posing as a bank on the phone for example. Or, posing as tech support of a trusted organisation to trick users into installing malware onto their computer.  
Why is it important people understand these threats? 
It is very important that people understand different external threats and different malware so they can have a better understanding of what they need to be careful of when using the internet and so they understand how they can avoid falling victims to these scams. 

Internal threats. 
An internal threat is a cyber threat which originates within an organisations network are. These threats are posed by the employees within the organisation itself and have access to important company data and company devices. 
The main motivations behind this type of threat can be for many reasons. One reason is espionage [7].  This is the practice of an employee collecting and selling data to another company. Another reason for internal malpractice includes sabotaging. This is when a user who has legitimate access to company data damages or destroys the data. This can be done for many reasons including political reasons or a personal bias towards the company. The final reason is revenge. If an employee has recently been fired or made redundant, they may try to damage the company network and destroy sensitive company data. [7]
Negligent practices.
An internal threat is not always done intentionally or with malicious intentions [7]. An example of negligent practice is an employee writing down their username and password and leaving it on their desk or leaving their computers unlocked and unattended. Another example is an employee using company property (such as a company laptop) for inappropriate reasons such as using a piracy website resulting in malware being installed. 

Recommended security policies. 
The following will highlight the security policies I recommend are implemented to help improve security within Fin Secure 
1. Data handling and storing data securely. 
This will outline how employees at FinSecure should handle and store all company data including client information as well as information for other staff (e.g. Human Resources storing employee information). Ensuring that FinSecure meets GDPR regulations. 
1.1- Data must not be shared with any unauthorised person. This includes with people who are not within the FinSecure company and individuals in different departments. This ensures FinSecure follow GDPR correctly. 
1.2- When transferring data employees should use company emails (e.g. Outlook) and ensure all emails have encryption. 
1.3- When using email, employees should only send and receive data from trusted sources within the company or trusted third parties that have been approved by management. 
2. Accessing the network.
This will outline how users will access the FinSecure network and bow they access accounts. 
2.1- NIST 800-53 outlines that for account management we should “manage user accounts, including establishing conditions for group membership, roles and user privileges.” [8] This means we should assign users to different groups on our network depending on their role. This ensures that only people who need access to certain data can access it a user who do not need access to the data cannot access it. 
2.2- FinSecure employees should have a 2-step authentication set up for their accounts (e.g. Microsoft authentication) This will make it more difficult for a potential malicious user to access an employee's account. 
3. Auditing and logging of user activities. 
3.1- All activities that take place on the FinSecure network should be logged. This includes who has accessed the network and when as well as what devices have accessed the network and what they have done on the network. This allows administrators to easily view what’s been happening on the network in the event of data leaks. This allows administrators to place accountability if any users have been negligent or purposefully leaked information. 
3.2- Network administrators should also regularly audit who has access to sensitive information on the network ensuring that no has access to any information they do not need access to as well as ensuring that any employees that no longer work with the company have access to data. 
4. Logging security incidents. 
According to the NIST SP 800-61 Rev.3 Its important to have a cyber security incident response plan as it can help organisations prepare for incident responses, reduce the number and impact of incidents that occur and improve 
4.1- If any security incidents occur on the network, it should be reported to a network administrator as soon as possible to allow administrators to have as much time as possible to prevent a serious data breach. 
5. Employees using own devices. 
5.1- Employees shouldn’t use their own devices to store sensitive information as FinSecure can ensure that the device is properly secure. Instead FinSecure should provide devices to employees with the correct antivirus and protection on them. 
6. Device security
6.1- Devices on the network should all have the most recent security updates to ensure they are as secure as possible. 
6.2- All devices should have an antivirus installed to further protect them against malware. 



Mitigating measures. 
To prevent malicious users from gaining access to FinSecures network FinSecure will need to implement a series of measures to prevent malicious users from taking advantages of any vulnerability.
For example, to prevent phishing attacks FinSecure will implement Email filtering tools such as Microsoft defender which identifies possible malicious emails and prevents users from downloading or opening any links. FinSecure employees will also receive training to allow them to identify potential phishing emails.   
FinSecure will also backup data regularly to a storage device that is offsite. This will protect FinSecure if all data is lost because of a malware attack. This will also protect FinSecure if data was lost because of any other reasons (e.g. fire). 
FinSecure should also implement a Network Access control (NAC) measure that will prevent unknown devices from accessing the network easily. NAC enforces policies on endpoints which will ensure only appropriate devices and users may access the network. [9]
Finaly, FinSecure should ensure that devices are regularly updated to ensure that they have the most recent security measures. FinSecure should also install an antivirus on all devices to further protect against malware. 


Monitoring and response
Monitoring plan.
FinSecure should implement an Intrusion Detection System (IDS). This system will monitor and analyses the network traffic checking for known attacks [10] alerting the IT administrator if anything is detected allowing them to take appropriate action within good time. 
FinSecure should also implement an EDR (Endpoint Detection Response). This will continuously monitor the end point of the network checking for any evidence of malicious software on any desktops, laptops, or mobile phones. Having this in place will be crucial in helping keep the network secure [11]. 
It’s also important that FinSecure implements a SIEM (Security Information and Event Management). This software helps administrators by allowing them to have better visibility over what’s happening on the network. This then allows them to detect and respond to a security threat easily. 
Incident response plan
Detection: This is when an IT administrator uses tools such as SIEM or IDS to detect any malicious activity on the network. Using this helps the IT administrator know how serious the situation is and what steps need to be taken next. 
Containment: If the incident from the previous step is confirmed then the IT administrator should act by changing passwords and ensuring all antivirus software and operating system defenders are fully up to date. If the virus is already on the device, they should disconnect the device from them network to prevent the malware from causing damage. 
Terminate the malware: The IT administrator should then remove the malware using an antivirus or wiping the drive ensuring that the malware is removed. 
Recover any lost data: The IT administrator should recover any data that was lost due to the malware. 
Full debrief: The IT administrator should document everything that happened in an incident report and interview the employee to understand what happened and what steps need to be taken to prevent the same mistake in the future. 
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Recommended staff training program
This will highlight a recommended staff training program for FinSecure to prevent future cyber security incidents. 
When a new employee is hired, they should be required to review the security policies and be questioned on them to ensure that they fully understand them and what can happen if they don’t follow them. 
FinSecure should also regularly test their employees but having them review phishing emails to ensure that they fully understand what a phishing scam is and how they can identify them and how they should act when they receive them. 
Staff should also be tested on GDPR annually, so they fully understand how to deal with personal information and know what the law is 

Conclusion 
If FinSecure implement the policies and procedures outlined in this report it I believe it will significantly reduce the amount of cyber related attacks on the company by having better mitigation plans in place and by training the staff, so they know scams to look out for and how to avoid having passwords stolen resulting in data breaches. These policies and training guides will create a better understanding of how important cyber security is and how it can affect the business and the customers who use the businesses products. 

Appendix.
Please view the PowerPoint I have created alongside this report. 
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