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[bookmark: _Toc227919358]INTRODUCTION

This report covers the design and development of PingLink, a console-based chat application built in C++ using TCP sockets. The application follows a client-server architecture that allows multiple users to connect and send messages to each other in real time. TCP was selected as the communication protocol as it provides reliable, ordered data delivery through mechanisms such as acknowledgements and retransmission, making it appropriate for a chat application where missing or out-of-order messages would directly impact usability [1]. The application was developed using concepts covered throughout the Socket Programming and Concurrency module, including socket programming, multithreading and synchronisation, with additional features researched and implemented independently.


[bookmark: _Toc227919359]APPLICATION OVERVIEW

PingLink is split into two separate programs, a server and a client. The server runs continuously in the background, managing incoming connections and passing messages between users. The client is the program each user runs to join the chat, enter a username and send messages. The application is console-based, meaning it runs entirely within a command prompt window without a graphical interface. This was considered an appropriate scope for the project and keeps the focus on the networking and threading concepts rather than interface design [2].

The application supports multiple users connecting simultaneously to a shared chat room, with real time message broadcasting, username validation, colour coded messages, a /users command to view connected users, a /exit command to disconnect cleanly, timestamped server logs and a loading bar displayed while the client connects.
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Figure 1: PingLink server and two client instances running simultaneously
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Figure 2: PingLink server and two client messaging simultaneously






[bookmark: _Toc227919360]SOCKET IMPLEMENTATION

The networking foundation of PingLink is built using WinSock, the Windows implementation of the Berkeley sockets API [3]. Both programs follow the same fundamental setup process of initialising WinSock, creating a TCP socket and either connecting to or listening on a specified port. On the server side, the socket is bound to a port and placed into a listening state. When a client connects, the accept function returns a new socket for that connection, allowing each client to be handled independently. On the client side, the connect function establishes the connection using the server's IP address and port number.

A key challenge with socket communication is that send does not guarantee that all bytes are transmitted in a single call. To address this, two functions were implemented. The first is Writen, which loops until all bytes are sent, and the second is WriteSize, which sends the length of a message before the actual message [4]. This size-prefixed approach ensures the receiver always knows exactly how many bytes to expect, preventing incomplete or mismatched data from being processed.

Error handling was implemented throughout this process. If WinSock fails to initialise, a socket cannot be created or a connection attempt fails, the application displays a clear error message and exits cleanly rather than continuing in an undefined state. Handling errors this way is considered best practice, ensuring the application always exits cleanly rather than leaving connections in an unknown state [3].
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Figure 3: The Writen and WriteSize functions used for reliable data transmission
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Figure 4: Client-side error handling for a failed server connection
[bookmark: _Toc227919361]CONCURRENCY AND THREADING

A key design decision was how to handle multiple clients connecting simultaneously. Without concurrency, the server would process one client at a time, creating a bottleneck that would make the application unusable [5]. To solve this, a thread-per-client model was implemented. Each time a client connects, a dedicated thread is created using the thread library from C++11 and the detach function allows it to run independently without blocking the main thread [5].

Concurrency is also required on the client side. While the user is typing, incoming messages from the server still need to be displayed. A separate receive thread runs in the background, continuously listening for incoming messages and printing them to the console. This prevents the application from blocking on input while simultaneously waiting for messages to arrive [5].
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Figure 5: A new thread created and detached for each connecting client


[bookmark: _Toc227919362]SYNCHRONISATION

Introducing multiple threads creates the risk of a race condition, where threads access or modify shared data simultaneously causing unpredictable behaviour [4]. In PingLink, the client list and username list are both shared between threads. A mutex was used to protect access to both, ensuring only one thread can enter a critical section at a time.

The lock_guard mutex implementation was used, which automatically locks the mutex when entering a critical section and releases it when leaving, reducing the risk of a thread holding a lock indefinitely and causing a deadlock. Using lock_guard rather than manually calling lock and unlock is considered best practice in C++ as it guarantees the mutex is always released even if an exception occurs, preventing potential deadlocks [4].

[image: ]
Figure 6: The BroadcastMessage function using lock_guard to protect the shared client list


[bookmark: _Toc227919363]DESIGN DECISIONS

Several key decisions shaped the structure and functionality of PingLink. The first was separating the application into two distinct programs, a server and a client. This follows the principle of loose coupling where each component has a clearly defined responsibility [6]. The server manages connections and routes messages while the client handles user input and display, meaning changes to one program do not necessarily affect the other.

Username validation was implemented on both sides of the application. On the client, blank usernames are highlighted before anything is sent to the server. On the server, duplicate usernames are checked against the active username list before a connection is accepted. Validating on both sides adds robustness to the application as if one check is bypassed, the other acts as a safety net. The server also handles clients that disconnect during username entry. Without this check the server would loop indefinitely on a closed connection, so a recv return value check was added to handle this cleanly.

Implementing validation on both the client and server is considered best practice in networked application development, as it ensures the server is never dependent on client-side checks alone [2].
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Figure 7: Server-side username validation checking for blank and duplicate usernames
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Figure 8: Client-side blank username validation response
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Figure 9: Client-side duplicated username validation response


Colour coding was added independently to improve the usability of the application. Each user is assigned a unique colour when they connect, making it easier to distinguish between messages in the console. The colours are applied using ANSI escape codes which were researched using Microsoft's console documentation [7]-[8]. A separate colour was reserved for the user's own messages to further help with readability.


[image: ]
Figure 10: Colour coded messages showing each user assigned a unique colour
The server generates a timestamp for every event it logs using the chrono library [9]. When a user disconnects, whether intentionally or unexpectedly, the server removes them from both the client and username lists and notifies all remaining users, ensuring the server remains in a consistent state. This feature was included to provide a clear audit trail of server activity.
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Figure 11: Timestamped server console showing user activity logs
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Figure 12: Server-side cleanup when a user disconnects


One known limitation is that if the server closes while a client is entering a username, the disconnection is not detected until the user submits their input. The client is blocked on console input at this point and cannot simultaneously listen for a disconnect. Resolving this would require threading the console input, which was considered beyond the scope of this implementation [5].


[bookmark: _Toc227919364]CONCLUSION

PingLink demonstrates the practical application of socket programming, multithreading and synchronisation in a real-world networked application. The core functionality of connecting, messaging and disconnecting was implemented using concepts covered throughout the module, while additional features such as colour coding, username validation and server logging were developed independently to produce a complete and functional chat application.
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// ——- SECTION 3: Reliable Send Function --—

// keeps sending until all bytes are sent
int Writen(SOCKET sockfd, const char data, int bytesTolirite)

int nleft = bytesTolirite;
int nwritten;

while (nleft > 8)

{
nwritten = send(sockfd, data, nleft, 8);
if (nwritten <= 8)
i
return -1;
¥
else
i
nleft —= nmritten;
data += nuritten;
¥
¥

return bytesTolirite;

¥

// sends the size of the message first
void WriteSize(SOCKET socket, int size)
i

size = htonl(size);
char tosend = (char#)&size;
Writen(socket, tosend, sizeof(size));
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// give each user their own thread
thread clientThread(HandleClient, clientSocket);
clientThread.detach();
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// ——- SECTION 4: Broadcast Function ———

// sends a message to all connected users except the sender
void BroadcastMessage(const string& message, SOCKET senderSocket)
i

Tock_guard<mutex> lock(clientsMutex);

For (SOCKET clientSocket : clients)

{
if (clientSocket != senderSocket)
i
WriteSize(clientSocket, (int)message.length());
Writen(clientSocket, message.c_str(), (int)message.length());
¥
¥
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// keep asking for a valid username until one is accepted
while (true)
{
// check if the username is blank
if (usernane.empty())
i
string rejectMessage
WriteSize(clientSocket, (int)rejectMessage.length());
Writen(clientSocket, rejectMessage.c_str(),
(int)rejectMessage.length());

¥

else

i

// check if the username is already taken
bool isTaken = false;

{
lock_guard<nutex> lock(clientsMutex);
#or (const stringk existing : usernames)

i
if (existing = username)
{
isTaken = true;
break,
¥
¥
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// user has disconnected > remove them from both lists

lock_guard<nutex> lock(clientsMutex);

clients.erase(remove(clients.begin(), clients.end(), clientSocket),
clients.end());

usernames. erasa(remove(usernanes.begin(), usernames.end(), username),
usernames.end());

¥

/I tell all other users someone has left

string leaveMessage = colourRed + "* " + username
+ " has left the chat! *" + colourReset;

cout << GetTimestamp() << " xxx " << username
<< " has left the chat %xx" << endl;

BroadcastMessage(leaveMessage, clientSocket);

closesocket(clientSocket);
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