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[bookmark: _Toc73065508]1.1– Introduction:
In this written report, the author will be talking about the key and common functions of modern operating systems, the use of command line interface commands on Windows and Linux, the use of batch scripts on Windows and the use of bash scripts on Linux. The author will be using Windows 10 and Kali Linux to demonstrate the use of command line interface commands and batch/bash scripts.  
[bookmark: _Toc73065509]2.1– Key Functions Of General Operating Systems:
[bookmark: _Hlk73046324][bookmark: _Hlk73044617][bookmark: _Hlk73046078][bookmark: _Hlk73033923]There are many different types of operating systems that are available for use. Most computers already have an operating system pre-loaded on them but sometimes (especially when building your own computer) you will have to manually put an operating system on there. You can install an operating system by USB drive or a disk. The most common operating systems used by many are Windows, Mac, and Linux.
According to [1], “An operating system (OS) exploits the hardware resources of one or more processors to provide a set of services to system users. The OS also manages secondary memory and I/O (input/output) devices on behalf of its users.” An operating system has several key functions; the three main functions are managing the computers resources, providing a user interface, and executing instructions for applications and services. The operating system looks basic but there is much more necessary work taking place behind the scenes that the user cannot see. As it says in [2], “a computer consists of processor, memory and I/O components with one or more modules of each type.” Operating systems allow users to run several programs at once, it uses something called scheduling to do so. As seen in [3], “The OS decides the best way to swap between running, runnable and waiting processes. It controls which process is being executed by the CPU at any point in time, and shares access to the CPU between processes.” 
As said above, the operating system provides a graphical user interface which is an essential part of the operating system because it allows the user to interact with programs and other icons easily by simply clicking on the icons. Graphical user interfaces are useful for both uneducated and educated users but mostly uneducated users because graphical user interfaces make the computer more easier to use. 
Operating systems can be useful for other things such as error detection and security. The operating system will monitor the overall health of your computer and can tell the user when an error is present and can sometimes advise the user on how to fix the error. The operating system also provides users with a file management system, in which users can view different directories that contain their files. The user can also manipulate the file system by adding new files, deleting files, and renaming files thanks to the operating system. As it says in [4], “Your operating system controls the actual physical operation of these storage devices”.
[bookmark: _Hlk73046505]The operating system is also responsible for things such as resource allocation. The operating system allocates resources for programs when they need them, and de-allocates resources whenever a program is terminated. The de-allocated resources will be allocated to different running programs. Operating systems also handles device management. Operating systems also come with a command line interface which allows you to enter commands that can perform the same tasks as a graphical user interface.  
[bookmark: _Toc73065510]3.1– Use Of CLI Commands In A Windows OS:
According to [5], “The Command Prompt is a program included with all versions of Windows. It is located in the Accessories folder within the Programs folder. When launched, it provides a command line interface (CLI) to control the underpinnings of the Windows operating system.”
The author will demonstrate some of the most common command line interface commands. Most of these commands can be found on Microsoft’s Windows Commands pdf. [6]
[image: ]
The first command the author has used on the CLI is “assoc”. This command displays what programs are assigned to open certain file types. Since the outputs for the command are too large for a single screenshot, the author used an example. The example command was still “assoc” but this time it was “assoc .doc”. This tells the author that .doc is a Word Document. 
	[image: ]
The second command the author has used is a very simple one, it clears the command line interface. The command is “cls”. The left side is before the “cls” command was used and the right side is after the “cls” command was used.
[image: ]
The third command the author has used is “powercfg/a”. This command can be used to show what sleep states are available on your system and what sleep states aren’t available on your system. 

[image: ]
This command is similar to the last one but “powercfg/energy” gives you a report based on how energy efficient your computer system is. 
[image: ]
The next command the author has used is “systeminfo”. This command displays a lot of information about your computer system, it displays a lot more information (some of it is a bit confidential) and for that reason the image doesn’t show the entire system information. 
[image: ]
The next command the author used in the command line is “sfc/scannow”. This command is a system file checker. It scans and repairs any broken or missing system files by replacing them files with cached copies held by Windows especially for this. 
[image: ]
The penultimate command the author is demonstrating is “tasklist”. This shows a list of all the tasks currently running.
[image: ]
The final command the author has demonstrated on the command line interface is “chkdsk c:” This scans the drive for physical errors and bad sectors. You can use “chkdsk /f” to fix the bad sectors and physical errors. 
[bookmark: _Toc73065511]3.2– Use Of Batch Scripts In A Windows OS:
A batch script is a file that contains commands in a text file. As [7] says, “A batch file is an unformatted text file that contains one or more commands and has a .bat or .cmd file name extension.” The batch scripts are executed in the command line by typing out the file name. The commands in the batch script will be executed in the order that they are written. 
Batch scripts can also be used to help load programs and/or run several processes at one time. The author will demonstrate batch scripts that you can use with the command line to execute commands. As [8] says, “Cmd.exe runs the commands sequentially as they appear in the file”.
[image: ]
[image: ]
[bookmark: _Hlk73054374]The first batch script the author has demonstrated was a batch script that the author created themselves. The batch script uses “@ECHO OFF”, “ECHO” and “PAUSE”. “@ECHO OFF” command starts the message on a new line, and it disables the display prompt. The “ECHO” command prints the text in the notepad in the command line. And the “PAUSE” command allows the command line window to stay open after the batch script has been executed. Without the “PAUSE” command, the command line window will close as soon as the batch script is executed.
[image: ]
The second batch script the author has demonstrated was a batch script that the author created themselves. The batch script uses an “EXIT” command that simply closes the command line interface. The author can’t actually show the results because it closes the command line interface. 
[image: ]
[image: ]
The third batch script the author has demonstrated was a batch script that the author created themselves. The batch script uses a “DATE” command that displays the system date. 
[image: ]
[image: ]
The penultimate batch script the author has demonstrated was a batch script that the author created themselves. The batch script uses a “CHKDSK” command which checks the disk for any errors or corruption. 
[image: ]
[image: ]
The last batch script the author has demonstrated uses a “HELP” command which shows a list of all of the Windows supplied commands available for use.



[bookmark: _Toc73065512]4.1– Use Of CLI Commands In A Linux OS:
As [9] says, “The shell is a program that takes keyboard commands and passes them to the operating system to carry out.” Kali Linux’s command line is known as a shell. Some commands on Kali Linux are very similar to commands on the Windows command line but others are different but do similar things. The author will demonstrate some of the most common command line interface commands on Kali Linux. The screenshots may be low quality, that is because the author took the pictures from their phone. A few of the commands used can be seen in [10].
To start with, this is what the Linux command line looks like when you launch it. As [11] shows, “I used CTRL + ALT + T”. That is the shortcut to open the Kali Linux command line.
[image: No description available.]
The first command the author used on the Kali Linux command line was “date”. This command was also used on the Windows command line and it displays both the date and time of the system.
[image: No description available.]
The second command the author used on the Kali Linux command line was “cal”. This command displays a calendar showing the month.
[image: No description available.]
The third command the author used on the Kali Linux command line was “uptime”. This command shows the uptime of Kali Linux in that current session. It also displays how many users there are.
[image: ]
The fourth command the author used on the Kali Linux command line was “clear”. It clears all of the text in the command line. The left side shows the command being entered; the right side shows the command line after the “clear” command was executed. 
[image: No description available.]
The fifth command the author used on the Kali Linux command line was “whoami”.  This command display the current user’s username.
[image: No description available.]
The next command the author used on the Kali Linux command line was “history”. This command shows the history of the user’s inputs.
[image: No description available.]
The penultimate command the author used on the Kali Linux command line was “free”. This command shows the memory being used and how much of the memory is free.
[image: No description available.]
The last command the author used on the Kali Linux command line was “--help”. This command shows the user all the options they have for the command they have entered. 
[bookmark: _Toc73065513]4.2– Use Of Bash Scripts In A Linux OS:
[bookmark: _Hlk73063386]The author doesn’t have any screenshots of their own for the bash scripts on Kali Linux due to hardware problems, however some of the screenshots used were taken from a group exercise that the author took part in for their university course and the rest are taken from the Internet. According to [12], “A Bash script is a plain text file which contains a series of commands.” A bash script is basically the same as a batch script for the Windows command line. They both have commands written in a plain text file and they can both be used with their command lines. Both a batch script and a bash script are both executed from top to bottom. 
[image: ]
This bash script activates the administrator privileges for Kali Linux. The command was “sudo -s” and that was inputted into gedit and executed on the Kali Linux command line.  As [13] says, “Text Editor (gedit) is the default GUI text editor in the Linux operating system.”
[image: ]
Everything in the Kali Linux command line was placed in there by a batch script. The batch script had commands such as “echo” to output the “this is a comment” text and the batch script included the “ls” command. The “ls” command lists all of the directories and if you specify a directory, it can show all of the files in that directory. 
[bookmark: _Hlk73064438]In order to create a bash script that can be useable in the Kali Linux command line, you need to use a text editor such as gedit or Notepad++ [14]. You would then enter several commands that you can use normally in the Kali Linux command line but some commands you use in bash script files, you wouldn’t normally use in the Kali Linux command line. You save the file containing the commands by using the .sh file extension and to execute it on the Kali Linux command line, you can either double click on the .sh file and it will launch on the Kali Linux command line, or you can go into the Kali Linux command line and put the directory the .sh file is saved in and choose to launch it from that directory. 
[bookmark: _Toc73065514]5.1– Conclusion:
[bookmark: _Hlk73064827]The author has talked about the key features of operating systems, shown the usage of commands on the Windows command line, shown the usage of batch scripts on the Windows command line, shown the usage of commands on the Kali Linux command line and shown the usage of bash scripts on the Kali Linux command line. 
[bookmark: _Hlk73065274]To summarise, the key functions of an operating system are managing the computer’s resources, providing a user interface and executing instructions for applications and services. The graphical user interface is an essential part of the operating system because it allows the user to launch programs and interact with the other icons easily by simply clicking on the icons displayed on the graphical user interface. The operating system allocates resources for programs when they need them, and de-allocates resources whenever a program is terminated. And lastly the operating system manages devices such as peripherals, printers and monitors. Command line commands are useful because they allow you to perform commands such as viewing errors on your storage devices, repairing the errors and launching programs. Bash/Batch scripts are not as useful as using the normal command line, but they can be used to input commands onto the command line from a .bat or .sh file. 
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C:\Users\yyyuu>assoc.doc
-doc=Word.Document.8
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.xsc=VisualStudio.xsc.16e06710

.xsl=xslfile C:\Users\yyyuu>

.xss=VisualStudio.xss.16e06710
.ZFSendToTarget=CLSID\{888DCA60-FCOA-11CF-8FOF -09C04FD7D862}
.zip=CompressedFolder

C:\Users\yyyuu> cls




image5.png
C:\Users\yyyuu>powercfg/a
The following sleep states are available on this system:
Standby (S3)
Hibernate
Hybrid Sleep
Fast Startup

The following sleep states are not available on this system:
Standby (S1)
The system firmware does not support this standby state.

Standby (S2)
The system firmware does not support this standby state.

Standby (S Low Power Idle)
The system firmware does not support this standby state.
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Microsoft Windows [Version 10.6.19641.985]
(c) Microsoft Corporation. All rights reserved.

\WINDOWS\system32>

: \WINDOWS\system32>powercfg/energy
Enabling tracing for 6@ seconds...
Observing system behavior...
Analyzing trace data...

Analysis complete.

Energy efficiency problems were found.
19 Errors
12 Warnings

44 Informational

See C:\WINDOWS\system32\energy-report.html for more details.
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C: \WINDOWS\system32>systeminfo

Host Name: DESKTOP-124R9M4

0S Name: Microsoft Windows 1@ Home
0S Version: 10.0.19041 N/A Build 19e41
0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

OS Build Type: Multiprocessor Free
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C: \WINDOWS\system32>sfc/scannow
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 106% complete.

Nindows Resource Protection found corrupt files and successfully repaired them.
For online repairs, details are included in the CBS log file located at
windir\Logs\CBS\CBS.log. For example C:\Windows\Logs\CBS\CBS.log. For offline
repairs, details are included in the log file provided by the /OFFLOGFILE flag.
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:\WINDOWS\system32>tasklist

Image Name PID Session Name Session# Mem Usage

System Idle Process @ Services ) 8 K
SYS) 4 Services 2] 2,104 K
Registry 148 Services 2] 60,092 K
smss.exe 592 Services 2] 1,228 K
csrss.exe 852 Services e 5,600 K
wininit.exe 944 Services 2] 6,744 K
csrss.exe 952 Console 1 5,672 K
services.exe 1016 Services 2] 14,264 K
lsass.exe 104 Services e 25,812 K
svchost.exe 612 Services e 28,656 K
fontdrvhost.exe 1028 Services ) 3,888 K
winlogon.exe 1112 Console 1 12,524 K
fontdrvhost.exe 1156 Console 1 9,752 K
svchost.exe 1196 Services e 16,544 K
svchost.exe 1252 Services e 8,492 K
dwm. exe 1320 Console 1 76,616 K
svchost.exe 1556 Services e 13,040 K
svchost.exe 1564 Services e 8,928 K
svchost.exe 1572 Services e 11,656 K
svchost.exe 1580 Services e 5,096 K
svchost.exe 1588 Services e 9,972 K
svchost.exe 1604 Services -] 11,780 K
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C: \WINDOWS\system32>chkdsk
The type of the file system is NTFS.

WARNING! /F parameter not specified.
Running CHKDSK in read-only mode.

Stage 1: Examining basic file system structure ...
922624 file records processed.

File verification completed.

Phase duration (File record verification): 13.37 seconds.
20122 large file records processed.

Phase duration (Orphan file record recovery): ©.00 milliseconds.
© bad file records processed.

Phase duration (Bad file record checking): ©.25 milliseconds.

Stage 2: Examining file name linkage ...
71361 reparse records processed.
1167970 index entries processed.
Index verification completed.
Phase duration (Index verification): 26.67 seconds.
© unindexed files scanned.
Phase duration (Orphan reconnection): 2.41 seconds.
© unindexed files recovered to lost and found.
Phase duration (Orphan recovery to lost and found): ©.20 milliseconds.
71361 reparse records processed.
Phase duration (Reparse point and Object ID verification): 160.15 milliseconds.

Stage 3: Examining security descriptors ...

Security descriptor verification completed.

Phase duration (Security descriptor verification): 67.46 milliseconds.
122674 data files processed.

Phase duration (Data attribute verification): ©.44 milliseconds.

CHKDSK is verifying Usn Journal...
41950800 USN bytes processed.

Usn Journal verification completed.

Phase duration (USN journal verification): 341.11 milliseconds.

The Volume Bitmap is incorrect.

Windows has checked the file system and found problems.

Please run chkdsk /scan to find the problems and queue them for repair.

116662512 KB total disk space.
97366256 KB in 640453 files.
351544 KB in 122675 indexes.
© KB in bad sectors.
1043708 KB in use by the system.
65536 KB occupied by the log file.
17901004 KB available on disk.

4096 bytes in each allocation unit.

29165628 total allocation units on disk.
4475251 allocation units available on disk.

Total duration: 43.04 seconds (43045 ms).
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| batchexample - Notepad

File Edit Format View Help

foECHO OFF

ECHO This is an example of a batch file/script. This doesn't contain any special commands.
PAUSE.
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C:\WINDOWS\system32>start C:\USERS\yyyuu\desktop\batchexample

CAWINDOWS\system32\cmd.exe - CAUSERS\yyyuu\desktop\batchexample

This is an example of a batch file/script. This doesn't contain any special commands.
Press any key to continue . . .
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| batchexample - Notepad

File Edit Format View Help
EXIT|




image14.png
| batchexample - Notepad

File Edit Format View Help
DATE
TIME
PAUSE|
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C\WINDOWS\system32\cmd.exe

C: \Users\yyyuu\Desktop>DATE
The current date is: 28/05/2021
Enter the new date: (dd-mm-yy)
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| batchexample - Notepad

File Edit Format View Help
CHKDSK|
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Administrator: Command Prompt - CAUSERS\yyyuu\desktop\batchexample

C: \WINDOWS\system32>CHKDSK
The type of the file system is NTFS.

WARNING! /F parameter not specified.
Running CHKDSK in read-only mode.

Stage 1: Examining basic file system structure ...
922624 file records processed.

File verification completed.

Phase duration (File record verification): 12.94 seconds.
20122 large file records processed.

Phase duration (Orphan file record recovery): ©.00 milliseconds.
© bad file records processed.

Phase duration (Bad file record checking): ©.22 milliseconds.

Stage 2: Examining file name linkage ...
71361 reparse records processed.
1167978 index entries processed.
Index verification completed.
Phase duration (Index verification): 26.94 seconds.
© unindexed files scanned.
Phase duration (Orphan reconnection): 2.57 seconds.
© unindexed files recovered to lost and found.
Phase duration (Orphan recovery to lost and found): ©.20 milliseconds.
71361 reparse records processed.
Phase duration (Reparse point and Object ID verification): 160.23 milliseconds.

Stage 3: Examining security descriptors ...

Security descriptor verification completed.

Phase duration (Security descriptor verification): 68.67 milliseconds.
122678 data files processed.

Phase duration (Data attribute verification): ©.42 milliseconds.

CHKDSK is verifying Usn Journal...
36465592 USN bytes processed.

Usn Journal verification completed.

Phase duration (USN journal verification): 3@9.22 milliseconds.

The Volume Bitmap is incorrect.

Windows has checked the file system and found problems.

Please run chkdsk /scan to find the problems and queue them for repair.

116662512 KB total disk space.
97409520 KB in 640643 files.
351580 KB in 122679 indexes.
© KB in bad sectors.
1038588 KB in use by the system.
65536 KB occupied by the log file.
17862824 KB available on disk.

4096 bytes in each allocation unit.

29165628 total allocation units on disk.
4465706 allocation units available on disk.

Total duration: 43.01 seconds (43013 ms).
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| batchexample - Notepad

File Edit Format View Help
HELP
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C\WINDOWS\system32\cmd.exe

C:\Users\yyyuu\Desktop>HELP
For more information on a specific command, type HELP command-name

ASSOC Displays or modifies file extension associations.

ATTRIB Displays or changes file attributes.

BREAK Sets or clears extended CTRL+C checking.

BCDEDIT Sets properties in boot database to control boot loading.

CACLS Displays or modifies access control lists (ACLs) of files.

CALL Calls one batch program from another.

cD Displays the name of or changes the current directory.

CHCP Displays or sets the active code page number.

CHDIR Displays the name of or changes the current directory.

CHKDSK Checks a disk and displays a status report.

CHKNTFS Displays or modifies the checking of disk at boot time.

CLs Clears the screen.

CMD Starts a new instance of the Windows command interpreter.

COLOR Sets the default console foreground and background colors.

COMP Compares the contents of two files or sets of files.

COMPACT Displays or alters the compression of files on NTFS partitions.

CONVERT Converts FAT volumes to NTFS. You cannot convert the
current drive.

COPY Copies one or more files to another location.

DATE Displays or sets the date.

DEL Deletes one or more files.

DIR Displays a list of files and subdirectories in a directory.

DISKPART Displays or configures Disk Partition properties.

DOSKEY Edits command lines, recalls Windows commands, and

creates macros.
DRIVERQUERY Displays current device driver status and properties.

ECHO Displays messages, or turns command echoing on or off.

ENDLOCAL Ends localization of environment changes in a batch file.

ERASE Deletes one or more files.

EXIT Quits the CMD.EXE program (command interpreter).

FC Compares two files or sets of files, and displays the
differences between them.

FIND Searches for a text string in a file or files.

FINDSTR Searches for strings in files.

FOR Runs a specified command for each file in a set of files.

FORMAT Formats a disk for use with Windows.

FSUTIL Displays or configures the file system properties.

FTYPE Displays or modifies file types used in file extension
associations.

GOTO Directs the Windows command interpreter to a labeled line in
a batch program.

GPRESULT Displays Group Policy information for machine or user.

GRAFTABL Enables Windows to display an extended character set in
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