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The objective of this essay is to discuss Physical Security when is comes to data security and the protection of databases. Having discussed the importance of data security previously in this assignment I will now us this essay to discuss all aspects of physical security including its importance, positives, negatives as well as the physical threats to data. During this essay I will be referring to guidelines such as ICO, ISO27001 and General Data Protection Regulations.
[bookmark: _Toc101865608]What is Physical Security?
Physical Security is vitally important when it comes to data security and ensuring that a company is complying with essential guidelines such as ISO27001 [1] as well as GDPR Regulations [2]. It is the extra layer of security that a database can have before we get to the digital aspects of data security. To understand the impact of physical security, it is important to understand what needs to be protected. Data is the number one priority that needs to be protected however it is the servers or the devices that the data is stored on that it is crucial that it is kept physically secure to avoid any physical breaches.  For companies and organisations, these breaches are able to pose severe financial and strategic consequences. They are also able to cause long lasting and reputational damage which emphasises the need to ensure that the servers or devices that data is stored on is kept as physically secure as possible. Numerous famous cases of physical data breaches such as the Hong Kong Registration and Electoral Office who reported that 3.7 million people had potentially had their information compromised due to misplacing or losing 2 laptops, which demonstrates the impact that a physical data breach can have.  Following these physical data breaches, companies are now beginning to act, as will be discussed in this essay in order to ensure that their data is as physically secure as it can be.
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In order to establish the importance of physical security to databases, we must first identify the physical threats that are posed to data centres where devices that contain data are stored.
 Here are some threats that are important for data centres to take into consideration – 
Natural Disasters
Natural disasters are a very real threat for data centres. In the event of a natural disaster such as a fire or a flood, it is important that the devices or servers that the data is stored on are suitably protected. Servers are kept in rooms that are now fireproof. Here are some factors that are taken into consideration to consideration when storing severs to prevent fires [3]. – 
· Conduct Professional Risk Assessment
If you’re building a new server room or IT centre, a fire risk assessment should be an integral part of the design process. A thorough assessment conducted in advance can help to minimize delays and decrease expenses. It will help you avoid shelling out extra money later to correct non-compliant designs or abate risks
· Ensure Room Is Suitably Ventilated and Fireproof
According to the server’s system requirements, the server room should be suitably ventilated and cooled down to ensure that the servers are not overheating. Specialised rooms are able to drain rooms of oxygen in order to not let fire spread into the room. 
· Schedule Regular Internal and External Inspections
Inspections are critical for server room equipment upkeep and fire prevention. You should schedule periodic third-party inspections to verify that your room is safe and compliant with safety regulations.
· Offsite Storage
All data should also be stored and backed up in an alternative location. This ensures that should a server in one geographical location be damages, it is stored in another location minimising any data loss or disruption.
Unauthorised Access 
Unauthorized access to the datacentres is a massive threat to the security of the data that is stored on the database. If unauthorised access to a server is obtained, then it is at risk of being damaged or leaking the data stored on the server which would ultimately lead to data security guidelines such as ISO27001[1] as well as GDPR[2]. In order to combat unauthorised access, security measures are put into place to ensure the maximum level of security. These measures include the use of staff key cards, that are also used as identity, correctly locked doors as well as biometric barriers that are used to gain access to certain rooms. These biometric barriers are passed by providing the correct form of biometric identification such as a thumb print. This is a very secure form of biometric authentication as biometrics are unique to every individual and cannot be duplicated. 
Theft
Theft is another worrying issue for companies when it comes to physical security. This is deterred using the same methods related to Unauthorised Access as stated above. 


[bookmark: _Toc101865610]How Do Global Companies Protect Themselves from Physical Data Breaches?
Every company in the world requires a level of physical security to ensure that their servers, and the data stored within them are kept as secure as possible. In order to demonstrate the levels of security that these companies will go to, I have chosen to take an in depth look into the physical security implemented by AWS (Amazon Web Services). AWS is a cloud computing service created by Amazon. It provides users with different services such as cloud-based databases, storage, analytics as well as enterprise applications. These services store lots of public data meaning that its servers must be kept as secure as possible to comply with data protection and protection regulations such as ICO27001 [1] and General Data Protection Regulations [2]. 
Here are some of the security methods implemented by AWS as stated on their website [5] – 
Physical Access to Data Centre – 
Physical data centre access is restricted to AWS personnel who have been approved. All personnel who require access to the data centre must first apply and give a good business explanation. These requests are granted based on the concept of least privilege and are time limited. They must identify which layer of the data centre the individual requires access to. Authorized staff examine and approve requests, and access is revoked after the specified time period expires. Individuals are confined to the locations mentioned in their authorization once access is granted to the data centre. Should a third party require access to the data centre then approved AWS employees can request third-party access, but they must apply for it and show a good business explanation. These requests are granted based on the concept of least privilege and are time limited. They must identify which layer of the data centre the individual requires access to. These requests are allowed by authorised personnel, and access is revoked once the time limit on the request has passed. Individuals are confined to the locations mentioned in their authorization once admitted. When visitors with visitor badges arrive on site, they must produce identification and be signed in and led by authorised employees.
Surveillance and Detection
[bookmark: _GoBack]There are a number of basic surveillance detection methods that even global companies such as AWS implement to ensure that their data is as physically secure as possible. The first of this list is the basic use of CCTV. AWS [5] states that all physical access points to server rooms are all recorded by CCTV cameras. Another method that they used are Data Centre Entry Points.  Professional security personnel use cameras, detecting systems, and other electronic tools to control physical access at building containing the server’s access points. To gain access to data centres, authorised personnel use multi-factor authentication systems. Entrances to server rooms are guarded with devices that sound alarms if the entrance is forced or held open, triggering an incident response. Finally, and similarly, AWS also use intrusion detection. To monitor, detect, and automatically warn appropriate employees of security incidents, electronic intrusion detection systems are used to protect the server rooms. Access points to server rooms are protected by devices that demand multi-factor authentication from each individual before allowing admission or escape. If the door is forced open or held open without identification, these devices will sound an alert. Door alarming devices can also be set up to detect when someone enters or exits a data layer without using multi-factor authentication. Alarms are promptly dispatched to AWS Security Operations Centres, which are open 24 hours a day, seven days a week, for fast logging, analysis, and action.


Maintenance 
Finally, for a company with an emphasis on data security such as AWS, it is critical that all physical security are suitably maintained. AWS [5] state that it constantly monitors the performance of its electrical and mechanical equipment that is used to physically secure the servers that the data are stored on. It also states that procedures are carried out by professionals in order to maintain performance on physical security devices.   
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One of the most infamous physical data breaches occurred in 2017, in which the Hong Kong Registration and Electoral Office was held responsible for the loss of 3.7 million voters. This means that 3.7 million votes worth of data were all lost and were not eligible to be counted within the election. This breach occurred as two laptops were reported as missing from a locked room within the designated backup venue for the chief executive elections held the week prior. Despite the data within the missing laptops being encrypted, the data was still retrieved from the laptops, causing what is widely regarded and reported as the city’s biggest ever data breach, all caused by the lack of physical data security regarding the two laptops. The data that was contained on the laptops includes the names, addresses, identities as well as the card numbers of the victims. This then leads to a breach of multiple data security guidelines such as the ICO guidelines [4] as well as the ISO27001 [1]. 
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The finally point to discuss is how can we physically protect our own data? The first step is to ensure that the network that we are using to store, or transfer our data is secure. By securing the network devices such as the routers and switches it instantly creates a more secure network environment. This includes adding line passwords to routers, encryption and also the correct access to all the devices. Once the network is secure, it is important to ensure that the servers or devices that we are storing data on are also as physically secure as they can possibly be. As already discussed in this report here are some of the most vital methods to physically securing data – 
Locked Rooms – As basic as it sounds, it is however vital that all rooms that contain these devices storing data are locked and can only be accessed by the correctly authorised personnel. This access can be granted through methods such as biometric authorisation which I believe is the most secure way to monitor and grant access to the room, as well as the use of key cards.
Suitable Surveillance – All locations that data is devices are stored in should be under surveillance at all times. This ensures that a company can have photographic evidence of anyone who enters the room or any events that may occur around the location that may flag a level of concern. This can be taken further by implementing more advanced surveillance such as thermal cameras that detect a person’s heat around the location.
Off Site Backups – It is vitally important that all data is backed it in another geographical location. This will protect the company from losing any data or causing any disruption from any event that may cause one sites servers to be damaged such as a fire or a flood. Storing elsewhere means that it is highly unlikely that the backup servers will also be affected by the same damage as the main servers. 
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Finally to conclude this report, I would like to briefly discuss some of the pros and cons to physical security. Whilst I believe the pros heavily outweigh the cons when it comes to physical security it is important to highlight some of the factors to consider when implementing this type of security for your data –
Pros – 
The pros to physical security is that it is an extra barrier of security to protect your data from malicious attacks. It is in place to protect from threats such as unauthorised access, theft and damage. It is ultimately a deterrent for any unauthorised access as well as being able to protect the servers or devices from natural damage such as a fire or a flood. 
Cons – 
The biggest downside to physical security is that it can be costly for a smaller company. Purchasing equipment such as biometric barriers, surveillance or ensuring that the server room is fire proof can run up quite a cost. Maintaining this equipment is an added cost by ensuring that all the equipment is still running as it should through regular external checks. Despite this I believe that it is an essential business cost for any business to avoid breaching and staying compliant to guidelines such as ICO [4], ISO72001 [1] as well as General Data Protection Regulations [2].
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[image: Diagram

Description automatically generated]Here is a company hierarchy chart that I created that outlines the different department and roles within an information security company – 

Here is a brief breakdown of the different departments, and the roles entailed. 
Company CEO
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Description automatically generated with medium confidence]	


A CEO is an individual who is responsible for overseeing all departments and operations within a company. A CEO is the highest member at boardroom level within the company.

Chief Financial Officer
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Description automatically generated]
A Chief Financial Officer is responsible for the business’ finances. This includes overseeing the companies’ budgets and forecasting future spends amongst other departments. This department is also split into sales and finance which delegates the roles to different departments within the company.



Projects
[image: Diagram

Description automatically generated]
A projects manager will oversee the projects the company is working on. I have split this into hardware and software categories as these projects will differ.
Data Security
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Description automatically generated]
This is essentially the most critical role within the company hence why it is highlighted a different colour. The role of this department is to keep a tight lid on all the companies’ data and ensuring that the company is complying with all data regulation standards by referring to them on a regular basis. Database security ensures that the database is correctly stored in a secure location as well as ensuring the correct methods of encryption on the data to keep it as secure as possible. Database control security ensures that users have the correct permissions. It ensures that the database can only be accessed and altered by the authorised personnel. 
Chief Information Officer
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Description automatically generated]
The role of a Chief Information Officer is to aid the technological ide to the company. It does this by setting strategy for the company to follow. N this scenario the CIO is responsible for the databases in co-operation with the data security team. As well as ensuring the security of all of the devices within the company. 
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Please find below a document entailing exactly what we need to do as a company in order to ensure data security within the company. This document contains what we need to do as a company, as well as the consequences that we will deal with if these procedures are not correctly followed.

 GDPR
The term GDPR stands for General Data Protection Regulation. This is a legal framework that must be followed at all times when it comes to dealing with any type of personal data. It achieves this by setting guidelines around personal data that must be adhered to. Under the legislation of GDPR, it states that a user must consent to the acquisition and storage of data before the company or website storing the data proceeds to store any data. Once the data is stored, it is then our responsibility as a company to ensure that the personal data of any users is correctly stored and kept confidential, only being accessed by authorised personnel for a valid reason. In the UK, the maximum fine for a breach of GDPR regulations can carry a fine of up to £18 million or 4% of a company’s annual turnover. In some cases, users who have been a victim to a data breach due to the non-compliance of GDPR regulations are also able to claim financial compensation for their damages.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/

ISO27000
ISO27000 is a set of standards by the International Organisation Standard that are put in place to help govern information security. As a company, this is a framework that we need to be following to ensure the correct management of customer’s data. This includes all types of data such as names, addresses and financial details. This is closely aligned with GDPR, and share a lot of the same penalties if these standards are not followed. 
https://www.bulletproof.co.uk/blog/the-cost-of-non-compliance


SCORM
The abbreviation SCORM is short for Sharable Content Object Reference Model. This is a set of standards that are implemented within websites in order to tell programmers how to write their code. SCROM is used to govern how online learning content and systems communicate with one another. This delivers efficient, online training that allows the user to correctly manage data from various sources. This standard ensures that all Learning Management Systems (LMS) are able to work with each other.
https://scorm.com/scorm-explained/one-minute-scorm-overview/?utm_source=google&utm_medium=natural_search

[bookmark: _Toc101865616]Risk Management
Here is a risk management document for a Small and Medium Enterprise business that provides software, training and consultancy support which includes the use of their clout storage and solution services.
The objective of this risk management document is to keep the business as secure as possible by identifying the risks and hazards posed to the company as well as providing possible solutions.
	Risk/Hazard
	Severity (1-3)
	Potential Damage
	How to avoid risk

	Not following correct standards and protocols such as compliance with ICO 27001 and GDPR when handling/storing customer’s data. 
	3




	 In the UK, the maximum fine for a breach of GDPR regulations can carry a fine of up to £18 million. ICO can fine anywhere up to £17.5 million or 4% of company’s annual turnover.
	Appoint a data compliance officer that ensures that all standards and protocols are being suitably followed and adhered too. 

	Phishing Attacks
	3
	Users within the business succumbing to fishing attacks is very dangerous for the company. If fallen a victim, a user can accidently click a link that lets in malicious software or viruses that can jeopardise the security of any data or databases stored on the network. 
	Ensure that all users within the company are informed and educated on the risks of a phishing attack, and how to spot the difference between a genuine link from a colleague and a phishing attack. 

	Weak Passwords
	2
	Weak Passwords can put a device on the company’s network at risk as it becomes easier for someone to gain unauthorised access to the network through that device, putting all data including customer data on the network at risk.
	Create a strong password policy that all users have to adhere too. Ensure that the users are using complex passwords by including factors such as specified password length, special characters and numbers.

	Weak User Access. All users must have the correct user access rights to the database
	2
	If an unauthorised user has the wrong access to the database it means that they may be able to see data that they do not have the authority to see. Worse so, a user can potentially have rights to alter/delete data that they are not authorised to do so. 
	Ensure that all users accounts are set up with the correct user access meaning they can only see and alter data that they are authorised to do so. 



Severity Key – 
1 – Slightly Harmful	2 – Harmful	3 – Extremely Harmful
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In order to ensure that data is kept secure within a company, it is important to ensure that all users are following policies that are put in place. Here are examples of 6 basic policies that are used for information security and database protection – 
1. Acceptable Use Policy
An Accessible Use Policy is a specified set of restrictions that any employee within the company must adhere to in order to obtain access to the company’s network and data. An example of Acceptable Use Policy would be the user agreeing to not attempt to breach the security of the network. This secures company information as it puts in a legal requirement that the user is not allowed to obtain or attack data within the network that they are not authorised to do so.

2. Data Breach Response Policy
The objective of a Data Breach Response Policy is to outline the protocols that must be followed following an incident relating to a data breach. This highlights the employee roles such as standards/metrics, incident reporting, as well as feedback mechanisms. This is beneficial to the company as it allows the company to highlight where the data breach may have come from to ensure that it doesn’t happen again. It also enforces that employees can be subject to disciplinary action if they were involved in the data breach. 

3. Disaster Recovery Plan
A Disaster Recovery Plan is a plan that is put into place to swiftly reducing any interruptions or aftermath from any disruptive events that may pose a threat to the database security such as a power outage or a cyber-attack.  This is important to have in place as it ensures that in the event of a disruption the data stays secure and non-disrupted. This helps the company stay in compliance of different rules such as ISO27001 and GDPR.

4. Business Continuity Plan
Similarly to the Disaster Recovery Plan, a Business Continuity plan sees that the company is able to keep operating in unforeseen circumstances by making sure that all data is able to be restored should it be lost.

5. Remote Access Policy
A Remote Access Policy is put in place to ensure that data is protected within the network when the network is remotely accessed. This policy is now extremely important as now in current pandemic circumstances, a lot of people are not in the office and are accessing the network through more unsecure environments such as home or public settings. 


6. Access Control Policy
Access Control Policies are enforced to ensure that the users within the network are only authorised to see and alter data that they should be able to. For example, users should only be able to access and alter data that is relevant to their role in the company. Access Control Policies are then implemented to ensure that data is protected from unauthorised access. This helps the company follow other policies and procedures that are included in ICO 27001. 
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A contingency plan is a devised plan used to respond to any unforeseen circumstances. Here is a brief report that shows the contingency planning relation to current laws that as a company must be adhered to in the event of an unforeseen data loss – 
Data Backup
Any data within the company should be regularly backed up to prevent the impact of any data loss. ISO27001s Annex a.12.3 Backup says that data should always be backed up to safeguard against data loss. It continues to describe that in accordance with the agreed backup policy copies of records, program and device images shall be collected and regularly tested. When designing a data backup plan factors such as precise backup records should be prepares, backups should also be stored at another geographical location as well as backups being secured through encryption. 
Disaster Recovery
The purpose of a Disaster Recovery Plan is to seek the immediate restoration of data and information systems following a disaster or cyber crisis.  Part of this plan is to identify the personnel roles in reaction to the crisis, have a up to date hardware and software inventory, identify the damage that has been done to the database as well as carrying out any other procedures. ISO27001 Suggests that as part of your disaster recovery plan, factors should be assessed such as is your backup segregated or offline? What would an attacker need to compromise to gain access to the database back up, are we able to detect changes made to the backup as well as how would we respond if an attacker made changes or deleted the backup.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/ransomware-and-data-protection-compliance/?q=disaster+recovery#scenario-6

Applications and Data Criticality Analysis
The objective to highlight which applications or data would need to be recovered first in order to protect the database. This creates a priority of what to get back up and running as soon as possible to ensure the protection of the database. 
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For this section of the assignment I will briefly discuss some of the protection mechanisms that are put in place to secure our data, and databases. Here are some protection mechanisms that must be considered when it comes to ensuring that our data is secure.
Secure Network
Firstly, it is vital that you are connected to a secure network. A secure network can be achieved by securing the network devices such as the routers and switches it instantly creates a more secure network environment. This includes adding line passwords to routers, encryption and also the correct access to all the devices. 
Physical Security
Once the network is secure, it is important to ensure that the servers or devices that we are storing data on are also as physically secure as they can possibly be. Next, it is important to ensure that the devices or servers that the data stored on is physically secure. Here are some methods that are used to physically secure data – 
Firstly, servers or devices are stored in locked rooms. Access can be granted through methods such as biometric authorisation which I believe is the most secure way to monitor and grant access to the room, as well as the use of key cards.
All locations that data is devices are stored in should be under surveillance at all times. This ensures that a company can have photographic evidence of anyone who enters the room or any events that may occur around the location that may flag a level of concern. This can be taken further by implementing more advanced surveillance such as thermal cameras that detect a person’s heat around the location.
Finally, all data should be backed up at a secondary geographical location to ensure that should any damage occur to the main server it won’t occur to the back up at a different location.
Data Security Software
There is a wide variety of data protection software available to ensure that we secure our data as much as possible. These software packages can cover a wide variety of services that cover areas such as data management systems, data protection tools as well as data loss prevention and also data threat detection. Some examples of these software packages include N-able Backup, FireEyeHelix and Files.com
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