
Lab Task 1: Build a simple OTA package

Step 1: Write the update script

In the Ubuntu VM, we create the structure of OTA package named AR with a dummy file in 
META-INF/com/google/android that contains an echo command. Our goal of this OTA is to 
create a dummy file in /system/xbin directory in Android. We create dummy.sh which will store
hello in a dummy file named dummy in /system. The following shows the same

We then create update-binary file that is executed by the recovery OS to apply OTA updates. It 
will copy our dummy file to /system/xbin folder, make it executable and edit the init.sh file to 
include our dummy.sh so that it is automatically executed with the root privilege when Android
boots up.



Step 2: Build the OTA Package.

Now, we Switch to directory containing AR/ folder and we archive the folder.

Step 3: Run the OTA Package

First, we boot onto the Recovery OS in Android VM and check for the IP address of the OS.



We then move the zip file over to the Recovery OS in the /tmp folder.

In the Recovery OS, we unzip the received file.

We then execute the update-binary file using sudo ./update-binary command and reboot the 
system. When the Android VM completes rebooting, we launch the Terminal and check the
/system directory and verify result whether a dummy file was created. Also, we check the xbin
folder to see if the dummy shell script has been created.

This screenshot indicates that we were successful in creating a file in a folder that required root
privileges by modifying the init.sh file that allows us to run the program automatically with the 
root privileges during the initialization of the under-lying Linux OS of the Android.



Lab Task 2: Inject code via app process

Now we perform the same attack using the app_process program running with root privileges 
during the bootstrapping process of Android. In addition for the app_process to run the Zygote 
daemon, we also run something else of our own choice. We rename the original app process 
binary to app process original and call our program the app process. In our program, we first 
write something to the dummy file, and then invoke the original app process program. We save
this file as app_process.c.

We first create app_process.c, Application.mk, Android.mk in our SEED Ubuntu OS.

The following screenshot shows the content of the rest 2 files:



Step 1. Compile the code.

We make changes in Android.mk to include our app_process.c and then compile Application.mk 
using NDK libraries. We see that the binaries have been created in libs/x86 folder.

Step 2. Write the update script and build OTA package.

We copy the previously created binary file in the android folder of the OTA package.



We create update-binary to rename the original app_process64 and then copy our app_process
to replace the original one. We also make it executable.

We start the recover OS on the Android VM and check for the IP address.

We then archive our folder and send it over the recovery OS.



We unzip task2.zip and run update-binary and reboot to Android OS.

In Android OS, we open a terminal and check the system directory.

We see that dummy2 is created in /system directory which tells us that our code was compiled 
successfully, and OTA was flashed. This proves that we can use the app_process during the 
bootstrapping process to write to a root-protected folder.



Task 3: Implement SimpleSU for Getting Root Shell

Now, we perform a similar attack to gain root shell. We first download Simplesu.zip and extract
it. We run bash compile_all.sh which generates the binaries of mydaemonsu and mysu as seen 
in the following screenshot.

We copy these two binaries in the OTA package in the following location: task3/x86

We also create update-binary to move our newly compiled binaries to their corresponding 
locations in android /system directories. We also include the commands to make the binaries 
executable.



We then start the recovery OS on the Android VM and check the IP address:

We archive the task3 folder and transfer the archive over to the Recovery OS.



We unzip our transferred archive. We go over to /android directory and run update-binary. We
then reboot to Android OS.

In Android OS, we open a terminal and check our current id. We then run mysu, which will run 
our compiled binary, giving us root privileges if the attack is successful. We then run id 
command again to verify whether we have root privilege.



Here, we can see that the file descriptors in use for mysu – user ID u0_a36 and /system/bin/sh
– user ID root are the same. We can do this comparison using the Process ID and Parent Process
ID. The Process ID is given by the second column and the third column indicates the Parent 
Process ID. We see that u0_a36 with CMD option as mysu has the Parent Process ID as the 
same as that of u0_a36 with CMD option /system/bin/sh – 3116. So, the parent process has the
same file descriptors as that of process with user ID root and CMD /system/bin/sh. Hence, we 
prove that the client process and the shell process do share the same standard input/output 
devices

Now, the following actions occur in the corresponding lines of the code:

 Server launches the original app process binary
Filename – mydaemonsu.c
Function name – main()
Line number – 255



 Client sends its FDs
Filename – mysu.c
Function name – connect_daemon()
Line number – 112-114

 Server forks to a child process 
Filename – mydaemonsu.c 
Function name – run_daemon ()
Line number – 189

 Child process receives client’s FDs
Filename – mydaemonsu.c



Function name –child_process()
Line number – 147-149

 Child process redirects its standard I/O FDs
Filename – mydaemonsu.c
Function name – child_process()
Line number – 152-154

 Child process launches a root shell
Filename – mydaemonsu.c 
Function name –child_process() 
Line number – 162
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