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ABSTRACT 
Cyberattacks are becoming increasingly common, a trend that is likely to rise in the future.  Every cyberattack begins at the reconnaissance phase.  Hackers attempt to gain information about their target, which is used at latter stages of a cyberattack.  This study investigated the capabilities/limitations of Network Intrusion Detection Systems (NIDS) at the reconnaissance phase to facilitate early detection of cyberattacks.  A Virtual Environment (VE) testbed modelling a University Campus Enterprise Network (UCEN) was built and included three leading industry standard NIDS namely, Suricata, Snort2 and Snort3.  A Four-Phase test-plan was devised, consisting of 131 tests to evaluate the detection performance of NIDS.  The results of the Four-Phase test-plan were analysed, using Standard IDS Metrics (SIM) allowing effective comparisons of the detection capabilities of the NIDS.  This ensured this study could be benchmarked against comparable academic research.  Snort3 was the most effective NIDS at detecting reconnaissance phase attacks, achieving an accuracy of 82.11%.  Surprisingly, Suricata was the least effective only achieving an accuracy of 53.82% with a high False Negative Rate (FNR) of 72.37%, indicating that Suricata failed to detect a significant amount of malicious attack traffic.  Suricata’s detection performance was however, substantially improved by conducting Network Traffic Analysis (NTA) to identify packet features for a specific attack. This was used to manually create customised signatures/rules increasing accuracy to 90% and reduced FNR sharply to 0%.  This clearly indicated that NIDS detection performance was directly linked to the signatures/rules implemented.  NIDS evasion techniques, specifically packet fragmentation and slow-scan, were tested to evaluate their effectiveness and to further determine the capabilities and limitations of NIDS.  In addition, the impact of simultaneous reconnaissance attacks and Denial of Service (DoS) attacks were tested.  The findings showed it was crucial to maintain and regularly update signatures/rules.  In addition, the researched showed some NIDS detected attacks where others did not.  It was established that using multiple NIDS in tandem provided additional protection, improving detection at the reconnaissance phase.  To further improve cybersecurity posture and ensure resilience NIDS should be deployed within a Depth-in-Defence (DiD) cybersecurity strategy.
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[bookmark: _Toc216428880]CHAPTER 1 - Introduction
1.1. [bookmark: _Toc216428881]Research Background

As the world becomes ever more interconnected, cyberattacks are becoming increasingly frequent with greater impact and complexity.
Since 2020 data breaches have increased by 141% and is likely to rise with the potential impact being catastrophic [1].
A cyberattack can result in huge financial loss to an organisation the average cost of a data breach being US$4.24 million [2].  The annual cost of cyberattacks worldwide is predicted to rise to US$10.5 trillion by December 2025 [3].
Ransomware attacks also cause disruption where organisations cannot access their data or provide services to their customers. The cost of ransomware attacks can range from US$500,000-US$1M [4].  This leads to loss of customer confidence, missed business opportunities and a risk the organisation will not recover from such attacks. 
To avoid cyberattacks and to protect data, devices and users, effective data governance and preventative measures are crucial [5]. This ensures sufficient protections are in place maintaining Confidentiality, Integrity and Availability, known as the CIA triad, of data and services [6].
This however is only part of the equation.  Hackers continually attempt to probe for vulnerabilities to exploit [7].  It is crucial for cybersecurity teams to detect probing traffic, at its earliest stages, ensuring a quick reaction to the threat and measures implemented before an attack can commence.  Detecting a cyberattack early either stops or minimises the impact of the attack.  Failure to implement detection measures is a cybersecurity risk [7].
Organisations that invest in preventative security can reduce risk of a cyberattack by 70% [2].  Early detection of a cyberattack greatly benefits an organisation, by preventing a cyberattack. 


1.1.1. [bookmark: _Toc216428882]Intrusion Detection Systems (IDS) & Intrusion Prevention Systems (IPS)

Detecting malicious traffic is crucial to the cybersecurity of an organisation.   An Intrusion Detection Systems (IDS) is a device that passively monitors network traffic, system logs, and user interaction for suspicious activity.  If malicious activity is detected, the IDS generates an alert requiring investigation[8].  The IDS does not directly interact with the traffic.  
The first recorded IDS was in a paper entitled “An Intrusion-Detection Model” which introduces a system known as an “Intrusion Detection Expert System” (IDES)[9].  The original system could detect a “break-in” or “attempted break-in”.  It could also detect data leakage by legitimate users, an early form of Data Loss Prevention.  The IDES could detect viruses i.e. trojans, and Denial-of-Service (DoS) attacks [9]. These are still the basic requirements of an IDS today.
The IDS has been widely adopted and now a commonly utilised method of detecting malicious activity in real-time.  
It is possible to deploy the identical IDS inline, so all traffic flows through it and actively blocks suspicious activity [10].  This deployment is known as an Intrusion Prevention System (IPS) [11].  
It is important to recognise the difference between an IDS and IPS as the same system can be deployed in different manners, providing different levels of protection.
 

1.1.2. [bookmark: _Toc216428883]Network IDS (NIDS)

A Network IDS (NIDS) is a dedicated system detecting malicious activity on a network. 
NIDS analyse network traffic for known malicious patterns known as signatures. These signatures are similar to firewall rules, which allow/block access of network traffic based on certain characteristics i.e. IP Address, protocol, or port. These signatures are frequently referred to as rules.  If the NIDS signature detects malicious network traffic it generates a passive alert. 
The NIDS conduct Network Traffic Analysis (NTA) examining the data utilised to pass traffic through the network, known as a header.  This contains details of the sender/receiver addresses, network protocol, services and other settings [12].  The NIDS can also inspect the user generated data by conducting Deep Packet Inspection (DPI) which evaluates this data for known malicious signatures [13]. 
All potentially malicious activity that generates an alert is given a classification, along with a priority value as a form of alert triage.  See Table 1 [14][15]:
[bookmark: _Toc216429188]Table 1: Alert Classifications
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These classifications/priorities are embedded within the signatures/rules and appear in the alert logs.
This project will investigate the capabilities/limitations of NIDS to monitor network traffic in detecting suspicious activity, specifically the early stages of an attack, based on predefined signatures. 





1.1.3. [bookmark: _Toc216428884]Network Traffic Analysis

NIDS are Network Traffic Analysers with detection and alerting capabilities [16].
To understand the process of how NIDS function, the signatures/rules used to generate alerts and how hacking-tools function and appear on the network it is vital to understand NTA.  
This gives cybersecurity-analysts insight into the type of cyberattack, potentially what the hacker is attempting to achieve, and possibly the hacking-tool(s) used.
NTA allows cybersecurity-analysts to manually craft specific signatures/rules to detect malicious traffic. Allowing customisation of NIDS rules specific to the organisation’s requirements. 

1.1.4. [bookmark: _Toc216428885]Cybersecurity Frameworks

Cybersecurity frameworks are used by hackers and cybersecurity analysts however from different perspectives.  Cybersecurity frameworks have differing objectives and therefore selectively used depending upon the desired outcome.  Cyberattack frameworks can be used to detail the tactics and techniques used by the hacker, whereas cyber-defence frameworks can be used by analysts to prepare for potential cyberattacks.  
The Lockheed Martin Cyber Kill Chain (CKC) is a commonly used cyberattack framework consisting of a seven-phase process beginning with initial information gathering of the target to exfiltration of target’s data [17].  The MITRE Adversarial Tactics, Techniques and Common Knowledge (ATT&CK) on the other hand, is a collection of methods used by hackers to achieve the objectives of the CKC [18][19].  Both frameworks have an initial target information gathering stage known as the reconnaissance phase.
The purpose of the reconnaissance phase is [20][21]:
· Gather details of the target network 
· Discover a target network’s weaknesses/vulnerabilities 
· Identify user data (i.e. usernames/passwords and Personal Identifiable Information (PII))
· Identify user/service accounts and resources.

1.1.5. [bookmark: _Toc216428886]Depth-in-Defence (DiD)

The DiD strategy was developed by the National Security Agency (NSA).  Seven layers of defence all work in unison to maintain the CIA triad to safeguard Information Technology (IT) Systems from cyberattack [22].  This multi-layered approach provides enhanced security.  If one layer fails, another ensures that systems remain secure [23].  
To comprehend how cybersecurity systems such as NIDS, Firewalls and Anti-Virus relate to one another, and how NIDS fit within the cybersecurity ecosystem it is vital to understand the DiD strategy.  
DiD is not a new concept.  It follows the ancient principles of castle architecture using concentric walls securing the inner ward.  In the 13th century to maintain a castle’s security, guards would be posted at the gatehouse to monitor those entering/leaving permitting or denying entry.  Additional guards would be posted on watchtowers and along the wall-walk, having different vantage points monitoring malicious activity both within/outside the castle denying entry.  Additional guards would be posted on watchtowers and along the wall-walk, having different vantage points monitoring malicious activity both within/outside the castle.



Figure 1 (Fig.1), Illustrates a castle, with the gatehouse (blue) and the watchtowers/wall-walk (brown) [24]:
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[bookmark: _Toc216429030]Figure 1: Castle Architecture Illustrating DiD concept

The DiD concept is a modern interpretation of this principle.  This castle analogy can be used to differentiate the roles of a network firewall from NIDS.
The gatehouse represents the network firewall, which monitors and restricts inbound/outbound traffic to/from the Local Area Network (LAN).  However, it cannot monitor network traffic which remains on the LAN. This poses a threat. If an attacker gains access to the LAN, they could initiate an attack without triggering any firewall rules.  Alternatively, a malware infection may only be detected by the firewall if it notices malicious traffic outbound to the Wide Area Network (WAN) to a Command and Control (C2) server.
A NIDS is represented by a guard stationed on the watchtower/wall-walk of the castle.  NIDS monitor for malicious activity on the LAN and can detect malicious traffic inbound/outbound.  The Firewall and NIDS are used together to further enhance the detection of malicious activity.
This dissertation investigated network security monitoring, specifically NIDS (namely Snort and Suricata), and their capabilities/limitations of detecting reconnaissance activity on the LAN. A comparison of these NIDS was also drawn [25][26][27].
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1.2. [bookmark: _Toc216428889]Research Problem

The reconnaissance phase enables hackers to glean information on their target frequently using evasion techniques avoiding detection [19][21][28][29][30].  Information collected at this phase is used at latter stages of a cyberattack, resulting in Data Disclosure, Alteration and DoS, leading to financial loss [21].
Understanding the hacker’s techniques, tools, and methods is crucial to comprehend the overall attack process [31][32].  NIDS have limitations exploited by hackers to evade detection [21][28][33][34][35][36]. Determining these limitations and detecting the reconnaissance phase of an attack is paramount, see Table 2:
[bookmark: _Toc216429189]Table 2: NIDS Limitations
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NIDS limitations pose a threat to cybersecurity of an organisation, enabling hackers to carry out nefarious activities undetected.  In addition, these limitations can give a false sense of security. 
There is currently a lack of research in this field.  It is crucial to determine the capabilities and limitations of NIDS so they can be used effectively to detect malicious reconnaissance activity. 
1.3. [bookmark: _Toc216428890]Research Aim

The aim of this study was to research the effectiveness, capabilities and limitations of NIDS at the reconnaissance phase, to assist cybersecurity-analysts in early detection of cyberattacks.

1.4. [bookmark: _Toc216428891]Research Objectives

Obj1: To design, build and implement a Virtual Environment (VE) testbed based on a University Campus Enterprise Network (UCEN) comprising of three industry standard NIDS to detect reconnaissance activity.
Obj2: To devise a test-plan utilising attack-frameworks and tools/techniques used by hackers. 
Obj3: To conduct experiments based on the test-plan, to evaluate the efficacy of NIDS in detecting reconnaissance activity.  
Obj4: To conduct analysis of the dataset generated to determine the effectiveness of NIDS in detecting reconnaissance activity and drawing a comparison of detection capabilities of the three NIDS. 
Obj5: To document and write up the final project report detailing the findings from analysis and drawing conclusions.
Research Questions (RQ): 
RQ1: Can reconnaissance attacks evade detection by NIDS?
RQ2: If reconnaissance attacks can evade detection by NIDS, can this activity be detected by creating manual signatures/rules? 
RQ3: Which NIDS demonstrates the highest efficacy in detecting reconnaissance attacks?


1.5. [bookmark: _Toc216428892]Contribution of Project
· Researched the reconnaissance phase of a cyberattack to comprehend the tools and processes used by hackers. 
· Analysed hacking-tools network traffic at the reconnaissance phase; to understand how hacking-tools appeared at packet level.
· Investigated the effectiveness, capabilities and limitations of NIDS.
· Tested NIDS evasion techniques, specifically fragmentation and slow scan.
· Investigated NIDS signatures/rules and manual signature/rule creation.
· Compared Snort2, Snort3 and Suricata NIDS in reconnaissance activity detection.

1.6. [bookmark: _Toc216428893]Structure of Project

This project consists of three parts.  Firstly, a study of established theoretical knowledge of NIDS, how they function, their detection mechanisms, and the signatures/rules used in the detection process. NTA was researched gaining in-depth knowledge of network traffic down to the packet level, paying close attention to the anatomy of packet headers.  The tools and attack frameworks used by hackers to conduct cyberattacks was also researched.  This research provided the foundation supporting the design of the VE testbed and creation of test-plans.  
Secondly, the design and implementation of the VE was conducted.  A four-phase test-plan, see Additional Evidence (AE)4, was devised to evaluate the detection capabilities of NIDS at the reconnaissance phase of a cyberattack.  
Thirdly, the results were analysed to evaluate the performance of NIDS detection capabilities, drawing a comparison between Snort and Suricata.

CHAPTER 1: Introduction
Provides background knowledge of NIDS and associated technologies identified in the research problem.   It contains the project aim, the objectives to meet this aim and the structure of the dissertation.
CHAPTER 2: Research & Review of Literature
Review of established NIDS research, how they function, their detection mechanisms and recent advancements.  NTA was researched to understand how NIDS rules operate in detecting malicious activity. The literature was critically analysed and provided a foundation to base this project.  
CHAPTER 3: Research Methodology
Specifies the research approach and methodology used based on the research onion and Design Science Research (DSR).  Provided a methodical and structured approach to designing the four-phase test-plan outlining the software/hardware utilised. 
It details the metrics used for data analysis, determining the effectiveness of the NIDS in detecting reconnaissance activity used as a comparator between industry standard NIDS. 
CHAPTER 4: Design & Implementation
Details the design of the testbed to meet the requirements of the test-plan.  Specifies the implementation and configuration of the testbed.
CHAPTER 5:  Results & Discussion/Evaluation
Examines and analyses the data gathered from experimentation. Utilising established metrics to determine the detection capabilities of the NIDS in relation to reconnaissance activity.  
NIDS performance was evaluated drawing a comparison between Snort and Suricata performance in detecting reconnaissance activity.
CHAPTER 6: Conclusion & Recommendations
Summarises findings of previous chapters. Recommendations, limitations and areas for future research.
CHAPTER 7: Reflection
Personal development, challenges/solutions faced during project, lessons learned and future improvements. 

[bookmark: _Toc216428894]CHAPTER 2 – Research & Review of Literature 
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2.1. [bookmark: _Toc216428897]Introduction

The chapter critically analyses previous studies in the field of IDS/NIDS giving insight into how they function, the experimentation methods utilised and process of data analysis.  NIDS Evasion techniques were also researched to comprehend the capabilities/limitations of NIDS. 
Penetration (pen)-testing was researched giving an overview of the tools and techniques used by pen-testers/hackers to assess the cybersecurity posture of a network and to understand how NIDS detect malicious traffic.  In addition, various cybersecurity frameworks were investigated to understand the cyberattack process and devise the test-plan. 
NTA was also researched as it is a key component in discovering how NIDS function giving a more profound understanding of the detection signatures/rules, down to the packet level.
Finally, related works of comparable peer reviewed papers were used to benchmark this dissertation.
See Appendix 1 for additional Literature Review, and AE1 for further peer reviewed paper analysis.








2.2. [bookmark: _Toc216428898]General Literature Review

2.2.1. [bookmark: _Toc216428899]IDS/IPS Deployment

An IDS can be deployed to passively monitor the LAN where the interface card is configured to inspect all traffic. If the IDS is connected in-line between the router and the internet, the IDS can be re-configured as an IPS to actively block malicious traffic [37]. 
Fig.2 IDS/IPS deployments [37]:
[image: A diagram of a network
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[bookmark: _Toc216429031]Figure 2: IDS/IPS Deployment
An IDS inspects traffic passively, generating alerts when malicious activity is detected. This provides “light-touch” monitoring without interrupting services.  However, if the alerts are not monitored it is less likely a cyberattack will be detected.  It is critical to recognise legitimate and malicious network traffic to tailor the IDS signatures/rules accordingly.  
The IPS automatically blocks malicious traffic offering a level of protection outside of normal office working hours. However, if traffic is misinterpreted by the IPS, legitimate traffic could be blocked, impacting services [30].  
The IDS/IPS can either be Network-based (NIDS/NIPS) or Host-based (HIDS/HIPS). NIDS/NIPS focus on inspecting traffic on the LAN/WAN detecting malicious traffic.  HIDS/HIPS are installed on a PC to monitor malicious activity [38]. See, Table 3 [27][38][39][40][41].
[bookmark: _Toc216429190]Table 3: IDS/IPS deployment
[image: A white and orange text on a white background
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A NIDS deployment was selected for this project. It monitored the LAN network traffic within the testbed for reconnaissance activity, generating alerts if malicious activity was detected.
Table 4 shows the detection methods of IDS/IPS [38][42][43]: 
[bookmark: _Toc216429191]Table 4: Detection Methods
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The signature-based detection method was used throughout this study, the standard detection method of IDS.  The signature-based detection allows manually created signatures/rules to detect specific network traffic.  NTA was used during this process.  
Rakas et al. [44] undertook a Systematic Literature Review (SLR) of 26 academic studies of NIDS implementation and deployment to protect Supervisory Control and Data Acquisition (SCADA) systems. The research identified challenges and provided recommendations for implementing/deploying a NIDS alongside SCADA systems.  It was discovered that SCADA systems operate on a real-time basis, requiring a hybrid-based detection system.  Leveraging signature-based detection for real-time detection, and anomaly-based to detect zero-day attacks, See Fig.3 [44]:
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[bookmark: _Toc216429032]Figure 3: NIDS/ SCADA Deployment
Rakas et al. recommended deploying a NIDS on the LAN to protect trusted systems, and a separate NIDS within the Demilitarised Zone (DMZ) for untrusted traffic.  This allows tailored signatures/rules for each NIDS, improving detection rates and enhancing protection of both networks.
They also recommended Suricata and Snort as a NIDS solution, however, did not specify the version of Snort.  Snort was described as having a basic ruleset, suggesting that Snort2 was the focus of the study.
Rakas et al. implied that Snort2 signature/rule can be migrated to a Suricata system.  In general, this is the case, however due to subtle differences in rule syntax, some rules may fail post migration.
The use of VE testbeds was also recommended to conduct realistic simulated cyberattacks evaluating the capabilities of NIDS.
2.2.2. [bookmark: _Toc216428900]IDS Output Classification & Metrics

There are four possible output classifications of an IDS, these will be referred to as Standard IDS Classifications (SIC) throughout this report, see Table 5 [45][46][44]:
[bookmark: _Toc216429192]Table 5: Output Classification of IDS 
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From the SIC it is possible to extrapolate IDS performance metrics giving an indication of the detection performance.
The standard metrics used to benchmark IDS performance are [44][47][48]: 
· Accuracy
· Precision
· Recall
· F-Score
These metrics are used by cybersecurity-analysts and academics when conducting data analysis of IDS performance. These will be referred to as Standard IDS Metrics (SIM) throughout this report and provides a level playing field when comparing performance results between studies.  
This dissertation not only meets the accepted standard by utilising SIM, but exceeds them as additional metrics were calculated and utilised, these are namely: 
· Specificity
· False Positive Rate
· False Negative Rate
· Matthew’s Correlation Coefficient



See Table 6, performance metrics and descriptions [42][44][45][49].
[bookmark: _Toc216429193]Table 6: IDS performance metrics
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Rakas et al. [44] recommended using SIC/SIM to evaluate NIDS detection capabilities enabling benchmarking, however, did not recommend MCC which was an oversight. 
They also used Receiver Operating Characteristics (ROC) and Area Under Curve (AUC) graphs providing a visual representation of the detection capabilities of the NIDS aiding comparisons.
 
2.2.3. [bookmark: _Toc216428901]Datasets for IDS testing

There are several datasets for measuring the performance of IDS some of which have been used in the studies of this literature review i.e. ISCX2012, CIC-IDS-2017.  The benefit is standardisation.  It provides a benchmark for testing IDS as the inputted dataset is identical and results comparable.  Also, time is not dedicated to generating attack traffic prior to performance testing [45]. 
The CSE-CIC-IDS2018 datasets, contained over 16 million instances, collected over a period of ten days with approximately 17% comprising of cyberattack traffic.  This dataset was generated to train AI models in detecting malicious traffic i.e. DoS, (Distributed DoS) DDoS, Brute Force password attacks and web attacks [46].
It was decided to generate a dataset via experimentation over a standard dataset.  This allowed greater in-depth research and hands-on experience of hacking-tools. In addition, enabled NTA of the hacking-tool network traffic.

2.2.4. [bookmark: _Toc216428902]IDS Evasion Techniques 

There are several NIDS evasion techniques used by hackers to avoid detection at the reconnaissance phase of an attack.  
This dissertation will focus on two common evasion techniques, namely:
· Slow-scan (Determined a correlation between time-interval and detection)
· Packet Fragmentation (Determined the effectiveness of this evasion technique)

Lack of evidence suggests that slow-scan and fragmentation evasion techniques have not formed part of a previous study in relation to reconnaissance activity.  Therefore, this research is required to determine the capabilities/limitations of NIDS as research in this area is lacking, see Table 7 [33][34][35][36]: 
[bookmark: _Toc216429194]Table 7: Evasion techniques
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2.2.5. [bookmark: _Toc216428903]Indicators of Compromise (IoC)

IoCs can facilitate detection of anomalous activity. If hackers successfully carry out an attack, IoC can be used to detect the breach. If an attack is ongoing this is termed as an Indicator of Attack (IoA), see Table 8 [30][50][51]:
[bookmark: _Toc216429195]Table 8: IoC examples
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Threat Intelligence sources are used to identify IoCs, see Table 9 [30]: 
[bookmark: _Toc216429196]Table 9: Threat Intelligence Sources
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2.2.6. [bookmark: _Toc216428904]Zero-Day Vulnerabilities/Attacks

Zero-day vulnerabilities are weaknesses in a system of which the developer is unaware.  The term “Zero-day” means the vulnerability is already present, the developer has zero-days to manufacture a resolution, an immediate solution must be implemented.  Zero-day attacks are when hackers discover the vulnerabilities and exploit them [30][52].  
2.2.6.1. Zero-Day Threat Identification

The Rumsfeld matrix is a standard strategic framework used by senior leaders in decision-making during times of uncertainty [53][54].  This matrix has been adopted by cybersecurity-analysts to identify categories of threats, see Table 10 [55][56][57]: 
[bookmark: _Toc216429197]Table 10: Rumsfeld Matrix of Threats
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Zero-day vulnerabilities/attacks are unknown unknowns threats as they cannot be detected by signature-based detection methods.  Signatures need to be created by the IDS developer, cybersecurity-analysts or manually by the IDS administrator.  
This is a limitation of the signature-based detection; however, alternate detection methods are available, see Fig.4 [58][59]: 
[image: ]
[bookmark: _Toc216429033]Figure 4: Zero-day attack detection
On discovering a vulnerability, there is a delay of approximately one-week between the public disclosure by a developer/vendor and publication on the National Vulnerability Database (NVD). There are further delays whilst the signature is developed, and the signature database updated.  75% of Zero-Day vulnerabilities are disclosed online before being added to the NVD. This gives hackers an opportunity to capitalise on this delay, a downfall of the signature-based detection method [59].  A hacker could exploit the zero-day vulnerability, compromising a system without the knowledge of the cybersecurity-analysts.
Potential solutions to detecting zero-day vulnerabilities are pen-testing, threat hunting, and red team exercises. These solutions require cybersecurity-analysts to manually carry out testing, which is time consuming.   Automated anomaly-based detection methods are therefore commonly used in detecting zero-day attacks [59]. The most recent research is leveraging Artificial Intelligence (AI) and Machine Learning (ML) to detect zero-day vulnerabilities.  

2.2.7. [bookmark: _Toc216428905]Recent Advancements in IDS Technology

As the number of cyberattacks increase, so do the number of alerts.  The complexity of attacks has also increased, e.g. polymorphic attacks which change their feature profile to evade detection by IDS [3]. 
Cybersecurity-analysts now use AI/ML to facilitate malicious pattern recognition in network traffic detecting cyberattacks.  
The focus of this dissertation is IDS detection performance and not AI.  AI, however, plays a crucial role in the latest research into IDS.  Understanding AI technologies, how they integrate with IDS is imperative to comprehend the future application of IDS.
AI has expedited advancements in the field of IDS with several academic studies leveraging AI/ML and Deep Learning (DL) to detect malicious activity in real-time with other benefits. The integration of IDS and AI/ML/DL has created a Hybrid IDS (H-IDS) see Table 11 [49][60][61]: 
[bookmark: _Toc216429198]Table 11 Benefit/Impact of H-IDS
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Automated Vehicles (AV) have had a transformational impact on the automobile industry.  As the automobile sector provide connectivity within their vehicles this opens a new avenue of attack for hackers.  Lampe et al. [62] discovered that an infotainment system was susceptible to a cyberattack.  A hacker was able to enable/disable the breaks of an AV and make the vehicle accelerate at will. 
This has led to research into H-IDS integration with AVs to ensure that cyberattacks are detected and blocked.  AVs use a Vehicular ad hoc Network (VANET) to provide communications both internally and externally, leaving them vulnerable to cyberattack.
Cui et al. [60] developed an AV protection system, incorporating a Lightweight H-IDS (LH-IDS). LH-IDS detects network anomalies/zero-day attacks using ML whilst utilising minimal CPU/memory utilisation, see Fig.5 and Table 12.  Also, see Table 13 for analysis/observations:
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[bookmark: _Toc216429034]Figure 5: AV protection system incorporating LH-IDS
[bookmark: _Toc216429199]Table 12: Relationship between modules.
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[bookmark: _Toc216429200]Table 13: Cui Analysis/Observations
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As more complex attacks are being created daily, H-IDS still rely on supervised learning, requiring human input to train the IDS [3].  Foundational knowledge in AI was required to understand the underlying technologies, nuances and capabilities of each AI model, see Table 14 and Appendix 2[63][64]: 
[bookmark: _Toc216429201]Table 14: AI Terms
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To understand how AI is used to detect malicious traffic it is crucial to revisit the signature/anomaly-based detection methods, examining how they function, see Table 15 [65]: 
[bookmark: _Toc216429202]Table 15: Signature/Anomaly-Based
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NNs/GNNs use flow-based technology.  A flow graph is identified using five items of data, referred to as a 5-tuple.  This also forms the basis for all IDS signatures, see Table 16 [66][67]: 
GNNs automate the process of detecting attack patterns based on network flows. The number of packets and duration of the packet flow are logged and analysed to determine whether the traffic is malicious.  It is possible to detect malicious traffic without inspecting the payload.  GNNs can be used to detect malicious traffic even if the payload is encrypted [66].
[bookmark: _Toc216429203]Table 16: 5-Tuple
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The prevalence of cloud-based services poses a cybersecurity challenge on how to detect malicious activity in the cloud infrastructure.  Implementing Detection as a Service (DaaS) can deploy an IDS to safeguard cloud/fog computing [68].

2.2.8. [bookmark: _Toc216428906]Penetration-Testing/Ethical-Hacking

Penetration-Testing (pen-testing) is the process of simulating real-world cyberattacks, with consent of the customer on a system/organisation to find vulnerabilities.  Pen-tests are carried out by cybersecurity professionals using the same tactics, techniques and tools as real-world hackers.
Ethical-Hacking however, adopts the mindset of a hacker, carrying out more realistic tests using techniques i.e. phishing and password cracking attacks to discover vulnerabilities[69].  
A five phase Pen-testing/Ethical-Hacking Life-Cycle is used to conduct the simulated attack. Reconnaissance is the first phase of the Life-Cycle gathering information on the target, see Fig.6 [69]:
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[bookmark: _Toc216429035]Figure 6: Pen-Testing Life-Cycle
The purpose of pen-testing/ethical-hacking is to proactively discover vulnerabilities so they can be resolved either by updating firmware, or by securing the configuration of the network/devices in a process known as hardening [70]. 
Badarneh et al. [71] conducted a SLR of pen-testing/ethical-hacking-tools, see Table 17 and Appendix 3.3:
[bookmark: _Toc216429204]Table 17: Pen-Testing Tools
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Table 18 differentiates Active/Passive Scanning [21][71][72][73]:
[bookmark: _Toc216429205]Table 18: Active/Passive Scanning 
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See Appendix 1.1.3 and Appendix3.4 for additional information.
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2.2.9. [bookmark: _Toc216428907]Cybersecurity Frameworks

There are several cybersecurity frameworks, each with a different focus.  They all provide a standardised, structured, methodical approach to achieving a particular goal see Table 19 and Appendix 3 [19][30][57][74][75]:
[bookmark: _Toc216429206]Table 19: Cybersecurity Frameworks
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The ATT&CK framework was used to standardise the test-plan for this project.  Fig.7 Shows the ATT&CK Framework Relationship between different entities [57]:
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[bookmark: _Toc216429036]Figure 7: ATT&CK Framework Relationship
Straub [19] examined the ATT&CK/CKC frameworks drawing a side-by-side comparison of the two, See Table 20 [19]: 
[bookmark: _Toc216429207]Table 20: ATT&CK/CKC comparison 
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The reconnaissance phase is the starting point for both frameworks.  Information on the target is gathered and used at latter stages of an attack[57].  
Attacks by Advanced Persistent Threats (APT) are commonplace, impacting the stability of governments and organisation.  Zhang et al. [75] developed a model to predict cyberattacks by an APT using cybersecurity frameworks including the CKC, CSF and ATT&CK.  
The research centred on five cybersecurity entities, see Table 21: 
[bookmark: _Toc216429208]Table 21: Cybersecurity Entities
[image: A yellow and black text
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Twenty tests, based on ATT&CK tactics, were selected to determine the effectiveness of the prediction model, see Fig.8 [75]:
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[bookmark: _Toc216429037]Figure 8: MITRE ATT&CK techniques/probability
Analysis was conducted on the ATT&CK tactics and the probability of attack by APTs determining the sequence of possible events. 
The test-plan for this project was based on the techniques/probability table, see Fig.8.  Each simulated attack was linked to the ATT&CK framework technique providing a standardised approach to testing.    


See Tables 22-23 for findings/analysis:
[bookmark: _Toc216429209]Table 22: Zhang et al. Findings
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[bookmark: _Toc216429210]Table 23: Zhang et al. Analysis
[image: A screenshot of a white and orange text
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2.3. [bookmark: _Toc216428908]Related Work

2.3.1. [bookmark: _Toc216428909]NIDS Performance Comparison

Boukebous et al. [26] performed system performance evaluation of three leading NIDS:
· Snort2/3
· Suricata
The study’s aim was to determine whether detection rates were impacted by system performance as network traffic load (throughput) increased between 8-320Mbps.  To evaluate the performance of each NIDS, 16 packet-capture (PCAP) files, containing malicious/non-malicious traffic were inputted into the VE at increasing throughput rates.  
To ensure a standardised approach, they designed a VE testbed deploying a Virtual Machine (VM) for each device, see Fig.9 Table 24 [26]:
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[bookmark: _Toc216429038]Figure 9: Boukebous et al. testbed 
[bookmark: _Toc216429211]Table 24: VM Hardware/Software/Resources
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Table 25 shows the NIDS comparison table [26]:
[bookmark: _Toc216429212]Table 25: NIDS comparison table
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Table 26 shows the metrics used: 
[bookmark: _Toc216429213]Table 26: Boukeous et al. Metrics
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The test results were placed within four graphs, see Figs. 10-13 [26]: 
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[bookmark: _Toc216429039]Figure 10: Boukeous et al. CPU Utilisation
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[bookmark: _Toc216429040]Figure 11: Boukeous et al. RAM Utilisation
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[bookmark: _Toc216429041]Figure 12: Boukeous et al. Packet-Loss
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[bookmark: _Toc216429042]Figure 13: Boukeous et al. Alert-Loss


The author of this report has placed the results from the four graphs into tabular form to facilitate comparison, see Table 27 [26]:

[bookmark: _Toc216429214]Table 27: Boukeous et al. results table
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Tables 28-29 give analysis of the results and findings from this study [22][26][76]:
[bookmark: _Toc216429215]Table 28: Boukeous et al. Critical Analysis/Claims
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[bookmark: _Toc216429216]Table 29: Boukeous et al. Critical Analysis/Observation
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Table 30 provides an overview of modern data-rates [77]:
[bookmark: _Toc216429217]Table 30: IEEE Data-rates
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Table 31 provides a ranked performance of each NIDS:
[bookmark: _Toc216429218]Table 31: Boukebous et al. Analysis of NIDS performance
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Waleed et al. [25] conducted network performance evaluation of four industry standard NIDS: 
· Snort2/3
· Suricata
· Zeek
They designed a VE to host the testbed, comprising of six VMs, see Fig. 14-15 [25]: 
· 4 x NIDS
· Ostinato traffic Generator
· Ubuntu target PC
During testing, the output from the Ostinato traffic generator was increased steadily from 100Mbps-1,000Mpbs. In addition, window/packet sizes were also varied. 
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[bookmark: _Toc216429043]Figure 14: Waleed et al. NIDS testbed
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[bookmark: _Toc216429044]Figure 15: Resource Configuration of VMs









Fig.16 illustrates how NIDS function, detailing the six-step process used to detect malicious traffic [25].
[image: A diagram of a process

AI-generated content may be incorrect.]
[bookmark: _Toc216429045]Figure 16: Six-step NIDS process
Waleed et al. examined both the packet-capture modules and detection engines as part of their study.
Packet-capture was conducted using two packet capturing modules, see Table 32 [25]: 
[bookmark: _Toc216429219]Table 32: Packet-Capture Modules
[image: A screenshot of a computer

AI-generated content may be incorrect.]


Packet-Loss was measured during testing and illustrated in three graphs, see Figs.17-19 [25]:
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[bookmark: _Toc216429046]Figure 17: Suricata Packet-Loss
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[bookmark: _Toc216429047]Figure 18: Snort2 Packet-Loss
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[bookmark: _Toc216429048]Figure 19: Snort3 Packet-Loss


The author of this report has entered these values into a table for side-by-side comparison, See Table 33 [25]: 
[bookmark: _Toc216429220]Table 33: Packet-Loss libpcap Comparison
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Suricata uses AF_Packet by default resulting in zero packet-loss for all tests. 
Snort3 performed best across all libpcap tests, Suricata(Libcap) was the worst performing. However, as Snort2/3 use libpcap, they are more susceptible to packet-loss at high throughput. 
Waleed et al. discussed pattern matching algorithms, which was further researched by the author of this report to gain in-depth knowledge of the NIDS detection process, see Table 34: [25][78][79][80][81][82][83][84][85][86][87][88]:
[bookmark: _Toc216429221]Table 34: Pattern Matching Algorithms
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Waleed et al. empirically compared pattern matching algorithms see Fig.20/Table 35 [25]:
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[bookmark: _Toc216429049]Figure 20: Pattern Matching Algorithm Comparison

[bookmark: _Toc216429222]Table 35: Pattern Matching Algorithm Comparison
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AC outperformed B-M/W-M, and was stable up to 600Mbps, after which performance comparable with W-M, HS was not tested. 


Figs.21-24 show the NIDS response to different Packet-sizes [25].
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[bookmark: _Toc216429050]Figure 21: Suricata packet-size performance
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[bookmark: _Toc216429051]Figure 22: Snort2 packet-size performance
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[bookmark: _Toc216429052]Figure 23: Snort3 packet-size performance
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[bookmark: _Toc216429053]Figure 24: Zeek packet-size performance

The author of this report placed the results into a table, facilitating side-by-side comparison, see Table 36 [25]:
[bookmark: _Toc216429223]Table 36: Packet-size performance comparison
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According to Waleed et al. [25] NIDS drop smaller packets if throughput is increased. This was not anticipated.  It had been expected that the larger packets be dropped as more memory, (buffer) is required to store the packet as its being processed.  
The best performing NIDS was Suricata, with Snort2 being the worst, see Table 37 [25].
[bookmark: _Toc216429224]Table 37: Waleed et al. System Resource Values 
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Packet-loss was used as a metric to determine how NIDS performed as network traffic loads increased.  To improve accuracy, only one NIDS was active during testing, increasing the length of time required for testing.
The results showed Suricata was superior to the other NIDS in every facet. Both Suricata and Snort3 have multi-threading architecture, allowing them to process network traffic in parallel therefore improving performance. Research showed Suricata could load-balance across multiple cores more evenly, enabling it to function at 600Mbps with Zero packet-loss.
See Table 38 for Waleed et al. findings with critical analysis in Tables 39-40, and NIDS comparisons Table 41 [25][81]:
[bookmark: _Toc216429225]Table 38: Waleed et al. Findings
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[bookmark: _Toc216429226]Table 39: Critical Analysis/Claims
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[bookmark: _Toc216429227]Table 40: Critical Analysis/Observations
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[bookmark: _Toc216429228]Table 41: Waleed et al. NIDS performance Comparison
[image: A white and yellow box with black text

AI-generated content may be incorrect.]
See Appendix 1.2.1 for further analysis.

2.3.2. [bookmark: _Toc216428910]NIDS Signatures/Rules

NIDS signatures/rules are generated by developers/administrators and require periodic updates to ensure any new threats are detected.  Local rules can be generated to meet the organisation’s requirements.  Signatures/rules are a set of conditions which if met by network traffic, trigger an action.  This process is the core mechanism in detecting malicious traffic [22][81].  Snort2/3 and Suricata follow the same basic signature/rule structure, see Table 42 [22][81]:
[bookmark: _Toc216429229]Table 42: Basic NIDS signature/rule structure
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Fig.25 shows the basic signature/rule structure [89]: 
[image: ]
[bookmark: _Toc216429054]Figure 25: Basic Suricata signature/rule structure

All Systems Under Test (SUT) (Suricata, Snort2/3) use the $HOME_NET and $EXTERNAL_NET variables in their signature/rules which allow developers to create universally compatible signatures/rules that function without additional configuration, see Table 43:
[bookmark: _Toc216429230]Table 43:NIDS Signatures/Rule Variables
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The basic signature/rule structure is the same for all SUT however, the syntax is different.  Snort2 is a legacy NIDS with a limited rule syntax/structure in comparison to Snort3 and Suricata.  Snort2 is considered the starting point for signatures/rules whilst Snort3 and Suricata have evolved, becoming more complex and granular resulting in more accurate detections.  To migrate from Snort2 to Snort3/Suricata would require conversion of signature/rule, as the syntax is not compatible [22].  
Fig.26-27 Illustrates the difference in complexity between Snort2 and Suricata, no local rules were required for Snort3 [81][85]:
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[bookmark: _Toc216429055]Figure 26: Snort2 signature/rule syntax
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[bookmark: _Toc216429056]Figure 27: Suricata signature/rule syntax
Signature-based NIDS are effective against known attacks, however, perform poorly against zero-day/unknown attacks and continual variations in attacks i.e. DoS/DDoS [89].  
Coscia et al. [89] developed the Anomaly2Sign algorithm to automatically generate Suricata signatures/rules addressing this issue.  Anolmaly2Sign utilises a Decision-Tree (DT) algorithm to detect anomalies in network traffic.  DT is a top-down process, generating an inverted tree-like structure.  It is a supervised learning paradigm based on past events, learned through training, and probability.  If the detection rate (a ratio between accurate/total detections) is higher than 97.5%, a rule is generated.
The DT process begins at the root.  Decisions on whether network traffic is malicious or not are determined by using conditional control statements based on packet features (packet header, 5-tuple and payload size).    The outcome of the decision rule automatically generates a Suricata rule, see Fig.28 [89]:
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[bookmark: _Toc216429057]Figure 28: Decision-Tree

Fig.29-30 shows the Suricata signature/rule structure of varying complexity [89]:
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[bookmark: _Toc216429058]Figure 29: Anomaly2Sign rule generation1
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[bookmark: _Toc216429059]Figure 30: Anomaly2Sign rule generation2
The Anomaly2Sign algorithm was tested using two datasets (BOUN-DoS and BUET-DDoS). 30% of the datasets were used for training Anomaly2Sign and the remaining 70% for testing, see Fig.31 for results[89]:
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[bookmark: _Toc216429060]Figure 31: Coscia et al. results
Anomaly2Sign was benchmarked against Syrius, a comparable algorithm which it outperformed in both speed and accuracy. 
Coscia et al. utilised F-Score and Area Under Curve (AUC) metrics.  However, it is difficult to benchmark as other SIM were not calculated.  
This study relies on known datasets and tests under lab conditions. However, obtaining the same results in a real-world cyberattack cannot guaranteed.  Exposure to real-world data/cyberattacks under scrutiny is essential to monitor real-world detection performance to validate these results.

Anomaly2Sign relies on knowledge of previous attacks and bases decision making on that knowledge and prediction.  If a zero-day attack is encountered having new packet features, this may not be detected as Anomaly2Sign has not yet learnt this is malicious traffic.



2.3.3. [bookmark: _Toc216428911]Network Traffic Analysis

NTA is crucial to understanding how reconnaissance activity appears “on the wire”. This allows cybersecurity-analysts to detect malicious traffic, generate signatures/rules, identify FPs, and detect IoC/IoA.  
Asari et al [50]discovered that 100% of Cybersecurity professionals rated NTA as crucial in detecting IoC/IoA, see Fig.32:   
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[bookmark: _Toc216429061]Figure 32:  Relevance of NTA in detection of IoC


Hu et al. [90] developed the AI system, External attention and Convolution Mixed model (ECM). ECM utilises a CNN to conduct network traffic classification to detect malicious online traffic by examining the IP packet header.  
Classifications are either packet-based, flow-based or session-based.  Packet-based provide real-time classification, whereas the other two cannot.  The author of this report has used packet-based classification for this project to allow effective benchmarking of the SUT as Snort2 cannot use flow-based or session-based classification, see Table 44:
[bookmark: _Toc216429231]Table 44: Classification Methods
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The ECM method conducts packet-based analysis specifically on the IP Packet header minimising the intrusion of the users' privacy as payload data is not examined.  
The ECM system consists of 5 modules, see Fig.33/Table 45 [90]:
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[bookmark: _Toc216429062]Figure 33: ECM system
[bookmark: _Toc216429232]Table 45: ECM system
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Data pre-processing extracts the IP header with source/destination IP Addresses are removed, see Fig.34 [90]. 
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[bookmark: _Toc216429063]Figure 34: IPv4 Packet Header
During testing, four datasets were used to provide the raw PCAP files.  SIM were calculated to benchmark against peer results for each dataset, see Fig.35 [90]:
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[bookmark: _Toc216429064]Figure 35: Comparison of datasets


See Tables 46-47 for findings and critical analysis [90]:
[bookmark: _Toc216429233]Table 46: Hu et al. Findings
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[bookmark: _Toc216429234]Table 47: Hu et al. Critical Analysis/Observations
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Han et al. [48] developed an AI with N-gram frequency analysis system called GTID to conduct intrusion detection via NTA.  N-gram frequency analysis is used to predict words in text e.g. autocomplete and has been used to classify DNA sequences [91].  Han et al. have leveraged this technology to conduct NTA to determine whether traffic is malicious.
IDSs cannot fully utilise information in raw network traffic leading to processing bottlenecks.  GTID can efficiently extract a minimised amount of data to classify traffic.  


The GTID system consists of a four-step linear framework, see Fig.36/Table 48 [48]: 
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[bookmark: _Toc216429065]Figure 36: The four step GTID Framework
[bookmark: _Toc216429235]Table 48: GTID Process Analysis
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Certain fields of the packet header are discarded to improve accuracy, see Fig.37 [48]:
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[bookmark: _Toc216429066]Figure 37: Packet header analysis
Han et al. conducted analysis on the dataset using SIM to allow benchmarking against similar studies, see Fig.38 [48]:
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[bookmark: _Toc216429067]Figure 38: Performance comparison of detection methods


Fig.39 shows a confusion matrix of predicted/actual classifications and a bar-graph of the SIM used [48]: 
[image: A screenshot of a graph

AI-generated content may be incorrect.][image: A graph of different colored bars

AI-generated content may be incorrect.]
[bookmark: _Toc216429068]Figure 39: Confusion Matrix & bar-graph
Han et al. findings, see Table 49 [48]:
[bookmark: _Toc216429236]Table 49: Han et al. findings
[image: A screenshot of a computer

AI-generated content may be incorrect.]
See Chapter 5 for more in-depth explanation of confusion matrices.  




Table 50 compares Hu et al./Han et al.[48][90]:

[bookmark: _Toc216429237]Table 50: Comparison of Hu et al./Han et al.
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See Appendix 1.2.4, Appendix5.2.3 and AE1 for further details on NTA.
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The literature review uncovered a research gap.  None of the academic papers investigated the detection of the reconnaissance phase of a cyberattack using NIDS.
The system performance of Snort2/3 and Suricata were investigated with a focus of CPU/Memory utilisation. The findings showed Suricata was the superior performing NIDS.    However, neither of these papers investigated the detection performance of NIDS [25][26]. This is a fundamental flaw as detection performance is critical in detecting malicious traffic. 
Signatures/rules are crucial to detecting malicious traffic.  The literature review revealed limited research into the creation of NIDS signatures/rules specifically the reconnaissance phase of an attack.  Whilst the Anomaly2Sign algorithm was tested on standardised DoS/DDoS datasets, the research did not consider other cyberattacks [89].  This was a common theme throughout the literature review where DoS/DDoS attacks were the focus [25][26][27][92][89].  This was a shortfall, as the results were from a limited and narrow field of view, only considering one specific form of attack rather than real-world techniques used at all stages of a cyberattack. 
VE testbeds are a standard approach of evaluating NIDS within academic research and confirmed by the literature review. Rakas et al. [44] echoed this finding and further recommended the use of SIC/SIM to evaluate NIDS detection accuracy/performance.  However, not all studies in the literature review conducted SIC/SIM, therefore compare/benchmarking was not possible [25][26][27][92].  
Other research gaps identified:
1. Detection performance at the reconnaissance stage not investigated.
2. Detection capabilities/limitations of NIDS.
3. NIDS evasion, using fragmentation or slow-scanning techniques not investigated.
This study investigated the detection performance of NIDS by empirically testing hacking-tools used at the reconnaissance phase, and monitoring NIDS response.  The Methodology chapter provides further details on how these research gaps were addressed.
The literature review provided in-depth knowledge of how NIDS are configured for optimal performance to detect malicious activity. In addition, the following key knowledge was gleaned:
· Blueprint of how NIDS are implemented within VE testbeds enabling benchmarking against other academic studies.
· SIC/SIM used in other studies.
· IDS evasion techniques used by hackers, most notably slow-scan.
· Prolific use of AI in recent IDS studies.
· Pen-testing/Ethical-Hacking techniques and cybersecurity frameworks. 
· Confirmation that the reconnaissance phase is the initial phase of a cyberattack.
· Test-plan design, linking testing techniques with cybersecurity frameworks to provide a standardised/realistic method of attack.
· Previous studies giving an indication of NIDS system performance of Suricata, Snort2/3 and how comparisons between NIDS performance are carried out.
· Examples of experimentation and analysis of data.
· Implementing NTA to manually create signatures/rules to detect malicious activity. 
· Identifying the role of packet capture modules and pattern matching algorithms in detection performance.
The author utilised this knowledge to achieve the objectives of this project, formulate a test-plan, use data analysis methodology to draw conclusions from the results and answer the research questions posed. 
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3.1. [bookmark: _Toc216428917]Introduction  

This chapter details the approach used to review the current body of literature, the strategy used to evaluate NIDS, and the data collection/analysis methods to achieve the project objectives:  
1. Implement a VE testbed.
2. Devise a test-plan.
3. Empirically evaluate detection capabilities and efficacy.
4. Analysis of results.
5. Document final project.
3.2. [bookmark: _Toc216428918]Research Overview

The research method was based on a modified research onion incorporating Design Science Research (DSR), see Fig.40 and Appendix 4: 
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[bookmark: _Toc216429069]Figure 40: Research Onion Overview
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3.2.1. [bookmark: _Toc216428922]Philosophy: Positivism
Positivism is a philosophy based on the belief that knowledge is built on observable facts. It centres on observing and measuring, gathering data to objectively test a hypothesis.  Positivism allowed data to be gathered empirically, observing how NIDS react to reconnaissance activity to test a hypothesis.
NIDS being able to detect most, but not all reconnaissance activity is the experimental hypothesis for this project.  To determine the detection capabilities/limitations of NIDS, test results were gathered by observing and measuring data obtained during experiments [93][94][95].
3.2.2. [bookmark: _Toc216428923]Approach: Deductive

The deductive approach focuses on testing established theories and hypotheses.  Reviewing the current body of literature, determining what is already known on a topic, and deductively verifying established theories [93][94][95].	 
The deductive approach builds on existing knowledge gained from the literature review providing a strong theoretical foundation for this project. The deductive method allows an experimental hypothesis to be drawn from the literature review and tested via experimentation [95].
Table 51 details the process of information gathering and validity of sources used in the literature review [93]:
[bookmark: _Toc216429238]Table 51: Ontology/Epistemology
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3.2.3. [bookmark: _Toc216428924]Strategy: Experiment/DSR

The experiment strategy was used for this project incorporating the DSR to provide structure. Experiment enables an investigation into a causal relationship between the Independent Variable (IV), [reconnaissance activity], and the Dependent Variable (DV), [NIDS detection capability] [95].
A VE testbed was designed and implemented in-line with other academic research investigated in the literature review.  The VE modelled a UCEN to evaluate the effectiveness, capabilities/limitations of NIDS at the reconnaissance phase.  Testing was conducted over Four-Phases, see Table 52 and Figs.41-44: 
[bookmark: _Toc216429239]Table 52: Four-Phase Testing
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[bookmark: _Toc216429070]Figure 41: Phase-I Experiment
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[bookmark: _Toc216429071]Figure 42: Phase-II Experiment
[image: ]
[bookmark: _Toc216429072]Figure 43: Phase-III Experiment
[image: ]
[bookmark: _Toc216429073]Figure 44: Phase-IV Experiment
During testing the DAS was used as a central point, controlling the NIDS and collecting data. 
Fig.45 shows the standardised DAS desktop layout with SSH sessions during testing.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216429074]Figure 45: DAS Desktop SSH Sessions

The DSR 6-Phase process was used to provide structure, see Fig.46 mapping DSR to project objectives:
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[bookmark: _Toc216429075]Figure 46: DSR Mapped to project objectives
3.2.4. [bookmark: _Toc216428925]Choices: Mixed-Method

Quantitative analysis:
· Provided numeric statistical analysis of NIDS classification to determine/benchmark detection capabilities/limitations. 
· Determined how effective NIDS were at detecting evasive techniques, specifically fragmentation/slow-scan. 
Qualitative analysis:
· Conducted NTA analysing the text within packet captures to:
· Determine how hacking-tools appear at packet level 
· Identify patterns/features of malicious traffic
· Aid the creation of manual signatures/rules 
· Produced word-clouds to determine:
· Which hacking-tools could/could not be detected by SUT
· Which network tools cause FPs. 
· Histograms were used to provide a breakdown for each NIDS.
Quantitative and Qualitative analysis enabled triangulation, cross-referencing of results from both forms of analysis [93][94][96][97].

3.2.5. [bookmark: _Toc216428926]Time Horizon: Cross-Sectional

Cross-sectional time horizon was selected as it enabled a snapshot of a specific time-period.  This enabled analysis/comparison between the SUT in reaction to the reconnaissance attack traffic.  This provided deep insight into how the NIDS performed at a specific point in time to the same attack traffic [95].


3.2.6. [bookmark: _Toc216428927]Data Collection/Analysis

Data was collected by experimentation within the VE testbed. A test-plan was designed using cybersecurity attack frameworks and pen-testing/ethical-hacking techniques consisting of 131 individual tests over Four-Phases. Each test/attack was linked to the reconnaissance phase of the MITRE ATT&CK framework to maintain consistency.
1. Phase-I determined the detection capabilities of NIDS at the reconnaissance phase.
2. Phase-II investigated the NIDS detection capability to slow-scan evasion techniques.  
3. Phase-III collected NIDS alert data in response to normal network traffic operation.
4. Phase-IV tested NIDS detection performance whilst under DoS attack. 
See Table 53:
[bookmark: _Toc216429240]Table 53: Data Collection/Analysis
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 Fig.47 shows a flowchart of the data collection/analysis process.
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[bookmark: _Toc216429076]Figure 47: Data Collection/Analysis
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Summary of research methodologies used for this project, see Table 54: 
[bookmark: _Toc216429241]Table 54: Research Methodology Summary
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Chapter 4 details the research design.
Appendix 4 outlines:
· The hacking-tools, selection criteria used and justification. 
· Time/rate conversion calculations to conduct Phase-II tests.
· The independent/dependent variables and data analysis methods.  
· Data Collection/Analysis Overview.
See Appendix 7 for Gantt Charts and project logbook example.

3.4. [bookmark: _Toc203887449][bookmark: _Toc205015697][bookmark: _Toc205015892][bookmark: _Toc205016555][bookmark: _Toc205278143][bookmark: _Toc205634786][bookmark: _Toc205892225][bookmark: _Toc206409163][bookmark: _Toc206432600][bookmark: _Toc206739242][bookmark: _Toc206739506][bookmark: _Toc216428929]Conclusion

This chapter outlined the methodology used to achieve the objectives of this project.  A modified research onion provided a flexible research framework tailored to meet the requirements of this study. 
Data was gathered empirically/objectively to determine the detection capabilities/limitations of NIDS, the positivism philosophy was applied. 
The deductive approach allowed the current body of knowledge to be reviewed, providing a foundational knowledge for this project to build upon.  The research papers identified in the literature review were used to benchmark the test results of this project to determine how effective NIDS were at the reconnaissance phase.
Strategy experiment was used to test the detection capabilities/limitations of NIDS at the reconnaissance phase and the DSR component provided structure, mapping the objectives to each phase.  
Mixed-methods were used. Qualitative analysis determined which hacking-tools could/could not be detected and NTA identified how the traffic appeared at packet level.  Quantitative analysis determined the effectiveness of each NIDS in detecting reconnaissance attacks, and whether fragmentation/slow-scan evasion could be detected. 
All NIDS were subjected to the exact same reconnaissance traffic simultaneously to evaluate how they performed, the cross-sectional time horizon was used providing a snapshot in time.
The data collection method consisted of a Four-Phase test-plan determining the detection performance of NIDS, which tools were detected, the impact of fragmentation/slow-scan evasion techniques, evaluated FPs, and the impact of DoS.  
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4.1. [bookmark: _Toc216428942]Introduction
This section details the design process used to formulate a blueprint of the VE testbed to conduct the Four-Phase test-plan.   Network topologies were created to provide a visual representation of the VE assisting in the implementation and experimentation stages.  The problems encountered and their solutions are detailed within the problem formulation section.
The implementation of the VE testbed details how the UCEN VE was built to support testing, how problems were addressed and reasons for the solution implemented. 
Further in-depth details of implementation, list of software/hacking-tools, and hacking-tool selection process can be found in Appendix 4.5 and AE1.

4.2. [bookmark: _Toc216428943]Problem Formulation

The research problem was to determine the detection capabilities/limitations of NIDS at the reconnaissance phase to evaluate the tools and techniques used by hackers in the prelude to a real-world cyberattack. 
To design the VE and answer the research problem a block-diagram was created providing a breakdown of the VE testbed requirements.  The block-diagram outlined the categories of VMs needed, to show the flow of traffic and outline the data collection method, see Fig.48:


[image: ]
[bookmark: _Toc216429077]Figure 48: Block Diagram of Testbed
Four main categories of VM were required, see Table 55: 
[bookmark: _Toc216429242]Table 55: Requirements
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Table 56 details the problems encountered during implementation, their solution, and the reasoning/justification for that solution:
[bookmark: _Toc216429243]Table 56: Problem Formulation
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AI-generated content may be incorrect.]
To mitigate risks to the University, the following measures were taken:
· All reconnaissance attack traffic was confined within the VE. 
· VE testbed network was air-gapped from live networks via a dedicated cybersecurity VLAN, the software firewall of the VMs and by a physical firewall.
· No live, PII data was used/collected at any stage. 

4.3. [bookmark: _Toc216428944]Design

Two VEs using Oracle VM VirtualBox were created:
1. Home PC Testbed (HPT).  (Limited storage/RAM)
2. Main Server Testbed (MST).
They hosted the Attack, Target, NIDS and the Data Aggregation Server (DAS). The MST was used to conduct experiments of the SUT evaluating their reconnaissance activity detection capabilities/limitations. 
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4.3.1. [bookmark: _Toc216428957]Home PC Testbed (HPT)

The HPT had limited resources and could only host a small subset of VMs. Therefore, it was only used for initial testing of hacking-tools and NIDS, creating test plans and building VMs.
The HPT was useful, as work could be carried out at any time, with or without network access.   The Snort3 NIDS was built and tested within the HPT as it required significantly more time to research, compile, build, install, test and fault find in relation to Snort2 or Suricata.  
Once operational, the VM was exported as an Open Virtualisation Archive (OVA) file and imported into the MST to save duplicating this work.  This however, caused a diskspace issue, and had to be amended, see AE1.
Fig.49 provides the HPT topology and Table 57 details of the VMs: 
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[bookmark: _Toc216429078]Figure 49: HPT Network Topology
[bookmark: _Toc216429244]Table 57: HPT VM Specifications
[image: ]

4.3.2. [bookmark: _Toc216428958]Main Server Testbed (MST)
The MST had more resource and compute allowing all VMs to run simultaneously. This was crucial for conducting experiments allowing attacks on all VMs in the VE targeting the whole network range.
Table 58 provides the system specifications of the MST physical host server:

[bookmark: _Toc216429245]Table 58: MST System Specification
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Fig.50 provides the topology of the MST. Tables 59-60 provides detail of the VMs.
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[bookmark: _Toc216429079]Figure 50: MST Network Topology
[bookmark: _Toc216429246]Table 59: VM Purpose
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[bookmark: _Toc216429247]Table 60: MST VM Specifications
[image: A screen shot of a white board
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Fig.51 shows the MST topology using bridged adaptors.  This allowed internet access to the VMs for software installation and time synchronisation, whilst being air-gapped from the rest of the network.  This was a precautionary measure to contain the reconnaissance attack traffic.
[image: ]
[bookmark: _Toc216429080]Figure 51: MST Physical Topology
During initial testing of the sslscan hacking-tool neither the Metaspoitable2 nor BeeBox, had a digital certificate (SSL/TLS certificate), so could not be used as a target VM for sslcan. The solution was to create an additional webserver called SSLTarget using Apache2 webserver and OpenSSL in the HTP specifically for this test. Once initial testing of the SSLTarget server was completed, it was migrated to the MST.
To expedite the implementation of the VE, an initial Ubuntu Server (24.02) was created with a basic configuration called the Vanilla Ubuntu server.  The Vanilla server could be cloned creating a base server for the other Ubuntu servers in the VE, it standardised configuration and sped up the implementation of the VE.  This process was repeated for the Windows Server 2019 used for the DC, DAS and Nessus servers.
It was crucial to ensure that time was synchronised across all servers in the VE to facilitate alert log analysis and NTA.  This ensured that a particular hacking-tool was correctly classified by the NIDS.
An educational version of Nessus Essentials was installed on a dedicated Windows Server VM to evaluate the vulnerability assessment software. Whilst limited to only scanning 16 VMs was suitable for this project.
4.4. [bookmark: _Toc216428959]Implementation

This section details the process of configuring the VE testbed to support experimentation.
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4.4.1. [bookmark: _Toc216428961]Building the VE Testbed

Fig.52 shows the HPT VE, with limited VMs to carry out initial testing and configuration.
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[bookmark: _Toc216429081]Figure 52: HPT VE

Fig.53 shows the MST VE.  This server with resources could run all VMs simultaneously, essential for testing.
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[bookmark: _Toc216429082]Figure 53: MST VE

4.4.2. [bookmark: _Toc216428962]Configure the Host Based Firewall on VMs
Firewalls were configured on all VMs to contain the reconnaissance attack traffic within the VE.  Initially, the firewall was configured on the physical server hosting the MST VE, however, this did not block traffic from the VMs to VirtualBox handing the traffic internally.  The traffic did not hit the physical server’s firewall [98].


Figs.54-56 shows the Linux and Windows firewall configurations:
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[bookmark: _Toc216429083]Figure 54: Linux Uncomplicated Firewall (UFW) Configuration
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[bookmark: _Toc216429084]Figure 55: Windows Firewall Configuration-1
[image: ]
[bookmark: _Toc216429085]Figure 56: Windows Firewall Configuration-2

To further contain the network traffic, none of the VMs had a default gateway configured ensuring all traffic remained within the VE.
A second bridged network adapter was installed/configured on all VMs to provide external network access connecting the VMs directly to a segregated/dedicated cybersecurity VLAN.


4.4.3. [bookmark: _Toc216428963]Configuring the Domain Controller (DC)

A DC was used to support computer/user management and network authentication, simulating a UCEN.  This was used as a target for DNS cyberattacks and normal traffic generation.
A VM (DC101-Evidence) was created to document the process of promoting a DC and create a domain.  This server was not used during testing. Figs.57-59 show a Windows Server 2019 being promoted to a DC, and the creation of an evidence.domain.
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[bookmark: _Toc216429086]Figure 57: DC Adding Roles/Features
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[bookmark: _Toc216429087]Figure 58: DC Promotion
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[bookmark: _Toc216429088]Figure 59: Creating evidence.domain
	





4.4.4. [bookmark: _Toc216428964]Implementing cyber.test Domain

The cyber.test domain was configured on DC-100 to provide network infrastructure services to simulate a UCEN, and support enumeration attacks on the cyber.test domain, see Fig.60. 
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[bookmark: _Toc216429089]Figure 60: DC-100 Promoted to DC for the cyber.test domain

A Windows11 (WIN-PC-10) PC was joined to the cyber.test domain.  A test user account (test1) was created for network logon testing and to further simulate a UCEN.  This facilitated the generation of normal network traffic expected on a campus network, see Figs.61-62:
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[bookmark: _Toc216429090]Figure 61: WIN-PC-10 added to the cyber.test domain
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[bookmark: _Toc216429091]Figure 62: Test Domain User Account
4.4.5. [bookmark: _Toc216428965]Configuring DNS Zones
Some hacking-tools required a Fully Qualified Domain Names (FQDN) to function.  To facilitate DNS reconnaissance/enumeration attacks, DNS “A” records were configured for three target VMs, namely BeeBox, Metaspoitable2 and SSLTarget, see Fig.63: 
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[bookmark: _Toc216429092]Figure 63: DNS lookup Zones on DC-100

4.4.6. [bookmark: _Toc216428966]Time Synchronisation
It was crucial to synchronise the time of all VMs so attacks and alerts would have the correct timestamp of the attack/event.  This facilitated NIDS alert log analysis and NTA, identifying which packets were associated with each attack. 
Time synchronisation was achieved by selecting the correct time-zone (Europe/London) on initial set-up of the VM and by utilising the Network Time Protocol (NTP).  
The DC was configured to use a 3rd party organisation (uk.pool.ntp.org) with a dedicated pool of NTP servers, see Fig.64:
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[bookmark: _Toc216429093]Figure 64: NTP Configuration of DC-100
All Windows VMs had DC-100 configured as their primary NTP server, with uk.pool.ntp.org servers used as a backup.
All Linux VMs were configured directly with the NTP pool, and time-zones were standardised as Europe/London, see Figs.65-67:
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[bookmark: _Toc216429094]Figure 65: Linux NTP Configuration
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[bookmark: _Toc216429095]Figure 66: Time-Zone Configuration
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[bookmark: _Toc216429096]Figure 67: NTP/Time-zone Confirmation


4.4.7. [bookmark: _Toc216428967]Promiscuous Mode for all NIDS

A Network Interface Card (NIC) is designed to view network traffic and by default ignores any unicast traffic destined for other devices.  
In normal operation, visibility of unicast traffic between other devices is not required. However, NIDS require all network traffic to be visible so that it can analyse, classify and generate alerts based on the configured signatures/rules.
To enable visibility of all network traffic, “Promiscuous mode” must be configured, see Table 61: 
[bookmark: _Toc216429248]Table 61: Promiscuous Mode Description
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Fig.68 shows promiscuous mode being enabled on the interface. However, this was transient and was lost after reboot: 
[image: ]
[bookmark: _Toc216429097]Figure 68: Enabling Promiscuous Mode
To make promiscuous mode perpetual a service called promisc_mode.service was created that started automatically each time the server booted-up, see Table 62 and Fig.69:
[bookmark: _Toc216429249]Table 62: Promiscuous Mode Configuration
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[bookmark: _Toc216429098]Figure 69: Promisc_mode.service file
Fig.70 shows promisc_mode.service being enabled/started, whilst Fig.71 shows confirmation of promisc_mode working using netstat:
[image: ]
[bookmark: _Toc216429099]Figure 70: promisc_mode.service enabled
[image: ]
[bookmark: _Toc216429100]Figure 71: Confirmation promisc_mode-service working

The Netsat BMPRU flags signify Promiscuous mode is enabled, see Table 63:  
[bookmark: _Toc216429250]Table 63: Netstat Flags
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4.4.8. [bookmark: _Toc216428968]NIDS installation

Suricata and Snort2 can be downloaded and installed on the command line as an Advanced Package Tool (APT) package.  These NIDS can be installed in minutes using a single command, see AE1 for further information.
4.4.8.1. Snort3

Snort3 was a time-consuming installation process.  The source code had to be downloaded, built and compiled from scratch.  All prerequisites/dependencies had to be installed beforehand for Snort3 to function.  Pulled Pork also had to be installed so snort.org rules could be downloaded.  AE2 shows all commands used to configure Snort3/PulledPork3 and testing.
Considerable preparation work was conducted.  Researching the prerequisites/dependencies took substantial time even before the installation took place, see Tables 64-66: 
[bookmark: _Toc216429251]Table 64: Snort3 Prerequisites Table-1
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[bookmark: _Toc216429252]Table 65: Snort3 Prerequisites Table-2
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[bookmark: _Toc216429253]Table 66: Snort3 Dependencies
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Fig.72 Chronological/sequential detail of Snort3 installation process. 
[image: ]
[bookmark: _Toc216429101]Figure 72: Snort3 Installation Process

4.4.8.1.1. Snort3 Installation Challenge

During installation the libdaq .tar would not open on the Snort3 Ubuntu server. 
This was resolved by using Secure Copy Protocol (SCP) to transfer the .tar file from the Ubuntu server to the Kali attack machine.  The .tar file was successfully unzipped on the Kali VM.  The unzipped files were copied back to the Ubuntu server for the installation to continue, see Fig.73:
[image: ]
[bookmark: _Toc216429102]Figure 73: SCP used to copy file over to Kali to be unzipped



4.4.9. [bookmark: _Toc205015732][bookmark: _Toc205015927][bookmark: _Toc205016590][bookmark: _Toc205278178][bookmark: _Toc205634821][bookmark: _Toc205892260][bookmark: _Toc206409198][bookmark: _Toc206432635][bookmark: _Toc206739277][bookmark: _Toc206739541][bookmark: _Toc207136750][bookmark: _Toc207136959][bookmark: _Toc207530957][bookmark: _Toc208067261][bookmark: _Toc208667677][bookmark: _Toc208669485][bookmark: _Toc208669704][bookmark: _Toc208680613][bookmark: _Toc208680832][bookmark: _Toc208743494][bookmark: _Toc208821934][bookmark: _Toc208822314][bookmark: _Toc208850573][bookmark: _Toc208939539][bookmark: _Toc216428969]NIDS Configuration

The NIDS were configured using signature-based detection.  As many default options/signatures/rules as possible were used.  This replicated the scenario of a University IT technician being allocated a set amount of time to build/configure a NIDS before moving onto their next task.  There would be no time to refine the rulesets or make minor adjustments to improve the performance of the NIDS.  
The trusted/untrusted IP Address range(s) were defined.  The trusted ranges were monitored/protected by the NIDS, and untrusted, external to the LAN.
All SUT used the same two variables to define these IP Address ranges, namely:
· HOME_NET (Configured by the Administrator and the network protected by the NIDS)
· EXTERNAL_NET (All other networks)
The “HOME_NET” and “EXTERNAL_NET” variables are standard in all NIDS rules.  Rules can be downloaded from the developers and work instantaneously.
See AE1 for further information.

4.4.9.1. Suricata

Once the initial NIDS configuration was completed, the default signatures/rules were downloaded from the developer (Emerging Threats (ET)), see Fig.74-75: 
[image: ]
[bookmark: _Toc216429103]Figure 74: The first 3 of 59,591 rules
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[bookmark: _Toc216429104]Figure 75: Rules pasted into a text-editor with word wrap
Suricata does not have a file to store local signatures/rules, therefore, this local.rules file must be created first, see AE3. 
This local.rules file is used for signatures/rules created by the NIDS administrator and can be tailored to be site specific.  A rule can be created to alert on malicious activity to a specific server with sensitive data, or FPs from known devices can be suppressed.
After the local.rules file is created, its location must be added to the suricata.yaml configuration file, so Suricata can use the local signatures/rules, see Fig.76-78: 
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[bookmark: _Toc216429105]Figure 76: local.rules file
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[bookmark: _Toc216429106]Figure 77: Rule File Locations in suricata.yaml configuration file
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[bookmark: _Toc216429107]Figure 78: rules directory/local.rules file manually created
Suricata was unable to detect some of the hacking-tools during Phase-I tests.  Some of which were required for Phase-II.  NTA was therefore conducted to determine packet features used to create signatures/rules manually created by the author and entered into the local.rules file, see Fig.79:
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[bookmark: _Toc216429108]Figure 79: local.rules file
This process is further described in section 5.3.3.1.
4.4.9.2. PulledPork Configuration
Snort3 does not have any signatures/rules by default. Therefore, PulledPork had to be installed and configured to download the Standard Object Rules (SORULES) signatures/rules from Snort.org, see Fig.80.   Local Rules were not used for Snort3.
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[bookmark: _Toc216429109]Figure 80: PulledPork Installation/Configuration Process
4.4.9.2.1. PulledPork Installation challenge

During installation/configuration PulledPork could not find the correct file from snort.org. A manual change to the PulledPork python script rule manager file (pulledpork.py) was required.  
Manual changes run the risk of corrupting the original file. See Fig.81, the original pulledpork.py file being created prior to making this change.
[image: ]
[bookmark: _Toc216429110]Figure 81: Backup copy of original PulledPork Python file created

Fig.82 shows the downloads page of the snort.org website, when logged in, and the possible signatures/rulesets[99].  The snortrules-snapshot-3170.tar.gz signature/ruleset was used as it was the latest signature/rule at time of configuring. 
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[bookmark: _Toc216429111]Figure 82: Selecting the PulledPork Rule to download
The pulledpork.py file was amended, see Fig.83:
1. Using # to comment out the default line of the script with snortrules-snapshot- <VERSION>.tar.gz.  
2. This line was copied, replacing <VERSION> with snortrules-snapshot-3170.tar.gz. This manually selecting the signature/rule file to download.
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]
[bookmark: _Toc216429112]Figure 83: PulledPork Python Script change to resolve PulledPork issue
Fig.84 shows PulledPork being run without errors.
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[bookmark: _Toc216429113]Figure 84: Testing SORULES - 0 Warnings
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4.5. [bookmark: _Toc216428970]Conclusion

Both the HPT/MST VE testbeds were implemented successfully.  A fully functional testbed modelling a UCEN was built including a DC and associated cyber.test domain.  The VE was subjected to preliminary tests to ensure the testbed was fully functional prior to conducting the experiments.  All VMs were found to be functional within the VE.  DNS “A” records were implemented and tested by ping and DNS lookup ensuring full connectivity between all VMs.  Nessus vulnerability scans were successfully carried out, and vulnerability reports were generated. Two Kali attack VMs were built. Several attacks were carried out during preliminary testing and were detected by all SUT.  The VE was tested and found to be fully operational, and ready for experimentation.
Several problems were encountered during the design and implementation phase; but were overcome and solutions implemented.
During initial testing the BeeBox and Meta2 servers did not have SSL certificates and were incapable of hosting a HTTPS website, this was not anticipated.  An Apache webserver was created named SSLTarget with default SSL certificates to host a HTTPS webpage, to resolve this issue.  
It was crucial that promiscuous mode was configured on all SUT to ensure visibility of all network traffic within the VE.  This was essential to monitor and classify the traffic, and to generate an alert if malicious traffic was detected.  Whilst promiscuous mode could be enabled on the interface it was lost after reboot, this was unexpected.  Promiscuous mode had to be made perpetual enabling it to startup on boot, this was achieved by creating the promisc_mode service.
It was predicted that time synchronisation would be an issue during the analysis phase.  NTP was therefore used to synchronise time throughout the VE.  This resolved the issue and facilitated data analysis.
Implementing Snort3 was more time consuming than expected. Additional research into the pre-requisites/dependencies was required prior to the installation, to build Snort3 from its source-code. The author found this an invaluable academic exercise giving a deep insight into the inner workings of NIDS.  
It was expected that Snort3 would have default signatures/rules, but this was not the case.  PulledPork had to be installed to download the signatures/rulesets. A further issue arose during the signature/rule download.  PulledPork could not locate the signatures/ruleset automatically.  The pulledpork.py script rule manager file was amended, manually selecting the signature/ruleset to download from snort.org, this resolved the issue.
Migrating VMs from HPT to MST posed an issue.  The NIDS would run out of diskspace during testing due to their limited HDD.  The VM diskspace was increased and averted potential issue during testing. 
The design of the VE enabled the Four-Phase test-plan to be conducted achieving the objectives of this project.
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5.1. [bookmark: _Toc216428977]Introduction

This chapter focused on the results gathered during the experiments and their analysis using SIM.  These standard equations were used in comparable academic research identified in the literature review. They enable NIDS detection performance of reconnaissance activity to be evaluated, allowing benchmarking not only against each SUT but also against the results of the published academic research.
In addition, the following were evaluated:  
· Evasion techniques, fragmentation and slow-scan.
· The impact of DoS stress testing on detection performance.
· NIDS capability to recognise normal expected network traffic.
· NTA and signature creation process and their impact.
· Analysis into which hacking-tools can/cannot be detected by NIDS.  

5.2. [bookmark: _Toc216428978]Testing & Evaluation

This section outlines the process used to conduct the experiments containing 131 tests over Four-Phases. However, only one test per phase was documented here, with further tests described in AE1.
Table 67 maps tests to RQ: 
[bookmark: _Toc216429254]Table 67: Four-Phase Tests, mapped to RQ and Metric
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Table 68 shows the test procedure: 
[bookmark: _Toc216429255]Table 68: Test Procedure/Data gathering
[image: A screenshot of a computer

AI-generated content may be incorrect.]



Fig.85 shows the Kali Attack VM during Phase-I/Test 8, testing the fragmentation evasion technique with a fragmented Synchronise (SYN) scan.
Fig.86 shows the DAS desktop with SSH sessions of SUT described in section 3.2.3. Snort3 detected this attack, but it was not visible in the screenshot (outlined in red).  The alerts from the test log have been added.
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[bookmark: _Toc216429114]Figure 85: Kali Phase-I/Test-8
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[bookmark: _Toc216429115]Figure 86: DAS Phase-I/Test-8





Fig.87 shows the Kali VM carrying out Phase-II/Test-77.  A SYN short-slow-scan of the network range utilising a time-interval of 200 seconds.  Fig.88 shows the NIDS alerts.  
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[bookmark: _Toc216429116]Figure 87: Kali Phase-II/Test-77
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[bookmark: _Toc216429117]Figure 88: DAS Phase-II/Test-77



Suricata failed to detect an equivalent SYN scan during Phase-I however, was able to detect this scan in Phase-II due to the manually created Signature/Rule SID: 1:1010001:2, outlined in red. See NTA and Signature/Rule creation in Appendix 5.2.3 and AE1.






Fig.89 shows a browser session to the Metasploitable2 webserver during Phase-III/Test-259.  Fig.90 shows the DAS logging alert/network traffic activity.  Suricata/Snort2 did not generate an alert for this activity, however Snort3 did.
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[bookmark: _Toc216429118]Figure 89: Win10-PC Phase-III/Test-259
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[bookmark: _Toc216429119]Figure 90: DAS Phase-III/Test-259





Fig.91 shows Phase-IV/Test-270. Fig.92 shows the DAS.  The ICMP/Ping DoS attack was visible in Snort2/3 alert logs and CPU usage was at 100%.  Reconnaissance attack was visible in Suricata alert log.
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[bookmark: _Toc216429120]Figure 91: Kali Phase-IV/Test-270
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[bookmark: _Toc216429121]Figure 92: DAS Phase-IV/Test-270





5.3. [bookmark: _Toc216428979]Results & Analysis

5.3.1. [bookmark: _Toc216428980]Metrics & Strategies
SIC and SIM were used to evaluate the detection performance of the SUT and to effectively benchmark this project against comparable academic studies from the literature review [43][47][48][66][90][100][101][102].
Table 69 shows the SIC [22][44][103]: 
[bookmark: _Toc216429256]Table 69: 2x2 SIC Confusion Matrix
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· The most effective NIDS generate the highest number of TP and TN classifications.
· Excessive FPs waste time, causing “alert fatigue” where cybersecurity-analysts may disregard NIDS alerts [15].
· FNs are dangerous to an organisation’s cybersecurity posture as they give a false sense of security.  The organisation may believe their systems are secure however, they could be unknowingly under attack/compromised [104]. 

Table 70 provides further detail of SIC:
[bookmark: _Toc216429257]Table 70: SIC explanation
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Figs.93-94 show strategies used to review the NIDS alert logs determining whether classification were correct:
[image: ]
[bookmark: _Toc216429122]Figure 93: Phases-I,II,IV Strategy
[image: ]
[bookmark: _Toc216429123]Figure 94: Phase-III Strategy
Fig.95 illustrates the NTA strategy to analyse hacking-tool activity at the packet level using Wireshark, and the process of selecting packet features to create signatures/rules:  
[image: ]
[bookmark: _Toc216429124]Figure 95: NTA and Signature creation strategies













5.3.2. [bookmark: _Toc216428981]Results
Tables 71-74 show the raw test results for Phases-I,II,IV providing the values for TP/FN.  This data evaluated the detection performance of the SUT. 
Table 75 shows raw test results for Phase-III values for TN/FP.  This evaluated the SUT in recognising normal network traffic:
		[bookmark: _Toc216429258]Table 71: Phase-I Results
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	[bookmark: _Toc216429259]Table 72: Phase-II-(Short) Results
[image: A table with numbers and letters

AI-generated content may be incorrect.]

	[bookmark: _Toc216429260]Table 73: Phase-II-(Long) Results
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	[bookmark: _Toc216429261]Table 74: Phase-IV Results
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	[bookmark: _Toc216429262]Table 75: Phase-III Results
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5.3.3. [bookmark: _Toc216428982]Analysis

The raw dataset was analysed using the SIM equations below to determine the detection effectiveness of each NIDS, see AE4.  These equations were commonly used by academic studies researched in the literature review.  These standardised equations facilitate benchmarking against comparable studies [43][47][48][66][90][100][101][102].
Each equation provides a different perspective of the dataset. Multiple viewpoints add credence to the analysis/findings. 
Accuracy, see Equation.1 (Eq.1), provides an overall indication of SIC correctness [44][49]. However, accuracy on its own can sometimes provide misleading results, known as the “accuracy paradox” [105], see Appendix5.

[bookmark: _Toc216429319]Equation 1: Accuracy 


To support the accuracy value, Equations.2-6 (Eqs.2-6) provide additional perspectives of the dataset improving confidence. 
Precision focuses on the likelihood of an alert being genuine [22][44][49].  Recall/True Positive Rate (TPR) indicates how well the NIDS detect actual intrusions, ensuring actual alerts are not missed [22][42][44].  Specificity/True Negative Rate (TNR) focuses on the correct identification of normal network traffic [42][44].  False Positive Rate (FPR) indicates the overall number of FPs incorrectly generated by normal network activity [22][45][44].  False Negative Rate (FNR) shows the number of actual intrusions missed by the NIDS [45][44].  A high FNR value is dangerous as malicious traffic can go undetected.   

	[bookmark: _Toc216429320]Equation 2: Precision 


	[bookmark: _Toc216429321]Equation 3: Recall/TPR 



	[bookmark: _Toc216429322]Equation 4: Specificity/TNR


	[bookmark: _Toc216429323]Equation 5: FPR 


	[bookmark: _Toc216429324]Equation 6: FNR 


	



NIDS Performance provides an indication of how well the NIDS detect actual intrusions and benign traffic [42] see, Eq.7:
[bookmark: _Toc216429325]Equation 7: NIDS Performance 


The F1-Score is a SIM used in academia showing the harmonic mean of precision and recall, however, it does not take TNs into account[44][49]. 
The Matthew’s Correlation Coefficient (MCC) provides a relationship of all SIC [45][106].  Table 76 shows the MCC strength table. MCC provides a balanced result despite skewed datasets and is a valuable SIM in situations where F1-score may provide inaccurate results with unbalanced datasets [45][106].  Both equations evaluate the NIDS performance in detecting actual intrusions against the likelihood of generating FPs, see Eqs.8-9:

[bookmark: _Toc216429326]Equation 8: F1-Score 


[bookmark: _Toc216429327]Equation 9: MCC


A table detailing all equations can be found in Appendix 5.
[bookmark: _Toc216429263]Table 76: MCC Strength Table
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5.3.3.1. Phase-I Analysis

Table 77 shows analysis from all 76 tests during Phases-I&III, with default signatures/rulesets:
[bookmark: _Toc216429264]Table 77: Phase-I&III data analysis
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Snort3 clearly outperformed both Suricata and Snort2.  This was surprising as Suricata has over 59,000 signatures.  It was anticipated that Suricata’s detection performance would have been comparable to Snort3, however Snort3 was superior to Suricata in every facet during Phase-I.  Suricata’s high FNR of 72.37% indicated it missed a significant amount of attack traffic. Suricata’s low MCC of 8.96% showed it had a random to very weak positive correlation to reconnaissance attack traffic.  Snort2 achieved an MCC of 37.12% equating to a weak positive correlation between actual and detected attacks.  Snort3 was the best performing NIDS with a moderate positive MCC correlation of 64.27%.
Fig.96 visualised this analysis in a Receiver Operating Characteristics (ROC) graph showing Snort3 was the best performing NIDS. Snort3 was able to detect actual intrusions (TPR) and correctly classified false alerts (FPR).
[image: ]
[bookmark: _Toc216429125]Figure 96: Phase-I&III ROC Graph
See Appendix 5.2.2 for further details on the ROC graph.
5.3.3.2. Phase-II Analysis

Phase-II tested the slow-scan evasion method, varying the time-interval.  Manually created signatures/rules were also used to improve detection rates.
Several techniques were used to reduce the time to conduct the Phase-II(short), to conduct the tests in an appropriate timescale.  Two new evasion techniques were discovered, see Table 78:
[bookmark: _Toc216429265]Table 78: Phase-II(short) Techniques
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Table 79 provides the results of Phase-II(short):
[bookmark: _Toc216429266]Table 79: Phase-II(short)&III data analysis
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During Phase-II(short), Snort2 was the most effective at detecting malicious traffic showing improvements in: 
Accuracy from 68.55% to 72.50%
TPR from 67.10% to 75.00%  
NIDS performance value from 68.50% to 72.45% 
All indicating good ability in detecting actual attacks and recognising normal network traffic.  Snort2 was the only SUT capable of detecting the sslscan with filters applied, leading to its improved performance. 
Suricata’s results were disappointing, however, it managed to successfully detect hping3 traffic, despite failing to detect this during Phase-I.  This success was due to manually created Suricata signatures/rules written by the author. Without this hping3 signature/rule, Suricata would not have detected any traffic during these tests.
Fig.97 visualises Phase-II(short) testing:
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[bookmark: _Toc216429126]Figure 97: Phase-II(short)&III ROC Graph
Snort2 was the most effective NIDS during Phase-II(short) testing, achieving a TPR of 0.75 whilst Suricata the least effective, achieving results just above the Line of Random Chance (LORC).
Table 80 shows the results from Phase-II(long) these tests used the Nmap tool over an extended period, over 24-hours, without any filters applied.
[bookmark: _Toc216429267]Table 80: Phase-II(long)&III data analysis
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Phase-II(long) was Suricata’s best performance, equalling the detection capability of Snort3.  Both achieved an MCC value of 81.65%, a strong positive correlation due to a manually created Nmap Suricata signature/rule written by the author.
This demonstrated that with the correct signatures/rulesets, the detection capabilities of NIDS can be significantly improved as all NIDS achieved exemplary results during Phase-II(long), see Fig.98:
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[bookmark: _Toc216429127]Figure 98: Phase-II(long)&III ROC Graph
Fig.98 shows that all SUT achieved a TPR of 1.00 (100%) all tests detected. Suricata/Snort3 were the most effective with an FPR of 0.2. Snort2 was not as effective with an FPR of 0.3.  Nevertheless, all SUT were positioned in the upper left quadrant of the ROC graph. 
5.3.3.3. Phase-III Analysis

Phase-III testing provided the TN/FP SIC, these were required to calculate all equations, bar Recall/TPR&FNR.  TN/FP were used exclusively to calculate Specificity/TNR. 
Table 81-82 show that Suricata and Snort3 were comparable in TN/FP classifications and Specificity/FPR:   
	[bookmark: _Toc216429268]Table 81: Phase-III Percentage
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	[bookmark: _Toc216429269]Table 82: Specificity/FPR
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5.3.3.4. Phase-IV Analysis
Table 83 shows Phase-IV analysis of SUT subjected to reconnaissance and DoS attack simultaneously.  
[bookmark: _Toc216429270]Table 83: Combined Phase-III&IV data analysis
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All SUT were negatively impacted.  Suricata’s accuracy and precision was reduced to 50%, indicating a 50-50 chance of correctly classifying an attack.  This was also reflected in the MCC value of 0.00%, there was no correlation between actual traffic and classification.  Fig.99 shows Suricata on the LORC, indicating its classifications were guesses, corroborating the results in Table 84.
Snort2 performed marginally better, with values of 55-57% respectfully.  Snort3 was the best performing with accuracy and precision of 75-77%.  Whilst its MCC value was reduced to 50.25% this equated to a moderate positive correlation. 
[image: ]
[bookmark: _Toc216429128]Figure 99: Phase-III&IV ROC Graph

5.3.3.5. Overall Comparison Analysis

Tables 84-87 show the results side-by-side of all phases. 
[bookmark: _Toc216429271]Table 84: Phase-I&III analysis table
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[bookmark: _Toc216429272]Table 85: Phase-II(short)&III analysis table
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[bookmark: _Toc216429273]Table 86: Phase-II(long)&III analysis table
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[bookmark: _Toc216429274]Table 87: Phase-III&IV analysis table
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Suricata was the least effective NIDS at detecting reconnaissance activity, apart from Phase-II(long) where manually created signatures/rules improved performance. Suricata consistently achieved the lowest F-Score/MCC showing that it was the least effective at detecting intrusions and most likely to raise an FP.  Suricata’s FNR values were the highest at 72-80%, the least capable of detecting intrusions. 
In contrast, Snort3 was the most effective overall.  It achieved the highest precision values indicating it was the most effective at detecting reconnaissance attacks and least likely to raise a false alarm. It also returned impressive NIDS Performance values demonstrating it could detect reconnaissance activity while recognising normal network traffic. 
Overall, Snort2 achieved respectable results even though it is considered a legacy NIDS. Snort2 managed to achieve the best performance during Phase-II(short), as it was able to detect the sslscan with filters applied where the others could not.
Phases-I and IV showed the negative impact of DoS attack on the NIDS.  The precision metric showed all NIDS were less likely to detect genuine alerts while being more likely to raise FPs.  This was most notable for Suricata and Snort2 with precision values down from 58.01% to 50.00% and 69.11% to 57.14% respectively.
Fig.100 shows a visual representation of all phases:
[image: ]
[bookmark: _Toc216429129]Figure 100: Combined ROC Graph
Suricata is in the lowest quadrant of the graph indicating its low detection performance. 
Snort3 values were at the top left quadrant of the graph (apart from S3:P2(S)), indicating it was the most effective. Suricata’s performance was significantly improved by manually created signatures/rules during Phase-II(long), equalling the best performance of Snort3.
5.3.3.6. Word-Cloud Analysis (WCA)

WCA was conducted on Phase-I to determine which hacking-tools could/could not be detected by NIDS.  Phase-III established which normal network traffic generated FPs.  Whilst WCA gave an overall picture, Triangulation, see Appendix4.3, was used to provide further insight, using histograms to break down the results.  This identified which hacking-tools were detected by each SUT.
Figs.101-102 show the successful detection of malicious traffic in word-clouds, while Figs.103-104 show the data in histogram format:
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[bookmark: _Toc216429130]Figure 101:WCA Phase-I
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[bookmark: _Toc216429131]Figure 102:WCA Phase-I (Minus Nessus&Nikto)
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[bookmark: _Toc216429132]Figure 103: Phase-I Hacking-Tools detected
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[bookmark: _Toc216429133]Figure 104: Phase-I Hacking-Tools detected (Minus Nessus&Nikto)




Nessus/Nikto created a significant amount of network traffic during vulnerability scans and were quickly detected by all SUT see Fig.101.   
All SUT detected Nessus, however, Suricata/Snort3 had over 4,000 TPs, whereas Snort2 achieved only 2,000 TPs, see Fig.103.  This shows that Suricata/Snort3 were more effective at detecting malicious Nessus scans compared to Snort2.  This was unexpected as Suricata consistently underperformed.  
Snort2 had over 3,000 TPs for Nikto, proving to be the most effective on this occasion. Snort3 achieved just under 2,000 TPs.  This was also unexpected, as it had been anticipated that Snort3 would outperform Snort2.  As Snort3 had 51,334 signatures/rules compared to Snort2 having approximately 1,100 signatures/rules. Also, Snort3 had a more granular signature/rule syntax, which was anticipated to be more effective.  Suricata only managing a handful of TPs, was least effective.  This follows the normal detection performance of Suricata found throughout this study.  
Nessus/Nikto was removed from the word-cloud as their number of TPs was significantly higher than the other malicious traffic.  This enabled visibility of the other hacking-tool activity, see Fig.102.  This facilitated analysis of the remaining hacking-tools.  Masscan and Advanced Port Scanner (APS) were the next most detected hacking-tools.  
The histogram showed that Snort3 was the most effective, with 800 TPs for APS, masscan was the fourth most detected hacking-tool with 400 TPs, see Fig.104.   It achieved more TPs for both hping3 and Metasploitable2.   Snort2 was the second most effective, with 200 TPs for masscan and unicornscan.  On initial inspection, hping3 should be the next most detected hacking-tool.  However, as the TP values of Snort2/3 were accumulated i.e. 600 TPs, Masscan was the second most detected hacking-tool.  Suricata barely had a handful of TPs which followed the expected detection performance based on other tests.






Fig.105 shows the undetected hacking-tools:
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[bookmark: _Toc216429134]Figure 105: The Hacking-tools not detected by SUT
Neither Wireshark/Above were detected by SUT.  This was expected as both hacking-tools conduct passive reconnaissance [71]. 
Fig.106 shows WCA of Phase-III identifying the normal network traffic that triggered the most FPs. Figs.107-108 show the associated histograms:
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[bookmark: _Toc216429135]Figure 106: Phase-III FP Detections
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[bookmark: _Toc216429136]Figure 107: Phase-III Histogram
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[bookmark: _Toc216429137]Figure 108: Phase-III Histogram (Minus Nessus)



Nessus vulnerability scan triggered the most FPs by all SUT. This replicated the findings from Phase-I, which was expected. Suricata/Snort3 produced the most FPs whereby Snort2 generated half the amount see Fig.107.
Nessus was removed, revealing that HTTP, HTTPS and Kerberos authentication caused FPs see Fig.108.  Suricata produced the least FPs, correctly classifying this traffic. However, additional research would be required to ascertain whether this success was due to Suricata correctly classifying this traffic or whether this reflects on its poor detection performance.
5.3.4. [bookmark: _Toc216428983]Comparison of Phase-I&III Analysis Against Related Work

Phase-I results were benchmarked against comparable academic research from the literature review. All utilised AI to detect malicious activity, see Table 88 [43][47][48][66][90][100][101][102]:
[bookmark: _Toc216429275]Table 88: Comparison of Phase-I&III testing against related work
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Snort3 was the most effective traditional IDS achieving 80.81-84.21% during testing.  In comparison, the AI based systems achieved 96.2-99.26%.  This shows AI systems outperformed traditional NIDS in classification correctness, reduced FPs and missed alerts.  
Phase-II(long) proved refining/adding signatures/rules improved NIDS performance. However, the additional features of AI based detection systems i.e. autonomous detection of new attack patterns and improved understanding of attack characteristics provide enhanced cybersecurity detection capabilities over traditional IDS. Currently there is a trade-off, as AI systems require substantial resource to function making them cost prohibitive [49][60][61].     







5.4. [bookmark: _Toc216428984]Discussion

The analysis in this chapter meets the project aim by evaluating the effectiveness, capabilities/limitations of the SUT during the reconnaissance phase of a cyberattack.  The research methodology applied was suitable to meet the aim and objectives of this study.  
The MST was completed, modelling a fully functional UCEN. The VE was implemented in accordance with similar studies researched during the literature review to support the Four-Phase test-plan using pen-testing/ethical-hacking techniques [25][26][71]. A total of 131 tests were conducted over Four-Phases utilising several hacking-tools to evaluate the detection performance of NIDS.  Alert messages and PCAP files were logged for analysis.  

5.4.1. [bookmark: _Toc216428985]Phase-I

The literature review showed that pattern-matching algorithms used by detection engines impact detection rates.  Snort3’s detection engine uses the more efficient Hyperscan pattern matching algorithm whereas Snort2/Suricata uses aho-corasick [26][86].  The findings from this project supports the literature review.
Snort3 was the most effective, outperforming both Suricata and Snort2.  Snort2 performed better than anticipated as it is a legacy system regularly outperforming Suricata.  Suricata was the least effective which was unexpected as both Suricata and Snort3 are modern flow-based NIDS.  It was anticipated that these NIDS would have had a more comparable detection performance.  Overall, Suricata’s MCC scores were constantly closer to 0.00%, whereas Snort3 was consistently higher nearer to 80%.  
Address Resolution Protocol (ARP) reconnaissance attacks [107], at L2, could not be detected by Suricata or Snort2.  To carry out an L2 attack, the hacker must have physical access to the network.  
As ARP packets cannot traverse networks, they remain within the LAN. It is suspected that the developers of the NIDS expect the LAN to be secured by way of restricted physical access to communication/server rooms, and switchport security measures such as the IEEE 802.1X standard to authenticate devices[108].  Presumably the developers believe L3-L7 attacks, external to the LAN, are more prevalent as most attacks are initiated outside of the network via phishing etc.  
Additional research and NTA was conducted into ARP, in an attempt to create signatures/rules to detect ARP attacks.  However, Suricata’s rule syntax/structure did not support this, see ARP signature/rules in AE1.  It had been anticipated that as Suricata’s rule structure was so powerful manually created signatures/rules would have detected ARP attack traffic.  
However, Snort3 was able to detect L2 attacks by using its ARP Spoof Inspectors, although, only provided basic alerting [22][76].  NTA was required to pinpoint the attack.  
Suricata’s poor performance maybe due to its default signatures. It is speculated that Suricata’s developers focus on network traffic at L3-L7 with an emphasis of attack traffic from the “EXTERNAL_NET” variable.  This looks for attacks coming into the network and not attacks from within the network.  This would account for the inability to detect attacks initiated within the LAN.  This allows local attacks to go unnoticed i.e. a disgruntled employee initiating an insider attack, over a long period of time causing untold damage. 
Suricata was extolled during the literature review for its system performance accredited to its default signatures by Boukebous et al. [26] and Waleed et al. [25].  This contradicts the research of this project that found the detection capabilities of Suricata the least efficient. 
Testing showed the NIDS alert occasionally generated immediately after the initiation of an attack.  However, on other occasions, a delay of several minutes would occur.  It is suspected that the delay was caused by the NIDS systematically reviewing all signatures/rules to locate a match generating an alert. This additional delay could prove crucial, as it gives hackers time to develop their attack.
Some alerts generated by malicious traffic did not resemble the actual attack i.e. a Nmap UDP scan was seen as a DoS attack.  This was coincidental, happening to match a signature/rule. 
The fragmentation evasion technique was detected by all SUT.  This was unexpected as research from Tan et al. [36] reported that fragmentation of packets was a valid NIDS evasion technique. Some fragmented traffic caused a high number of alerts on Snort3, therefore instead of an evasion technique made the attack more obvious. This contradicts the research of Tan et al. as fragmentation is not a viable evasion method.
Fragment further was not detected by Suricata/Snort2. Snort3 however, was able to detect fragment further (short-fragment) packets.  This was a coincidental match, listed as a DoS attempt.  This may lead the cybersecurity team to deduce that this was a FP, and not a live malicious attack.
A Subject Query Language Injection Attack (SQLIA) was conducted using the SQLMap tool.  The login credentials stored in the SQL database were retrieved [109]. However, this was not detected by Suricata, and only partially detected by Snort2. This was surprising, considering the amount of sensitive data exfiltrated.  Snort3 was able to detect every stage of the SQLIA proving again that Snort3 was the most effective NIDS.
NIDS detecting most, but not all, reconnaissance activity supports the experimental hypothesis of this project.
5.4.2. [bookmark: _Toc216428986]Phase-II

The slow-scan evasion technique relied on attack traffic merging with other NIDS alerts.  This technique, used by hackers, is a slow and steady process over a long period of time, in the hope the alerts go undetected by cybersecurity-analysts. The testing supported the findings of Nisa et al [34].
If attack traffic matched a signature/rule an alert was generated each time, irrespective of the time-interval.  Surprisingly, the time-interval had no bearing on reconnaissance detection.  However, reducing the number of ports scanned and filtering the scan results were more significant factors in evading detection, this was unexpected.
Snort2 was the only SUT capable of detecting the sslscan tool despite the filter being in place, another coincidental match.  The rule triggered was intended to detect excessively large SSL Hello message[110].  
Suricata's detection performance improved significantly by manually created signature/rules equalling the detection capabilities of Snort3 for Phase-II(long).  Both achieved the best results of the experiment.  This adds weight to the importance of ensuring the correct signatures are in place, improving NIDS detection capabilities.
5.4.3. [bookmark: _Toc216428987]Phase-III

Nessus generated several FPs during Phase-III, triggering thousands of alerts giving the impression a cyberattack was in progress.  It is crucial that cybersecurity-analysts are aware of vulnerability scanners to avoid triggering FPs.  A 'pass' signature/rule can be created, so alerts are suppressed temporarily during a vulnerability scan.
Browsing to a HTTP website of the Metasploitable2 VM generated an alert for Suricata and Snort2.  This was related to an intentional vulnerability (CVE-2000-0778) of Metasploitable2[111].  This was classified as an FP, however, was triggered by a genuine vulnerability.  It was surprising that Snort3 had failed to detect this despite its overall superior detection performance. 
Snort3 generated an alert while browsing to the HTTPS website of the SSLTarget VM.  This was due to an issue with the SSL/TLS handshake detecting an invalid SSL server HELLO [112]. 

5.4.4. [bookmark: _Toc216428988]Phase-IV

The SUT were subjected to a volumetric ICMP Flood DoS attack whilst simultaneously under reconnaissance attack to evaluate the impact of a DoS attack on detection performance.  This recreated the experiments of Boukebous et al. [26] and Waleed et al. [25].  However, this study focused on detection performance rather than system performance.
The detection performance of all SUT were negatively impacted during testing by consuming the CPU resource available to the NIDS.  Tests detected in Phase-I were sometimes undetected in Phase-IV.  The DoS attack was so effective it impacted the server’s clock. If an attack was detected, it was out of synch by approximately two minutes proving a link between system performance and detection performance supporting the findings of Boukebous et al. [26] and Waleed et al. [25]. 
In addition, the DoS attack shared a similarity with the slow-scan attack by merging reconnaissance attack traffic within other alert traffic e.g. whilst testing Snort3 the DoS attack generated over 1.2 million alerts, with a single alert generated by the sslscan attack.  This made it difficult to detect the reconnaissance attack traffic. 
Snort3 did not detect sslscan when DoS not applied but did detect it when DoS applied.  It is suspected that DoS attack destabilised the server, impacting detections even when DoS was not applied.
Resource exhaustion and volumetric attack make DoS a valid evasion technique.


5.4.5. [bookmark: _Toc216428989]SUT Comparison

Table 89 overview comparing all SUT [26]:
[bookmark: _Toc216429276]Table 89: SUT Comparison Table 
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5.4.6. [bookmark: _Toc216428990]Objectives & Answers to Research Questions
Table 90 shows Aim, Objectives and RQs for this project and how they were achieved/answered:
[bookmark: _Toc216429277]Table 90: Aim/Objectives/RQs.
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5.5. [bookmark: _Toc216428991]Summary
Table 91 provides a chapter summary and places the SUTs in rank order, Table 92 overview of findings:
[bookmark: _Toc216429278]Table 91:Summary of NIDS performance Analysis
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[bookmark: _Toc216429279]Table 92: Summary of Findings
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5.6. [bookmark: _Toc216428992]Conclusion

Snort3 was the most effective NIDS at detecting reconnaissance activity including ARP attacks due to its ARP spoof inspector.  ARP attacks were not detected by the other SUT.
Surprisingly, Snort2 a legacy NIDS regularly outperformed Suricata.  Snort2 also managed to outperform Snort3 during Phase-II(short) by detecting the sslscan.
Suricata was the least effective.  It had been anticipated that Suricata and Snort3 would have been comparable systems.   However, by creating manual signatures/rules significantly improved Suricata’s detection performance equating to Snort3’s detection capability during Phase-II(long) testing. This highlights the importance of appropriate signatures/rules.
Fragmentation was detected by all SUT, which was surprising as it is widely regarded as an evasion technique. Fragment-further was detectable by Snort3, but not the other SUTs.  Slow-scan testing revealed that if a signature/rule matched the reconnaissance traffic an alert was generated irrespective of time-interval. Two new evasion techniques were discovered, i.e. reducing the number of ports and using filters to reduce traffic during a scan.
DoS negatively impacted the detection rates of all SUT.  Suricata however, was the most impacted and generated classifications equivalent to random guesses.  Some alerts were generated by malicious traffic but did not bare any resemblance to the actual attack. These were coincidental alerts.
Benchmarking this study against equivalent academic studies from the literature review revealed AI systems outperformed all SUT, justified in Table 88.  This shows the direction of travel of the most contemporary research in this field, however, is currently cost prohibitive [43][47][48][66][90][100][101][102].  
AI systems have a limitation; they cannot detect some attacks in real time whereas signature-based NIDS can.  It is envisaged that hybrid system of AI/NIDS leveraging the advantages of both systems would be most effective, e.g. the system proposed by Seo et al. [43].
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6.1. [bookmark: _Toc216429000]Summary

This project aimed to research the effectiveness, capabilities/limitations of Network Intrusion Detection System (NIDS) at the reconnaissance phase, an early stage of a cyberattack.  Detection at the earliest stages provides an opportunity to prevent a cyberattack from developing further.
A literature review of relevant topics, i.e. NIDS performance comparison, penetration-testing/ethical-hacking, NIDS evasion techniques and Network Traffic Analysis (NTA) was undertaken to provide a firm foundation on which to base this study.  The literature review showed previous studies of NIDS performance focused on system performance rather than detection capabilities/limitations. It was also apparent that detection at the reconnaissance phase had not been previously researched, revealing the research gap. 
The first research objective to evaluate NIDS performance was to build a Virtual Environment (VE) to model a University Campus Enterprise Network (UCEN), this was successfully completed.  The second objective was to devise a Four-Phases test-plan consisting of 131 tests.  Hacking-tools were evaluated for their suitability according to set criteria.  Once identified, a list of tests was selected mapping each to an attack-framework used by hackers to add an element of realism to testing.  The third objective was to conduct testing utilising the hacking-tools and test-plan outlined in objective 2.  
Phase-I assessed how the NIDS performed using default rules to detect hacking-tools and evaluate the fragmentation evasion techniques.  
Phase-II focused on the detection performance of slow-scan evasion techniques and manual signatures/rules were created/used in this phase to determine their impact on detection performance.  
Phase-III investigated the NIDS performance to normal network traffic to assess whether a False Positive (FP) would be generated. 
Phase-IV replicated a selection of tests from Phase-I whilst the NIDS were under Denial-of-Service (DoS) attack stress testing.  This compared the results of Phase-I/IV and determined the impact of DoS in relation to detection performance to ascertain whether a DoS attack was an effective evasion technique. The test results from the Four-Phase tests culminated in a dataset.  
The fourth objective was to analyse the newly generated dataset using standardised metrics so the detection performance of each NIDS could be compared against each other. This allowed benchmarking of equivalent academic research appraised during the literature review.  The fifth objective was to produce this report.



6.2. [bookmark: _Toc216429001]Conclusion

This study evaluated the effectiveness, detection capabilities/limitations of Suricata, Snort2 and Snort3 at the reconnaissance phase.  
Snort3 was the most effective at detecting malicious traffic achieving accuracy and F-Score of 82.11% during Phase-I testing.  Snort3 achieved a Matthew’s Correlation Coefficient (MCC) of 64.27% indicating a moderate positive correlation between actual and identified classification.
Suricata’s test results were consistently poor compared to the other NIDS.  It achieved an accuracy of only 53.82% and an F-Score of 37.43% during Phase-I.  The MCC value was further damning as Suricata only achieved 8.96%, a very weak positive correlation.  
Snort2, although considered a legacy NIDS, achieved a respectable detection rate during Phase-I with an accuracy of 68.55%, F-Score of 68.09% and an MCC value of 37.12% indicating a weak positive correlation.
This was unexpected as both Suricata and Snort3 are contemporary flow-based NIDS.  It was anticipated that Suricata would be the best performing NIDS according to Boukebous et al. [26] and Waleed et al. [25].  Despite Suricata having 59,591 signatures/rules downloaded from the developer it still performed poorly.  It is speculated that the signatures/rules focus on inbound malicious traffic and therefore did not detect the reconnaissance activity from within the LAN. In addition, the literature review held the performance of Suricata in high esteem, however the results of this Phase-I testing did not corroborate these findings [26][25].
Some alerts were generated by the NIDS that did not bear any reflection to the actual attack i.e. a User Datagram Protocol (UDP) scan was seen as attempted Denial-of-Service (DoS) attack.  This would require further Network Traffic Analysis (NTA) to determine the cause.
Suricata and Snort2 were consistently unable to detect Address Resolution Protocol (ARP) attacks. Manual Suricata rules were created to detect ARP attacks but consistently failed.  This was a limitation of both systems.  Snort3 was able to detect ARP attacks due to its ARP Spoof Inspector, this generated an alert, however, did not provide much detail of the attack. This was a further limitation.
Scans featuring fragmented packets were detected by all SUT.  This was unexpected and as such is not a valid evasion technique.  The fragment-further scan was detectable by Snort3, however, evaded detection by the other SUT.
Phase-II testing of slow-scan evasion techniques was scaled back due to time constraints. However, two new forms of evasion techniques were discovered. By reducing the number of ports during a scan and implementing filtering during a scan to reduce traffic, resulted in False Negatives (FNs) from all SUT.
Manual signature/rules were created for Suricata during Phase-II of testing which significantly improved detection rates.  This was apparent during Phase-II(long) testing.  Suricata and Snort3 both achieved an accuracy of 90.00%, F-Score of 90.91 and an MCC of 81.65%. This definitively proved that utilising the correct signatures/rules significantly improved detection rates.
During Phase-IV testing a DoS attack on the NIDS drastically impacted detection capabilities, this was due to CPU resource exhaustion.   The time between an attack and the detection on the NIDS was out of synchronisation by two minutes and attacks successfully detected during Phase-I were now missed. 
The detection performance across all SUT were reduced. Suricata’s accuracy was lowered to 50.00%, with an MCC value of 0.00%.  This indicated that Suricata detection capabilities had now reduced to such an extent that it had no correlation between incoming traffic and alert classification. In effect, Suricata was guessing.  The accuracy of Snort3 had reduced from 82.11% in Phase-I to 75.00%.  Attacks it had consistently detected in Phase-I, were missed during the DoS attack of Phase-IV.
Benchmarking this study against comparable academic studies revealed that AI-based systems outperformed all SUT, even Snort3 and provided additional features i.e. automated detection of cyberattacks and new attack patterns.  It is envisaged that hybrid systems leveraging the advantages of both systems would be most effective, such as the system proposed by Seo et al. [43]
In conclusion, this study discovered that Snort3 demonstrated the highest efficiency in detecting reconnaissance activity overall. The signatures/rules configured on the NIDS greatly impact on detection capabilities.  The signature/rule syntax of Snort2 was limited therefore, complex signatures could not be created to alert on specific traffic whilst reducing FPs.  ARP traffic detection was discovered to be a weakness for all SUT.  The fragmentation evasion technique was not a valid evasion technique, however DoS attacks on NIDS can significantly impact detection capabilities. 
Comprehending the capabilities/limitations of NIDS is crucial to detecting reconnaissance attacks. Furthermore, having a profound knowledge and understanding of hacking-tools improves the detection of attacks and the cybersecurity of an organisation. 

6.3. [bookmark: _Toc216429002]Recommendations
Several recommendations/considerations are suggested:
· Regularly update signatures/rules to ensure the most recent attack methods are detectable.  

· Deploy commercial signatures/rules as they provide enhanced protection and are published within hours of zero-day threat discovery.

· Deploy multiple NIDS in tandem as results showed NIDS had varying detection capabilities. 


· Implement H-IDS leveraging as AI based systems were proven to be more effective than traditional IDS. 

· Deploy NIDS within a Depth-in-Defence (DiD) cybersecurity strategy ensuring resilience.  Diverse cybersecurity systems enhance detection capabilities and cybersecurity posture.


6.4. [bookmark: _Toc216429003]Limitations

· Time was the main limitation, Phase-II slow-scans were scaled back as tests exceeded 24 Hours. 

· Free/community signatures/rules were used to constrict the focus of the project.  Implementing several signatures/rules would make the project unwieldy increasing time/cost.   


6.5. [bookmark: _Toc216429004]Recommendations for Further Research

Areas for further research: 
· Investigate the slow-scan evasion technique using Pearson Correlation and Linear Regression to determine the relationship and trend between time-interval and detection rates.  

· Further evaluation of the detection performance of manually created and proprietary paid for signature/rules, using different NIDS rulesets from developers.

· Investigate the impact of ARP attack traffic in NIDS detection performance. 

· Generate a selection of self-signed certificates to further test the capabilities of both the sslscan tool and NIDS detection.  

[bookmark: _Toc216429005]CHAPTER 7 - Reflection

This project has included several areas of interest and has provided me with an opportunity to investigate IDS, a subject area that I have been interested in for some time.  Whilst parts of this project have been challenging, researching this topic has been enjoyable. This project has enhanced my knowledge in the subject area and broadened my knowledge in others.  It has given me the opportunity to strengthen existing skills and develop new ones.
It has also taught me to adapt and be flexible, enhancing my problem-solving skills as new challenges arose unexpectedly during the project.
Meeting regularly with my supervisor and heeding the advice and guidance provided within these meetings was essential. 
I have thoroughly enjoyed the academic aspect of the project and becoming familiar with the academic research process.  It was fascinating conducting research into both the leading technologies in the field, and the foundational technologies from which this topic is built upon.
It is surprising how quickly time passed. Taking ownership of the project by setting my own achievable targets, keeping a sharp focus on the direction to stay on track has been paramount. 
If I had my time again, I would build in more breaks and rest times as the pace of the project was relentless.  I would also stick to the project brief avoiding the temptation to go off on tangents.  However, the further research conducted was valuable, widening my knowledge giving scope for further study.
Skills Developed: 
· Further developing my existing knowledge of Linux.
· Building my own Linux service to make promiscuous mode persistent.
· Building both Snort3 and PulledPork from source code.
· Inner workings of a NIDS, particularly Snort3.
· NIDS configuration, this was different for each NIDS.
· NIDS signature/rule creation, implementing my existing skills of NTA.
· Improved knowledge of hacking-tools.
· Further enhanced my knowledge of packet headers.
· Improved knowledge of penetration-testing/ethical-hacking.

Challenges & Solutions:
· Carefully amending python scripting to resolve an issue with PulledPork.
· Expanding an HDD of a Linux VM within the VE. 
· SQLmap syntax issues during testing required further research.
· Writing Suricata/Snort2 signatures/rules to detect ARP did not work, this was later found to be a limitation of NIDS. 
· Having to build an Apache webserver with SSL certificates to support HTTPS testing. 
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A1.1.1 Zero-Day Attacks

Alam et al. [101] developed an AI system utilising Deep Reinforced Learning (DRL) with Long Short-Term Memory (LSTM) architecture specifically to detect Zero-Day attacks, see Fig.109 [101]:  
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[bookmark: _Toc216429138]Figure 109: AI implementation to detect Zero-day attacks
This system can detect zero-day attacks and can autonomously learn malicious patterns through enhanced LSTM training techniques.  A new IDS system was developed based on a DRL AI model for classification working on the principle of rewarding accurate decisions/classifications while penalising poor classifications.  This learning framework was enhanced by using LSTM, to selectively store and retrieve information to consistently improve accuracy. LSTM excel in anomaly-based systems as it can be used to recall previous successful classifications.  Once the system was configured, the process of training could begin using five different datasets consisting of both benign and malicious traffic.  A novel approach was utilised whereby the datasets were divided into two phases.  The first was the training phase and used to teach the system the patterns/characteristics of malicious traffic.  The second was the testing phase, where the remaining dataset was used and treated as zero-day attack traffic.  
During testing it was found that the LTSM was a pivotal factor in allowing the system to recall malicious pattern information essential for detecting malicious traffic.  The DRL-based system was able to detect zero-day attacks with a high degree of accuracy. It was also able to adaptively learn from interactions in real-time.  The system can detect and respond to both known and zero-day attacks in real time.  This is backed up with empirical testing, whereby the DRL-system was able to accurately classify traffic with a convergence rate of 0.04, meaning the system stabilises quickly after learning a malicious traffic pattern.  This is a significant advancement, as standard anomaly-based systems cannot detect in real-time.  However, as with all anomaly-based systems, a period of training was required to determine the "normal" network traffic.  The resources required to utilise a DRL system with a LSTM architecture to detect zero-day exploits are considerable.  Implementing this solution could be cost prohibitive for many organisations.  
Tirulo et al. [102] developed a generative AI framework consisting of a Large Language Model (LLM) to detect zero-day attacks within Electric Vehicles (EV).  Modern EVs have interconnected Electronic Control Units (ECU) which are susceptible to cyberattack. The average EV contains several ECUs which control systems such as autonomous driving and motor control. ECUs are networked together via a Controller Area Network (CAN) for communications within the EV.  Zero-day attacks can pose a severe risk to EVs with disastrous consequences which can be life threatening or life changing.  
The LLM-IDS comprised of a 5-step process. The input layer consists of a precise data acquisition system collecting data in real-time from the ECU via the CAN and external logs. This data is aggregated and passed to the preprocessing module which converts raw data into a structured format for LLM analysis.  The LLM system is based on a Generative Pre-trained Transformer-2 (GPT-2) architecture. The customised GPT-2 LLM performs two functions: 1) Contextual understanding: anomaly-based pattern detection, searching for malicious traffic patterns, 2) zero-day attack simulation: conducting pro-active threat hunting to test whether the synthetic malicious traffic could be detected.  The detection module classifies the data based on the LLMs anomaly scores.  The Output layer then generates an alert, producing a concise description.  The system can send driver alerts, trigger a failsafe mode or isolate the network, see Fig.110 [102]:  
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[bookmark: _Toc216429139]Figure 110: Generative AI LLM IDS for EVs
The system was then tested to evaluate performance benchmarked against comparable systems using three EV cybersecurity datasets, including the Automotive Hacking challenge from 2020.  During testing, the LLM-based system achieved a classification accuracy of 98.5%.  FPs were significantly reduced in comparison to traditional IDS.  The LLM system could detect complex attacks that evaded other detection methods in real-time.  Automated mitigations are provided following real-time detection.   Rule-based systems could produce FNs with crafted payload traffic. Existing EV IDS are not compatible with dynamic EVs.  There were limitations related to testing as datasets included known attacks, with limited data on emerging EV threats.  There are some potential concerns with the core LLM-based system. If the firmware is not maintained and updated regularly this could lead to a vulnerability which if exploited could enable hackers to modify the LLM code or instruct it to generate malicious code.  There could also be data exfiltration concerns whereby sensitive data could be leaked, such as geolocation.  
Reconnaissance activity may have been detected by this system, however, did not form part of this research.  This is a significant oversight in the research as early detection of a cyberattack could avoid the EV becoming compromised, endangering the lives of the passengers of the EV.

A1.1.2 Recent Advancements
Seo et al. [43] developed a new type of IPS with a two-level classification system using ML.  Level 1 (Lv1) classification for real-time detection. If the traffic cannot be classified at Lv1, Level 2 (Lv2) is initiated examining the traffic with greater focus on accuracy.  Currently, the most common forms of IDS detection have limitations.  Signature-based detection is susceptible to zero-day attacks or if an attack has been modified.  However, anomaly-based detection cannot be used for real-time classification of traffic as it requires the traffic flow to complete, before analysing characteristics of the complete flow. The two-level classification system was designed to provide both real-time detection and accuracy.  Lv1 inspects the first packet for signs of malicious traffic.  If the traffic cannot be classified at Lv1 with a high degree of certainty the classification is postponed until the traffic flow terminates. Lv2 now uses a flow-based approach, inspecting several packets for more accuracy, see Fig.111 [43]:
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[bookmark: _Toc216429140]Figure 111: Two Level IDS implementing AI/ML
Compared with existing detection techniques of signature and anomaly-based, the proposed two-level classification system achieves superior performance in detection time and accuracy.  The proposed system can provide real-time detection at rates of 100 Gbps.  ML is slower than signature-based detection and would not be able to provide high throughputs without the per-packet detection of Lv1.  Also, accuracy has been prioritised over speed of detection for Lv1, potentially causing FPs or FNs.  If the traffic cannot be classified accurately at Lv1, there would be a delay until the traffic flow completes and only then Lv2 would be initiated.
Garcia et al. [100] developed an AI system named Dique that leverages a DFF NN and Deep Learning (DL) to detect, classify and prevent DoS attacks. Dique had the added benefit of a Graphical User Interface (GUI) to display captured information and classification data, see Fig.112 [100]:
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[bookmark: _Toc216429141]Figure 112: Dique Homepage
As the number of cyberattacks increases exponentially, cybersecurity-analysts need to develop ever more sophisticated tools to detect malicious traffic. Ideally, once the system detects malicious traffic it should proactively block the malicious traffic removing any risk.  DL was utilised to enable the system to autonomously learn malicious patterns without specifically being programmed manually. 
The Dique IPS was developed from scratch and did not rely on any industry standard IPS. The CICDD0S2019 dataset was divided.  90% was used for training the AI and the remaining 10% for testing.  Standard IDS metrics of accuracy, precision, recall and F-Score were used during testing which were benchmarked against other systems. 
A second system named Diluvio was developed and could conduct seven different forms of DoS attack.  These were a selection of DoS flood and reflection attacks using different protocols, see Fig.113 [100]:

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216429142]Figure 113: Diluvio homepage
The GUI function of Dique allows visual representation of real-time classification of traffic and could successfully classify malicious traffic with an accuracy of 99.4%.  However, only one dataset was used during training/testing, leading to some traffic being erroneously classified as benign.  Increasing the number of datasets would have improved training/accuracy.  The Dique system was developed specifically to detect DoS traffic and used its counterpart Diluvio with its seven specific DoS attacks. This was a limitation as other DoS attacks such as ARP flood and Smurf reflection attacks were not considered or tested. Potentially these DoS attacks may not have been detectable by Dique.   

A1.1.3 Penetration Testing

Bella et al. [113] conducted a pen-test of an IoT Camera utilising the CKC, see Fig.114:  
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[bookmark: _Toc216429143]Figure 114: Bella et al Pen-test testbed
The reconnaissance attack method was documented, Bella et al. used Nmap for host discovery/port scanning, the Nessus vulnerability scanner, to identify system vulnerabilities and Wireshark for Network Traffic Analysis.  Once the reconnaissance phase was complete, the Nessus scan was examined to determine suitable vulnerabilities to exploit.   
This highlighted the importance of NIDS in detecting reconnaissance activity.  If a hacker used a Nessus scanner to detect vulnerabilities to exploit, the NIDS would have detected this malicious activity.  Thus, allowing cybersecurity-analysts to block the malicious traffic thereby stopping the cyberattack in its earliest stages. 

Zhou et al. [114] developed an AI automated Pen-testing system adapted for simulated cybersecurity attacks utilising RL. At its core was a four-phase continuous cycle decision making framework called OODA Loop which begins at the reconnaissance phase.  
See Fig.115 and Table 93 [114]:  
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[bookmark: _Toc216429144]Figure 115: OODA Loop 
[bookmark: _Toc216429280]Table 93: OODA Loop
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The OODA-Loop system uses Kali to conduct pen-testing.  Kali is specifically designed for advanced pen-testing and consists of several hundred tools used by both pen-testers and hackers alike to carry out simulated or real-world cyberattacks [27][115][116].  
Knowledge of Kali is an industry standard requirement for candidates applying for pen-testing posts, see Fig.116 [117]:
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[bookmark: _Toc216429145]Figure 116: Example Job Advert Requesting Experience of Kali
Kali is used by cybersecurity-analysts and academic researchers within their test environments and forms part of the attack testing platform for this project.
Pen-testers are moving away from conventional pen-testing methods in favour of AI-integrated pen-testing. This is due to the manual workflows of traditional pen-testing tools and the inability to keep pace with cloud-based systems. AI pen-testing systems are being utilised as they can automate tests and replicate sophisticated cyberattacks including polymorphic threats [118][119].


A1.1.4 Cybersecurity Frameworks

Park et al. [120] developed a system that could quickly detect APT attacks using open-source software. It implemented the Mitre ATT&CK framework to conduct attack simulation testing and improve detection rules.
APT attacks are becoming more commonplace.  This research proposed a fast method of detecting APT attacks using open-source tools.


A testbed was built to host the APT 29 Adversary Emulation environment, which included the APT attack generator and a Command and Control (C2) server for payload transmission, see Fig.117 [120]: 
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[bookmark: _Toc216429146]Figure 117: Testbed using Mitre ATT&CK framework
The APT attack library and the Mitre ATT&CK framework were used as a reference to base the attacks upon and to define detection rulesets.  Acting as an Endpoint Detection and Response system (EDR), Auditbeat was used to detect file changes and Google Rapid Response (GRR) framework was used as a mechanism for analysing network traffic and logs, see Fig.118 [120]:  
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[bookmark: _Toc216429147]Figure 118: GRR Framework 


The first stage of the APT attack was to gather information about the target, used at latter stages of the cyberattack.  This is known as the reconnaissance phase.  However, Fig.119 refers to the reconnaissance phase as “Research the Target” [120].
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[bookmark: _Toc216429148]Figure 119: Overview of a typical APT Attack

The study showed that it was possible to detect APT attacks quickly.  GRR was more successful at detecting APT attacks than Auditbeat.  Initial testing indicated that the proposed system was able to detect APT attacks, particularly in the early stages.  
Park et al. only considered attack detection rates for TPs, however, TNs, FPs and FNs were not taken into account.  This is a glaring omission leading to the inability of calculating the SIM used to benchmark findings against other studies, namely:
· Accuracy
· Precision
· Recall 
· F-Score(F1-Score)
These are the SIM used by industry and academics to compare performance cybersecurity detection devices such as EDR or NIDS.
Further testing would be required to evaluate the APT detection model to calculate these standard IDS metrics. Currently, the Park et al. study could not be effectively benchmarked against other comparable studies. 
This shortfall was taken into consideration by the author of this project.  TNs, FPs and FNs were all logged as part of the testing phase providing thorough data analysis of test results. This enabled in-depth analysis of the SUT resulting in standard IDS metrics.  This facilitated effective benchmarking against comparable studies.  


A1.1.5 Depth-In-Defence (DiD)

DiD provides multiple layers of defence with several cybersecurity systems associated with each layer.  If one cybersecurity system fails to detect a threat, other systems may detect the malicious activity and alert the cybersecurity-analysts this is the core principle of the DiD strategy.  In addition, the DiD principle adds resilience to the Cybersecurity system.


Fig.120 illustrates the DiD strategy, highlighting the position of NIDS within the DiD [22]:
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[bookmark: _Toc216429149]Figure 120: DiD Oystershell
Table 94 provides an overview of cybersecurity systems [30]:
[bookmark: _Toc216429281]Table 94: Cybersecurity systems
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Each device within the DiD can be placed into one of three categories, see Table 95 [23]:  
[bookmark: _Toc216429282]Table 95: DiD Categories
[image: A screenshot of a computer screen
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A significant advantage of DiD is that it can guard against insider attacks.  An example of an insider attack could be a disgruntled member of staff who has been granted access and privileges to their target system.  If the traffic is seen as malicious this should be detected by the NIDS [23].

[bookmark: _Toc216429010]A1.2 Additional Related Works Literature Review Analysis
A1.2.1 NIDS Performance Comparison Analysis

Comparing the results of Boukebous et al. against Waleed et al. was not easy as different throughputs were used during testing and the VM configurations were different. 
Table 96 compares both studies [25][26]: 
[bookmark: _Toc216429283]Table 96: Comparison of Boukebous and Waleed Results
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The Waleed et al. study is almost like a continuation of the Boukebous et al. study, as it tested the NIDS with higher throughput (1Gbps), and more RAM (16GB).
The CPU utilisation was higher in the Boukebous et al. test for Suricata and Snort3 in relation to Waleed et al. This was a result of multi-threading architecture and lower RAM installed in each VM, this was expected.  However, the low RAM utilisation values were unexpected.  The Boukebous et al. VMs had 8 times less RAM than Waleed et al. The Boukebous et al. throughput was also a third less (at 320Mbps) resulting in the Boukebous et al. RAM utilisation being considerably lower.
It was anticipated that the Waleed et al. study would have performed better than Boukebous et al. by a percentage of 37.5%.  This was calculated by taking one third of the throughput and dividing by 8. 
Boukebous et al. datasets consisted of 16 pcap files with file sizes ranging from 10MB to 5GB whilst the Waleed et al.  study utilised the Ostinato data generator with a varying throughput.  This potentially had a bearing on these unexpected RAM results.  The Boukebous et al.  pcap files were considerably smaller, requiring less RAM to carry out pattern matching/detection than Waleed et al.  
Although Boukebous et al. did not conduct testing with varying packet sizes, Waleed et al. did.  This would have impacted the system resource utilisation of Waleed et al. Surprisingly, the tests showed that a greater number of smaller packets required more resource than larger packets, this was unexpected.  
It was speculated that as the signatures/rules searched the packet header fields for a match the number of packets was more relevant than the packet size.  The size of the packet payload had no bearing on the patten matching algorithm itself.  However, larger packets require more memory (RAM) to be stored for processing.  It was theorised that if the same number of smaller and larger packets all required pattern matching, then this would have a significant baring on system resource particularly RAM utilisation.  





A1.2.2 NIDS Implementation & Deployment

Zohourian et al. [121] developed a new framework for detecting network anomalies specifically for Internet of Things (IoT) devices called Packet Representation Intrusion Detection System (PRIDS).  IoT devices have become commonplace however, they present new cybersecurity challenges and are sometimes regarded as a weak point in a network.  IoT devices may not have their firmware updated regularly, introducing vulnerabilities into a network.  In addition, they may not have the most stringent cybersecurity protocols in place.  It is therefore crucial to implement IDS to detect malicious activity relating to IoT devices.  Fig.121 shows an overview of IDS deployment methods whilst Fig.122 shows a H-IDS deployment [121]:
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[bookmark: _Toc216429150]Figure 121: IDS deployment/detection 
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[bookmark: _Toc216429151]Figure 122: H-IDS deployment

The H-IDS systems consist of three steps. Traditional Signature-Based IDS have an advantage in that they can detect malicious traffic in real-time.  If malicious traffic was not detected during the signature-based detection, the traffic was forwarded to the traditional IDS anomaly-based detection.  This would compare the traffic against a baseline of known network traffic and any deviations from this traffic would be flagged as an anomaly, generating an alert.  The final step in the H-IDS process consisted of the ML component providing an additional level of security analysing the traffic using AI. However, the IoT-PRIDS system was an anomaly-based system and did not implement either Signature-based or ML components.
The IoT-PRIDS is a framework that profiles network traffic using NTA to create a baseline of normal traffic. 3 main criteria were used to classify the traffic: 
· Communication
· Service
· Packet Headers
See Table 97 and Fig.123 [121]:  
[bookmark: _Toc216429284]Table 97:NTA Examples
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[bookmark: _Toc216429152]Figure 123:Network Traffic Analysis 

Once the NTA was conducted, the profiling stage was carried out to establish a baseline of normal network traffic.  On completion monitoring of network traffic began using anomaly-based detection to detect network traffic deviations away from an established baseline.  Flow-based detection was also employed to reduce FPs.  Flow-based detection inspected all packets within a flow, giving an overview of a particular flow as a whole.  An alert was then generated per flow instead of per packet.  
The IoT-PRIDS system was evaluated using two standard datasets, namely CICIoT2022 and CICIoT2023 each dataset consisted of 5 categories of cyberattacks:
· Web (e.g. SQLIA)
· Reconnaissance (e.g. Various scanning attacks)
· Dictionary Brute Force Attacks (e.g. Password cracking attacks)
· DoS/DDoS Attacks (e.g. TCP/SYN Flood attacks)
The dataset was divided into two, one section used to profile the normal network traffic (training), and the other as attack traffic used during testing (monitoring).
SIM were used during the analysis of test results, to evaluate the performance of the IoT-PRIDS system and to benchmark this study against comparable academic studies, see Fig.124 [121]:
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[bookmark: _Toc216429153]Figure 124: Analysis table by Zohourian et al. 
The results showed that the IoT-PRIDS could accurately detect anomalous traffic whilst requiring less time for profiling and monitoring than equivalent systems leveraging ML. 
The IoT-PRIDS system, was a lightweight, host-based IDS achieving near real-time detection. However, as the IoT-PRIDS system was a host-based system the approach required prior knowledge of the IoT device so that it could be profiled correctly, otherwise FPs may occur.
Surprisingly, ICMP and ARP scan attacks did not form part of the testing.  These are two of the commonest forms of scan attacks used at the reconnaissance phase of a cyberattack.
The Zohourian et al. study provided a good overview of current IDS/H-IDS technologies.  It also provided valuable insight into how to conduct data analysis to a high academic level using SIM.  This facilitated effective system evaluation and benchmarking.




	
Qin et al. [122] investigated Industrial Control Systems (ICS).  These systems are used in industry and are increasingly being connected to the network, making them a target for hackers.  Qin et al. researched adaptive defence frameworks and used cyber-deception (e.g. Honeypots and Honey Networks [Honeynets]) to secure ICS, see Fig.125 [122].  
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[bookmark: _Toc216429154]Figure 125: Adaptive defence framework 
The ultimate aim of hackers is to disrupt the organisation’s normal business functions.  They attempt to achieve this by disrupting the availability of the ICS.  Qin et al. developed a system centred around honeypots/honeynets which acted as a decoy for the hacker to attack.  The purpose of the decoy honeypots/honeynets is to distract the hacker allowing the ICS to continue working, unhindered.    The system utilised a Software Defined Networking (SDN) platform and consisted of two honeynets (target network 1 and 2).  If an attack was detected, one target network would be considered “compromised”, however, allowing the system to continue functioning as normal by using the other target network.  The Network Monitoring System (NMS) continuously monitors the network, generating an alert if an intrusion is detected.  However, whilst Qin et al., do not use the term NIDS, the function of the NMS closely aligns to NIDS.  When the NMS detects an intrusion, an alert is triggered first, then the adaptive defence framework is triggered.  The adaptive defence framework was based on two modes, (proactive and reactive) defence modes.  The Decision Making Module of the NMS directs the attack traffic to one of the target networks and selects the most suitable defence mode based on the data received.  
Proactive is the default mode and is constantly enabled.  Its objective is to maximise the amount of time spent by hackers at the reconnaissance phase of a cyberattack.  This is achieved by dynamically changing the topology of the target network, ensuring the hacker’s reconnaissance scans results are inconsistent. This adds uncertainty and confuses the hacker.  
Reactive mode is triggered once an alert is generated and traffic is detected within one of the target networks.  Its objective is to increase the attack complexity.   This is achieved by randomly changing the configuration of the decoy honeypot/honeynet configuration.   In addition, the target network is isolated from crucial systems containing the attack traffic.  The uncompromised target network remains ready for a potential second attack.   
The research showed that the adaptive defence framework improved ICS availability by isolating and containing attack traffic.  However, the proposed adaptive defence framework was only tested under laboratory conditions.  It would be beneficial for Qin et al. to test their system under real-world conditions, whilst under scrutiny, to evaluate how the adaptive defence framework reacts to live cyberattacks.    

A1.2.3 NIDS & SIEM Integration

Security Information Event Management (SIEM) is a system that gathers and analyses logs and threat intelligence from local infrastructure, developers and government. 
It correlates potential alerts to identify threats in real-time.  It provides a centralised view from a multitude of sources (including NIDS), sending an aggregated alert (email/text) to the cybersecurity team giving a contextual view.  
Without SIEM, the cybersecurity team would need to continually monitor these sources for alerts, see Fig.126 [30]:
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[bookmark: _Toc216429155]Figure 126: SIEM Deployment
Younus et al. [27] researched DoS and file alteration detection utilising both NIDS and SIEM. The researcher investigated the effectiveness of integrating NIDS and SIEM in detecting these forms of attacks. A VE testbed was designed to conduct testing, see Fig.127 and Table 98 [27]:
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[bookmark: _Toc216429156]Figure 127: Younus VE
[bookmark: _Toc216429285]Table 98: Younus VE
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Younus et al. researched the NIDS architecture of both systems to give in-depth knowledge of their operation, see Figs.128-129 [27]: 
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[bookmark: _Toc216429157]Figure 128: Snort NIDS Architecture
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[bookmark: _Toc216429158]Figure 129: Suricata NIDS Architecture 


See Table 99 for the findings of Younus et al. and Table 100 for Critical Analysis [27]:
[bookmark: _Toc216429286]Table 99: Findings
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[bookmark: _Toc216429287]Table 100: Critical Analysis/Observations
[image: A white rectangular box with black text
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Muhammad et al. [92] also researched the integration of NIDS and SIEM.  Muhammad designed a system utilising Zeek NIDS and a SIEM solution consisting of the Elasticsearch, Logstash and Kibana (ELK) stack.  ML was used to conduct NTA, see Fig.130 [92]:  
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[bookmark: _Toc216429159]Figure 130: IDS/ML/SIEM
A VE testbed was designed to evaluate the systems detection capabilities specifically for DoS attacks.  An Ubuntu VM utilised LOIC to generate the DoS test traffic. The traffic entered the Zeek first, before being processed by ML. Finally, the traffic was forwarded to the SIEM ELK stack for live NTA to be conducted.
See Table 101 for the findings of Muhammad et al [92]:
[bookmark: _Toc216429288]Table 101: Muhammad’s findings
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See Tables 102-103 for critical analysis [21][25][30][51][82][92]: 
[bookmark: _Toc216429289]Table 102: Critical Analysis/Claims
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[bookmark: _Toc216429290]Table 103: Critical Analysis Observations
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Table 104 draws comparisons between the research of Younus et al. and Muhammad et al. [27][92]: 
[bookmark: _Toc216429291]Table 104: Younus et al/Muhammad et al. Comparison
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A1.2.4 Network Traffic Analysis

Yu et al. [47] developed an AI model to classify encrypted network traffic Bidirectional Encoding Representation Transformer (BERT) to conduct packet-based analysis on packet headers.  Traditional systems have difficulty analysing encrypted traffic, sometimes decryption is not possible, or decryption requires a lot of resource and time.  The ISXC VPN-nonVPN sample dataset contained 28GB of network traffic and was used during testing.  
A five-step process was carried out to collect and classify the traffic, see Fig.131 [47]: 
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[bookmark: _Toc216429160]Figure 131: BERT Classification system
NTA was conducted using an AI transformer (BERT) to classify the traffic and determine whether it was malicious. This study was not reliant on either the packet payload or the 5-tuple which are removed during packet analysis. The 5-tuple is not consistent, varying according to the network traffic and therefore was not used during classification to improve accuracy. The remaining TCP header fields are represented by a 4 Byte values.  This is sequentially converted into a series of 2 Byte hexadecimal tokens used to create a "sentence" which is analysed by BERT. BERT can successfully classify eleven types of encrypted traffic with improved performance over other systems. The 2 Byte conversion of the remaining header fields can introduce challenges. If all header fields are populated with 4 Byte values, this increased the number of sentences requiring a larger “vocabulary”.  This would increase AI training time and subsequently costs.  If zero padding is implemented, this can lead to loss of context and crucial information. This method does not rely on 5-tuple information to conduct successful classification, see Fig.132 [47]:
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[bookmark: _Toc216429161]Figure 132: Packet Header Analysis 

Yu et al Employed standardised metrics for comprehensive performance assessment, see Fig.133 [47]:
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[bookmark: _Toc216429162]Figure 133: Performance Assessment Table 


A 15x15 confusion matrix was used to compare predicted classifications against actual outcomes using the four SICs, see Fig.134 [47]:
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[bookmark: _Toc216429163]Figure 134: 15x15 Confusion Matrix
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[bookmark: _Toc153020456][bookmark: _Toc216429011]Appendix 2:  AI Models and Terms comparison
Table 105 shows a brief comparison between AI models and terms used [63][64]:  
[bookmark: _Toc216429292]Table 105: AI Model Comparison
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From the comparison table, one common disadvantage to all models is the requirement for substantial resource and cost.
[bookmark: _Toc216429012]Appendix 3: Frameworks, Resources, Tools and Reconnaissance/Attack Methods
[bookmark: _Toc216429013]A3.1   Cybersecurity Frameworks (attack, defence and intrusion)

A3.1.1 MITRE ATT&CK Framework
The Mitre ATT&CK framework is a knowledgebase of Tactics and Techniques commonly used by hackers [123].  The MITRE ATT&CK framework consists of three matrices: Enterprise, Mobile and Industrial Control Systems (ICS).  The MITRE ATT&CK framework focuses on network defence and based on red team research and threat intelligence.  Fig.135 shows the Enterprise matrix of the MITRE ATT&CK framework [18].
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[bookmark: _Toc216429164]Figure 135: MITRE ATT&CK Framework Enterprise matrix

The MITRE ATT&CK Framework Matrix in Fig.135 is structured logically so that each column heading represents the tactics and follows the sequence of a cyberattack starting with the “Reconnaissance” tactic on the left and progresses through each phase of a cyberattack.  The techniques and sub-techniques are contained within the columns.  The first technique within the reconnaissance column is Active Scanning, which includes sub-techniques (e.g. Scanning IP Blocks and Vulnerability scanning).  Each technique and sub-techniques are given unique ID numbers.   The reconnaissance tactic contains the Active Scanning technique (ID: T1595), the Scanning IP Blocks is a sub-technique of the Active Scanning (ID T1595.0001).  Each attack tactic within the test plan has been linked to the MITRE ATT&CK framework and can be found in Phase-I of the test-plan, See AE4.


A3.1.2 Cyber Kill Chain Framework

The CKC, developed by Lockheed Martin, is a cybersecurity defence framework developed to assist cybersecurity-analysts during an attack.  The CKC is a seven-step framework and outlines all phases of a cyberattack, starting at the reconnaissance phase.  
The strategy is to identify what stage of the attack is in progress and more crucially enables cybersecurity-analysts to predict what the hacker might attempt to do next.  This enables mitigations to be deployed countering the malicious actions of the hacker by either slowing down the progress, or stopping the cyberattack, see Fig.136 [17]:
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[bookmark: _Toc216429165]Figure 136: CKC

A3.1.3 Cyber Security Framework

The Cybersecurity Framework (CSF) was developed by the National Institute of Standards and Technology (NIST), to provide guidance on improving cybersecurity posture of organisations, and advice on recovery following a cyberattack.  CSF-2.0 is the most recent iteration and consists of 6 steps [126][127].
These 6 steps include:
Identify: Proactively identify the organisation’s information assets.
Protect: The assets identified should be secured by ensuring cybersecurity measures are in place, e.g. firmware/software is properly maintained. 
Detect:  Advises organisations to deploy cybersecurity monitoring to identify potential cyberattacks early.  This involves utilising NIDS to detect malicious network activity. This step could also include vulnerability scans to proactively detect issues so that they can be addressed early.  Ideally, a DiD strategy would be used to ensure this step is robust and alerts are generated quickly.
Respond: If malicious activity is discovered, this step of the CSF is enacted.  The Incident Response/Disaster Recovery Teams would quickly act, following the Incident Response or Disaster Recovery plan to quickly contain/isolate the problem systems and identify the nature of the attack so further actions can be taken to safeguard the organisation.
Recover: This is the process of methodically and sequentially restoring systems in such a way that does not exacerbate the issue e.g. causing re-infections during the recovery process.
Govern: This is a new addition of CSF-2.0. It advises organisations to put stringent policies and procedures in place.  This ensures that cybersecurity measures are adopted for physical hardware and software. In addition, staff follow the correct processes when using IT equipment.
Fig.137 shows the CSF-2.0 [127]:
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[bookmark: _Toc216429166]Figure 137: CSF-2.0




A3.1.4 Diamond Model

The Diamond Model (DM) is a framework specifically designed for intrusion analysis and is used in the event of a cyberattack.  The DM was developed for the United States Department of Defence (DOD) in 2013 to visualise cyberattacks so that any patterns or correlations between elements of the attack could be made more apparent [57].  See Fig.138
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[bookmark: _Toc216429167]Figure 138: Diamond Model

The DM’s main function is to assist cybersecurity analysts to investigate intrusions by creating a visual representation of the attack and breaking the intrusion down into four core components, see Table 106 and Fig.139 show an example of DM usage [128]: 
[bookmark: _Toc216429293]Table 106: Diamond Model Components
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[bookmark: _Toc216429168]Figure 139: Example of using DM pivoting

A3.1.5 OWASP Framework

The Open Worldwide Application Security Project (OWASP) framework focuses on the security of applications.  The OWASP is a collection of projects dedicated to informing cybersecurity analysts and developers of potential cybersecurity risks and vulnerabilities, see Fig.140 [129]:
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[bookmark: _Toc216429169]Figure 140: OWASP Top 10


[bookmark: _Toc216429014]A3.2 Cybersecurity Catalogues

A3.2.1 MITRE CVE Catalogue

The MITRE Common Vulnerabilities and Exposures (CVE) is a collection of system weaknesses that have been publicly disclosed by either the developer or by cybersecurity researchers.  See Fig.141 [130].
Each vulnerability is given a standard unique ID to record the vulnerability.  The CVE is used to describe, document and track the vulnerability.  Finally, solutions for the CVE are also published once available.  NIDS can use these CVE IDs within their signatures to identify potential malicious traffic. 
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[bookmark: _Toc216429170]Figure 141: MITRE CVE




A3.2.2 MITRE CAPEC Catalogue

The Common Attack Patterns Enumeration and Classification (CAPEC) is a catalogue of known attack patterns used by hackers to exploit vulnerabilities.  It is designed to be used in conjunction with the MITRE ATT&CK Framework.   The ATT&CK framework focuses on network defence, whilst the focus of CAPEC is on application security such as SQL injection, see Fig.142 [131]:
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[bookmark: _Toc216429171]Figure 142: MITRE CAPEC Catalogue




[bookmark: _Toc216429015]A3.3   Penetration Testing Tools
Additional research was conducted into pen-testing tools to augment the knowledge gained from the literature review and to provide further in-depth understanding of pen-testing tools/hacking-tools.  This knowledge was used during the hacking-tool selection process for this project to determine the most suitable hacking-tools in relation to a set criteria. Table 107 lists the pen-testing/hacking-tools researched for this project [21][28][30][71][137]:  
[bookmark: _Toc216429294]Table 107: Pen-Testing Tools 
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[bookmark: _Toc216429016]A3.4   Reconnaissance Attack Methods
Attack methods utilised at the reconnaissance phase of a cyberattack can be found in Table 108   [21][32][71][132][133][134]:
[bookmark: _Toc216429295]Table 108: Cyberattack methods used during the reconnaissance phase
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[bookmark: _Toc216429017]Appendix 4:  Research Methodology
This appendix contains the Research onion diagrams, evaluation criteria, the software and tools used during the experiment, and justification of their usage. 
[bookmark: _Toc216429018]A4.1 Research Onion
The research method was based on a modified research onion incorporating Design Science Research (DSR).  See Fig.143-144 Research Onion [95][135]:
[image: ]
[bookmark: _Toc216429172]Figure 143: Sunders Research Onion 5th Edition
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[bookmark: _Toc216429173]Figure 144: Sunders Research Onion 7th Edition
There were subtle differences between the 5th and 7th edition Sunders Research Onion.  On the 5th edition the strategies came before choices and in the 7th edition they were reversed. 
All methods of the Research Onion were investigated with the most suitable methods selected for this project.
Table 109 Shows an overview of all research onion methods, providing justifications for methods selected/not selected [93][94][95][96][97][135]:
[bookmark: _Toc216429296]Table 109: Overview of the Research Onion
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Fig.145 Shows the modified research onion for this study, using the 7th Edition format:
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[bookmark: _Toc216429174]Figure 145: Modified Research Onion
Table 110 provides more detail of the project DSR section of the Research Onion:
[bookmark: _Toc216429297]Table 110: Project DSR
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[bookmark: _Toc216429019]A4.2 Independent and Dependent Variables (Inputs/Outputs)
Table 111 shows the Independent Variable (IV) and Dependent Variable (DV)
[bookmark: _Toc216429298]Table 111: Independent & Dependent Variables (Input/Output)
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[bookmark: _Toc216429020]A4.3 Triangulation
Triangulation is the method of utilising two forms of data analysis (i.e. Qualitative and Quantitative) to cross reference results to validate the findings [94].  Triangulation was used in this project.  Analysing qualitative data determined which hacking-tools could not be detected by the NIDS and quantitative data was used to calculate the SIM thus corroborating the findings. 


[bookmark: _Toc216429021]A4.4 Evaluation Criteria
Table 112 details the test methods, analysis and metrics used for each phase:
[bookmark: _Toc216429299]Table 112: Evaluation criteria/methods
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[bookmark: _Toc216429022]A4.5 Justification of Tools & Software and methods used

A physical server to host the VE and physical firewall were acquired.  The latter providing an air-gapped network as an additional measure to ensure reconnaissance traffic did not escape the testbed.
This project used the same tools, methods, and techniques of similar academic studies researched during the literature review, ensuring a standardised approach for this study.  In addition, this allowed this study to be benchmarked against these academic works to facilitate result comparison. 
To utilise a standardised approach to the reconnaissance attack process, the ATT&CK framework was used, in-line with other academic studies. Utilising the ATT&CK framework is also considered standard practice when conducting pen-testing.  Each attack technique was mapped to an ATT&CK technique identification number on the test-plan, this was in-line with other academic studies researched. [19][21][30][71][75][136].
The VE testbed consisted of several VMs, spilt into three categories: 
· Attack Systems
· Target Systems
· Systems Under Test (SUT)

Table 113 provides a list of VMs deployed in the testbed, their category and a justification for each [21][25][26][30][73][116][132][134][137][138][139][140][141][142][143][144][145][146][147][148][149][150][151][152][153][154][155][156]:
[bookmark: _Toc216429300]Table 113: VMs within testbed
[image: ]
Table 114 outlines the categories of hacking-tools:
[bookmark: _Toc216429301]Table 114: Categories of hacking-tools
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A4.5.1 Tool Selection & Initial Signature/Rule Analysis
Kali comes with several hacking-tools preinstalled. Relevant Kali tools were reviewed, and those utilised for reconnaissance were researched/investigated for suitability [28][116][137].  See Fig.146-147 showing screenshots of Kali menu with a selection of hacking-tools grouped into categories overleaf.
To determine which tools to include in the test-plan a set of tool criteria was established based on the objectives of this project, see Table 115: 
[bookmark: _Toc216429302]Table 115: Hacking-tool Selection Criteria
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Additional hacking-tools were also reviewed and installed namely ftester/nikto/above, as they provided further reconnaissance attack testing capabilities relevant to the project. These were not pre-installed on Kali and had to be manually installed.  
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[bookmark: _Toc216429175]Figure 146: Kali-Tools1

	[image: A screenshot of a phone

AI-generated content may be incorrect.]

	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	[image: A screenshot of a phone

AI-generated content may be incorrect.]
	[image: A screenshot of a computer

AI-generated content may be incorrect.]


[bookmark: _Toc216429176]Figure 147: Kali-Tools2
Initial tool testing was conducted to become familiar with the hacking-tools and the NIDS alert generation process.  This also gave an early indication of any potential issues, see Tables 116-117.  Even at the earliest stage of testing showed Suricata could not detect many hacking-tools registering a result of No Detection (ND).  This term was used prior to conducting research into alert classification during the literature review.  An ND was the equivalent to an FN classification.  This initial round of testing focused on the NIDS detection capability, the SID of the alerts generated and recording ND (FN).  
[bookmark: _Toc216429303]Table 116: Initial Testing1
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[bookmark: _Toc216429304]Table 117: Initial Testing2
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Table 118, shows the initial signature/rule analysis, identifying the SID, packet features used to trigger the alert, and the class-type.
[bookmark: _Toc216429305]Table 118: Initial Signature/Rule Analysis
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Using the tool selection criteria identified in Table 115, each tool was evaluated for suitability.  The tool evaluation process and outcomes are outlined in Table 119:
[bookmark: _Toc216429306]Table 119: Tool Selection
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The tools were placed in a shortlist and subjected to further testing to determine any limitations not identified during initial shortlisting.  Tools, such as amass, were discounted as they sent traffic outside of the VE testbed, see Tables 120-123: 
[bookmark: _Toc216429307]Table 120: Tool Selection-Testing-1
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[bookmark: _Toc216429308]Table 121: Tool Selection-Testing-2
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[bookmark: _Toc216429309]Table 122: Tool Testing-3
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[bookmark: _Toc216429310]Table 123: Tool Testing-4
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Tables 124 provides a full list of tools used throughout the project along with justification [28][116][137][157][160]:
[bookmark: _Toc216429311]Table 124: Full list of tools
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[bookmark: _Toc216429023]A4.6 Data Collection Process

To ensure that tests were conducted using a consistent approach, test-plans where used.  This provided a structured method to testing all hacking-tools and ensured that all relevant data was recorded at the time of testing.  Test-plans were the only data collection method for this project and were used to evaluate IT systems that required no ethical considerations. 
No live data i.e. (Real AD account/login credentials, PPI or organisational data) was used during any stage of this project.  In addition, all data used originated from the VE.  This ensured that data privacy was maintained, and data privacy laws were always adhered to.   This reduced the risk of accidental data publication or exfiltration.  

A4.7.1 Phase-I

Fig.148 shows an example of the Phase-I test-plan.  The date and time of the test were documented as part of testing, to facilitate the analysis phase.  Each attack was linked to the MITRE ATT&CK framework providing a standardised approach to testing and employing techniques used by hackers.  The hacking-tools used was documented against each attack to facilitate later analysis.  
Each test was given a unique number and a unique Technique ID.  The target of the attack was also logged, either an individual host or the whole range.  The command used during the attack was also documented.  This was to differentiate the attacks and if required, the attack could be re-created at a later stage.
The NIDS classifications SIC were logged. This was used during the analysis phase to calculate the SIM and was used to evaluate the detection performance of the SUT.  In addition, the SIM were used to benchmark the NIDS against related work from the literature review.
Initially, the details of the signatures/rules including the SID of the alert messages triggered and the quantity of alerts were going to be analysed.  This would have determined why the signatures/rules had been triggered and which were most effective at detecting reconnaissance activity.  Unfortunately, this section of the project had to be scaled back due to time constraints. 

[image: ]
[bookmark: _Toc216429177]Figure 148: Example of Phase-I test-plan


A4.7.2 Phase-II
Fig.149 shows the original Phase-II test-plan which would have consisted of 12 slow-scan tests, using 15 time-intervals totalling 180 tests in all.  As the slow-scans were taking more than 24 hours to complete, Phase-II testing had to be scaled back due to time constraints. 
Therefore, only 3 of these original attacks were conducted during the Phase-II(long) tests.  In addition, 32 modified tests were conducted with reduced port numbers and using filters to expedite the tests during the Phase-II(short) tests.[image: A white and red grid with black lines
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[bookmark: _Toc216429178]Figure 149: Example of Phase-II test-plan (Tools & Attack)




A4.5.3 Phase-III
Fig.150 shows the Phase-III test-plan, which follows the same format as the other test-plans.  This time a selection of tools/services were used to conduct the tests in place of reconnaissance hacking-tools.  This was to determine if legitimate network traffic would trigger an FP.  
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[bookmark: _Toc216429179]Figure 150: Example of Phase-III test-plan – Normal Network Tools and Services


A4.5.4 Phase-IV
Fig.151 shows the original test-plan.  This follows the same format of the other tests.  A selection of tests from Phase-I were used whilst the SUT was simultaneously subjected to DoS stress testing.
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[bookmark: _Toc216429180]Figure 151: Example of Original Phase-IV test-plan - Selected tests with DoS stress testing


Fig.152 shows the final Phase-IV test-plan, using the same 5 hacking-tools and attacks as the original Phase-IV test-plan outlined in Fig.151.  In the final Phase-IV test-plan, the reconnaissance attack was applied first, without DoS stress testing.   This ensured the reconnaissance attack was working successfully.  Once the reconnaissance attack was confirmed as successful, the DoS attack was then applied simultaneously.  
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[bookmark: _Toc216429181]Figure 152: The final Phase-IV test-plan

A4.5.5 Standardising the time-Interval for Phase-II
During Phase-II testing the scan time interval was altered to implement the slow-scan technique. Several of the ten original hacking-tools from the original Phase-II test-plan used different timing metrics to introduce a time-interval between packets being sent. 
The time-interval metrics used by the tools were: 
· Interval 
· Delay
· Rate Bandwidth 
· Sleep
Time-interval, delay and sleep were found to be interchangeable, See Fig.153:
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[bookmark: _Toc216429182]Figure 153: Time-Interval Metrics of hacking-tools
To standardise and maintain consistency with testing, the time-interval was used as the independent variable (IV).  As the hacking-tools used different metrics to alter the time-interval a conversion between time-interval, time delay, sleep, rate and bandwidth were required. The mSecond was used as a base value.  
Equations were used to convert between time-interval (mSeconds) and rate (packets/second), see Eqs.10-11: 
[bookmark: _Toc216429328]Equation 10: Conversion of Rate to Time


[bookmark: _Toc216429329]Equation 11: Conversion of Time into Rate


Where:
t = time in mSeconds
r = rate of packets per second (pps).
Bandwidth was calculated as this was the metric used by nbtscan.  This was calculated by determining the size/length of the NetBIOS Naming Service (NBNS) packet from Wireshark, see Fig.154:
[image: ]
[bookmark: _Toc216429183]Figure 154: Determining the size/length of a NetBIOS packet using Wireshark
From Wireshark, it was determined that the size/length of the NBNS Packet was 92 Bytes, this was converted to bits, which totalled:  736 bits (92 x 8).
Using Eqs.10-11, the rate (pps) was calculated for each time interval.  
The NBNS packet rate was then multiplied by 736 bits, which determined the bandwidth for each time interval.  


See Table 125 for the Bandwidth to Rate conversion: 
[bookmark: _Toc216429312]Table 125: Bandwidth to Rate Conversion Table
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The hacking-tools also used different timing metrics, some used the Second, others the mSecond whilst others the MicroSeconds.  A Time Conversion Table was used to standardise the timing metrics see Table 126:
[bookmark: _Toc216429313]Table 126: Time conversion
[image: A table with numbers and a few minutes
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A4.5.6 Overall Data Collection Process throughout project
Data was gathered at all stages of this project.  The primary sources of information were from reputable sources such as peer reviewed articles, books and reputable online resources.  Analysis was conducted during both the literature review, and the evaluation chapters. 
See Table 127 for further detail:
[bookmark: _Toc216429314]Table 127: Data Collection/Analysis Overview
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[bookmark: _Toc216429024]Appendix 5: Data Metrics and Analysis
[bookmark: _Toc216429025]A5.1 Further Metrics
A5.1.1 Standard IDS Metric (SIM) Equations Descriptions
Table 128 provides detail of each equation used to analyse the test results and identifies their significance [9][22][42][44][45][49][103][104]: 
[bookmark: _Toc216429315]Table 128: Detailed explanation of SIM equations used for NIDS comparison
[image: A white and yellow box with black text
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A5.1.2 Confusion Metricise

A 2x2 confusion matrix was used for this project, however confusion metricise can be expanded to include several classifications. Table 129 shows a 5x5 Confusion Matrix [103]. 

[bookmark: _Toc216429316]Table 129: 5x5 Confusion Matrix 
[image: A table with text and numbers
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By expanding the confusion matrix to 5x5, the structure becomes more apparent. A diagonal line from top left, to bottom right can be seen, this diagonal line is reserved for True classifications and can include either TP or TN classifications.  Anything to the left of this True diagonal line is an FP, and anything to the right an FN.

[bookmark: _Toc216429026]A5.2 Further Analysis 
A5.2.1 Analysis Equations Evaluation
Accuracy and F1-score are common metrics used to measure the performance of NIDS.  However, they can be misleading with imbalanced datasets.  
One flaw of the F-score is that it ignores the TN classification whereas the MCC does not. It is imperative to recognise and record the fact that the NIDS has successfully classified benign activity as non-malicious.
The accuracy metric can also be misleading, particularly if the dataset is skewed.  A skewed dataset is where results are overwhelmingly one SIC, e.g. a majority of TNs [94]. This gives rise to an asymmetrical dataset and can impact on statistical results.  
If a NIDS failed to detect 10 malicious attack packets out of 1000 packets, this would mean that that 990 packets were classified as TN and 10 as FN, giving an accuracy rate of 99%.  In reality, the NIDS potentially would have failed to detect 10 cyberattacks, which would give false confidence in the NIDS performance.  This is known as the “accuracy paradox” [105]. 
MCC provides a balanced analysis despite skewed datasets and is a valuable SIC in situations where F1-score and accuracy may provide inaccurate results [45][106].
A5.2.2 Receiver Operating Characteristics Graph

To provide a visual comparison of the detection capabilities of the NIDS Receiver Operating Characteristics (ROC) graphs plotting TPR against FPR were plotted for each phase [44][161], see Fig.155: 
[image: A graph with a blue line
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[bookmark: _Toc216429184]Figure 155: ROC Graph
The most effective NIDS are located towards the upper left quadrant of the ROC graph.  The blue line represents the “Line of Random Chance” (LORC).  A NIDS with a detection performance located along this line has a 50:50 chance in determining a correct classification.  In effect, its classification performance is no better than guessing.  Any NIDS below the LORC performs worse than a system that randomly guesses the classification.  A NIDS located in the bottom right corner would indicate its classifications are a complete opposite of actual classifications.
Area Under Curve (AUC) is a related graph being derived from the relationship between TPR and FPR providing a visual representation of performance at various threshold values.  The AUC graph was not used during analysis for this project as the threshold remained constant [44][89].  
A5.2.3 NTA and Signature/Rule creation

NTA was performed to establish how the hacking-tools appeared at the packet level [158][159].  Using the strategy described in 5.3.1, the attack traffic was identified in the PCAP file. Time synchronisation was vital for NTA, as it facilitated the detection of attack traffic and linked the hacking-tool activity with the NIDS alerts.
Fig.156 shows NTA being performed. This determined the packet features of the hping3 hacking-tool, highlighted in red:
[image: A screenshot of a computer
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[bookmark: _Toc216429185]Figure 156: Wireshark capture for Phase-I/Test2 (hping3) highlighting packet features


Packet features of the attack traffic were used to create signatures/rules to determine if detection rates improved during Phase-II.
To create signatures/rules for hping3 traffic firstly NTA was conducted on the PCAP file from Suricata. 
Knowledge of the Open System Interconnect (OSI) Model, Wireshark/Tshark/TCPdump and packet headers were essential in conducting effective NTA [162][163].
See AE1 Appendix 4 for further NTA Analysis and details the research into ARP packets. In addition, AE1 outlines the signatures/rules creation process used in the Suricata local.rules file, the Suricata local.rules file itself is also available, see AE3.  
This appendix also outlines additional work conducted on signatures/rules frequency. However, this was out of the scope of the main project and was not completed due to time constraints.


[bookmark: _Toc216429027][bookmark: _Toc153020457]Appendix 6: Project Management
[bookmark: _Toc216429028]A6.1 Timeline
An initial Gantt chart was created to capture the milestones and major tasks of the project providing structure and aiding time-management see Fig.157.  
[bookmark: _Toc189824895][bookmark: _Toc189824946][bookmark: _Toc189824896][bookmark: _Toc189824947][bookmark: _Toc189824897][bookmark: _Toc189824948][bookmark: _Toc189824898][bookmark: _Toc189824949]A6.1.1 Initial Gantt Chart
[image: ]
[bookmark: _Toc216429186]Figure 157: Initial Gantt Chart 
A6.1.2 Actual Gantt Chart
As a comparison, the Gantt chart in Fig.157 was updated to reflect the actual timeline of events, See Fig.158:
[image: A screenshot of a computer
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[bookmark: _Toc216429187]Figure 158: Actual Gantt Chart


A6.1.3 Logbook

A logbook was used to record all work conducted during the major project. Each task was logged and the time duration recorded, see AE6.  The work was divided onto workloads, with different pages for the Research and Dissertation writeup, MST work, HPT work and Viva Preparation.  Table 130 shows an extract from the HPT work page of the logbook:
[bookmark: _Toc216429317]Table 130: Excerpt of Logbook
[image: ]




[bookmark: _Toc216429029]Appendix 7: Additional Evidence Contents

Table 131 shows the Additional Evidence Contents:
[bookmark: _Toc216429318]Table 131: Additional Evidence (AE) Contents
[image: A table with text on it
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* The majority of the traffic was correctly classified as normal traffic with 11,598 classifications.
* This can be seen in the Confusion Matrix as the dark blue square in the top left corner.
* Within the Confusion Matrix, the values that run diagonally from the top left to the bottom right represent True values.

* The 2nd highest classification number was DDoSBotnet with 3,324 correct classifications.
* The 3rd highest classification number was Infiltrating with 1,940 correct classifications.

* The 4th highest classification number was HTTPDoS with 694 correct classifications.

* The 5th highest classification number was Bruteforce with 400 correct classifications.

* All other readings within the Confusion Matrix represent False values.

* FN towards top right and FP towards bottom left.

* See Chapter 5 for more information on Confusion matrices.

GTID was effective at identifying traffic features from packet and session levels.

The time-aware transformer improved detection by considering packet interval times.
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5 |Resultsand
Discussion /|
Evaluation

Experiment|

Mixed- I |* identified which tools can/cannot be 76 |Atotal of 23 hacking tools were used for Phase I. This comprised of | Mixed-Method
Method lsuccessfully detected |scanning tools, (Host, Port, Vulnerability), network protocol analysers, | Qualitative: Analysed the text in the form of NIDS alerts and NTA packet
* Evaluation of Fragmentation evasion enumeration tools all used to carry out reconnaissance attacks. lanalysis.
technique. : Determined TP and FN. Phase | & Il provided the SIM.
* NTA Determined what the attack tool looked
like on the wire, and gathered data required to
[create signatures.
[Quantitative Il |* Evaluation of Slow-Scan evasion technique. = It was imperative the hacking tools were capable of varying their | Quantitative:
* Due to the length of time to conduct these [time interval for this test. * statistical analysis established whether there was a correlation between:
tests, this phase was split into two components: * Each tool utilised a slightly different interval timing mechanism:
Interval, Delay, Rate Bandwidth and Sleep IV: Reconnaissance Activity
* In addition, differing base units needed to be catered for: DV: Alert Generation
|second, msecond, usecond, bits per second, packets per second.
+ Short-Slow-Scan: These tests used the hacking 32 |* 4 hacking tools from Phase | were selected to carry out the Short- | * Matthew's Correlation Coefficient (MCC) was used to determine if the
[tool implementing limitations to reduce testing ISlow-Scan evasion testing: |actual network traffic matched the alert categorisation.
time. * Hping3 was limited to the first 3 scans. * Analysis of detection efficiency used the slow scan evasion technique.
< Nmap was limited to a single host only scanning 3 common ports
|8 Time intervals: SMinutes, and 200, 150, 100, 50, (tcp/22, tcp/80, tcp/a43).
125,15,10 seconds = masscan limited to two common ports tcp/139, tcp/44s)
= sslscan limited to a single host and had filters applied to reduce the
lamount of traffic:
Limited to TLS1.3 with no Group, Compression or Heartbleed
information.
* Long-Slow-Scan: These tests used asingle |3 [Nmap was used to scan the full IP Address range however, only a
hacking tool without limitations using 3 time |select few VMs were enabled to reduce testing time.
intervals: SMinutes, 25 and 10 Seconds.
Mixed- Il [Determine whether the NIDS generate FPto |10 |9 everyday network tools and functions were selected to test whether|Mixed-Method
Method Normal Traffic. this normal activity would generate an alert. |Qualitative: Analysed text in the form of NIDS alerts and NTA network traffic|
ITests included: ping, nslookup, 2 x web browsing, browsing to a share |packet analysis.
[folder, Network Logon, Terminal access, copying a file over the |Quantitative: Determine TN and FP. Phase | & Il provided the SIM.
network, remote desktop session and a vulnerability scan.
|Quantitative |V |A Selection of hacking tools from Phase ,but |10 |- 10 tests were repeated from Phase 1. ive: Determined TP and FN. Phase | &Il provided the SIM.

|with the NIDS under Do attack as a stress test.

* Phase IV conducted stress testing on the NIDS by way of Dos attack.
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Philosophy | Positivism |~ Knowledge based on obsenvable facts, involving testing | NIDS were tested to find capabiliies and lmitations in detecting reconnaissance activiy.
land measuring. *NIDS fragmentation evasion technique tested.
- Data gathered objectively by experimentation. - NIDS slow-scan evasion technique tested.
-+ Impact of DoS attack on detection capability investigated.
A detection capability comparison between Snort2, Snort3 and Suricata NIDS was drawn.
- Findings benchmarked against peer reviewed papers from lterature review.
Underbjing | Research _|Gathering Objective Data. [Gathered data of NIDS effectiveness in detecting reconnaissance actity.
Philosophy | Focused
2| Approsch | Deductive |- Datawas gathered by experimentaltesting. * Investigated the effectiveness of NIDS In detecting reconnaissance activiy.
- This was used to answer research questions. - This answered the research questions posed:
 The detection capabilities of the NIDS was. IRQ1: Can reconnaissance attacks evade detection byNIDS?
benchmarked against existing academic studies. IRQ2:  reconnaissance attacks can evade detection by NIDS, can this actity e detected by creating
manual signatures/rules?
IRQ3:Which NIDS s most effective at detecting reconnaissance traffic?
5[ Stratesy | Experiment |Examined the relationship between twovariables: IV: The reconnalssance actiy.
Independent Variable IV) the manipulatedvariableand | DV: The NIDS detection capabilty.
Dependent Variable (DV) the observed variable.
DSR|DSR provided structure for the project providinga6- | L. Problem Identification: Reconnaissance Capabiliies and Linitations.
phase process that was used to delverthe project. 2. dentified the Objectives: 5 Objectives were defined to deliver project.
3. Test-bed was designed and implemented (Artiact.
4. The test-bed (artifact) was tested to delver  dataset.
5. The dataset was evaluated.
6. The Final dissertation was witten and Viva Voce presented.
2| Choices | Mixed Method |- Both Qualitative and Quantitative analysis used. [Qualitative: To analyse data text] collected from NIDS inform of NIDS alerts and NTA in relation to
-+ Qualitative used to analyse text data. reconnaissance activiy.
 Quantitative used to analyse numeric data. - Identified which hacking-tools were successfuly detected or could not be detected by NIDS.
- Determined how reconnaissance activity appeared at packet level.
> This also assisted in manual signature/rule generation.
|Quantitaive: Analysed data (Numeric) collected from NIDS to determinewhether there was a relationship
between slow scan timenterval and NIDS detection capabilities.
* Conducted comparative detection capabilityanalysis of Snort2, Snort3 and Suricata NIDS.
5| TimeHorizon | Cross  |Asnapshotwas taken during each testof thetest plan. | Multiple tests were conducted, each test being @ snapshot of how the system reacted ot that particular
Sectional momentin ime.
6[ Data Collection Data Collection Qualitative [Qualitative Analysis:
and Analysis Using Qualiative Analysis to detect patterns of detection. Atest-plan was designed using several reconnaissance tools to test the detection capabilties of the NIDS.
- Patterns were identified determining which reconnaissance techniques could and could not be detected.
-+ Alsowhich signatures/rules were most effective at detecting reconnaissance activity wereidentified.
Data Collection Quantiative [Quantitative Analysis:
|Some Statistical Analysis to compare NIDS devices.  |Atest-plan was designed using aselection of reconnaissance tools o test the impact of slow-scan evasion
technique.
-+ Statistical analysis conducted on dataset to determine whether a relationship existed between nterval
{time and detection capabilty.
- Differences in detection capabilities were drawn between Snort2, Snort3 and Suricata.
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[Requirement Description

|Attack devices [To carry out the reconnaissance attack. This was predominantly conducted by the Kali VM, and by
Windows server (Nessus).
[Target devices [These were the subject of the reconnaissance attacks.

Systems Under Test (SUT) [The NIDS used to detect reconnaissance activity.

Data storage [This provided a central location to gather/store all test results and evidence of experiments.
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How to simulate a UCEN?

[To configure 2 small omain cyber test utlising 3 Windows server
Domain Controller (DC) and 2 domain joined PC to simulate normal
|campus network usage and support enumeration attacks.

[Awindows domain provides many of the senvices commonly utilised within an UCEN.
|services such as Active Directory (&D) for AD User and Computer (ADUC) management,
including network authentication by Kerberos, Domain Name Services (DNS), Network

Fow to collect and store data?

[The data was collected and stored centrally in the Data Aggregate
|server (DAS). This data was then copied over to the Physical host server|
|25 2 backup, and 2 secondary backup was created within the cloud.

~ Using the DAS a5 a central collection point allowed for Secure Shell (SSH) sessions
be initiated to each of the NIDS.

- WinsCp (secure Copy) allowed for directories and files to be copied.

- This facilitated copying NIDS alert Iogs and network taffic captures in 3 single location |

~Fow to filter out Secure Shell (SSH) traffic
[from DS o NIDS from PCAP files?
“Initiating an SSH session from DAS to the NIDS|
poses a problem in that SSH traffic between
DAS 2nd NIDS will be included within a PCAP

[ Packet capture fllters were used to remove SSH traffic from the DAS.
|This facilitated NTA as ambient network traffic was removed, leaving.
lonly traffic of interest to be analysed.

- After careful consideration it was decided to use Tshark as the
packet capture tool.

Tshark was used 35 the packet capture (ool for this project 25 it enabled more flexible
|and precise packet capture filters to be used.

- The default packet capturing tool of Linux, TCPdump, was discounted as the filtering
loptions were limited in comparison to Tshark.

Fow to synchronise all Iogs throughout the VE,
[to enable accurate data analysis?

TP was utilised within the VE to synchronise all clocks.
- The DC was synchronised with an NTP pool accessible online.

- Al windows devices were then synchronised from the DC using NTP.

- All Linux servers were synchronised directly from the online NTP pool.

[T 15 crucial for accurate data analysis, to ensure the reconnaissance taffic fom &
|specific hacking tool was responsibe for riggering an alert.

Fow to utilise Fully Qualified Domain Names.
|(FQDN) required by some of the hacking tools?

~Creating DNS records on the DC for the target devices that required 2
FQDN resolved this issue.

- DNS records were created for meta2.com, beebox.com and
|ssitarget.com.

~ Some hacking to0ls were designed 1o be Used 1o hack websites and required an FODN
lof the target to function.

- A local host file could have been used, but utilising the DC was a method of centrally.
|creating these DNS records that could be used throughout the VE.

Fow to ensure that reconnaissance attack data
|does not Ieach out of the VE?

[A firewall was configured on each VM limiting the reconnaissance.
[raffic to within the VE.

~ This stopped the raffic at source of the VM 5o could not travel any further.
- This traffic was confined within the VE.

Fow to provide Interet access o Vs, without
interacting with other devices on the physical
Lanz

[A second bridged adapter was installed on each VM. This interface.
|was placed on a dedicated cybersecurity VLAN which had intemet
|access only.

This allowed internet access for NTP synchonisation, software application updates, or
|downloading new tools, whilst ensuring that no reconnaissance traffic could leach out to|
[other parts o the network.

Fow to ensure that NIDS have visi
Inetwork traffic within the VE?

ot all

- By aefoult Network Interiace Cards (NIC) ilter out all unicast nework,
[raffic destined for other devices within the LAN or VE.

- Configuring promiscuous mode enabled visibility of all network
[raffic within the VE the NIDS.

= Configuring promiscuous mode as 3 service ensured that the server's NICwouId be
placed into promiscuous mode from startup.
- From testing, manually configuring promiscuous mode on the NIC was removed after
|each reboot, and was therefore not suitable.

~Fow to test Secure Socket Layer (SSL)
lcertificate scanning?

- None of the target UM utilise SSLcertificates.
lor host HTTPS websites crucial for testing.

[An Apache webserver, named SSLTarget, was created which utilised the,
|default SSL certificates. HTTPS was configured to facilitate SSL
scanning.

Installing an Apache webserver was the uIckest method of Providing 3 target with SSL
|certficates and HTTPS website functionality to enable SSL scanning.

Fow to conduct vunerability scans?

Nessus Essentials was Used as a vuinerability assessment tool within
[the VE testbed. Nessus was used as it is an industry standard
[vuinerability scanner and free to use, with limitations.

~ Griginally the testbed was 20ing to contain both Nessus and OpenvAS as vulnerbiliyy
lassessment tools.

- However, due to time constraints, it was decided to only implement Nessus as it an
industry standard tool.

Flow to conduct multi-phase testing without
|overwriting data from each phase.

[The NIDS were clonea, copying the NIC and MAC addresses, providing
lan identical copy.

|A clone was created for each Phase I and Il.

|A separate single clone was created for Phases i1l and IV.

[ This allowed for Gata to be collected 3t e3ch phase mimImising the alert 10gs size,
acilitating analysis.
- Also, it ensured that data from each phase was kept separate also facilitating analysis|

~Fow to 10g the terminal session in Kall_
- Initially this was done by highlighting
|everything and copy selection and pasting it
into 2 ile. This method soon became
unwielgy with large terminal sessions
|containing several command scripts and
loutputs.

- Also, the netdiscover hacking tool deletes all

~ Using the "script’ command in the kal terminal records all
|commands and session outputs to a text file.

prior session output there for 3 new method

[The script” was chosen 25 it would capture all text within the termina! session incluaing|
[the hacking tool outputs within one large text file.

[The "tee” command is another method of recoding text and output, but would need to be.
issued per command and would result in several text files.
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ubuntu Ubuntu Server 24.04 Vanilla 10.0.2.60 |1 2 25 Vanilla Server - To quickly create new servers.

snort2 Ubuntu Server 24.04 [Snort2 2.9.20 |NIDS 10.0.2.50 [1 2 25 Snort version 2

snort3 Ubuntu Server 24.04 [Snort3 3.7.4.0 |[NIDS 10.02.51 [1 2 25 Snort version 3 - Complete re-design of Snort not simply an upgrade
Suricata Ubuntu Server 24.04 [Suricata 7.0.10 |NIDS 10.02.52 |1 2 25 Suricata version 7

Kali Kali Kali 2025.1 |Attack PC 10.02.70 [1 2 50 Attack PC commonly used OS for Hackers and Pen Testers

Kali Kali Kali 2024.1 |Attack PC 10.02.72 |1 2 50 Target PC, can also be used for testing offensively

SSL Target Ubuntu Server 24.04 [Apache 2.4.58 |HTTPS Server 10.0.2.112 [1 2 50 Provides HTTPS target for SSL Certificate scanning
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[This VM provided the platform for the Snort2 NIDS to detect reconnaissance acti

[This VM provided the platform for the Snort3 NIDS to detect reconnaissance activity.

[This VM provided the platform for the Suricata NIDS to detect reconnaissance activity.

[The was the primary attack VM used to conduct the reconnaissance attacks.

[This attack VM was specifically used to provide ICMP Flood attacks to overwhelm the NIDS and utilising the CPU resource.

Beebox is an intentionally vulnerable Linux Ubuntu user computer providing a target for the Kali attack VM that would respond to
reconnaissance attack traffic during testing.

[The Win11PC was joined to the cyber.test domain to allow for Phase Il testing of normal network traffic of domain services such as network
|authentication by Kerberos.

[To simulate a UCEN, a DC was configured to provide the core infrastructure and services. This provided centralised services usually found ona
UCEN such as AD, domain management (cyber.test) User and Computer Management, Network based Authentication utilising Kerberos, DNS,
|and NTP. Dynamic Host Configuration Protocol (DHCP) was not utilised as all VMs were configured with static IP addresses to maintain

Nessus

[Nessus provided vulnerability scanning test capabilities. It was also used for Remote Desktop Protocol (RDP) testing.

Metasploitable2

* Meta2 provided a target server for the Kali attack VM that would respond to reconnaissance attack traffic during testing.
* It also hosted services such as a webserver and database that could be used as the subject for testing web application/database attacks.

[ssiTarget

It was discovered during the initial tool testing process that neither Meta2 or BeeBox use SSL certificates. In addition, they do not provide any.
HTTPS services.

To include SSL certificate scanning as part of the reconnaissance attack testing, it was decided to create an Apache webserver utilising SSL
certificates.

* This provided a target specifically for the sslscan hacking tool.

[This server was the aggregation point and was used to collect the NIDS Alert Logs, and PCAP files from the NIDS and Kali. It was also used asa
|central method of monitoring the NIDS by allowing all SSH sessions from a single location. It also provided file transfer testing during Phase-lll.

[An open source vulnerability scanner. It was decided not to continue with this server, as Nessus was already functional.

[This was an additional VM to test the HIDS version of Snort2. It was decided not to continue with this server due to time constraints.

[This was an additional VM to test the HIDS version of Suricata. It was decided not to continue with this server due to time constraints.
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snort2 Linux___|Ubuntu Server 24.04 [Snort2 2.9.20 |NIDS 10.0.2.50 [1 2 150 Snort version 2 (Tshark v4.2.2)
snort3 Linux___|Ubuntu Server 24.04 [Snort3 3.7.4.0 |[NIDS 10.02.51 [1 2 150 Snort version 3 (Tshark v4.2.2)
Suricata Linux___|Ubuntu Server 24.04 [Suricata 7.0.10 |NIDS 10.02.52 |1 2 150 Suricata version 7 (Tshark v4.2.2)
Kali Linux__|Kali Kali 2025.1 |Attack PC 10.02.70 |2 2 50 Attack PC commonly used OS for Hackers and Pen Testers
Kali-DoS Linux__|Kali Kali 2025.1 |Attack PC 10.02.71 |2 2 50 Attack PC to carry out DoS attacks
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server
SSL Target Linux___|Ubuntu Server 24.04 |Apache 2.4.58 |HTTPS Server 10.02.112 1 2 150 Provides HTTPS target for SSL Certificate scanning
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results Aggregation server for all test results, NIDS Alerts, PCAP Files.
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Examples

ClassType

Alert

Priority

Description

attempted-admin

Attempted Admin Privilege Gain

1

Urgent level alert - Imediate investigation required:
In this example privilege a gain attack in progress.

attempted-recon | Attempted Information Leak 2 |Urgent level alert - Investigation required:

In this example reconnaissance activity s in progress.
icmp-event Generic ICMP event 3 |informational level alert:

May not be malicious, but noteworthy.
tcp-connection | ATCP connection was detected 4 [informational level alert lower priority:

Most likely non malicious, but noteworthy.
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C:\Users\Administratorsu32tm.exe /config /syncfromflags:manual /manualpeerlist
le:yes /update N
The command completed successfully.

85.16.161.37,0x8 195.171.43/10,0x8" /reliab

C:\Users\Administratorsu32tm.exe /query /status
Leap Indicator: @(no warning)

stratum: 3 (secondary reference - syncd by (S)NTP)

Precision: -23 (119.209ns per tick)

Root Delay: 0.0170398s

Root Dispersion: 7.7667106s

Referenceld: @xB918A125 (source IP: 185.16.161.37) 1
Last Successful Sync Time: 24/03/2625 16:37:47

Source: 185.16.161.37,0x8

Poll Interval: 6 (64s)
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root@suricata:/etc/systema# more timesyncd.cont
This file is part of systemd.

systend is free softuare; you can redistribute it andsor modify it under the
terms of the GNU Lesser General Public License as published by the Free
Softuare Foundation; either version 2.1 of the License, or (at your option
any later version.

Entries in this file show the compile time defaults. Local configuration
should be created by either modifying this file (or a copy of it placed in
/etc/ if the original file is shipped in /usr/), or by creating "drop-ins” in
the /etc/systemd/timesyncd.conf.d/ directory. The latter is generally
recanmended. Defaults can be restored by simply deleting the main
configuration file and all drop-ins located in /etc/

Use 'systemd-analyze cat-config systemd/timesyncd.conf' to display the full config.

See timesyncd.conf(s) for details

[Time]

NTP=0.uk.pool.ntp.org 1.uk.pool.ntp.org 2.uk.pool.ntp.org 3.uk.pool.ntp.org
#FallbackNTP=ntp. ubuntu. com

#RootDistanceMaxsec=5

#PollIntervaliinse:
#PollIntervalaxse:
¥Connect ionRetryse:
#SaveIntervalSec=6o
root@suricata:/etc/systemdd _
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suricata: /home/cslab# timedatectl set-timezone EurapesLondon
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*root@suricata:

Local time:

i Universal time:
RTC time

Time zone

[Etisystem clock sunchronized
NTP service

RTC in local T2:

home/cslab# timedatect |

Mon 2025-3-15 15:32:58 BST
Mon 2025-03-15 1. 58 UTC
Mon 2025-03-15 1. s8
EuropesLondon (BST, +0100)
ues

active

no

root@suricata:/home/cslabd _
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Unicast Single device transmits to |Traffic is destined fora | Web browsing, File Reconnaissance attack, Man-in-_|No: NIC will drop traffic as the Yes: NIC instructed to ignore
asingle receiving device. ~[single MAC address. Transfer, Email, Terminal |the-Middle MitM / Adversary-in- |destination MAC address does not | Destination MAC and process network
sessions. the-Middle AitM attack, malware |match the NIDS MAC address. Traffic.
download, data exitration.
Multicast Single device transmits to |Traffic sent toagroup | Multiplayer online Reconnaissance attack, Perhaps: Yes: NIC instructed to ignore multicast
multiple devices. address, only devices  |gaming, routing DoS/DDoS, Unauthorised access. |Yes: if the NIDS is within the specific  |group and process network Traffic.
within the group will protocols, live streaming. multicast group.
receive the traffic. Nos if the NIDS is NOT within the
specific multicast group.
Broadcast Single device transmits to |Trafficis sent to all Dynamic Host Reconnaissance attack, Yes: Broadcast traffic transmitted to all |Yes: Broadcast traffic already visible to

all devices.

devices on the LAN/VLAN.

Configuration Protocol
(DHCP)

DoS/DDosS, spoofing attacks.

devices on the VLAN/LAN. Traffic
visible to all devices.

NIDS irrespective of promiscuous
mode.
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Jroot@ubuntu:/homescslab# ifconfig enp@s3 promisc
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1[Create the promisc |/etc/systemd/system |sudo nano promisc_mode.service
mode service
2[Enter Configuration |/etc/systemd/system [unit]
into Description=Put Interface in Promiscuous Mode
promisc_mode.serice After=network-online.target
file Wants=network-online.target
[Service]
Type=oneshot
Execstart=/sbin/ip link set <interface> promisc on
[install]
‘WantedBy=multi-user.target
3[Enable the promisc [sudo systemctl enable promisc_mode.service
mode service
4[startthe promisc [sudo systemctl start promisc_mode.service
mode service
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[Unit]
Description=Put Infterface in Promiscuous Mode
After=netuork-online. target
Hants=netuork-online. target

[Service]

Type=oneshot

ExecStart=/shin/ip link set enpés3 promisc on
[Install]

WantedBy=multi-user.target
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root@snort3d:/etc/systema/system® systemctl enable promlsc_mode.service
root@snort3:/etc/systemd/system# systemctl start promisc_mode.service
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rOOTAsNOrtd: /BTC/SYSTEMO/SYSTEms netstat -1
kernel Interface tahle

Iface MTU  RH-DK RX-ERR RX-DRP RX-OVR  TH-OK TH-ERR TH-DRP TH-OVR Flg
1500 18 ] (X 33 ] ] 0 BHFRU
65536 ] 00 91 ] ] o LRU
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JAPT package T Acronym  Brief Description Y petails from Snort3 sort.org website, book and APT show command.

build-essential Used to build Debian packages

autotools-dev Used by the automake and library tools.

libdumbnet-dev Facilitates network address lookup and manipulation, also allows snort3 to interface with raw IP packets
and Ethernet frames

libluajit-5.1-dev Compiler for Lua

libpeap-dev Libraries for pcap packet capture, (Used by DAQ to capture network traffic for analysis)

2liblg-dev Used for Compression/Decompression

pkg-config Used to locate build dependencies

Provides hierarchical topology of computer architecture. Facilitates Snort3 efficiency.
hwiloclibraries

cmake. Software compiler used to build Snort3 from Source

liblzma-dev For Compression/Decompression

openss| Secure Socket Layer Toolkit - Provides encryption SHA and MDS.

libssl-dev Part of the OpensSL project, provides libraries

cpputest Used to conduct unit tests, tests code written in C/C++

libsglite3-dev Library for sQLite3 - A Subject Query Language (SQL) for Database engine.

libtool ‘Generic library support script

uuid-dev. Provides libraries for Universally Unique Identifiers

git Facilitates accessing source files from GitHub. Source code management tool providing version control.

autoconf Automatic configuration script builder

bison Parser generator, converting grammar description into C to parse the grammar.

flex Used for syntax parsing to find patterns in text and outputting result in C.

libcmocka-dev. Library to provide unit testing in C.

libetfilter-queue-dev Libraries for netfilter-queue, used to interface with queued packets.

libunwind-dev Provides an interface with a C programme, logging programme progress and can resume the C programme
if interrupted. Used when fatal signals received to resume the C programme.

libmnl-dev Library used to provides Netlink communication, providing helpers to allow developers to re-use code.

ethtool Used to display or modify Ethernet network interface settings

libjemalloc-dev. Libraries used with malloc multi-threaded processor systems.

luajit ‘Compiler for the Lua programming language for Snort3 configuration and scripting
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APT Package Acronym  Brief Descri

libpere3 pere perl-compatible regular expression (pcre) used by snort3 to match rule options against packet data.
libpere3-dev pere perl-compatible regular expression (pcre) used by snort3 to match rule options against packet data.
google-perftools / gperftools  gperftools Google Performance Analysis Tools used by snort3

ragel Repository packages to compile finite stat machines into C/C++

libboost-all-dev Boost C+ Libraries.

libhyperscan-dev Hyperscan is a regex parsing library (developed by Intel)

libflatbuffers-dev Flatbuffers is a memory efficient serialisation library used to store and transmit data in Snort3
libsafec-dev Provides runtime bounds checks on legacy C-library calls

libnghttp2-dev Clibrary development files for nghttp2 (HTTP version 2)
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‘cmake to build from source cmake

The Snort 3 libda for packet 10

dnet for network utility functions libdumbnet-dev
flex >=2.6.0 for Javascript syntax parsing flex

g++>=5 or other C+14 compiler

hwiloc for CPU affinity management hwloc

LualIT for Snort3 configuration and scripting luajit

OpenssL for SHA and MDS file signatures, hash calculation, the protected_content rule option, and  openss!
ssLservice detection

peap for tepdump style logging (Used by DAQ to capture network traffic for analysis) libpeap-dev
pre for regular expression patter matching libpere3

pkgeonfig to locate build dependencies pkg-config
2lib for compression/decompression 2liblg-dev

asciidoc to build the HTML manual

cpputest to run additional unit tests with make check cpputest
dblatex to build the PDF manual included with Snort 3 installs
flatbuffers for enabling the flatbuffers serialization format libflatbuffers-dev

hyperscan >=4.4.0to build the new regex and sd_pattern rule options and hyperscan search engine. libhyperscan-dev.
iconv for converting UTF16-LE filenames to UTF8 (usually included in glibc)

libunwind to attempt to dump a somewhat readable backtrace when a fatal signal is received libunwind-dev
lzma >=5.1.2 for decompression of SWF and PDF files
safec >=3.5 for runtime bounds checks on certain legacy C-library calls libsafec-dev

source-highlight to generate the dev guide
w3m from to build the plain text manual
uuid from uuid-dev package for unique identifiers cpputest

libdag

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

No
Yes
No
Yes
Yes
No
Yes
No
No
No
No
Yes

https://docs.snort.org/start/installation

“This could allow ubuntu to access to www via text.
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Snort3 Installation Process
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[ ] /ome /kcat
- scp -r /home/kali/Dounloads/libdag-3.0.19.tar.gz cslab@10.0.2.51:/home/SharedFolderll
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alert ip any any -> any any (msg:"SURICATA Applaver Mismatch protocol both directions"; flow:established; app-layer-event:applayer_mismatch_protocol_both_direc
alert ip any any -> any any (msg:"SURICATA Applaver Hrong direction first Data"; flow:established; app-layer-event:applayer_urong_direction_first_data; flowint]
alert ip any any -> any any (msg: ATA Applayer Detect protocol only ore direction”; flow:established; app-layer-event:applayer_detect_protocal_only_one_di)
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alert ip any any -> any any (msg:"SURICATA Applayer Mismatch protocol both directions”; flow:established;
app-layer-event:applayer_mismatch_protocol_both directions; flowint:applayer.anomaly.count,+,1; classtype:protocol-command-decode; sid:2260000;
rev:1;)

alert ip any any -> any any (msg:"SURICATA Applayer Wrong direction first Data”; flow:established;
app-layer-event:applayer_wrong_direction_first_data; flowint:applayer.anomaly.count,+,1; classtype:protocol-command-decode; sid:2260001; res

alert ip any any -> any any (msg:"SURICATA Applayer Detect protocol only one direction”; flow:established;
app-layer-event:applayer_detect_protocol_only one direction; flowint:applayer.anomaly.count,+,1; classtype:protocol-command-decode; $id:2260002;
rev:l;)
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T |
[Slow Scan [This is an evasion technique whereby the attacker increases the amount of time between packets being transmitted.

i.e. If using the ping tool a delay of several milliseconds between pings would be introduced to avoid detection.

Packet Fragmentation |The attacker would instruct their attack tool to break down their network traffic into smaller pieces (fragments) to attempt to
evade detection by a NIDS. The fragmented packets are then reassembled by the receiving device.

Encryption Encryption is thought of as a security measure to safeguard data. Hackers can also use encryptions to evade NIDS detection so that
malicious traffic cannot be inspected or decrypting the traffic i resource intensive and time consuming.
NIDS Signatures If using signature based detection methods and if the NIDS signatures are not up to date, malicious traffic using the latest

[techniques may not be detected by the NIDS.
False Positives (FP) | This is whereby a NIDS generates an alert triggered by normal network traffic. This has several negative impacts:

1. Cybersecurity teams monitoring the NIDS alerts may become desensitised to alerts.

2. 1f too many alerts are generated, this can cause "alert fatigue” whereby a cybersecurity team are overloaded with alerts and
|cannot respond to genuine threats effectively.

3. Can reduce confidence in the NIDS if it is perceived that only FP alerts are generated.

4. Hackers can intentionally induce FPs to intentionally cause alert fatigue and desensitisation.

[This process would be the precursor to a genuine attack so that cybersecurity teams would be caught off-guard and increasing the
likelihood of the attack being successful.
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root@suricata:/etcs/suricatasruless ls
local.rules
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default-rule-path: /var/lib/suricatasrules

rule-files:
- suricata.rules
- setc/suricata/rules/local.rules
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rootasuricata: /ete/suricatad s

classification.config reference.config - suricata.yaml suricata.yaml.orig  threshold.config
root@suricata: /ete/suricatad cd Jetc/suricatasrules/

root@suricata:/eto/suricatasrulest ls

local.rules

|-
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# Attempting to detect Phase II Testing

# Phase 11

Test 1

- Hping3 SYN scan - WORKS

alert tocp any any -> any @ (msg:"Possible HPING3 SYN Packet'; ttli6d; flags:S; sid:1010001; rev:iz;

AR

# Phase 11
#alert top
#alert top
#alert top
#alert top
#alert top

#alert top
#alert top

Test 2 - NMAP Scan - SID:

any any

any any

any any

any any

any any

any any
any any

020005 & SID:1020008 HORK

> any any (msg:"Possible NMAP TCP Scan Detected"; flags

threshold:type threshold, track by_src, count 1, seconds 3; sid:1020081; revi;)
-> any any (msg: "Possible NMAP TCP Scan Detected v0.2"; flags:T; sid:1020002; rev:i;

> any any (msg:'Possible NMAP TCP Scan Ve.d4'; ttl:64; sid:1020004; rev:l;

-> any any (msg:'Possible NMAP TCP Scan Detected V.3"; tt1:64; window: <=32120; flags:S; sid:1020003; reve;

-> any any (msg:'Possible NMAP Scan'; ttl:64; flags:S; sid:1020005; rev:2;
-> any any (msg:'Possible NMAP Scan'; ttl:6d4; flags:S; window: =32126; sid:1020006; rev:i;)
-> any any (msg:'Possible NMAP Scan'; ttl:64; flags:S; window: <33000; sid:1020007; rev:i;

alert tcp any any -> any any (msg:'Possible NMAP Scan”; ttl:6¢; flags:S; threshold:tupe threshold, track by_src, count 10, seconds 3; sid:1020008; rev:i;

AR

# Phase I1 Test 3 - Mascan - Horked 1st time

alert top any any -> any any (msg:'Possible Masscan SYN Scan'; flags:S; threshold:type threshold, track by_src, count 100, seconds 105 si

0300015 rev:

AR
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PulledPork Installation
& Configuration Process
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cslab@snort3: /usr/local/bins/pulledpork3s 1s
i pulledpork.py pulledpork.py.orig
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) "PulledPork |
[TAGLINE = 'Loucountry yellow mustard bbg sauce is the best bby sauce. Fight me.'
[VERSION_STR = f'{SCRIPT_NAME} vi__version__}'

[ URLs for supported rulesets (replace <version> and <ainkcode> when dounloading)
RULESET_URL_SNORT_COMMUNITY = 'fttps://snort .org/downloads/community/snort3-community-rules. tar.gz"
RULESET_URL _SNORT_REGISTERED = 'https://snort.org/rules/snortrules-snapshot-31470. tar.gz"
#RULESET_URL_SNORT_REGISTERED = 'https://snort.org/rules/snortrules-snapshot- <VERSION> .tar.gz
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Jpcap DAQ configured to passive.

fsnort successfully validated the configuration (with o warnings).
')~ snort exiting
root@snort3: susr/localsbin/pulledpork3# snort -c susr/local/etc/snort/snort. lua --plugin-path /userslocals/etc/so_rules
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Determined which hacking tools are detectable by NIDS.

* This experiment determined which hacking tools can and cannot be
|detected by the NIDS.
* Evaluated the fragmentation evasion technique.

* Determined whether interval time impacts detection capabilities.
* Determined whether manual signatures/rules can be created to improve
detection rates.

* This experiment investigated the slow-scan evasion technique.
* Selection of tools from Phase | used with variable timing intervals.

* Some of these tools were not detected during Phase | testing.

* Evaluated manual signatures to determine their impact on detection
performance.

Determined whether normal network activity will trigger an alert and

[generate a Fp.

*This phase captured any FP alerts generated during normal network usage.
* This was crucial for effective analysis, required by many of the equations.

* Dos attack and reconnaissance attack conducted simultaneously.
* Determined the impact of DoS attack on NIDS detection capabilities.
* Whether Dos attack is an effective evasion technique.

* Draw comparison of detection effectiveness between Phase I8V.

* Re-created a selection of reconnaissance attack tests from Phase | whilst
|carrying out a Dos attack simultaneously on the NIDS.
* This stress tested the NIDS by Dos attack.
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[Setup Kali and DAS (SSH sessions to NIDS (S,52,53).

|Attack and Alert Monitoring / Screenshots.

[standardised layout of screens throughout testing.

Ensure NIDS (5,52,53) are running & alert file is
lcapturing.

[Single "Monolith" alert file for each NIDS per
phase. Or for a group of tests per phase (i
Phase1 Tests 1-49)

* Accurately recording the attack start/end times was crucial to locate
lattack trafficin file, facilitating analysis.
= single alert file used to capture ALL alerts, even if they were

[set htop to start capturing.

Records CPU Memory (RAM) Utilisation.

[Screenshots captured CPU and Memory for all tests.

Navigated to appropriate file on NIDS (5,52,53) & start

[Tshark capture.

[Single "Monolith" pcap file for each NIDS per
phase. Or for a group of tests per phase (i.e.
Phase1 Tests 1-49)

= PCAP file named appropriately /stored in correct directory.
= single alert file used to capture ALL alerts, even if they were
|delayed.

[Start Wireshark capture on Kali.

[Single "Monolith” pcap file for each phase.

[PCAP file named appropriately /stored in correct directory.

|Start test / MAKE NOTE OF START TIME.

Begin the test.

[Make a note of the start time.

[Screenshot of Test in progress on Kali/PC attack VM.

Proof that testing took place.

[Name appropriately and store in appropriate files.

[Screenshot of Test in progress on DAS with SSH
|sessions to NIDS.

Proof that testing took place.

* Included screenshot of htop.
* Name appropriately and store in appropriate files.

[Save the output of the attack tool.

[CLisave totext file.

Proves the attack took place.

[Save the output of the attack tool.

[Screenshot of Kali / PC.

Proves the attack took place.

[MAKE NOTE OF END TIME.

End of test.

[Make a note of the end time.

Ensure Steps 4-11 complete and all evidence

Ensure all steps complete before continuing.

Ensured all evidenced was gathered.

[Start next test in test-plan, follow steps 6-11.

[Continue onto next test.

[Continued with the test-plan.

[Stop Tshark capture on NIDS (5,52,53).

(One PCAP per test/stored in correct location.

PCAP file named appropriately /stored in correct directory.

[Stop Wireshark capture on Kali - Save appropriately.

(One PCAP per test/stored in correct location.

PCAP file named appropriately /stored in correct directory.

[Stop the NIDS running.

[After a period of time, the NIDS was stopped
running to stop new alerts being logged.

[A delay of several minutes was introduced to ensure all alert data was
|captured even if delayed is captured in alert file.

[Alertfile was copied and named appropriately.

Example: Snort.alert.fast-Phase1-Tests1-49

[To preserve log alert data and facilitate accurate analysis.

Log into each NIDS from DAS to collate all data in a
|central location.

[WinSCP used to retrieve NIDS alerts and peap
files from all NIDS.

[Stored all test results in one single location.

[Copy all test data (Alerts and peaps) to physical host
jserver.

[To preserve the data outside of the VEasa
precaution.

Data backed up the outside of the VE.

Physical Server

[Copy all test data (Alerts and peaps) from physical
host server to a secure cloud storage. Using the

university Onebrive storage.

[To further backup the data outside of the test
environment and make accessible for

Janalysis.

Data backed up the outside of the test environment and provided
laccess to data for analysis.
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BemPol- [ 2: 4[5

root@kali: homelkali

File Actions Edit View Help
HPING 10.0.2.111 (ethd 10.0.2.111): R set, 40 headers + 0 data bytes

“c

— 10.0.2.111 hping statistic —

29 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[ /hone/katd)
 hping3 R 10.0.2.111 -p 0-1023
HPING 10.0.2.111 (ethd 10.0.2.111): R set, 40 headers + @ data bytes

“c

— 10.0.2.111 hping statistic —

137 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[l ) /home/kald )
-+ hping3 -S —f 10.0.2.111 —scan 0-1023
Scanning 10.0.2.111 (10.0.2.111), port 0-1023

1024 ports to scan, use -V to see all the replies

Iport| serv name | flags Ittll id | win | len
445 microsoft-d: .S.A.. 64 0 5840 46
512 exec :.S.A.. 64 0 58,0 46
513 Tlogin S.A.. 64 0 5840 46
514 shell S.A.. 64 0 5840 46

ALl replies received. Done
Not responding ports:

(. )-[/home/kali)
o

o MyNEEN

Capturing from eth0

Edit View Go Capture Analyze Statistics Telepl

OA© s BE@ a « >0

ply a display filter ... <Ctrl-/>

Time
po170 1544
1544
1544
1544
1544
1545
1545
1545
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1545
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o @ o
29
53
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EEIND
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Lugandg

33

o
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-ame 1: 118 bytes on wire (944 bits)
chernet IT, Src: PCSSystemtec_47:ef:di
iternet Protocol Version 4, Src: 10.0
-ansmission Control Protocol, Src Port
3H Protocol

>

=)@ 81 @ right ct
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12 3 4|4 ',_E;L ~

Jvcy — © Copturing from ethO (not (host 10.0.2.50 or hest 10.0251 0
File Actions Edit View Help Edit View Go Capture Analyze Statistics

(00 /home/kali ] O4@ = @ Q€ >

. hpings s 10.0.2.111 -p 0-1023 -1 300 PR
HPING 10.0.2.111 (ethd 10.0.2.111): S set, 40 headers + 0 data bytes ply a display filter ... <Ctrl-/>

Time

sport=0 flags=
sport=0 flag:

A seq=2 win=0 rtt=15.6 ms

416391959
416592144

— 10.0.2.111 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.8/13.3/15.6 ms

[l /home/kald )

- hping3 -5 10.0.2.111 -p 0-1023 i 200

HPING 10.0.2.111 (eth0 10.0.2.111): S set, 40 headers + 0 data bytes E
Sport=o flags=RA seq=0 win=o rtt=12.5 ms 9 £ PCSSystente:
Sport=e flags=RA seq=1 win=o rtt=11.7 ms 97 3 stenmt

-ame 1: 60 bytes on wire (480 bits)
chernet IT, Src: PCSSystemtec_0d:de:1
idress Resolution Protocol (request)

%  ethO: <live capture in progress>

>
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(Working) [Running] -

Machine Input _ Devics

WY -cocésuricaca:/nome/cslab/Wiresharki tshark -i enp0s3 £ "mot tep port 22 and|
Running as user "root" and group "root”. This could be dangerous.

. c Tasks: 48, 40 tar 7 1 runnin
Capturing on 'enp0s3 Mem[ 7 1 Load average: 0.20 0.11 0.09
10/11/2025-12:01:36.963353  [**] [1:1010001:2] Possible HPING3 SYN Packet (+*|fi273 °C Sup( ] Uptime: 02:17:33

3] {ICP} 10.0.2.70:2618 —> 10.0.2.111:0ff| zoot@suricata: /nome/cslab/Wireshark tshark -i enp0s3 —f "not tep port 22 and|
010001:2] Possible HPING3 SYN Packet [++[fl 2ot ip6" -w 77-83-P2-HP2-HPS-Suricata.pcap
1| [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:1750 -> 10.0.2.111:0fffRunning as user "root” and group "root”. This could be dangerous.
10/11/2025-12:13:59.943261 [**] [1:1010001:2] Bossible HPING3 SYN Packec [++|ffCapturing on 'enp0s3
] [Classification: (null)] [Briority: 3] {ICB} 10.0.2.70:1751 -> 10.0.2.111:0ff 167 [I 20 s76M
10/11/2025-12:18:59.944053 [**] [1:1010001:2] Possible HPING3 SYN Packet [** 20 s76M
] [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:1752 -> 10.0.2.111:0| 20 22576
10/11/2025-12:45:59.911286  [**] [1:1010001:2] Possible HPING3 SYN Packet [+* 19 1 6836
] [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:2271 -> 10.0.2.111:0| RT 282
10/11/2025-12:49:19.911912  [**] [1:1010001:2] Possible HPING3 SYN Packet [** 20 29068
(Classification: (null)] [Priority: 3] {ICP} 10.0.2.70:2272 -> 10.0.2.111:0| 20 2321

1 [Classification: (mull)] [Priorit:
10/11/2025-12:08:59.940371  [**] [1

MEME

roccaanozea:/none) catant 13
Jansitieation Hise acciviey] [Prierity: 31 (GBI 10.0.5 110 o 1001270117 [Jzootesnore2: /hone/colabt mkdir Wiresark . T LT e

o octtonores: /hone/cotant 15 sen

assification: Misc activity] [Priority: 3] (TCP} 10.0.2.70:2271 -> 10.0.2.111ffroot@snorc2:/nome/cslab# cd /home/cslab/Wireshark/

- Cootanorss./hone/ colan/Wezeamaret 19 .

] Uptim

10/11-12:46:00.112014 [**] [1:524:8] BAD-TRAFFIC tcp port 0 traffic [**] [ClJJzoot@snort2:/home/cslab/Wiresharké tshark -i enp0s3 —f "not tcp port 22 and nf Sias a2s0 712 - o o
assification: Misc activity] [Priority: 3] {ICP} 10.0.2.111:0 -> 10.0.2.70:22ffot iP6" -w 76-P2-HP1-Snort2.pcap 1 oot 20 22564 13472 9376 o.
71 Running as user "root” and group "root". This could be dangerous. P To cesan 1mave 17324 o
10/11-12:49:20.106873 [**] [1:524:8] BAD-TRAFFIC tep port 0 trarfic [++] [ClfiCapturing on 'enp0s3’ 317 root RT 282 27264 8704 1.
assification: Misc activity] [Priority: 3] {ICP} 10.0.2.70:2272 -> 10.0.2.111[§261 °C 25072 7660 4972 o.

0 root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 —f
10/11-12:49:20.110003 [**] [1:524:8] BAD-TRAFFIC tcp port 0 traffic [++] [CLfot iP6" -w 77-83-P2-HP2-HPS-Snort2.pcap

assification: Misc activity] [Priority: 3] {ICB} 10.0.2.111:0 -> 10.0.2.70:22[JRunning as user "root” and group "root”. This could be dangerous.
C72

0

ot top port 22 and nf

ity: 3] {ICP} 10.0.2.111:0 -> 10.0.2.70:2272 [sudo] password for cslab:
10/11-12:46:24.855124 [++] [112:1:1] "(arp_spoof) unicast ARP request” [**] root@snort3:/home/cslabt 1s crug) ] Tasks: 52, 35 thr ;1 runnin
[Priority: 3] (ARP} -> snort  test-results-snort3 den( I 1 Load average: 0.20 0.30 0.28

10/11-12:48:29.438025 [**] [112:1:1] " (arp_spoof) unicast ARP request® [++] zoot@snort3: /home/cslabé mkdir Wireshark 1 Uptime: 02:17:20
Priority: 3] (RRE} > zoot@snort3:/home/cslab# cd /home/cslab/Wireshark/

10/11-12:49:29.938356 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] zoot@snort3:/home/cslab/Wiresharké ls

Prioricy: 3] (ARP} - root@snort3: /home/cslab/Wireshark tshark -i enp0s3 ~f "mot tcp pert 22 and o) NI VIRT CPUS VEMS! ME+  Command
10/11-12:49:30.568940 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] ot ip6" -w 76-P2-HP1-Snort3.pcap

Prioricy: 3] (ARP} - Running as user "root” and group "root”. This could be dangerous. 5140 2480

10/11-12:49:51.924122 [**] [116:6:1] "(ipv4) IPv4 datagzam length > captured [l C2pturing on 'enp0ss’ 21916 13184

length [**] [Priority: 3] {eth} -> 253 ~c 15086

10/11-12:49:51.956637 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] zoot@snort3:/nome/cslab/Wiresharké 1s 27264

Prioricy: 3] (ARP} - 76-P2-HP1-Snort3.pcap 7680

10/11-12:50:06.938564 [**] [112:1:1] " (arp_spoof) unicast ARP request® [*+] zoot@snort3: /home/cslab/Wiresharké tshark -i enp0s3 ~f "mot tcp pert 22 and o) 27264

ot ip6" -w 77-83-P2-HP2-HPS-Snort3.pcap 27264
10/11-12:50:08.454884 [**] [112:1:1] " (arp_spoof) unicast ARP request” [**] Running as user "root” and group "root”. This could be dangerous. 27264 .
Priority: 3] (ARP) - Capturing on 'enp0s3’ 27264 . .00 /sbin/m
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- 1250
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09/15/2025-15:34:33.628131  [**] [1:2228000:1] SURICATA SSH invalid banner root@suricata:/home/cslab$ mkdir /home/cslab/Wireshark

[Classification: Generic Protocol Command Decode] [Priority: 3] {ICP} 10.0. mkdir: camnot create directory ‘/home/cslab/Wireshark’: File exists crur) | Tasks: 45, 40 thr ;1 zun
65513 -> 10.0.2.52:22 root@suricata:/home/cslab$ m -r /home/cslab/Wireshark/ dem( 1IT111166sH, | Load average: 0.13 0.12 0.08
09/15/2025-15:34:33.628133  [**] [1:2228000:1] SURICATA SSH invalid banner root@suricata:/home/cslab$ mkdir /home/cslab/Wireshark swpl 1 Uptime: o

root@suricata:/home/cslab} tshark -i enp0s3 —f "ot tcp Port 22 and mot ipe” -
Phase3-Suricata.pcap

Running as user "root” and group "root”. This could be dangerous. 51 3 MEME
Capturing on 'enpos3’
tshark: The file to which the capture would be saved ("Phase3-Suricata.pcap”) cof 13368
uld not be opened: Permission denied. 17348

[Classification: Generic Protocol Command Decode] [Briority: 3] (ICP} 10.0.
22 -> 10.0.2.101:65513

09/29/2025-0

5:12.375047  [**] [

210022:2] SURICATA STREAM ESTABLISHED SYNAC]

X resend [**] [Classification: Generic Protocol Command Decode] [Priority: 3] (TJl root@suricata:/nome/cslab# cd /home/cslab/Wireshark/ 27264
CP) 10.0.2.111:80 -> 10.0.2.10:65099 root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not tcp port 22 and nf 7680
09/29/2025-09:56:00.589927  [**] [1:2210022:2] SURICATA STREAM ESTABLISHED SYNACHM © ipé" -w Phase3-Suricaca.pcap 27264

X resend [**] [Classification: Generic Protocol Command Decode] [Priority: 3] (Tjll Running as user "root” and group "root”. This could be dangerous. 27264
CP) 10.0.2.111:80 -> 10.0.2.10:65099 Capturing on 'enp0s3' 27264

0 26956 Il

Classification: Detection of a Network Scan] [Priority: 3] (UDB} 10.0.2.10:59265fMIrunning as user "root” and group mroot”. This could be dangerous.
> 239.255.255.250:1900 Capturing on *enpos3t

05/29-09:54:42.998067 [**] [1:1917:6] SCAN UPmP service discover actempt [**] [l |cshark: Tnvalid capture filter "not tcp port22 and notipé" for interface 'enpossfl CPULI ] Tasks: 5, 31 thr 5 1 rumn
Classification: Detection of a Network Scan] [Priority: 3] (UDP} 192.168.155.1 . Mem[ THTTITTI1114441/1.82G] Load average: 0.00 0.07 0.07
59270 ~> 239.255.255.250:1900 ] Uptime: 01:00:11
09/29-09:54:46.000022 [**] [1:1917:6] SCAN UPnP service discover actempt [**] [l |That string isn't a valid capture filter (can't parse filter expression:
Classification: Detection of a Network Scan] [Priority: 3] (UDP} 192.168.155.1 erzor) .

$9270 —> 239.255.255.250:1900 See the User's Guide for a description of the capture filter syntax.
09/29-09:54:45.999999 [**] [1:1917:6] SCAN UPnP service discover actempt [**] [l |root@snort2:/home/cslab/Wiresharki tshark -i enp0s3 —f "mot tcp port 22 and not
Classification: Detection of a Network Scan] [Priority: 3] (UDP} 10.0.2.10:55265ll |ipen —w Phases-snorcz.pcap messagebus 9916 5632

syntax

NI VIRT

> 239.255.255.250:1500 Running as user "root” and group "root". This could be dangerous. 18164 832
09/25-09:54:49.020950 [**] [1:1917:6] SCAN UPmP service discover actempt [**] [l (Capturing on 'enp0s3’ 325M 18560
Classification: Detection of a Network Scan] [Priority: 3] (UDP} 192.168.155.1 6 ~c 17380 e272
59270 —> 239.255.255.250:1900 root@snort2: /home/cslab/Wizeshark} tshark —i enp0s3 —f "mot ©TCp port 22 and ot 525 15560
09/29-09:54:49.020936 [**] [1:1917:6] SCAN UPmP service discover actempt [**] [l |ipe" -w Phase3-Smort2.pcap 325M 18560
Classification: Detection of a Network Scan] [Priority: 3] (UDP} 10.0.2.10:55263l funning as user "root" and group "root". This could be dangerous. 525 18560

1071 23168

> 239.255.255.250:1900 Capturing on 'enp0s3'

0

[zoot@snort3:/nome/cslab/Wireshark tshark -i enp0s3 —f "not tcp port 22 and not]
ipe" —w Phase3-Snort3.pcap
Running as user "root" and group "root”. This could be dangerous. coup ) Tasks: 43, 32 tnr P
Capturing on 'enp0s3 Mem{[ 111 111111111111112784/1.52G] Load average: 0.15 0.25 0.22

19 *C swpl 1 Uptime: 01:14:10
r00t@snort3: /home/cslab/Wiresharki tshark -i enp0s3 -f "not top port 22 and not|

05/25-09:56:46.687695 [**] [116:6:1] " (ipvd) IPvé datagram length > captured 1l
ngth" [**] [Priority: 3] feth} ->
08/29-09:56:51.425112 [**] [116:58:1] "(tcp) experimental TCP options found” [*
*] [Priority: 3] {TCP} 10.0.2.112:48476 —> 1.0.0.1:53

05/29-09:56:51.702608 [**] [112:1:1] " (azp_spoof) unicast ARP request” [**] [Px]
iority: 31 (ARB} ->

09/29-09:56:56.804695 [**] [11
iority: 3] (ARE} —>
08/29-09:57:01.436109 [**] [116:58:1] "(tcp) experimental TCP options found” [*
*] [Priority: 3] {TCP} 10.0.2.112:54668 —> 1.1.1.1:53

09/29-09:57:01.436109 [**] [122:7:1] " (port_scan) TCP filtered portswesp” [**
{Priority: 3] (TCP} 10.0.2.112:54668 —> 1.1.1.1:53

03/29-09:57:01.702628 [**] [112:1:1] " (azp_spoof) unicast ARP request” [**] [Px]
iority: 31 (ARB} ->

09/29-09:57:10.451035 [**] [11
iority: 3] (ARP} ->

s mMEROE S T )

:1] "(arp_spoof) unicast ARP request” [**] [Pr|

Tnis could be

dangerous.

NI VIRT RES

:1] "(arp_spoof) unicast ARP request” [**] [Px





image163.png
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Server
TLSv1.3

TLSV1.
TLSv1.
TLSV1.
TLSV1.
TLSV1.
TLSvi.
TLSv1.
TLSV1.
TLSV1.
TLSV1.
TLSV1.
TLSV1.
TLSV1.
TLSV1.

Exchange Group(s):

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

SSL Certificate

Signature Algorithm: sha2SeWithRSAE

RSA Key Strength:

Subject:
Altnames:
Issuer:

Not valid
Not valid

ssLTarget
DNS:SSLTarget.
ssLTarget

before:
after:

256
128
128
256
256
128
128

secp256r1
secp3s4ri
secps21r1
x25519
X648
£fdhe2048
ffdhe3072
££dhe4096
ffdheb144
ffdhes192
secp256r1
secp3s4ri
secps21r1
x25519
X448

2048

13 13:04:33 2025 GHT

[l /hone /L)
3

AES256-SHA256

CAMELLIA256-SHA256
AES128-SHA256
CAMELLIA128-SHA256
AES256-SHA
CAMELLIA256-SHA
AES128-SHA
CAMELLIA128-SHA

(NIST P-256)
(NIST P-384)
(NIST P-521)

(NIST P-256)
(NIST P-384)
(NIST P-521)

2035 GHT

>

& i Gl G
1404

~ s g0 B

Right Ctr




image164.png
d Unencrypted Request Method 4 (Inbound to Common SSL Port) [**] [Classificationfel Running as user "root” and group "root”. This could be dangerous.

Potentially Bad Traffic] [Priority: 2] (TCP} 10.0.2.70:42706 —> 10.0.2.112:443[l Copcuring on 'enp0s3’ cru( FULUTETI11111100.0%] Tasks: 50, 32 thr, 1 zumn
7752853 “C Mem[ LI11111167114/1.926] Load average: 1.51 0.71 0.53
swplll ] Uptime: 00:43:10

2965020 packets dropped from enp0s3

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not tcp port 22 and nof
10/05/2025-14:02:59.687362 [**] [1:2018372:5] ET RETIRED Malformed HearcBeat Relll |t iren —u Phased-Test267-Suricata.peap

quest [**] [Classification: Potentially Bad Trarfic] [Priority: 2] (7ce} 10.0.2.[Mllnurning as user "root” and group "roow

70:48272 -> 10.0.2.112:443 Capturing on 'enp0s3’
10/05/2025-14:02:59.688923  [**] [1:2230012:1] SURICATA TLS overflow hearcbeat clll 7150183 ~C 993 root 20 BsM 443

ncountered, possible exploit attempt (hearthbleed) [**] [Classificacion: Generic [Ml|2385225 packets dropped from enp0s3 1356 root 20 8120 4352
Protocol Command Decode] [Priority: 3] (TCP} 10.0.2.112:443 —> 10.0.2.70:48274 Zoot@suricata:/home/calab/Wizesharké tshark —i enp0s3 ~f "not top port 22 and nd] 961 root 20 sseM  aa3y
10/05/2025-14:02:59.689318 [**] [1:2230012:1] SURICATA TLS overflow hearcbeat ol o ipe" —u Phased-Test268-Suricata.peap 994 root 20 sseM  aa3y
ncountered, possible exploit attempt (neartbleed) [+*] [Classificavion: Generic [MlllRunning as user "root” and group "root systemd-re 20 21588 12800
protocol Command Decode] [Priority: 3] {TCP} 10.0.2.70:48274 -> 10.0.2.112:443 Capturing on 'enp0s3’

1 M s:6577¢ []

This could be dangerous.

This could be dangerous.

10/05-13:52:45.680645 [+*] [1:469:3] ICHP [**] [Classification:
d Information Leak] [Priority: 2] {ICMP} 10.0.2.71 —> 10.0.2.51 home/cslab/Wiresharki tshark -i enp0s3 —f "not tep port 22 and not
10/05-13:52:45.680671 [**] [1:469:3] ICMP PING NMAP [+*] [Classification: 06" —w Phased-Snort2.pcap

[11100.0%] Tasks: 53, 36 thr, :

Mem[ 1 14114/1.92G] Load average: 1.53 0.80 0.66
d Information Leak] [Priority: 2] {ICMP} 10.0.2.71 —> 10.0.2.51 Running as user "root” and group "root". This could be dangerous. swpll] | Uptime: 00:43:00

10/05-13:52:45.680671 69:3] ICMP PING NMAP [**] [Classification: Capturing on 'enp0s3'
d Information Leak] 2] {ICHP} 10.0.2.71 -> 10.0.2.51 3874771 “C

10/05-13:52:45.680671 69:3] ICMP PING NMAP [**] [Classification: 6584963 packets dropped from enp0s3 NI VIRT MEME  TIMES
d Information Leak] 2] {ICMP} 10.0.2.71 -> 10.0.2.51 root@snort2:/home/cslab/Wireshark tshark —i enp0s3 - "not tcp port 22 and not B a

10/05-13:52:45.680671 69:3] ICMP PING NMAP [**] [Classification: [pe" —w Phased-Test267-Snort2.pcap 72596

ed Information Leak] [Priority: 2] (ICMP} 10.0.2.71 —> 10.0.2.51 Running as user "root” and group "root". This could be dangerous. 2180

10/65-13:52:45.680671 [**] [1:469:3] ICHP PING N4AP [*+] [Classification: Capturing on 'enpos3
ed Information Leak] [Priority: 2] (IGMP) 10.0.2.71 > 10.0.2.51 Se21563 ~C
10/65-13:52:45.680365 [**] [1:469:3] ICHP PING N4AP [*+] [Classification: 3743412 packets aropped from enpos3
ed Information Leak] [Priority: 2] (IGHP} 10.0.2.71 -> 10.0.2.51 coot@anorta:/nome/ calab/Wizesnark} tanark -i enp0s3 -f "hot top pert 22 and met

[pen —w Phases-Test26s-snorcz.poap root 13696

Running as user "root” and group "root™. This could be dangerous. o eee
Capturing on "enpos3’ oo
3314267 []

systemd-re 12800

836
zoot 7296
zoot 1aam

{ICMP} 10.0.2.71 -> 10.0.2.50 [Prase3-Snort3.Nessus.pcap Phase3-Snort3-NESSUS.pcap Phase3-Snort3.pcap
10/05-143:03:12.540405 [**] [116:434:1] "(icmp4) ICMP ping Nmap" [**] [Priority: 3llroot@snorcs:/nome/cslab/Wiresharké tshark -1 enp0s3 —f "mot tep port 22 and not

UL 111 1111200.0%] Tasks: 49, 27 thx ;1 rumn
{IUP} 10.0.2.71 -> 10.0.2.50 ip6" —w Phases-Snorcs.pcap Mem[11111111111111111112774/1.526] Load average: 3.32 1.50 1.08
10/05-14:03:12.540405 [**] [116:434:1] " (icupd) ICMP ping Nmap” [**] [Priority: 51|aunning as weer mrootw and group "root™. This could be dangerous. .

{IUP} 10.0.2.71 -> 10.0.2.50 Coptaring on renposs:

10/05-14:03:12.540841 [**] [116:434:1] "(icup4) ICMP ping Nmap" [**] (Priority: 31|7153208

{ICUP} 10.0.2.71 -> 10.0.2.50 3606550 packets dropped from enposs

10/05-1. 2.540841 [**] [116:434:1] "(icmpd) ICMP ping Nmap” [**] [Priority: 31lroor@anorcs:/nome/cslab/Wiresharké tahark -i enp0s3 —f "mot top port 22 and mot

{IGMP) 10.0.2.71 —> 10.0.2.50 ip6" - Phased-Test267-Snort3.pcap B

10/05-1 2.540841 [**] [116:434:1] " (icmp4) ICMP ping Nmap” [**] [Priority: 31fpunning as user "zoot® and greup "root”. This could be dangerous. oea

{IGMP) 10.0.2.71 —> 10.0.2.50 Capturing on 'enpos3’ 7424 elaq

10/05-1 2.540865 [+*] [116:434:1] "(icmpd) ICMP ping Nmap" [**] [Priority: 31fersza22 A sas0 3712

{IGMP) 10.0.2.71 —> 10.0.2.50 2612955 packets dropped from enposs 1782 1792 ®

10/05-1 2.540865 [**] [116:434:1] "(icmpd) ICMP ping Nmap" [**] [Prioricy: 31| ooc@enorcs:/nome/cslab/Wiresharks tshark -1 enp0s3 —f "mot tcp port 22 and mot soses 12288

{ICUP} 10.0.2.71 -> 10.0.2.50 1p6" —w Phases-Test26e-Snorc3.pcap es3z 4992

10/05-1 2.540865 [*] [116:434:1] " (icmpd) ICMP ping Nmap" [**] [Prioricy: 31|punning as user "root” and gzoup "zoot”. This could be dangerous. 7296 elaq .

{IGMP) 10.0.2.71 -> 10.0.2.50 Capturing on 'enpos3’ 124w 92032 5 0.

]

276567 1]

1403
s BME RS ~ L g0 Y





image165.png
1DS Classifications of Traffic

‘Actual

Posi

Negative





image6.png
[stand alone server OR built into a
Next Generation Firewall.

INIDS can passively send an alert to an
Incident Response Team, therefore
no risk of disruption network.

[suspicious activity is not blocked
lautomatically, giving rise to a risk of
|data breach or malware infection.

NIPS can intercept malicious traffic to
maintain network security, e.g. an
lemail with a malicious attachment.

I traffic is erroneously categorised as
malicious and subsequently blocked,
[this can lead to network disruption.

HiPS.

[An agent is installed onto a PCand
reports any suspicious activity back to
|a central server

[A HIDS can provide alerting at host
level, monitoring the activity of a PC.

Once again, there is a delay between
|an alert being generated and action.

[A HIPS provides protection at host
level, actively blocking malicious
jactivity ona pe.

If the HIPS incorrectly categorises
legitimate traffic as malicious this will
lcause disruption to the end
user/users.
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Detail

Preferred Result

[Consequence

105 correctly identifies: Malicious activity or
an attack as an actual attack

Closeto 1

[This is the aim of a NIDS. Correctly identifying malicious traffic allowing Incident Response
action to be taken quickly and block malicious traffic.

Positive

105 correctly identifies: Non malicious
activity as legitimate

Closeto 1

< tis crucial for the NIDS to identify normal /expected traffic so that alerts are not generated
unnecessarily.

* For anomalous based detection an initial training phase is carried out for the NIDS to
determine how normal traffic appears on a particular network.

= For signature based detection, this is 2 manual process whereby the cybersecurity
lengineer may need to create rules on the NIDS to pass traffic without generating an alert.

105 incorrectly identifies: Normal Activity a5,
an attack

Close 00

<75 are 3 concern, potentially leading to an unnecessary Incident Response causing
|service disruption or wasting the time of the cybersecurity team investigating a non-
malicious event.

= Numerous FPs being triggered, could desensitise cybersecurity teams to the NIDS alerts, so
that when a genuine attack occurs, they will not respond quickly to a potential attack.

< This could also lead to alert fatigue, whereby an IT team becomes overwhelmed by the
[volume of alerts and may not be as effective at responding to genuine threats.

Negative
(Danger

(DS incorrectly identifies: An actual attack a5,
normal activity

Close 00

< FNs can potentially be very dangerous, a5 an attack could be carried out without detection
2nd cannot be acted upon.

< This allows attackers to carry out their activities over a long period of time gathering data
/that can be used for attacks and exfiltrating data.

< #Ns can also lead o a false sense of security, as the cybersecurity team would be under

[the impression that their systems were secure.
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Phases |, II, IV

Analyse NIDS alert log
files for attack traffic.

Utilising attack start/end times from test-plan
identify attack traffic in NIDS alert log files

Classification Classification
Logged on Test Logged on Test
Results Spreadsheet Results Spreadsheet
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Utilising test start/end times from test-plan identify
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Results Spreadsheet Results Spreadsheet
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Signature-based

Utilises unique network traffic
patterns associated with
previous attacks.

Referred to as Knowledge-based.

* Default detection method of IDS.

* Provides real-time alerting.

* Zero cost for standard signatures.

* Modest cost for additional signatures.

* Effective at detecting known attacks.

* Generates alerts as soon as the NIDS is commissioned.

* Allows additional signatures/rules to be manually created.
* Signatures/rules can be tailored to meet the requirements
for a specific network traffic:

>To monitor a specific server or

>To pass the traffic without generating an alert.

* Signature Database must be updated regularly.
* Cannot detect Zero-day attacks, or modified attacks.

Anomaly-based

Establishes a baseline of
“normal” network traffic. Any
significant deviation from the
baseline will be flagged as an
anomaly, triggering an alert.
Referred to as Behaviour-based.

* Can detect abnormal network traffic.
* Can detect Zero-Day attack traffic.
* Does not require database updates.

* Requires additional configuration (Non-default detection method).
* Cannot analyse traffic in real-time.

* Requires a large amount of diskspace to store the "normal” network baseline.
* Requires substantial resource to function, increasing cost.

* Once commissioned, the NIDS must monitor current network traffic to
establish a "normal” baseline, introducing a delay.

*If a device is already compromised prior to the NIDS being commissioned, this
malicious traffic would be logged as "normal” - introducing a False Negative.

* It must compare traffic to the "normal” network base line - introducing a delay
in detection.
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Hping3 [Test was limited to a single host (meta2). _|This reduced the length of scanning time dramatically.
Hping3 was stopped after 3 rounds of scans.

Nmap  [Test was limited to a single host (SSLTarget) This reduced the length of scanning time dramatically. _|Reducing the number of ports from 1023 tojust3 | New evasion technique
Number of ports reduced from 102303 |- With a time interval of 5Min, the longest testwould _|hampered the NIDS capability to detect the Nmap  discovered during
|common ports: have taken 5x1023 =5,115 Minutes or over 85 Hours.  |scan. [testing. None of the sUT|
ltcp/22, tcp/80, tep/aa3 * Reducing the test to three common ports reduced the lgenerated an alert.

[testing time to only 15 Minutes per test at most.
Masscan | Masscan scanned the whole IP Address rang| Masscan is designed to scan ranges very quickly, [Conducting a slow-scan technique using a tool
[therefore it was decided to allow it to scan the full |designed for speed was an interesting test. It was not
range. |detected by Suricata, but was by Snort2/3.
[Number of ports limited to 2 common [ This reduced the length of scanning time dramatically.
ports:
SSlscan |sSLscan had several flters applied to Introducing filtering of the sslscan tool reduced the * The amount of traffic being transmitted by the Partially successful
|accelerate the scan but limiting the results. |length of time it took to conduct the scan. |attack VM was significantly reduced. evasion technique
Only TL51.3 results were returned * Attack NOT detected by Suricata or Snort3. [discovered.
Filtering out: * Attack WAS detected by Snort2.
|ssLGroups * This was unexpected as Snort3 consistently.
Heartbleed checks |detected the sslscan attack during Phase- testing.
* This attack was detected by Snort2, therefore nota
|complete success as an evasion technique.
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NIDS Comparison from Phase II Short Scan & Phase Il testing
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NIDS Comparison from Phase II Long Scan & Phase Il testing

NIDS ‘Accuracy [Precision | Recall / TPR| specificity / TNR|__FPR__| FNR | NIDS Performance | F-Score | _MCC

(%) (%) (%) (%) (%) (%) (%) (%) (%)
[suricata 5000 | 8333 | 10000 80.00 2000 | 0.00 89.04 5051 | 8165
8500 | 7692 | 10000 70.00 3000 | 0.00 83.67 869 | 73.38
Snort3 5000 | 8333 | 10000 80.00 2000 | 000 89.04 5091 | 8165
Preferred Result | 100 100 100 100 ) ) 100 100 100
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NIDS Comparison from Phase Iil & Phase IV testi

NIDS. Accuracy | Precision| Recall / TPR Specificity / TNR] _FPR FNR__| NIDS Performance | F-Score | MCC
(%) (%) (%) (%) (%) (%) (%) (%) (%)

Suricats 5000 | s0.00 [ 2000 000 | 2000 | 5000 2000 2857
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snort2 7500 | 7775 | 7000 3000 | 2000 | 3000 Tas 7368 | 5025
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True Positive | TP 1DS correctly detects this traffic as malicious.

True Negative [TN 1DS correctly identifies this traffic as benign.

False Positive |FP 1DS incorrectly identifies normal traffic as malicious.
FP is sometimes referred to as a Type | error.

False Negative |FN 1DS incorrectly identifies normal traffic as benign or normal traffic.
FN is sometimes referred to as a Type Il error.
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Comparison wi

related works

NIDS ‘Accuracy [Pre: Recall | _F-score
©%) | %) | (%) (%)
preferred 100 100 100 100
5382 | 5801 | 27.63 | 37.43
Phase | & Il Test Results 6855 | 6941 | 6711 | 68.09
snort3 8211 | 8081 | sa21 | s2a7
Related Works [Author __|system ‘Accuracy [Precision|_Recall | F-Score
©%) | %) | (%) (%)
Classification of Encrypted Traffic via packet analysis [Yuetal [seRT 9925 | 9926 | 9924 | 9924
Classification based on N-gram and time-aware analysis of IP Packet Han etal._|GTID 97.67 | 9816 | o759 | o7.83
Classification based on external attention and IP Packet header Non-VPN |Hu etal. _|ECM 9839 | 9839 | o839 | o839
Classification based on external attention and IP Packet header VPN Huetal. _|ecm 9921 | 9921 | w921 | o1
Classification based on Hybrid Machine Learning (Decision Tree) (DT) __[Seoetal. |2leveliDs | 9790 | 840 | 9790 | 9800
Classification based on Hybrid Machine Learning (Random Forest) (RF)__[Seo etal. |2leveliDs | 9840 | 6820 | 9810 | 9820
Classification based on Deep Learning (Deep Feed Forward) (DFF) Garcia etal. |Dique 99.54 | 9995 | o990 | 9993
Classification based on Deep Learning (Deep Learning Reinforcement) (DLAlam et al. [DLR-LSTM 99.00 | 9900 | 99.00 | 99.00
Classification based on Deep Learning (Large Language Model) (LM) __[Tirulo etal. |LLV-IDS, 9850 | 9620 | 97.50 | 96.80
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Developer OISF Cisco Cisco OISF: Non-Profit organisation promoting open-source cybersecurity technologies.
Cisco: Commercial manufacturer of networking/cybersecurity equipment.

Deployment Methods NIDS&NIPS | NIDS & NIPS NIDS&NIPS  [* NIDS is passive mode detecting and alerting only.
* NIPS are active mode, which blocks malicious traffic that matches rules.

Processing Method Multi Threaded | Single Threaded | Multi Threaded | Multi threaded can process network traffic in parallel, improving performance.

Deep Packet Inspection Yes No Yes A limitation of Snort2 is that it primarily inspect packet headers, and cannot examine the contents of the packet. Suricata and Snort3 can

examine the contents of the payload section of a packet allowing them to potential detect malicious network traffic, for example being able to
block a user from downloading a file containing a virus.

Detection Method Flow-Based | Packet-Based Flow-Based |* Snort2 being Packet-Based inspects traffic on a packet by packet basis and examining the individual packet headers.
* Suricata and Snort3 are Flow-Based, examines whole network sessions which comprise of a sequence of packets.
* This gives Suricata and Snort3 a better overview of the traffic allowing them to detect malicious traffic that Snort2 may be unable to detect.

Installation Complexity Easy Easy Time consuming |* Suricata and Snort2 where very easy to install requiring only one command.
However, Snort3 has a more in-depth installation process, requiring several pre-requisites and dependencies to be installed with some pre-
requisites needing to be downloaded from source, compiled and built.

* Once the pre-requisites are in place, the Data Acquisition Library (LibDAQ) and Snort3 application can be downloaded from source code,
compiled, and built.

* The prolonged Snort3 installation process requires time to research the process itself, the dependencies required and time to conduct. Each
step poses a risk of an error, which needs to be resolved before moving on.

* All of which leads to a time consuming installation process for Snort3.

* In comparison, Suricata which provides a comparable service, has a very simple installation process taking a matter of a few minutes.

* The Snort3 installation process gave the author a good understanding of the architecture of a modern, flow-based NIDS.

Number of Prerequisites 0 0 36 There are several prerequisites and dependencies required for Snort3 to function, which need to be in place before downloading, compiling and
and Dependencies building the Snort3 application.
Length of time to install 10 mins 10 mins 4 Hours (Basic | The installation of Snort3 took 4 Hours, this does not include the time taken to research the installation process, the pre-requisites and

Installation Only |dependencies before attempting to install Snort3.
No Configuration) | This also does not take into account the configuration of the NIDS.
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[Suricata has O rules in place by default, they need to be downloaded from OISF.

[Number of Default Rules 0 <3,000 0
(127 Rule files. [snort2 rules are in piace when the app is installed. Snort2 rules are contained within 127 rule files that thematic, (e.g. DoS,
with =20 rules [scanning, Virus, Web Attacks) each of these rule files can be enabled/disabled in the config. Each file can contain any number of
perfile) |rutes from 20 - 100
Rulesets for Phases Emerging |Defoult Ruleset|  Snortorg [These are the rulesets used for Phase |11l and IV
Ly, Threats (1) | downloaded V31470 |Suricata: The current ET ruleset was used for this test - this is the default ruleset using the suricata-update command.
open ruleset | with Snor2 |snort2: The default ruleset in piace with snort2 v 2920 when installed.
vios22 2920 |snorts: Pulledpork was used to downioad the current ruleset , this would have been the default version at the time.
Rulesets for Phases 11 s above s above AsAbove  [These are the rulesets used for Phase Il testing.
with 11 |suricata: Was only capable of detecting 1/12 Phase Il tests, by default. Rules were created 7/12 and were successful, &/12 rules.
manual |were crested, however, these were unsuccessiul.
created rules. |snort2: Was not capable of detecting 5 tests, after attempting to manuslly create rules, it was discovered that Snor2 rulestructure.
17/12 Successtul |was 100 basic and was unable to detect this traffic.
412 |snort3: Of Phase I testing, Snort3 was able to detect all tests - no further rules required.
Rules downloaded rom | 58,591 o 5138 [The Suricata rules need to be downioaded from OISF, this is done by entering 3 single command, all Suricata rules are then
|developer lcontained within one large rule file.
7o update the Snort3 rules, another programme called PulledPork3 must be installed and configured, before the.
|ruteset/signatures can be downloaded.
Enabled Default Rules B =1100 5965 |Some rules are not enabled by default to Improve performance.
post installation (55 Rule files
enabled with
20rules per
[Automated DS Rule Oinkmaster | PulledPork | PulledPork _[Snort requires the User to create a Snort account, and generate an "Oinkcode", which is 3 £0 alphanumeric digit Used to link the

Updater

[snort instance with PulledPork. The Oinkcode is placed in the PulledPork configuration file. This links the instance of Snort with
lthe rulesets purchased, and any potential Snort subscriptions, by default the community rules are freely available to all.

[suricata uses Oinkmaster as the automated rule updater, it is possible to access the rules from emergingthreats.net (owned by
[the developers of Suricata. The open rules are freely available to 3ll, whereas the Pro rules is 3 paid for subscription.
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[The aim of this study was to research the effectiveness, capabilities and
limitations of NIDS at the reconnaissance phase, to assist cybersecurity staff in
|eary getection of ayber-attacks.

[t was found that Snort3 was the most effective NIDS during testing, with Surcata
the least effective. The capabilities of NIDS is directly related to the signatures.
used Detecting ARP reconnaissance attacks were found to be a limitation

obils [To design, build and implement a Virtual Environment (VE) testbed based on & [AVE was created to model 3 UCEN hosting Target, Attack and the SUT to support
University Campus Enterprise Network (UCEN) comprising of three industry esting.
|standard NIDS to detect reconnaissance activity.
obj2: [To devise = test-plan utilising attack-frameworks and tools/techniques used by Facking 10015 were evaluated, and 3 selection were Used during testing. Suitable
ackers. reconnaissance attacks were selected and entered in a Four-Phase test-plan.
o3 [To conduct experiments based on the test-plan, to evaluate the efficacy of NIDS. Experiments were successfully conducted in line with the test-plan.
in detecting reconnaissance activity.
‘obja: [To conduct analysis of the dataset generated to determine the effectiveness of [The dataset generated from OB was analysed and comparisons were drawn
NIDS in detecting reconnaissance activity and drawing a comparison of between the NIDS and to previous research in the literature review.
|detection capabilities of the three NIDS.
o [To document and wite up the final project report detailing the findings from [The project report was written detailing the test results, analysis and conclusions
|analysis and drawing conclusions. orawn.
Rar [Can reconnaissance attacks evade detection by NIDS? ~ Reconnaissance attacks can sometimes evade detection.
- However, it depends upon which NIDS has been implemented, the configuration
[of the NIDS and which signatures/rulesets are in use.
- The research showed that all SUT could detect fragmented network scans.
- However, Suricata and Snort2 were unable to detect fragmented further (short
ragmentea) packets.
s anticipated, passive reconnaissance was not detected by any of the NIDS.
under test.
- it was discovered that Slow-scans do not "Evade” detection, rather they attempt
to merge with other alerts, in the hope that they are undetected.
- Two new evasion techniques were discovered during the course of testing.
Reduced number of ports and filtering the results of a scan to reduce traffic.
Raz [T reconnaissance attacks can evade detection by NIDS, can this aciiy be Vs and No, it was found that some artacks were missed by Suricata in Phase-l,
|detected by creating manua! signatures/rules? however, these tests were detected in Phase-Il after manual signatures/rules had
been configured, improving the detection rate of Suricata.
- Multiple signatures/rules were written for Suricata to detect ARP traffc, however,
none of these managed to detect ARP attacks.
- it is theorised that ARP was not detected as it s a L2 protocol, and therefore:
[currently a limitation of NIDS detection capabilities.
Ra3 [Which NIDS demonstrates the highest efficacy in detecting reconnaissance ~ Snort3 was the most effective NIDS at detecting reconnaissance actvity during.
lattacks? ests correctly classifying 84% of Phase-l reconnaissance attacks 35 TP.
- in addition, Snort3 was able to correctly classify 80% of normal waffic as TN. *
Using these SIC results, it was possible to analyse them using the SIM, facilitating
benchmarking against other academic studies.
- Entering this data into the formulae showed that Snort3 achieved an accuracy of
|over £2%, meaning that Snort3 could accurately classify reconnaissance attack
Experimental [NIDS being able to detect most, but not all, reconnaissance activty s the. [This 15 supported by the research of this project.

Hypothesis

|experimental hypothesis for this project_
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Most Effective

< Powerful signature/rule syntax, capable of DPI
= Overall the most effective NIDS at detecting reconnaissance activity.

* Achieved Accuracy/Precision/F1-Score of between 82-90%.

= MCC values of 64-81% showing a strong positive correlation.

< Capable of detecting both fragmented and fragmented further packets
< Capable of detecting ARP attacks, due to its ARP spoof inspector.

= Capable of detecting SQLIA.

* Capable of detecting invalid HTTPS SSU/TLS handshake.
< Detection rates least impacted by Dos activity, Achieving Accuracy/Precision of 75-77%
|and MCC of 50% equating to moderate positive correlation.

From Literature Review:
< Multi-Threading Architecture.

“Natively Utilises HS pattern matching algorithm which can improve detection capabilities.

= Time consuming to build from source code, install and configure.
< ARP Attack messages did not contain significant detail to assist cybersecurity analysts.

= Uncapable of detecting Nmap with reduced number of ports during scan during Phase-lI(Short).
= Uncapable of detecting filtered ssiscan during scan during Phase-lI(Short).

[From Literature Review:
< 8y default utilises libcap packet capture module, proven by Waleed et a. o be susceptible to packet-loss due to
high throughput

< 8y default utilises the HS pattern matching algorithm. This is only compatible with systems with Intel x86-64
processors.

Satisfactory.

= Snort2 was proven to be a capable of regularly detecting reconnaissance activity.
* Achieved Accuracy/Precision/F1-Score of between 68-86%.

< MCC values between 37-735% equating to weak-strong positive correlation.

< Capable of detecting fragmented packets.

< Capable of detecting part of the SQUA-

= Capable of detectin filtered ssiscan during scan during Phase-lI(Short).

< Achieved the best reconnaissance detection performance during Phase-li(short).

< Uncapable of detecting fragmented further packets
< Unable of detecting ARP attacks.

- Basic signature/rule syntax, this was found to be restrictive., new signatures could not be created to improve
| detection performance.

= Amore granular signature/rule syntax would improve detection performance and NIDS capability.

= Was unable to detect Nmap with reduced number of ports during scan during Phase-li(short).

= Detection rates negatively impacted by Do, reducing Accuracy/Precision to 55-57% and MCC to 10%

From Literature Review:
< Single-Threading Architecture.

- By default utilses libcap packet capture module.

< 8y default utilises the AC pattern matching algorithm, Hs algorithm may improve detection performance.

Least Efective

= Powerful signature/rule syntax, capable of DPI
= Manually created signatures/rules significantly improved detection performance and
|achieving accuracy/F1-Score of 30% and MCC of 815%. Equalling Snort3 detection
performance for Phase-li(Long).

< Capable of detecting fragmented packets.

* Proven that with the correct signatures Suricata's performance can be improved
significantly.

From Literature Review:
*Multi-Threading Architecture.

< Utilises AF_Packet Packet Capture Module which was the best performing according to
I Waleed et al.

< Uncapable of detecting fragmented further packets
< Unable of detecting ARP attacks.

< Uncapable of detecting SQLIA.

< Despite a powerful signature/rule syntax, it was not possible to create signatures to detect ARP attacks.

< Using the default signatures managed to only achieve 53.8% Accuracy, 37% F1-Score and 8% MCC.

< FNR values between 72-80% indicating that Suricata was the least capable to detect intrusions.

= Was unable to detect Nmap with reduced number of ports during scan during Phase-li(short).

= Uncapable of detecting filtered ssiscan during scan during Phase-lI(Short).

= Worst impacted during the DoS attack, with Accuracy/Precision reduced to 50% and MCC of 0%

* During Dos attack Suricata's classifications were random predictions, with no correlation and effectively guesses.

[From Literature Review:
< 8y default utilises the AC pattern matching algorithm, Hs algorithm may improve detection performance.
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[snort3 was the most effective NIDS during Phase | & Il testing, achieving an accuracy of 82.11%, meaning that Snort3 was the most effective at classifying both malicious and normal traffic correctly.
[snort3 also achieved a precision of 80.81% during Phases | &1il, demonstrating that it was the least likely to raise FPs.

During Phases | & Il testing Snort3 managed to achieve 64.27% MCC value, indicating a moderate positive correlation between Snort3 classifications and the real-world actual network traffic classifications.
* Suricata performed poorly during Phase I testing, only able to achieve 53.82% accuracy, during Phase |, therefore, its classifications were only slightly above the LORC. Suricata's MCC value of 8.96% was
[further damning.

* suricata obtained an FNR score of 72.37%, indicating that it was incapable of detecting a significant amount of malicious traffic.

5|7 Some malicious traffic matched a NIDS signature/rule, however, the attack traffic did not match the intended attack method.

* These were deemed coincidental alerts.

 An example of this was seen during the Unicomscan and Nmap UDP scans where alerts were erroneously generated for a possible Dos attack.

* The impact of the coincidental alerts would be a cybersecurity-analyst incorrectly believing that a DoS attack was in progress, rather than an active reconnaissance scan.

* A further example was witnessed when Suricata erroneously generated alerts relating to miss-match of application layer protocols during the Advanced Port Scan.  This alert is triggered when a Port
number and Service do not match. e.g. HTTPS on Port 123 instead of the expected 443.

* This alert would not initially indicate that a reconnaissance attack was in progress. The cybersecurity-analyst may begin investigating this issue from the perspective of troubleshooting the NIDS rules
instead of investigating malicious activity.

6|Envision Techniques:

+ Packet Fragmentation was investigated in Phase 1. All SUT detected the fragmented packets, this was unexpected as this is a widely accepted NIDS detection technique.

- Snort3 was the only SUT capable of detecting fragment further (short-fragment) packets.

- This proves that the fragmented packets are nota valid evasion technique, however, fragment-further packets are partially successful evasion technique.

- Slow-scan - it was discovered that if a signature/rule existed for a particular reconnaissance attack, an alert would be triggered irrespective of the time interval.

* The slow-scan attacks attempt to merge with other alerts, over long periods of time and therefore become difficult to detect.

7| During Phase Il testing manually created signatures/rules were used to evaluate their impact of detection performance.

- These signatures/rules improved Suricata's accuracy from 53.82% in Phase I to 90% in Phase ll(long). Suricata’s MCC value was also significantly improved from 8.96% to 81.65%. Its FNR score was also now.
reduced to 0%.

* All of these SIM indicate that the detection performance of Suricata was significantly improved by the introduction of manually created signatures/rules.

8[From the literature review it has been discovered that slow-scan testing can consume a significant time to conduct. However, as slow-scan is widely regarded as an evasion technique it was deemed
lappropriate to explore this reconnaissance attack method. To complete the slow-scan testing in an appropriate time-scale, methods were used to reduce the length of time to conduct these tests. In doing
50, two new evasion techniques were discovered.

1: During Nmap testis 'he number of ports scanned was reduced from 1024 (Ports 0-1023) to only 3 well known ports (tcp/22, tcp/80, tcp/aa3).

Impact: None of the SUT were able to detect these Nmap reconnaissance scans. This was surprising, as both Snort 2 and Snort3 were able to detect every Nmap scan from Phase | Testing.

/2: During sslscan testing: The sslscan switches were used to reduce the amount of information gathered.

[The switches were used to reduce the data collected to only using TLS1.3, do not check for the fallback method, and not to conduct a Heartbleed vulnerability check.

Impact: Neither Snort3 or Suricata detected this attack traffic. However, Snort2 generated a single alert, during the cipher suite negotiation. This alert was triggered by an overly long challenge length and
not from the reconnaissance attack method itself. Another example of a coincidental alert.

5| During Phase IV testing the SUT were placed under DoS stress testing. It was discovered that resource exhaustion, specifically CPU usage, impacted the NIDS detection capabilities.

* The longer the NIDS were under Dos attack the performance degradation steadily declined. Eventually the performance was so degraded that the server's clock was impacted. Alerts were being generated
|approximately 2 minutes after the attack traffic was initiated. In some cases no alert was generated at all and the attack was missed.

= It was empirically proved during this testing that Dos attacks severely impact the detection performance of NIDS.

* suricata's detection performance was now reduced obtaining an accuracy of 50% and an MCC value of 0%. This effectively meant that Suricata's classifications were on the LORC and as such were reduced to|
merely guesses.
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Accuracy The proportion of correctly classified instances (TP + TN) out of all test results.
Precision The proportion of True positives out of all positive classified instances.
Of all alerts, distinguishes how many are correctly classified as a True positive.
Recall / Sometimes known as the sensitivity. Indicates actual intrusions giving a ratio between TP and FN.

True Positive Rate (TPR)
Specificity / True Negative [Indicates how well the IDS performs as detecting TN giving a ratio between TN and FP.
Rate (TNR)
False Positive Rate (FPR) | Indicates the performance of the IDS in identifying FPs giving a ratio between FP and TN.

False Negative Rate (FNR) | The proportion of malicious activity the IDS fails to identify.

F-Score Weighted harmonic giving a single value that considers Precision and Recall.

Matthews Correlation | Takes all classifications into considerations and provides a single value to indicate how close the IDS
Coefficient (MCC) classifications are to real world values.
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[Slow-Scans. [Various scanning tools can be used with slightly different * Ping scans are used by IT engineers during fault finding |* All of these scans provide valuable information to a hacker
purposes. lto ensure a system is online and accessible. |during the reconnaissance phase of an attack.
“Different types of scan produce varying amounts of traffic:
* Ping scan tools detect if a device is online. * Port scans are used during fault finding to determine  |Ping scans: producing the least amount of traffic.
* Port scan tools detect which ports are open on the device.  |whether a specific port is open and visible from remote  |Vulernerability scans: the most traffi
| devices, ensuring services are available. * During a scan, the hacker's source IP Address must be used.
Port scans can be broken down into three types: [Therefore, if the scan traffic s detected by an IDS, this will
Horizontal scan: specific port is scanned on multiple target * Vulnerability scans are used in conjunction with identify the hacker's PC, or the compromised PC.
|devices. patching regimes to ensure that any vulnerabilities are  |* The slow-scan evasion technique introduces an interval
[Vertical scan: Multiple ports are scanned on a specific target | detected early and either software is updated of [time between each probing packet of the scan. This interval
device. |configurations are changed to secure the device. time can range from anywhere between 10 Secondsto 5
Mixed scan: A combination of both Horizontal & Vertical scans. minutes or even longer. The slow-scan can take several days|
lor even weeks to complete.
* Vulnerability scanners detect which ports are open and list * The intention of the slow-scan is for the scanning packets
|which vulnerability is associated with each port. [to blend in with normal traffic making it more difficult to
Packet [This is the process of dividing up a packet into smaller sections | * Fragmentation is fundamentally a legitimate [A hacker can misuse this process, by fragmenting the
Fragmentation  [known as fragments. networking process. packets of their scan in the hope that it can pass through the|
* If a packet is larger than the Maximum Transition Unit  [network undetected by the NIDS.
Fragments are then re-assembled by the receiving device (MTU), the router sends a reply to the sending device
restoring the packets back to their original state. |advising that the packet was dropped as it exceeded the
MTU, and the packet must be fragmented to pass through
[the network.
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* Impossible travel times: Login attempts from two geographic locations within a short amount of
time, i.e. a user attempting to log in from the USA and the UK within a matter of a few minutes.

Port Scanning Traffic Can indicate reconnaissance activity, and potentially a precursor to cyberattack. DS
Unusual IP Address Ranges Public IP Addresses that are not linked to the organisation or a well known service i.e. Microsoft, | IDS,
| Amazon Web Services (AWS), Apple.
Unusual Network Traffic This could manifest itself as a large amount of network traffic outbound, potentially indicatinga _|IDS
cybersecurity breach, or exfiltration of data.
Unknown Domain Names Connections to/from devices via suspicious domain names i.e. micrOsoft.com, fla2be3cad.com | IDS utilising DPI
Malicious Website Unique Resource | Typo Squatting: A URL that is similar to a legitimate one that a user might type by accident. (ie. |IDS utilising DPI
Locator (URL) www.amason.com instead of www.amazon.com)
Unusual Files Malicious Files, potentially containing Malware. These are detected by file hashes. 1DS utilising DPI
Geographic Irregularities *Traffic to or from a country that the organisation does not operate in, or are hostile nations. Firewall

Suspicious User Account Activity

A user logging into a PC or a privileged user with Administrator rights logging into a server out of
office hours, i.e. in the middle of the night.

Firewall or Endpoint
Detection and Response
(EDR)

Suspicious Emails

Unsolicited emails from unknown email addresses, potential phishing emails or malicious
attachments.

Firewall, IDS utilising DPI or
EDR
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Government |National Cybersecurity Centre (NCSC), Cybersecurity and Governmental Cybersecurity agencies attempt to provide threat intelligence
Agencies Infrastructure Security Agency (CISA). to their citizens to avoid cyberattack.
Vendors Cisco, Palo Alto, Microsoft, Apple Manufacturers or providers of Devices and Services used by organisation.

Known as Closed Intelligence.

Open Source

Online forums, Virustotal, Threatfeeds and Malware Information

Provides up-to-date threat intelligence from cybersecurity researchers.

Intelligence  |Sharing Project (MISP).

(OSINT)

Structured  |{ STIX is a standardised language used to describe Threat Intelligence. It can

Threat threat-actor" be used to describe, Indicators, Threat Actors (Hackers), Malware or

Information rime-syndicate" Vulnerabilities listed with Common Vulnerabilities and Exposures (CVE)

eXpression  |"description": “Threat Actors with remote access to server rooms" |Identification i.e. “Log4Shell" (CVE-2021-44228).

(sTIX) “goals": "Data Exfiltration" * STIX can be used by SIEM and EDR to automatically update their detection
} rules.

Trusted * Integration between TAXI servers and cybersecurity tools, so | *TAXII is an application layer protocol accessible over Hypertext Transfer

Automated | they can automatically keep Threat Intelligence up-to-date. Protocol Secure (HTTPS).

Exchange of  |* A device may query a trusted TAXII server using curl (a command|* TAXI is a repository of STIX objects.

Intelligence ~line method of accessing application layer services) * A user would access the TAXII application to access STIX records or their

Information Firewall automatically pulls the STIX record from the TAXII repository.

(TAXI1) * Example of the CISA TAXII discovery endpoint:

curl "https://ais2.cisa.dhs.gov/taxii2/
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Known Knowns Threats and Vulnerabilities that have been identified. Known threats will have signatures created to detect their presence in traffic. They may also
have a Common Vulnerabilities and Exposures (CVE) and Common Attack Patterns
Enumeration and Classification (CAPEC) numbers recorded against them.

Known Unknowns | Threats and Vulnerabilities that have been recognised, but their _|Emerging threats from new technologies such as Al, where Al can be leveraged to conduct an
potential impact s not fully understood. attack. Also integration of Al into autonomous vehicles and other everyday objects. No

specific signatures have been created to detect this threat.
Unknown Knowns | Threats and Vulnerabilities that have been encountered previously, [ These threats can be thought of as a forgotten vulnerability, in the sense that they were
(Rumsfeld missing |but have not been formally documented or acknowledged. They |discovered previously, but have not been logged and rectified effectively. No specific

quadrant) are not accounted for within cybersecurity management processes [signatures have been created to detect this threat, ideally a signature would have been
and procedures. created manually when initially encountered.

Unknown Unknowns | Threats and Vulnerabilities that the developer/manufacturer are |As the developer/manufacturer are unaware of the threat, they cannot provide a patch or fix
unaware of and therefore cannot be detected. to their customers. Furthermore, no signatures exists for the signature-based IDS to detect

these forms of threats.

One common example of an unknown unknown s a Zero-Day attack.
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Observe [The hacker gathers information on the target using scanning tools, which is the reconnaissance phase of

[the attack to discover IP Address ranges and Open Ports, and vulnerabilities.

Orient [The raw information gathered in the Observe Phase is now processed so that the NN can use the data.

Decide [The Al RLmodel now decides whether to gather further information using scanning techniques or to
exploit a vulnerability.

[Act

[The Al system can now use Pentesting standard tools such s Kali Linux, a Linux distribution dedicated for
penetration testers, to carry out further reconnaissance or carry out a simulated cyberattack.
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rrievmies - Penetration Tester

= FryerMiles Recruitment @ Manchester, Greater Manchester (O Permanent ) Published: 3 weeks ago
© £50k - 60k per year

Apply © save

Penetration Tester - Manchester Hybrid - £50,000 - £60,000 (DOE)

FryerMiles are delighted to be partnered with a leading cyber security consultancy that work with a diverse
range of clients on exciting projects and engagements who are looking to hire an experienced penetration
tester. This is hybrid position that requires office presence twice a week in the clients Manchester office.
Given the nature of projects that this client work on, the candidate must be a British Citizen and be eligible for
SC Clearance, so unfortunately sponsorship cannot be offered for this position.

Experience & Requirements:

« 2+ years of hands on experience working as a penetration tester in a consultative capacity
+ Demonstratable experience in delivering Web Application and Infrastructure / cloud tests

« Relevant penetration testing certifications (OSCP, CRT, CCT)

« Experience of relevant toolings such as Nessus, Qualys, Kali etc..
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1. The Human Layer

3. Network Security

4. Endpoint Security

5. Application Security

Sftware Patching regime, Vulnerability
Scanning, input validation, WAF.

1t Device Security, PC, Laptops, Mobile.
Anti-Virus/Anti-Malware, EDR,
Full Disk Encryption (FDE)

Network infrastructure: Routers, Switches, Wireless.
Implements: IDS/IPS, Network Segmentation

SETA, Access Control, Privelege managemtnet




image219.png
Firewall Firewalls can be network or host based. Provides traffic Layer3toLayer 7
monitoring/filtering, access control. Regarded as the first line of defence.
[Web Application Firewall (WAF) [Specifically monitors the Application layer to protect Intemet services _|Layer 7
|such as websites and databases from attack.
[Anti-Virus / Anti-Malware Protects and detects end devices against viruses/malware. Layer7
[Network Access Control (NAC) Provides device and user authentication at L2 and (3. Layer2and Layer 3
[Virtual Private Network (VPN) Provides encryption so that traffic can traverse the internet while Layer2, Layer 3and Layer 7

remaining secure. Examples of VPS below:
L2: L2 Tunneling Protocol (L2TP)

L3: IPSecurity (IPSec)

L7: SSL/TLS Based VPNs

Endpoint Detection and Response (EDR) |Protects user devices, monitoring end user activity for malicious behaviour|Layer 4 and Layer 7

|and respond accordingly.

Intrusion Detection System (IDS) [An 105 passively monitors network traffic and alerts on malicious activity. |Layer 3 to Layer 7

Intrusion Prevention System (IPS) [An 1PS monitors network traffic and can actively block malicious traffic. _|(Limited detection at Layer 2)

Unified Threat Management (UTM) | Integrates several features into one device, firewall IDS/IPS, WAF, Anti- _|Layer 3, Layer 4 and Layer 7
|Virus/Anti-Malware into one device.

[Security Information and Event [Collects and analyses data from several sources (i.e. Firewall, EDR, IDS), |Layer 7

Management (siEm) |correlating this data and alerting cybersecurity teams. Provides one single

pane of glass to monitor.
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Prevention | To reduce the likelihood of an attack occurring. strong password policy, Strong Encryption Cyphers, Firewall

rules, Access Control, Vulnerability Management, Security
Education, Training and Awareness (SETA) programs.
Detection |To notify cybersecurity team of an attack at the earliest opportunity |IDS, IPS, EDR, SIEM.

so that action can be taken.

Mitigation |If an attack is successful, then the impact is reduced. Effective Backup Regime (Such as the 3-2-1 regime. 3 Copies,
on 2 different systems, with 1 offsite), Network segmentation,
Incident Response (IR) and Disaster Recovery (DR) planning.
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la1b2cadaests

L2 Addressing - 12 hexadecimal digit local address burned into
network card. Layer 2 Protocol Address Resolution Protocol

L3 Addressing - Assigned for accessing services on the Local or

Network | 1P 1216801 e g e
inbound Traffic ariving into the network
Direction
Outbound Trafic leaving out of network
ocal Area Network (Lan) Local network contained within a building, campus or
scope Jorganisation.

e Area Network (wan) Network spanning great distances, facilitated by Internet
Service provider.
Data sent srictly between two devices.

Unicast
|Analgy: Telephone call between two people.
Data sent to multiple devices that are using a specificservice.

Distribution|Multicast |Analogy: Radio transmission with a group of users tuned toa

specific frequency.
Data sent to all devices within the same network segment.

Broadcast
|Analogy: General announcement over a speaker system.

Transmission Control Protocol

(1c) Connection protocol, ensures packet delivery.

Protocol |User Datagram Protocol (UDP) _|Connectionless protocol, used for real-time traffic.
Internet Control Message
Transport protocol (ICMP) Used for Ping tool to test system availability.
oort > Numeric Value assigned for L4 communication - linked to a
or

50 service.

a2z

Domain Name Service (DNS]

Hyper Text Transfer Protocol

per TextTransfer Protocol | 4y er s services which are linked to a port number.
Session | Service |(HTTP)

Hyper Text Transfer Protocol

|secure (HTTPS)

E.g. DNS

3, HTTP = 80, HTTPS =443.
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Attack Metrics Packets
2022 2023
Accuracy  0.9819  1.0000
Precision 07674 1.0000
Backdoor Malware gy 09420 1.0000
Flscore  0.8462 10000
Accuracy  0.9841 09815
- Precision  0.9055  0.4737
Browser Hijacking Recall 1.0000  1.0000
Flscore 09504 06429
Accuracy  0.9852  0.9900
4 njecti Precision 05764 07391
Command Injection g ecany 09235 1.0000
Flscore 07098 08500
Accuracy 09127 0.9907
- Precision  0.1251  0.6087
SQL Injection Recall 09044 10000
Flscore 02198 07568
Accuracy  0.9847 09917
Precision  0.6501 07857

loading Attack

Uploading Recall 09201 10000
Flscore 07650  0.8800
Accuracy  0.9881 09925
el Precision 05238 07333
Cross Site Seripting — pecany 09308 1.0000
Flscore  0.6704 08462





image227.png
Controller

Network Applications

1tk Devices 3
Target Network 2

—&

SDN Netw

| S Decision Making| | Hybrid Defense
B Module Module
System
Network Infrastructure
. Target Network 1
|

Hardware
Honeynet

Honeynet Server

Hardware
Honeynet

HMI  Data Server

HMI  Data Server

Critical
Components

Switcl

PLCs

1EDs




image228.JPG
Threat -

Intelligence from

Threat Intelligence

Threat c L\latlonal't Manufacturer from Local
Intelligence  “YPErsecUrty Router Logs Infrastructure
Centre
from Govt
(NCSC)

Centre for Protection
of National
Infrastructure

Firewall Logs
(CPNI) 5

Microsoft Server Logs

Advanced Threat Protection
(ATP)

Endpoint Detection & Response
(EDR)

Threat Intelligence
from Software Microsoft
Developers Defender PC (Agent)




image229.png
Autackor

Kalilinux

Ubuntu endpoint with
Snort and Wazuh agent

Ubuntu endpoint with
‘Suricata and Wazuh agent

i





image230.png
Attack | Kali Linux

Dedicated Pen-Testing attack PC. Used for DoS/DDoS and file alterations
attacks.

Attack (Windows PC

Used for DoS/DDos attacks.

Hping3: This is a standard pen-testing tool, it can be used to craft packet and
also increase the data rate of transmission to conduct the Do$ attack.

Low Orbiting lon Cannen (LOIC): Used to carry out Do$ attacks, specifically
TCP-flood attacks.

High Orbiting lon Cannon (HOIC): Advanced Dos attacks, capable of more
sophisticated DoS/DDoS attacks such as HTTP flood attacks.

Goldeneye: Used to simulate DoS attacks.

NIDS

Suricata NIDS with Wazuh Agent.

NIDS

Snort NIDS with Wazuh Agent.

SIEM

\Wazuh SIEM server.





image231.png
Alert
database

Packet L l
wntire [ snon [ cenerme | 2
decoder »| Preprocess »| Detection e,
Incoming I I J

packets.




image232.png
Detection

Packet
capture

Suricata Alerts

decoder and Detection Generate

stream

application

Detection

— alerts —




image16.png
Ability to automate cyber-attack detection |Ensures that cyberattacks are detected that may have been missed previously,
continual monitoring.

Quickly recognise malicious traffic More efficient at detecting patterns that may not be apparent to traditional IDS.
Ability to autonomously detect new attack | New attacks can be detected without input from the cybersecurity team. No
patterns requirement to manually update signatures/rules.

Improved classification Cyberattacks are correctly identified, while FPs and FNs are reduced.

Enhanced IDS detection performance Improved classification leading to improved detection rates, reducing FPs, therefore

Cybersecurity teams can quickly take action to counter cyberattacks, minimising
impact on organisation. Also, improves cybersecurity team's confidence with the H-
1DS, therefore reducing alert fatigue and improving reaction times.

Improved understanding of attack Allows Cybersecurity-Analysts to conduct more in-depth analysis of cyberattacks,
characteristics gaining a better understanding of current and new cyberattacks.





image233.png
* Snort and Suricata monitor network traffic and alert on DoS detection.
* Wazuh can conduct File Integrity Monitoring (FIM) and alert on unauthorised file
alterations.

2|Wazuh provides alerting for FIM, whilst gathering and analysing logs/alerts from a
myriad of sources including network alerts from NIDS.

3[* The research shows that the integration of NIDS and SIEM s effective in detecting and
mitigating cyberattacks. Combi

ing the capabilities of both systems, SIEM s used to
gather and analyse data from several sources.

* In addition, Wazuh's FIM capabilities can detect file alteration.

* The NIDS detect malicious activity on the network, detecting known attack signatures.
* Both systems work in real-time and therefore provide an enhanced cybersecurity
protection utilising the benefits of both SIEM and NIDS.

4|The SIEM and NIDS provide a centralised monitoring solution that effectively detects|
and alerts on Cyberattacks. SIEM, can send alerts via email and text to cybersecurity
team members.

Enhanced alerting improves incident response times.
Wazuh can Identify Indicators of Compromise (IoC).
'Wazuh provides a Graphical User Interface (GUI) to view alerts, which NIDS do not.

o [<]o[n

The Wazuh system requires high specification of hardware, considerable CPU, memory,
and a substantial amount of hard disk space to be deployed effectively.
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[snort is one of the NIDS used
|during testing.

[Younus fails to specify whether
[snort2 or Snorta is the System
Under Test (sUT).

= The capabilities and detection methods are very
|different between the two versions of Snort.

* During the study Younus refers to Snort as a "packet
lsniffer” appearing to be more packet-based focused.

* Snort3 has a different architecture with a flow-based
|detection engine, this study does not mention flow-
based detection.

* In addition, the study highlights the Suricata's advanced
Multi-Threading (MT) capability, eluding to the fact that
the version of snort under test has Single-Threading (ST)
larchitecture.

* The previous points lead to the deduction that the
|study implemented Snort2 during testing.

* If Younis had used Snort2, this would have provided an
unbalanced results from testing.

* The study would have been much more relevant if
|snort3 had been used as it is the modern iteration of
|snort and more comparable with Suricata.

Both Snort and Suricata were
integrated with Wazuh.

[Younus fails to compare the.
performance of snort and
|suricata integration with

I wazuh.

* This is a missed opportunity, the study focuses on how
[to integrate the NIDS with Wazuh. This gives a very useful
insight into how to implement a DiD system.

* However, drawing comparisons between Snort and
|suricata would have been extremely beneficial to give
more in-depth insight into how well both NIDS integrate
|and how each performs under testing.

[NoSICs were recorded and SIMs
Iwere not calculated during
testing.

[This would have been extremely|
beneficial as it would give an
indication of system
performance for both NIDS
integrated with Wazuh.

= This would allow the study to be benchmarked against
lother similar academic research studies.

Kali Linux was used during
testing.

[This is 2 standard pen-testing
[tool used by many cybersecurity
|analysts/researchers.

= This provides a standard tool-kit to conduct testing.
= Kali Linux has also been used within the testbed of this
reconnaissance project.

Results from testing.

[There were no quantitative
results published within this
study.

* The results were screenshots of the Wazuh system
proving that the Dos attack had been detected and an
lalert generated.

* No significant analysis was conducted on alerts, to
|compare/benchmark the performance of the NIDS.

DoS and DDoS attacks were the.
Imain focus of this research.

[This study would have been
more relevant if other attacks
had been included.

* Reconnaissance attacks were not discussed.
* If scanning and enumeration can be detected early, an
lattack could be avoided.

* This research provides a very narrow field of view in
relation to the types of attacks the NIDS and Wazuh can
|detect.
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1 Integrating NIDS with a SIEM provides enhanced cybersecurity posture, allowing a broader overview of threats, not only
on the network, but throughout an organisation’s infrastructure.

2[* Slips is an anomaly detection tool, that can provide real-time NTA to detect anomalous traffic.

* Slips was utilised in the Muhammad system to detect network anomalies.

Research showed the system successfully detected DoS traffic, with alerts sent by email and telegram social media app.

Zeek s fully customisable, leading to enhanced detection rates and network flow analysis.

During testing resource usage of some VMs was raised, requiring configuration optimisation.

EEIEN

ML was implemented in the Muhammad system specifically for Zero-Day attack detection.
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Muhammad et al. claims that |- This claim is not correct. |- Zeek does not support the AF_Packet packet capture.
| Waleed et al. state that "Zeek |Examining the Waleed etal.  |module, which was found to be the most efficient by
2nd Snort have the best study: Waleed etal
accuracy” |Accuracy was not part of the |+ Also, Zeek does not have a default detection engine,
testing. 1M were not [therefore cannot support Hyperscan, which was proven
published 0 be the most effective pattern matching algorithm
- The test results showed: |during testing by Waleed et al.

| zeek and Snor2 suffered the |+ Findings by Waleed et al:
|worst packet-Ioss, See Waleed [suricata outperformed al other NIDS as Suricata utilises.
etal packet-loss Table 3. [AF_Packet by default, and ac pattern matching

ISnort3 was the 2nd best algorithm

performing, Snort2 the 2nd
|worst performing.

- Therefore, these test resuits
|do not support Muhammad et
a1, research.

- Muhammad et al. failed to
|distinguish between Snor2

2nd snorts.
[The proposed Elk stack can |+ The LOIC tool was Used to | The form of DoS attack used during testing was UDP.
|detect DoS attacks using ML |perform the Dos attack. Flood attack, configured to attack a specific IP address.

- This i restricted 0 TCP/UDP o port 80 3t 3 rate of 344.1 packets per second
[flood attacks on a specified 1P| TCP Flood attack was not used.

|Adaress/port. - There are a number of forms of DoS aftack,
additions! research would be required to substantiate.
enis claim,

- Additional testing would be required using eg.
Hpings, HOIC and Goldeneye.

~ Several DoS attacks could be performed:

Media Access Control (MAC) Flood, Address Resolution
Protocol (ARP) Flood, Intemet Control Message Protocol
(1CMP) Floog, Synchronise (SYN) Flood, HyperText
[Transfer Protocol (HTTP) Flood.

[Zeek s fully customisable. [Agree with this statement, |+ Zeek is customisable. It is based on a proprietary
however being customisable |scripting language allowing developers to create NIDS
lcan cause potential issues.  [tailored to their requirements.

- 2e=k's proprietary environment and language.
nowever, can introduce limitations.

- As Zeek's language s proprietary, it may not be:
|compatible with all systems.

- Packet, Protocol and File Analysers are all Zeek.
scripts.

- Developers can also write their own plug-ins.

- Zeek's architecture is Event Driven. The Network
[Traffic is captured, then passed through two main
|components:
|-Event Engine: Decides whether it s a low or high level
event.
|-script Interpreter: Executes the Zeek scripts, carrying
lout the developers actions on traffic.

- Requires a lot of time to configure and write
lcustomised scripts for the NIDS to work as required.

- itis not possible to make changes to the Event
Driven framework, or proprietary languzge without
Imaking changes to the Zeek source code.
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Only Zeek NIDS was used during
testing.

[Muhammad's study would have
been more relevant if more than
lone NIDS was used during
testing.

* This would have given in-depth research of which NIDS
integrates best with the ELK stack based SIEM.

* From the research of Waleed et al. Zeek was not one of
[the best performing NIDS, suffering packet loss during
Dos stress testing.

* Muhammad's research would have benefited from
utilising either Suricata or Snort3 NIDS, as these were the
best performing Waleed et al's study. This would give an
insigt into the full potential of the ELK Stack SIEM.

Metrics used were CPU and
Memory Utilisation.

= This study did not take into
laccount detection capabilities.
“It also did not provide the
|standard SIC or SIM results.

= Providing SIM results of Accuracy, Precision, Recall and
F1-Score would have enabled academics to benchmark
this test against others in relation to detection
|capabilities/limitations.

* Couple this with the previous criticism that only Zeek
| was the only NIDS used.

* This i a missed opportunity to compare the detection
|capabilities/limitations of multiple NIDS as well as their
integration capabilities with the ELK Stack SIEM.

During testing the Dos attack
| was observed for an hour ata
data rate of 344.1
packets/second.

[This study would have been
much more useful if Muhammad
had varied the datarate.

= Varying the data rate in similar fashion to Waleed from
100-1000 Mbps, if not even higher, would have provided
|2 larger dataset.

* It would also give an indication s to how the system(s)
perform under stress testing.

* Waleed has proven that capabilities of the NIDS can be
impacted depending upon the data rate of the Dos.
traffic.

ML was utilised to detect Zero-
Day attacks.

[zero-Day attack detection
|capabilities were not tested on
this system.

= This system was not evaluated for its Zero-Day
|detection capabilities.

* The ML portion of this system was not evaluated.

* In line with Alam et al. that conducted Zero-Day testing
lon an Al system, Muhammad could have utilised a
|standard data set, dividing it into two. The first half to
[train the Al system to detect the Zero-Day attack traffic
land the second half to test Zero-Day detection
|capabilities.

[The Attack detection sample
|appears to use the Structured
[Threat Information eXpression
(sT1X) format.

[This is a standard method of
[formatting threat intelligence
land should be a compatible
[format with other systems.

* The Attack detection results should be compatible with
lother systems as a standard format has been used.
* This attack data could be shared with the Cybersecurity

research community.
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Research brief

Integrated Snort and Suricata with Wazuh.

Integrated a Zeek with an ELK stack SIEM
utilising ML.

* Younus' system comprised of standard NIDS and SIEM systems.

* Muhammad's system consisted of highly customisable devices.

* This would have taken Muhammad more time to configure, but should have allowed for greater
flexibility to configure the system for testing.

Research Aim

Enhance DosS and File alteration detection in

Create a system capable of live analysis using

While the research investigates the integration of NIDS and SIEM, the aims of these two projects

graphs and discussed in the body of the text.

real-time. ML differ. Younus' focus was on DoS and FIM, while Muhammad's on live NTA.
VE Consisted of Snort, Suricata and Wazuh VMs, | Ubuntu Linux VMs were used for testingina | * Younus used standardised Pen-testing tools in the form of Kali, which is commonly used in academic
along with Kali and Windows attack VMs. localhost environment. research in the field of cybersecurity, allowing the tests to be easily replicated by other researchers.
* Muhammad used standard Ubuntu Server VM however used highly configurable components, ELK
stack and Zeek. This would make replicating this test more difficult.
Attack Tools |Hping3, HOIC, LOIC, Goldeneye. Loic. * Younus utilised several DoS attack tools in comparison to Muhammad.
* Muhammad restricted their research to only User Datagram Protocol (UDP) flood attacks using
Loic.
* This study would have been more insightful if Muhammad had expanded their testing to include
additional Do$ attacks and a range of other cyberattacks to test the ML component of their system.
Metrics No Quantitative results published, some CPU and RAM of Zeek and ELK Stack SIEM. | * It is difficult to benchmark these two studies as no Quantitative results were published by Younus.
Qualitative results showing screenshots of the
system working were published.
Data Analysis |No Data analysis was conducted. Results from testing are represented as four | *No data analysis conducted by Younus.

* Muhammad published their results as four graphs charting CPU and Memory against time.
* It would have been beneficial for Muhammad to publish the results in a single table, so that a side-
by-side comparison of all results can be made.
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Method Accuracy Precision Recall Fl-score

AppScanner [27] 62.66 48.64 51.98 49.35
CUMUL [23] 53.65 41.29 45.35 42.36
BIND [28] 67.67 51.52 51.53 49.65
FlowPrint [19-20] 87.67 66.97 66.51 65.31
FS-Net [31] 66.47 48.19 48.48 47.37
GraphDApp [32] 63.28 59.00 54.72 55.58
DeepPacket [29] 97.58 97.85 97.45 97.65
PERT [38] 82.29 70.92 7173 69.92
BECN [11] 99.65 99.36 99.47 99.41
ET-BERT (flow) [10] 85.19 75.08 72.94 73.06
ET-BERT (packet) [10] 99.62 99.36 99.38 99.37
Proposed 98.74 98.76 98.73 98.74
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single, forward, direction (From the input
layer, through hidden layers, to the output
layers ).

introductory system for Al engineers.

Relatively simple architecture. optimized
[for structured data, ideal for applications
like analyzing data organized into rows and
|columns.

relationships.

(classification, email spam detection,
[predicting stock prices, converting voice to
text.

Neural Network NN |Computational systems with interconnected [Adaptable to new information and leam | Computationally intensive, requiring large | Predictive analytics, speech and image [t
nodes mimicking the human brain, used for |complex relationships between inputs and |datasets for optimal performance. processing, pattern recognition.
pattern recognition and decision-making. _|outputs, even in noisy or incomplete data.
[Convolutional Neural  |cNN Deep learning networks specifically Excel in image processing tasks by Requires large training datasets, high Image and video recognition, object Hu etal.
Network | designed for processing data with a grid-like [automatically extracting relevant features, ~|computational resources, and expertise in |detection, image classification and
[topology like images, automatically learning [achieving high accuracy, and reducingthe  [Al systems. |segmentation, medical image analysis,
|spatial hierarchies of features. need for manual feature engineering. natural language processing (NLP).
Deep Neural Network [DNN__[Artificial NN with multiple hidden layers, |Can handle unstructured and unlabeled |High computational cost, and dependence _|Computer vision, NLP, speech recognition, |Han etal.
making them more complex and capable of |data, most suited to learning complex non- |on data quality. predictive analytics.
|dealing with large, unstructured, and linear relationships, and offer automatic
unlabeled datasets. [Feature learning.
[Graph Neural Network |GNN Deep neural network architecture designed |Capture structural information of graphs and | Computationally expensive for large graphs. [Social network analysis, bioinformatics, _ |Bilot etal.
[to handle graph-structured data. |complex relationships between nodes. |computer vision, text classification.
Recurrent Neural RNN Deep neural networks designed for Effectively handles sequential data, process |Can be computationally slower. Language translation, speech recognition, |Alam etal.
Network processing sequential data or time series  [inputs of any length, and share weights NLP.
|data, using feedback loops to retain context [across time steps, making them efficient for
lover time. |certain tasks.
Large Language Model |LLM [Advanced Al models trained on vast Excellent natural language understanding _|Requires massive computational resources | Natural language understanding, text Tirluo etal.
|amounts of text datato understandand  [and generation, adaptable to various topics, [and training data. lgeneration, summarization.
lgenerate human language with high quality. |high grammatical accuracy, and capable of
translation.
Natural Language NP (A field of artificial intelligence that focuses |Enables more natural and seamless [Struggles with ambiguities and subtleties in |Chatbots, language translation, speech [an
Processing lon enabling machines to understand, |communication between humans and Al |human language. Requires large amounts of | recognition, text summarization, spam
interpret, and generate human language.  |Automates routine tasks involving language |quality data for training. filtering, predictive text, and information
INLP involves techniques for text and speech |processing. extraction.
Long Short Term Memory|LSTM _|A special type of RNN to learn long-term | Can effectively capture and remember long- |More complex architecture than traditional |NLP (language modeling, machine [Alam etal.
| dependencies in sequential data. LSTMs  [term dependencies in sequences, making (RN, requiring more computational translation, sentiment analysis, text
lselectively store and retrieve information  [them ideal for tasks requiring context over ~ |resources and longer training times. |summarization, question answering),
lover long sequences. extended periods. Leading to more stable |speech recognition, anomaly detection,
training. |video processing, and action recognition.
Deep Reinforced DRL [Combines reinforcement learning's trial-and{Solves challenging sequential decision- _|Requires massive computing powerand | Gaming (including strategic games suchas _|Alam etal.
Learning error approach with deep learning's layered |making problems, achieves high training data. [chess), robotics, NLP.
neural networks to solve complex decision- [performance (especially in gaming), and
making problems. Works on the principle of |requires less prior knowledge.
rewarding expected/desired decisions
|while penalising poor or incorrect decisions.
Deep Feed Forward |DFF [Atype of NN in which information flows in a [simple to design and implement, used as an |DDF has difficulty handling complex data | Pattern recognition, image and speech (Garcia etal.
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[Adversary Represents the attacker. [This can be an individual, a group or a nation state actor such as an Advanced Persistent
Threat (APT). Identifying the adversary is crucial to determine their motives, and what
they are trying to achieve.

Infrastructure |Represents the infrastructure used to | This could be hardware, such as server, tools, this can be software or hardware tools, IP
perform the attack. |Addresses, domains, and compromised devices.
[Capability [The methods, tools and techniques used |Methods can include: malware, phising, pharming, spam, watering hole attacks.

[to exploit vulnerabilities.

[Victim [The target of the attack. [This can be an individual, a group, an organisation, a nation state, a network or system.
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Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and some consolidation in the Top 10 for
2021.

2017 2021

‘A01:2017-Injection A01:2021-Broken Access Control
‘A02:2017-Broken Authentication A02:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure A03:2021-Injection

(N&w) A04:2021-Insecure Design
A05:2017-Broken Access Control =% A05:2021-Security Misconfiguration

A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
{New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities /AOS:ZOZl-Securitv Logging and Monitoring Failures*

(New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

A10:2017-Insufficient Logging & Monitoring
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Vehicle The Automated Vehicle.
Roadside Unit (RSU) A static system located at the side of the road to facilitate short-range communications between vehicles.
Communicator * Facilitates real-time communication within the VANET between the AV and other Vehicles and RSUs.

* The communicator can also receive feedback from the Local Feedback Unit and propagate any potential alarms
to RSUs or other AVs.

Privacy Protector * The Privacy protector can add random noise to the data, to protect the privacy of training data.

* If the Privacy protector does not receive a feedback signal from the Data Analysis Unit (DAU), then it does not
add random noise to the VANETS data.

Differential Privacy Unit |If the Privacy protector receives feedback signal from the DAU, the privacy protector instructs the DPU to add

(oPU) random noise to the VANET communication data.
Data Analysis Unit * The DAU comprises of the LH-1DS developed by Cui et al. and the Preprocessing Unit.
(DAU) * The Data Analysis Unit is a central component of the AV protection system.

* If the LH-IDS requires an update, then an update model feedback signal is sent to the Privacy Protector. This
triggers the DPU to add random noise to the VANET data.

Preprocessing Unit * The Preprocessing Unit receives data, both with and without noise.

* The preprocessing unit sanitises and normalises the data.

* Passes the processed data to the LH-IDS.

LH-IDS * The LH-1DS is the component that detects malicious activity.

* The LH-IDS transmits a +1 value signifying normal traffic and -1 for anomaly network traffic.

Local Feedback Unit | * The function of the LFU is to receive data from the DAU.

(LFU) * If the LFU receives a value of +1 from the DAU the data is logged as normal traffic.
* However if the LFU receives -1, then it logs the traffic as malicious, generating an anomaly feedback report,
sending this to the communicator. In turn the Communicator forwards this report onto the RSU and other AVs.
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CAEC Common Attack Pattern Enumeration and Classification
w A Community Resource for Identifying and Understanding Attacks Start Here!

Home > About CAPEC 1D Lookup: [ @

About CAPEC
Overview | Board | Glossary | Use Cases | Resources | Documents | FAQs | New to CAPEC?
Objective

The Common Attack Pattern Enumeration and Classification (CAPEC™) effort provides a publicly available catalog of common attack patterns that helps users understand how adversaries exploit
weaknesses in applications and other cyber-enabled capabilities.

"Attack Patterns" are descriptions of the common attributes and approaches employed by adversaries to exploit known weaknesses in cyber-enabled capabilities. Attack patterns define the
challenges that an adversary may face and how they go about solving it. They derive from the concept of design patterns applied in a destructive rather than constructive context and are
generated from in-depth analysis of specific real-world exploit examples.

Each attack pattern captures knowledge about how specific parts of an attack are designed and executed, and gives guidance on ways to mitigate the attack's effectiveness. Attack patterns help
those developing applications, or administrating cyber-enabled capabilities to better understand the specific elements of an attack and how to stop them from succeeding.

Some Well-Known Attack Patterns:

HTTP Response Splitting (CAPEC-34)
Session Fixation (CAPEC-61)

Cross Site Request Forgery (CAPEC-62)
SQL Injection (CAPEC-66)

Cross-Site Scripting (CAPEC-63)

Buffer Overflow (CAPEC-100)
Clickjacking (CAPEC-103)

Relative Path Traversal (CAPEC-139)
XML Attribute Blowup (CAPEC-229)
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1Kali Linux [Operating System (05) [This is an Operating system specifically for Penetration Testers, but i also commonly used by hackers. This
distribution of linux has over 70 hacking tools pre-installed, some of which are described below.

2snort NIDS [snort s an industry standard IDS/IPS and can detect anomalous network activity and either send a passive alert in 1D3|
mode or block the suspicious network activity in IPS mode.

3[suricata NIDS [Suricata is also an industry standard IDS/IPS, with similar functionality to Snort.

4|Nmap Network Mapper (Nmap) |Nmap s a versatile tool used at the reconnaissance phase of an attack. Nmap can scan devices, website URLS, or

Iscanner network ranges to provide details of the target such as port status, the suspected 05 and system vulnerabilties.

5[Angry IP Scanner |1P Address Scanner 1P Scanners can be used to conduct a ping sweep of a network range and provide a st of devices that respond to
ping. This does not always give a full lst of live devices on a network as some devices may block ping traffic.

6| Wireshark Network Protocol Analyser | Wireshark is used to analyse network traffc, it can also capture network traffic and save it for later analysisin &

Packet Capture (pcap) file. This s an extremely useful tool for network engineers to determine faults, but can also be
used by hackers to better understand their target network, and also capture live data which may contain
unencrypted traffic such as usernames and passwords if using protocols such as telnet and HyperText Transfer
Protocol (HTTP) that sends al traffic n clear, unencrypted text.

7[Nessus [Vulnerability Scanner Nessus s a commercial vulnerability scanner, which provides a st of Common Vulnerabilities and Exposures (CVE) for
|each device scanned. Each vulnerability is scored using the Common Vulerablitties Scoring System (CVSS) giving a
rating from 0-10. With 0 equalling None, 0.1-3.9 (Low) 4-6.9 (Medium) 7-8.9 (High) and 9-10 (Critical). Each
[vulnerability s linked to an open port or service running on the target system.

&[Nkt [Vulnerability Scanner Nikto is 2 vulnerability scanner that specifically tests web servers for outdated web server software, and web server
|specifically for Web Servers _|mis-configurations.
5[Burp Suite [Application Security Testing_|Commonly used by pen testers and hackers Burp Suite s a collection of tools that can test web applications and

|websites for vulnerabilities. The toolis configured to act as a proxy server, sitting between the user's browser and
[the web server and is used to anayse the trafic flowing between the two. It can test for common security flaws such
|as Subject Query Language Injection (SQLi), Cross Site Scripting (CSS/XSS).

10[saLmap [Subject Query Language _[The SQLmap tool can detect and exploit QL configuration flaws, Once exploited this can give the hacker access to
(saL) Mapper |databases and allowing them to view and modify data. This tool can be used in the reconnaissance phase to retrieve
usernames and passwords stored within a database.
11[Metaspolit Framework of Penatration | Metasploit i a collection of command line (CLI) tools which can be used during the reconnaissance phase working in
[Testing Tools |conjunction with Nmap to conduct port and vulnerability scans, it s possible to scan networks for a particular service.

in addition Metasploit can search for Microsoft SQL (MSSQL) using an area of reconnaissance known as footprinting.
[Metasploit tools can then be used to exploit vulnerabilites found.

12[Hashcat Password Recovery Tool _|Hashcat s officially a password recovery tool but can be used by Pen testers and hackers as a password cracker. 1tis
|able to recover passwords encrypted with a variety of algorithms, Message Digest 5 (MDS), Secure Hash Algorithm
(SHA) - SHA1-3 of various bit lengths, Kerberos 5, MSSQL to name a few.

13 Netcat Remote Access Tool Netcat (nc) can establish connectivity to remote devices on a network over the Transport Control Protocol (TCP) /
User Datagram Protocol (UDP) protocols. nc can be used in conjunction with other hacking tools providing
|connectivity to launch attacks. Its also capable of conducting port scans.

14[Neat Remote Access Tool Ncat is an improved version of nc from the developers of Nmap. Ncat provides additional features such as encryption
|support and proxy connections.
15{lohn the Ripper _|Password Recovery Tool _|Originally developed to assist systems administrators to identify systems with weak passwords, this tool is commonly

used for recovering/cracking passwords. John can be used with a variety of applications, or to decrypt live network
[traffic but this would take a considerable amount of processing power and time.

16[Hydra Password Recovery Tool | Hydra s used as a log in password cracker, using a file known s a password lst, automatically generates login
|attempts. Amyriad of protocols can be sed which includes HTTPS, Lightweight Directory Access Protocol (LDAP),
MSSQL. The LDAP protocol s of particular interest as this is used by Microsoft Windows authentication.
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[scanning determines which devices are live on the network, which ports/services are running on a device, which 0S is
[running on a system and finally any vulnerabilities which can be exploited.

Network Scanning

[This technique can use a variety of different IP Scans to determine which devices
Jare live on a network.

Ping or hping3

ltoa port or service. Vulnerability Scanners such as Nessus will provide
lbackground information and usually any associated CVES, these can be used to
|g2in more information on the exploit.

Port Scanning [This provides a list of active listening ports on a system. Each port is associated |Nmap,
|with a particular service e.g. Port 53 is used by the Domain Name Service (DNS).

05 Fingerprinting | This is crucial part of an attack, if the hacker can determine the OS runningona _|Nmap
|system, they can then seek for vulnerabilities specifically for that OS.

[Vulnerability Scanning [The vulnerability scan will highlight vulnerabilities of the target device associated |Nessus

INetwork shares, DNS in

formation.

Enumeration is the next phase of the reconnaissance phase. Using the data gathered in the Scanning phase, to gather further|
details to further progress an attack. The Enumeration phase will gather, Usernames, Passwords, System Hostnames,

NetBIOS Queries Using NetBIOS it is possible to determine the hostname of a device and also the _[nbtstat
username of a user.

[Windows system itis possible to gather details of PCs and Servers remotely using PSinfo, issuing _|Psinfo

Queries [this command along with the IP Address of the target will list system information
|such as Processor, Memory, and System Uptime.

DNS Queries/ Zone | DNS queries can provide information of device hostnames based on IP Addresses. |nslookup.

Transfers It s also possible to conduct a DNS Zone transfer giving IP Address and Hostname
|details of all PCs and Servers on the network.

Network Share Once the servers have been identified, the next stage is to determine which netview

|Queries

network shares are available.

the final stage of

the attack whereby the hacker attempts to compromise either the Confidentiality,
service depending on their motive.

Integrity or

[This form of attack attempts to overwhelm a device starving it of resources to the
point that it can no longer function. From the previous stages it can be determined
|which are the critical servers, and there would potentially be targeted first.

hping3

[As with the Dos, the DDOS variant differs as the attacking machines are
lgeographically dispersed. Usually they are compromised devices that have been
infected with malware forming a BotNet.

Low Orbit lon
|cannon (Loic)

impersonate another device on the network. An example can be impersonating a
pC that has already been authenticated on the network.

[t injection (sQLi) | Data is inputted, and the results are analysed that can give details of the backend |Browser/SQlMap.
Database structure. If conducted successfully, data can be extracted.
[spoofing [There are number of spoofing attacks, essentially the attacker attempts to Ettercap.
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[scientific approach and focuses on empirical observation to establish cause-and-effect relationships. [This method is relevant. Empirical research was conducted by setting up a VE testbed. Tests were conducted on NIDS to determine the.

Data is gathered Objectively by experimentation. |detection performance, establishing a cause-and-sffect relationship between reconnaissance attacks and detection capabilies.
[Realism philosophy states that reality exists independent of human perception. [Realism does not provide the cause-and-effect relationship between two variables.

[Conducts research into peoples experiences, providing insight into how individuals feel about a certain topic. [Requires in-depth interviews with people. This report focused o the performance of T systems, with no human involvement.
Data is gathered Subjectively by in-depth interviews.

Pragmatism is a research philosophy focused on practical results. Pragmatism does not provide the cause-andsfect relationship between twio variables.

[Reviews the current body of knowledge of a certain topic and tests existing theories by gathering and analysing data to confirm
|an existing theory/nypothesis.

Utiised for research in unexplored topics where there s litle or no body of research to draw upon as a base of knowledge.
investigates a cause-and-effect relationship. Avariable is modified to ascertain what the outcome will be. This approach [This strategy meets the requirements to achieve the objectives of this project. AVE was designed and implemented and a test-plan was.
[focuses on conductingtesting i a controlled environment and collecting resulting data. utilsed to evaluate the detection capabiltes of NIDS.

[Coliects data from individuals, usually by way of questionnaires. This research is conducted to understand opinions, behaviours|
o trends.

[A case study is an in-depth investigation into a subject i.e. a system, event, phenomenon, organisation. A case study usually. [This project was focused on the performance of NIDS in relation to reconnaissance activity. This included live data being captured within a
investigates previously documented events. testbea.

[Attempts to resolve real world problems by participatory and collaborative methods. Utilises the process of planning, action,
|observation, reflection.

[Amew theory is formulated by conducting qualitative analysis of data, rather than the traditional approach of formulating
ypothesis first and then testing its validity.

Ethnography focuses on cultural groups involving the researcher immersing themselves with the participants.
[Research is conducted on historical data of events that have alieady occurred.

It is known that cyberattacks begin at the reconnaissance phase. This project investigated the capabilties/limitations of NIDS in detecting.
reconnaissance attacks.
[This project did not investigate a brand new topic area.

[This project did not involve human interaction.

[The focus of action research is to solve an immediate problem whilst conducting research. Action Research is not an appropriate method to
|carry out testing and experimentation.

[The resuts from testing are both Quaitative and Quantitative. Also, this project does not formulate a new theory from only Qualitative data.

Involves conducting interviews and obsenving participants therefore method discounted.

[The focus of this research was to determine the capabilities and limitations of NIDS in relation to reconnaissance attacks. Currently there is nol
research specifically in this area to draw upon, therefore this strategy was discounted.

[ A group of individuals are gathered to discuss a topic which is recorded for later analysi [No participants were required for this project as the focus of ths research was purely technical.

[While DSR is not included within the standard Research Onion, it s extremely beneficial within IT and Engineering based “The DSR strategy was beneficial in providing StUCtUre to each stage of the project.
research projects. DSR is a 6-phase process: 1. Problem identification, 2. Objective definition, 3. Artifact design and *Identifying the specific problem to research, outlining the objectives to deliver project, artefact design, testing, evaluation by conducting data
mplementation, 4. Artifact testing, 5. Evaluation 6. Communicating results. |analysis and finally communicating the results of testing by writing dissertation and presenting viva voce.

Descriptive Data: This is usually analysis of text, pictures, or video data. [Qualitative used to conduct NTA, highlighting patterns in network traffic, and to highlight patterns of hackingtools and evasion success.

[Numeric Data: Mathematical and statistical analysis of data. [Quantitative data was used to provide statistical analysis of detection capabilities. SIC and SIM were published to benchmark against other

studies. Mattew's Correlation Coefficient (MCC) analysis was also conducted.

|Single method used, either Qualitative or Quantitative analysi
Utiises both Qualitative and Quantitative analysis to gain an in-depth understanding of research topic.
Utiises either Qualitative OR Quantitative analysis multiple times throughout the research.

Data collected from multple sources concurrently.

Both Qualitative and Quantitative analysis were conducted for this project.

Both Qualitative AND Quantitative analysis were required for this project.

* This method took a snapshot of a period of time showing how the NIDS reacted to the exact same reconnaissance attack.

* This s crucial as it allows for comparison between NIDS at a specific period of time.

[This method is more suited to research where recording the chronological series of events s the focus.

[The relationship between reconnaissance activity and detection will be recorded as primary data.

[Qualitative analysis: Word-clouds used to ilustrate which hacking tools can/cannot be detected and which signatures/iules are most effective
at detecting reconnaissance activity.

* NTA conducted to discover how hacking-tools appear at the packet level to determine packet features used in manual signatures/rules
creation.

|Quantitative analysis: Used to statistically evaluate the detection performance of NIDS.

Data collected from the same source(s) over a specific period of time.

6] Data |Data Collection [Experimentation, recording the cause-and-effect relationship between two variables.
Collection [Data Analysis | Qualitative data to discover patterns.

|Quantitative data to discover relationships betvween variables and attempt to predict trends.
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Identify the problem [Whatare the capab:
Objective Definiti (ObjL: Design & build & implement testbed VE (Incorporating three NIDS)
Obj2: Devise a test-plan to evaluate NIDS detection capabi
0bj3: Conduct experiments based on test-plan to evaluate NIDS performance.

Objd: Analysis of detection results.
Obj5: Document and publish test results.

ign & implement the artifact

[Maps to Obj1: Artifact being the VE Testbed.

[Testthe artifact

Maps to Obj2: A test-plan was developed o test and evaluate NIDS effectiveness in
|detecting reconnaissance acti
|Also maps to Obj3: Conducting experiments.

Evaluate testing results

Maps to Objd: Data Analysis (Mixed-Method):

Quantitative and Qualitative analysis were conducted on NIDS test results.
|Comparisons of Snor2, Snort3 & Suricata were drawn.

Benchmarking project against other academic studies.

[Communicate the testing results

[Maps to Obj5: Writing the Final Dissertation and Viva Voce
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* Determine which hacking tools can and cannot be
|detected by NIDS during the reconnaissance phase.
* Determine the NIDS detection effectiveness against
the fragmentation evasion technigue.

* Cyberattack from 23 different hacking tools, and
|standardised hacking techniques of the ATT&CK
(framework.

* Simulating reconnaissance phase cyberattacks.

[Whether the NIDS generates an alert in response
to reconnaissance cyberattack.

Determine NIDS detection effectiveness against slow-
scan evasion techniques at the reconnaissance phase.

+ Selection of 4 hacking tools used in Phase |
* Interval time was varied to simulate a slow-scan
evasion technique.

[Whether the NIDS generates an alert in response
to reconnaissance cyberattack.

Determine whether the NIDS will generate an alert
|during normal network operation.

 Normal network usage, Web browsing traffic,
browse to shared folder, Vulnerability Scan.

[Whether the NIDS generates an alert in response
[to normal network traffic.

Determine which hacking tools can and cannot be
|detected by NIDS during the reconnaissance phase
[whilst the NIDS is under stress from a DoS attack.

= Selection of 5 hacking tools and methods used in
Phase |
* Simulating reconnaissance phase cyberattacks.

* Dos attack from a second attack VM.

* Whether the NIDS generates an alert in response
to reconnaissance cyberattack.
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The research focused on five
main cyberattacks:

Dos, DDoS, GPS Spoofing Attack,
Worm and Sybil attacks.

The research did not consider
other cyberattacks such as
reconnaissance phase attacks.

This study would have been more insightful if Cui et al.
had used a wider range of attacks (i.e. scanning and
enumeration attacks) to better determine the
effectiveness of LH-IDS detection capability.

SIMs were used to evaluate the
detection performance of the
LH_IDS.

*$SIMs of Accuracy, Precision,
Recall and F1-Score were used.

*These SIMs are crucial in benchmarking this study
against comparable research.

* Multiple viewpoints add credence to findings.

* Matthew's Correlation Coefficient was not used which
could have supported and validated the F-Score finding.

This system was tested under
laboratory conditions.

The system may encounter
scalability issues. Potentially
with larger more complex VANET
networks and greater amounts
of live data.

*The test results showed the system was very effective,
with all metrics achieving 99%.

* However, this can be misleading as these results were
obtained under lab conditions, with known datasets
(UNSW-NB15 and VeReMi).

* This system may perform differently under real-world
conditions with larger, more complex networks and real-
world attacks rather than a standardised dataset.

Datasets were used during,
testing.

(UNSW-NB15 and VeReMi)

*These are relevant datasets,
with the VeReMi being
comprised of VANET traffic.

* However, to effectively test the
Zero-Day detection capabilities,
this study would have benefited
from additional cyberattacks
using standardised techniques
and tactics used by pen-testers
and hackers, i.e. ATT&CK
framework.

* Including cyberattackes from the ATT&CK framework
would have enhanced the experiement by adding real-
world, unknown attacks.

* This would have evaluated the effectiveness of the ML
component in detecting zero-day attacks much more
effectively by mimicing a real-world cyberattack.
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I |Mixed Method [ 175 76  |AlertMessage| Alert |1ATestplan consisting of 23 hacking tools was designed. |Whether an Alert Message is. |Accuracy, Precision, Recall/Sensitivity/True|
Analysis | Messages [2.Each tool was used sequentially, making a note of date and start and end times. leenerated in responseto Positive Rate (TPR), Specificity/True
lQuantiative (e Test from NIDS |+ Al systems within the VE ran the Network Time Protoco (NTP) to synchronise the time across the testbed. reconnaissance activity ornot. |Negative Rate (TNR), False Positive Rate
s14) - This was to facilitate analysis of logs and marrying them with the packet capture files. (FPR), False Negative Rate (FNR), NIDS
3. All NIDS were active simultancously to detect the same reconnaissance activty True positive (1P) performance, Fscore, Matthew's
. 1 reconnaissance activity was successfully detected by the NIDS it wes recorded as a True Positive TP). False Negative (FN) |correlation Coeficient (CC)
5.1f reconnaissance activity wes NOT detected, this wos recorded as a False Negative (FN).
Qualitative “tackTool 6 The hacking tools that were most commonly detected were placed into 3 word cloud [Signature D (SID) of alertthat  [\g metric tris stage was to visualise the
Detection 7. Also the tools that managed to evade NIDS detection were placed into 2 separate word clou. | detected reconnaissance activity. | most common attack tool and
-+ This gave 2 visual representation of the most and least detected hacking tools. Signature/Rule
Signature/ . Signature 1D (SID) of the most successful signatures;/rules in detecting reconnaissance activity were placed into a word cloud,
Rule usage -+ This gave 2 visual representation of how effective each signature/rule was during testin.
Network | Network |1 Network packet capture (PCAP] files were saved on the Attack, and NIDS systems during testing Network Traffic Analysis (NTAl|No metic, this stage conducts NTA of
Pocket | Packet |2 The time of was logged making it possible to conduct packet analysis o the attack from multiple devices within the testbed.  |5-Tuple of Reconnaissance Traffic.|reconnaissance activity.
Analysis | Capture |*This gave an insight into what the reconnaissance activity looks like dovin atthe packet level on the wire.
+ This information was also used to create manual signatures/rules for Phase Il
Quantitative | 76255 | 33 | AlertMessage|  Alert |1 OFthe 23 tools used in Phase |, 4 tools were selected for use in Phase 11 - Short-scan Independent Variable (V): _[Accuracy, Precision, Recall/Sensitity/TPR |
Analysis | Messages 2. The criteria for Phase Il tool selection was the ability o alterthe interval time. [Manipulated input] -The interval | Specificity/TNR, FPR, FNR, NIDS
Slow-Short- | from NIDS (3. Slow-Scan technique used with imitations such o5 scanning single host or imited number of ports. (Due to time constraints) |  time of Reconnaissance Tool Performance, F-Score, MCC
ot Scan .1 the reconnaissance tool was not detected in Phase I if possible, a Signature/Rule was manually created to detect this activty.
Phasell | s2Test 5. f reconnaissance activity was detected by the NIDS t was recorded as 2 TP, the number of alerts and SID were also recorded. Dependent Variable (DV):
tests 5.1 the tool was NOT detecte,this was recorded a5 2 FN. (Output] - Classification of alerts
reduced [Alert Message 1 OFthe 23 tools used in Phase |, the Nmap tool were selected for use in Phase 1 - Long-Scan. generated by NIDS in response to
©33 | analysis 2. The criteia for Phase I tool selection was the abilty o alter the interval time. reconnaissance tool.
from 150)| - siow-Long- 5. Long:Scan technique used Nmap and varied the time interval. Scans were left over long periods (.. 7 to 24 Hours)
Scan .1 the reconnaissance tool was not detected in Phase I if possible, a Signature/Rule was manually created to detect this activty.
STests 5. f reconnaissance activity was detected by the NIDS t was recorded as 2 TP, the number of alerts and SID were also recorded.
6. 1fthe tool was NOT detected,this was recorded a5 2 FN.
Mixed Method | 256-265 10| Alert Message|  Alert |1 ATest plan consisting of  application used in everyday operation was designed [Whether an Alert Message s |Accuracy, Precision, Recall/Sensitity/TPR,
analysis | Messages |2. ach application was used sequentially, making 3 note of date and start and end times. lgenerated in response to normal [specificity/TNR, FPR, FNR, NIDS
& from NIDS [3. All NIDS were active simultaneously to detect the same reconnaissance activty. trafic activity. Fp & TN performance, F-score, MCC
Quantiative .17 tool generated an alert in response to the normel activity ths was logged as a False Positive (FP)
5. Otherwise, is o alert was generated, this was logaed os a True Negative (TN).
[Qualitative Normal 6 The spplications that were most commonly detected were placed into a word cloud [Whether an Alert Message s |No metri, this stage was to visualise 7P
Application 7. Also the tools that managed to evade NIDS detection were placed into 2 separate word clou. lgenerated in response to normal
Usage -+ This gave 2 visual representation of the most and least detected hacking tools. trafic activity. Fe, T
W 266275 10 | AlertMessage|  Alert |1.0Fthe 23 tools used in Phase 1, 5 tools were selected for use in Phase IV [Whether an Alert Message s |Accuracy, Precision, Recall/Sensitvity/TPR,
Analysis | Messages |2 ADoS attack PC was used to carry out sress testing on the NIDS whilst econnaissance activity attacks were conducted ona  [generated in response to [Specifcity/TNR, FPR, FNR, NIDS.
whilst under | from NIDS [separate attack PC. reconnaissance activity o not. | Performance, F-Score, MCC
lQuantiative stress testing 3. Each tool was used sequentially, making  note of date and start and end times . e
(o5) . 1f reconnaissance activity was successfully detected by the NIDS t was recorded as a True Positive (TP). |compare Phase I and Phase IV
5.1f reconnaissance activity was NOT detected, ths wos recorded as a False Negative (FN]. results
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Kali is a distribution of Linux specifically developed for advanced pen-
testing. Kali has several hundred hacking tools preinstalled and is
|considered one of the standard pen-testing/ethical hacking tools.

* Kali was used as the attack system in several of the academic studies
researched during the literature review.

* In addition, Kaliis also an industry standard pen-testing tool, and is a common
requirement for pen-testing job descriptions.

Metasploitable 2 (Meta2)

* Metaz is an intentionally vulnerable Linux server.

* Meta2 hosts services i.e. a website (via DVWA), file shares and File
ITransfer protocol (FTP).

* Meta2 is utilised within a testbed to practice pen-testing techniques and
|assess the capabilities of cybersecurity tools.

* Meta2, including DVWA, provides a standard target system used for several
lother academic studies.

* It provides the same vulnerabilities as in other academic studies, facilitating
benchmarking.

Damn Vulnerable Web App
(Dvwa)

Incorporated within Meta2 - Provides a vulnerable web server environment
[for specifically testing web vulnerabilities, which includes databases.

Bugey Web Application
(Bee Box) (bWAPP)

Intentionally vulnerable Ubuntu Linux PC, used by cybersecurity-analysts to
|conduct tests to evaluate cybersecurity tools, such as NIDS or hacking-tools.
* Vulnerabilities include command injection, authentication, and file access
Jattacks.

= Provides a standard Linux PC target used in several other academic studies.
* Facilitates benchmarking as vulnerabilities are standardised with other studies.

[SSLTarget

= SSL-Test provided the platform for an Apache Web Server.
* Apache is an industry standard webserver technology, and is frequently
used to provide web services throughout the sector.

= SSL-Target was implemented to enable testing of Secure Socket Layer (SSL)
|certificates used for HyperText Transfer Protocol Secure (HTTPS) websites.

* Unfortunately, neither Meta2 or bWAPP support HTTPS, therefore it was
Inecessary to implement SSL-Test to support SSL certificate testing.

[Windows Server 2019
(Win serv 2019)

* Microsoft Windows Server 2019 is an industry standard server operating
lsystem (0s) which is commonly used throughout industry and throughout
lacademia.

= Server 2019 provides the platform for a number of servers within the VE
including the Domain Controller (DC).

* Server 2019 provides the platform to build the test domain (cyber.test), and
|Active Directory (AD), Kerberos Authentication, Domain Name Service (DNS) and
NT for other VMs.

* NTP was used to synchronise the time across the VE to facilitate test analysis.

* DNS was used by several hacking-tools during testing.

* AD/Kerberos allowed network authentication, used during testing.

* This 05 formed the core of the enterprise University campus network testbed.

* Win 11 Pro is the current iteration of the Microsoft OS.
* Standard 05 of modern Microsoft PCs.
* Widely deployed across academia

* Incorporating a VM with a Windows 05 allowed the PC to join the cyber.test
| domain.
* This facilitated testing using AD network login and Kerberos authentication.

Industry standard NIDS developed by OSIF, widely adopted throughout
industry. Modern flow-based NIDS, capable of DPI and Multi-Threading.

Industry standard NIDS developed by Cisco, older packet-based NIDS,
however, still widely deployed throughout industry, capable of packet
header analysis utilising Single-Threading.

Industry standard NIDS developed by Cisco, widely adopted throughout
industry. Modern flow-based NIDS, capable of DPI and Multi-Threading.

* Suricata and Snort2/Snort3 are industry standard NIDS commonly deployed
[throughout industry.

* suricata, Snort2 and Snort3 have been used as the NIDS in several of the
|academic studies researched during the literature review.

* As such, these NIDS provided a standardised approach to detecting
reconnaissance activity which can be benchmarked against other comparable
|academic studies.
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Cat # |Category |sub category [Tool
1|information Gathering DNS Analysis dnsenum
Information Gathering DNS Analysis dnsrecon
Information Gathering Live Host Identification __|netdiscover
Information Gathering Live Host Identification __|arping
Information Gathering Live Host Identification __[arp-scan
Information Gathering Live Host Identification ___|fping
Information Gathering 1DS Identification frester
Information Gathering Live Host Identification ___|hping3
Information Gathering Live Host Identification __|masscan
Information Gathering Network & Port Scanners __|nmap
Information Gathering SMB Analysis enumalinux
Information Gathering SMB Analysis nbtscan
Information Gathering SMB Analysis smbmap
Information Gathering SSLAnalysis sslscan
Information Gathering MisC amass
Information Gathering MisC dmitry.
Information Gathering MisC legion
Vulnerability Scanner Nessus
Web Vulnerability Scanners |nikto
MisC salmap
Misc above
MisC [tepdump’
MISC wireshark
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Neural Network |NN |Computational systems with interconnected nodes mimicking the human brain, used for [All
pattern recognition and decision-making.
[Convolutional  [oNN Deep learning networks specifically designed for processing data with a grid-like topology [Hu et .
Neural Network like images, automatically learning spatial hierarchies of features.
Deep Neural DNN|Artificial NN with multiple hidden layers, making them more complex and capable of |Han etal.
Network |dealing with large, unstructured, and unlabelled datasets.
(Graph Neural Y Deep neural network architecture designed to handle graph-structured data. Bilot etal.
Network
Recurrent Neural |RNN Deep neural networks designed for processing sequential data or time series data, using_|Alam etal.
Network [Feedback loops to retain context over time.
Large Language  |LLM [Advanced Al models trained on vast amounts of text data to understand and generate |[Tirluo etal.
Model human language with high quality.
Natural Language |NLP [A field of artificial intelligence that focuses on enabling machines to understand, [an
pProcessing interpret, and generate human language. NLP involves techniques for text and speech
LongShortTerm  |LSTM _|A special type of RNN to learn long-term dependencies in sequential data. LSTMs [Alam etal.
Memory |selectively store and retrieve information over long sequences.
Deep Reinforced |DRL [Combines two different Al approaches: [Alam etal.
Learning * Reinforcement learning: trial-and-error approach
* Deep Learning's layered neural networks to solve complex decision-making problems.
* Works on the principle of rewarding expected/desired decisions while penalising poor
Jor incorrect decisions.
Deep Feed Forward [DFF [Atype of NN in which information flows in a single, forward, direction (From the input _|Garcia etal.
layer, through hidden layers, to the output layers).
Deepleamning oL [A NN with multiple layers consisting of input, output and hidden layers. [Garcia etal.
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htping3 host [Options]

|single 1P Address

Port Scan Using SYN packets Overt |Host _|hping3-S <Target IP Address>--scan <ports> | hping3 -5 10.0.2.6 --scan 0-1023 ND

Port Scan Using SYN packets Overt |Host _|nping3 -S <Target IP Address>—-p <ports> _|hping3 -5 10.0.2.6 -p 0-1023 ND 116:426

Port Scan Using ACK packets |Covert [Host_|hping3 -A <Target IP Address>—p <ports> _|nping3-A 10.0.2.6-p 0-1023 ND 116:426

Port Scan Using URG packets |Covert [Host_|hping3 -U <Target 1P Address>—p <ports> _|nping3-U10.0.2.6-p 0-1023 ND 1524 116:446, 116:423, 116:422, 116:415.
Port Scan Using PSH packets |Covert [Host_|hping3 -P <Terget IP Address>—p <ports> _|nping3 - 10.0.2.6 p 0-1023 ND 1524 116:446, 116:423, 116:422,

Port Scan Using FIN packets |Covert [Host_|hping3 -F <Target IP Address>——p <ports> _|nping3-F 10.0.2.6-p 0-1023 ND 1:528,1:621, 116:446, 116:423, 116:422,

Port Scan Using RST packets |Covert [Host_|hping3 -R <Terget IP Address>—p <ports> _|nping3 -R 10.0.2.6-p 0-1023 ND 1524 116:446, 116:423, 116:422,

Port Scan Using SYN packets Using Fragment |Covert [Host_|hping3 -S -f <Target IP Address> --scan <poriqnping3 S 10.0.2.6 —scan 0-1023 _||ND 1524, 1:1418,11420,1:0421 |116:436

Port Scan Using SYN packets Using Fragment |Covert [Host_|hping3 -S - <Target 1P Address> —-p <ports> |nping3 - 10.0.2.6-p 0-1023 ND 1524 116:426

Port Scan Using ACK packets Fragment |Covert [Host_|hping3 -A-f <Target IP Address> —p <ports> |nping3 -A-f 10.0.2.6-p 0-1023 ND 1524 116:426

Port Scan Using URG packets Fragment |Covert [Host_|hping3 -U-f <Target IP Address>—p <ports> |nping3 -U~f10.0.2.6-p 0-1023 ND 1524 116:446, 116:423, 116:422, 116:419,
Port Scan Using PSH packets Fragment |Covert [Host_|hping3 -P -f <Target IP Address>—p <ports> |nping3 -P £ 10.0.2.6 p 0-1023 ND 1524 116:446, 116:423, 116:422, 116:419,
Port Scan Using FIN packets Fragment |Covert [Host_|hping3 -F -f <Target IP Address>-p <ports> |nping3 - -{10.0.2.6-p 0-1023 ND[s24,601, 116:446, 116:423, 116:422,

Port Scan Using RST packets Fragment |Covert [Host_|hping3 -R -f <Terget IP Address>—p <ports> |nping3 -R-f 10.0.2.6-p 0-1023 ND 1:52

Port Scan Using SYN packets Using Fragment Further |Covert |Host _|hping3 -5 -x <Target IP Address>-scan <port{hping3 -5 -x 10.0.2.6 —-scan 0-1023_[[2200070 |ND 123:3, 123:8

Port Scan Using SYN packets Fragment |Covert [Host_|hping3 -5 -x <Target IP Address> —p <ports> |nping3 -S -x 10.0.2.6.-p 0-1023 ND ND 1233

Port Scan Using ACK packets Fragmented further _|Covert [Host _|hping3 -A-x <Target IP Address>-p <ports> [hping3 -A x 10.0.2.6 -p 0-1023 ND ND 1233

Port Scan Using URG packets Fragmented further _|Covert [Host _|hping3 -U - <Target IP Address> —p <ports> | hping3 -U x 10.0.2.6 -p 0-1023 ND ND

Port Scan Using PSH packets Fragmented further __|Covert [Host _|hping3 -P x <Target IP Address>—-p <ports> | hping3 -P x 10.0.2.6 -p 0-1023 ND ND :

Port Scan Using FIN packets Fragmented further __|Covert [Host _|hping3 -F -x <Target IP Address> —p <ports> |hping3 -F -x 10.0.2.6 -p 0-1023 ND ND 123:3

Port Scan Using RST packets Fragmented further __|Covert [Host _|hping3 -R x <Target IP Address>—-p <ports> | hping3 -R x 10.0.2.6 -p 0-1023 ND ND 123:3





image274.png
Nmap Ping Scan overt |Range |nmap -sn <Target Ip Address> nmap -sn 10.0.2.0/25 ND ND
Nmap Ping Scan Overt [Range |nmap -sP <Target IP Address> disable-arp-dnmap -sP 10.0.2.0/25 —disable-arp-pIND 1:469 116:434
Nmap TCP Full Open Scan Overt [Range [nmap -sT <Target 1P Address> nmap -5T10.0.2.0/25 ND 1:1421, 1:1418 122:3,122:1,122:5
Nmap TCP Full Open Scan & OS Detection Overt [Range [nmap -sT -A <Target IP Address> nmap -sT-A10.0.2.0/25 ND 1:1421, 1:1418 122:3,122:1,122:5
Nmap UDP Full Open Scan Overt [Range [nmap -sU <Target P Address> nmap -5U10.0.2.0/25 (2019102 [1:634, 1:237, 1:1616, 1:2339,1:1{122.18, 105.2, 122.17,
Nmap SYN Half Open (stealth) scan |Covert |Range |nmap -s5 <Target 1 Address> nmap -5510.0.2.0/25 ND 1:1418,1:1421 112.1,122.15,122.3,122.5
Nmap ACK Full Open scan |Covert|Range |nmap -55 -A <Target 1P Address> nmap -55-A10.0.2.0/25 [2200025 |1:1418, 1:1421, 1:1228, [116.422, 116.401, 116.423, 166.420, 166.422, 116.
Nmap ACK Full Open Scan |covert |Range |nmap -sA <Target 1P Address> nmap -5A 10.0.2.0/25
Nmap FIN Scan |Covert|Range |nmap -sF <Target 1P Address> nmap -5F 10.0.2.0/25 ND 1621 116.422, 116.423
Nmap Maimon Scan (ACKEFIN set] |Covert|Range |nmap -s <Target 1P Address> nmap -sM 10.0.2.0/25 ND 1:1418, 1:1421 112.1,122.15
Nmap Xmas Tree Scan |Covert|Range |nmap -sx <Target 1P Address> nmap -5X10.0.2.0/25 2200025 _|1:1228 112.1,122.15, 116,401, 116.422, 116.423
Nmap Null Scan |Covert|Range |nmap -sN <Target 1P Address> nmap -sN 10.0.2.0/25 ND 1:1418, 1:1421 112.1,122,15,116.423
Nmap Null Scan (Fragment set) |Covert|Range |nmap -sN - <Target 1P Address> nmap -sN -£10.0.2.0/25 ND 1:1418, 1:1421 112.1,122,15,116.423
Nmap Null Scan (Fragment set) & Decoy |Covert|Range |nmap -sN <Target I Address> -D <Decoy IP Anmap -sN 10.0.2.0/25 -D 10. ND 1:1418, 1:1421 112.1,122,15,116.423
Nmap OS Fingerprinting Overt [Range [nmap -0 <Target P Address> nmap -010.0.2.0/25 2200025 [1:1418, 1:1422, 1:1228 112.1,122,15, 116.422, 116.423, 116.401,
Nmap Ping Scan |overt|Range |nmap -sn -v T0-5 <Target 1P Address> nmap -sn -v 105 10.0.2.0/25
Masscan of private network -no rate Overt [Range |masscan --router-mac <MAC of ROUTER> <Taj masscan --router-mac 08-00-27-18-ddND 1:527 112.1,122.15, 116.151
Arp Ping Overt [Host |arping -c <Count> <Target IP Address> (Host]|arping -¢ 1010.0.2.6 ND ND 112.1,122.15
Basic ARP scan, listening on localnetwork |Covert|Range [arp-scan -1 Jarp-scan -1 ND ND 112.1,122.15
Basic ARP scan, listening on localnetwork - [covert|Range [arp-fingerprint -1 [arp-fingerprint -1 ND ND 112.1,122.15
Fingerprinting devices
Active ARP scan Overt [Range |arp-scan <Target 1P Address> (Range) [arp-scan 10.0.2.0/25 ND ND 112:0, 12:15
Overt [Range

‘Standard nbtscan

nbtscan <Target IP Address> (Range)

nbtscan 10.0.2.0/25

112
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524 |/etc/snort/rules/bad-traffic.rule|alert tcp SEXTERNAL_NET any {alert |tcp External |any Home [0 BAD-TRAFFIC tep postateless N/A N/A N/A N/A
71228 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN nmap XMAS _|stateless FPU,12 N/A N/A larachnids,30_|attempted-recon
a1 |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home _[161 [SNMP public access [N/A N/A public N/A reference:bug|attempted-recon o
Ta17 |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home _[161 [SNMP request udp [N/A N/A N/A N/A reference:bug|attempted-recon 5
Tia18 |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tdp External [any Home _[161 [SNMP request tcp _|stateless N/A N/A N/A reference:bug|attempted-recon 11
Tia19 |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home [162 [SNMP trap udp N/A N/A N/A N/A reference:bug|attempted-recon 11
71420 |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [162 [SNMP trap tcp [stateless N/A N/A N/A reference:bug|attempted-recon 11
Tia21 |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [SNMP AgentX/tcp rdstateless N/A N/A N/A reference:bug|attempted-recon 11
Tiaas |/etc/snort/rules/tftp.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [69 [TFTP Get Jooo1] N/A N/A bad-unknown é
71566 |/etc/snort/rules/web-cgi.rules |alert tcp SEXTERNAL_NET any [alert |tcp External [any [HTTP_Srv [HTTP Port|WEB-CG eshop.pl alto_server,established N/A [/eshop.pl|reference:bug{web-application-activit]
r |07|version"; offset:12; nocase;
1616 |/etc/snort/rules/dns.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home |53 DNS named version|N/A N/A |04]bind| 00| "; offset:12; nocase; N/A reference:arac|attempted-recon 7
71867 |/etc/snort/rules/misc.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [177 [MISC xdmep info qu[N/A N/A 1000100020001 00] N/A nessus, 10891 |attempted-recon i
r "M-SEARCH; depth:9";
1917 |/etc/snort/rules/scan.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home _|1900 |SCAN UPNP service {N/A N/A "ssdp| 34| discover’ N/A N/A network-scan 6
r "100018788]";

1000000 00| *; within:
1957 |/etc/snort/rules/rpc.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home |any RPC sadmind UDP PING 100 0000 00| "; depth:4; offset: N/A bugtrag,866 s
%332 |/etc/snort/rules/ftp.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home  [21 [FTP MKDIR format s{to_server,established "MKDIR"; nocase; pere:"/"MKDIR\s["\n] {N/A bugtrag,5262_|misc-attack. i
%339 |/etc/snort/rules/tftp.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [69 [TFTP NULL command attempt "]0000]"; depth:2; N/A bugtrag, 7575; |bad-unknown £
%37 |/etc/snort/rules/ddos.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home  [2744 [DDOS Trin00 Master[N/A N/A 144adsl; N/A |arachnids, 197 [attempted-dos £
769 |/etc/snort/rules/icmp.rules __|alert icmp SEXTERNAL_NET anlalert |icmp External [any Home [any ICMP PING NMAP_[N/A b B N/A N/A N/A |arachnids, 162 [attempted-recon é
%520 [/ete/snort/rules/tftp |alert udp SEXTERNAL_NET anyfalert |udp External [any Home [69 [TFTP root directory. N/A [N/A N/A 10001]/; depth: N/A larachnids, 138; [bad-unknown a
%66 |/etc/snort/rules/policy.rules_|alert udp SEXTERNAL_NET anylalert |udp External [any Home  [5632 [POLICY PCAnywhere server re{N/A |N/A N/A [ST; depth: N/A |arachnids, 239 [misc-activity a
21 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN FIN [stateless [N/A |N/A F,12 N/A N/A |arachnids,27; |attempted-recon
%23 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN NULL [stateless [N/A |N/A b fo o InA N/A larachnids,4__|attempted-recon; 6
T34 |/etc/snort/rules/scan.rules [alert udp SEXTERNAL_NET anylalert |tcp External [any Home  [10080:100{SCAN Amanda clien{stateless [N/A [N/A N/A[N/A__|N/A["Amanda"; nocase; N/A N/A |attempted-recon; A
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# [Cat#|Category [Sub Category [Tool 1 g
1| 1|information Gathering DNS Analysis dnsenum v v |y [ setected
F] Information Gathering DNS Analysis dnsrecon v Y]y [selected
3 Information Gathering DNS Analysis fierce v [¥[5il o balance, DNSenum and dnsrecon are superior tools providing more comprehensive outputs.
4 Information Gathering 1DS Identification Iod v | [l No Loadbalancers within VE.
5 Information Gathering 1DS Identification wafwoof v  Jllspecifically for detecting Web Application Firewalls (WAF)
5 Information Gathering Live Host Identification arping v v [ [lselected
7 Information Gathering 1DS Identification [foing v Y]y [lselected
8 Information Gathering Live Host Identification hpings v v [selected
1Ds Identification
9 Information Gathering Network & Port Scanners masscan v v [lselected
10 Information Gathering Live Host Identification netcat
1] Information Gathering 1DS Identification [thepings v | [l soecifically for Pvé networks
1 Information Gathering [Network & Port Scanners [nmap v V] [lselected
13 Information Gathering (OSINT Analysis maltego v | [l Maltego must have internet access to function, therefore not suitable for an air-gapped VE testbed.
14 Information Gathering OSINT Analysis spiderfoot [V (X[ x|x [ spiderfoot must have internet access to function, therefore not suitable for an air-gapped VE testoed.
15 Information Gathering OSINT Analysis spiderfoot-cli [¥ [0 |x [l spiderfoot-cli must have interet access to function, therefore not suitable for an air-gapped VE testbed.
16 Information Gathering (OSINT Analysis [theharvester [V X[ x |l theharvester requires internet access to function.
17 Information Gathering Route Analysis netdiscover v v [v[v]v[v [selected
13 Information Gathering Route Analysis netmask [V [ | | x [l Netmask is a tool to calculate network mask, therefore not suitable for testing.
19 Information Gathering SVB Analysis enumalinux v [ [v[v]y [lselected
2 Information Gathering SMB Analysis nbtscan Y[ [[v]v]y [lselected
21] Information Gathering SMB Analysis smbmap Y[ [v]v|v]y [selected
2 Information Gathering SMTP Analysis swaks [V [V [ [x|x JllsMTe not part of VE testing
2| Information Gathering SNMP Analysis onesixtyone [¥ [ [X][x|x JllsNMP not part of VE testing
2] Information Gathering SNMP Analysis snmp-check [ [V [ || Jl NP not part of VE testing
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1[hpings Itping3 host [Options] Single 1P Address | |
[Scanning |Network Scan Using SYN packets_[Overt |Host _|hpings S <Target 1P Address> —p <ports> _|hping3 -5 10.0.2.6-p 0-1023 [ONLY ONE HOST AT ATIME CAN BE SCANNED, the number of pol
Scanning [Network Scan Using SYN packets _[Overt |Host |hping3 - <Target IP Address>~—scan <ports> [nping3 -5 100,26 ~scan 01023 [scans ports range 0-1023
[Scanning |Network Scon Using ACK packets _|Covert [Host |ping3 -A <Target IP Address> ~p <ports> _|hping3 -A10.0.2.6-p 0-1023 [acknowlede Packet
[Scanning |Network Scon Using URG packets _|Covert [Host |ping3 -U <Target 1P Address> ~p <ports> _|hping3 -U 10.0.2:6-p 0-1023 Urgent Packet
[Scanning |Network Scon Using PSH packets _|Covert [Host |ping3 -P <Target IP Address> ~p <ports> _|hping3 -P 10.0.2.6-p 0-1023 push Packet
[Scanning |Network Scan Using FIN packets _|Covert [Host _|ping3 - <Target IP Address> —p <ports> _|hping3 -7 10.0.2:6 -p 0-1023 Finish Packet
[Scanning |Network Scon Using RST packets _|Covert [Host |ping3 -R <Target IP Address> ~p <ports> _|hping3 -R 10.0.2.6-p 0-1023 Reset Packet
Scanning |Network Scan Using SYN packets UsirlCovert |Host_|ping3 - - <Targe IP Address> —scan <ports|nping3 -5 11002 6 ~scan 0-1023 _[Scans ports range 0-1023
Scanning |Network Scan Using SYN packets UsirlCovert |Host_|ping3 -5 x <Target IP Address>~scan <portjnping3 -5 x 100,26 ~scan 01023 [scans ports range 0-1023
[Scanning _|Network Scan Using ACK packets FragCovert [Host _|hping3 -A-x <Target IP Address>—p <ports> |hping3 -A-x 10.0.2.6-p 0-1023 [acknowlede Packet
[Scanning _|Network Scan Using URG packets FraCovert [Host _|hping3 -U - <Target 1P Address> —p <ports> |hping3 -U - 10.0.2.6 -5 0-1025 Urgent Packet
[Scanning _|Network Scan sing PSH packets FragCovert [Host _|hping3 -P -x <Target IP Address>—p <ports> |hping3 -P  10.0.2.6-p 0-1023 push Packet
Scanning [Network Scan Using FIN packets Frag|Covert |Host |ping3 - <Target IP Address> —p <ports> [nping3 -F x 10026 01023 Finish Packet
[Scanning _|Network Scan sing RST packets Frag|Covert [Host |hping3 -R-x <Target IP Address> —p <ports> |hping3 -Rx 10.0.2.6-p 0-1023 Reset Packet
Scanning |Network Scan time interval RST packdCovert [Host |ping3 R x i X (X = seconds) <Target IP Ad{nping3 -A 1 X 1002 6 -p 0-1033 _rragmented further Packet
2[omap
[Scanning __|Nmap Ping Scan [Overt_[Range [nmap -sn <Target 1P Address> nmep -sn 10020725 Norma! Ping Scan
[Scanning |Nmep TCP Full Open Scan [Overt [Range |nmap T <Target 1P Address>> nmep 571002 0/25 [Tcp Scan
[Scanning |Nmap UDP Full Open Scan |Overt [Range |nmap U <Target 1P Address> nmap U 1002.0/25 UDP Scan
[Scanning |Nmap SYN Half Open (Stealth] Scan |Covert [Range |nmap 55 <Target IP Address> nmep 551002 0/25 [Synchronise Packet
[Scanning |Nmap ACK Full Open Scan |Covert [Range [nmap 55 -A <Target 1P Address> nmep 551002 0/25 [Acknowledge Packet
[Scanning _|Nmep FIN Scan | Covert [Range |nmap 5F <Target 1P Address> nmep -sF 1002 0/25 Finish Packet
[Scanning |Nmap Maimon Scon (ACKRFIN sef] |Covert [Range |nmap M <Target P Address> nmap -sM 1002 0/25 [Acknowledge and Finish Packet
Scanning [Nmap Xmas Tree Scan [ Covert [Range [nmap =X <Target [P Address> nmep -5X 10020/25 [Sets ol flags, YN ACKURG,PSH_ RST,FIN - Atempts to bypass.
[Scanning. [Nmap Null Scan |Covert |Range [nmap -sN <Target 1P Address> nmap -sN 10.0.2.0/25 |Attempting to avoid detection |
[Scanning __|Nmap Null Scan (Fragment set) __|Covert [Range |nmap -sN - Target 1P Address> nmep -sN-£1002 0/25 [Atempting to avoid detection with Fragmenation
[Scanning __|Nmap Null Scan (Fragment set) __|Covert [Range |nmap -sN -D <Target IP Address> nmap -sN -0 10020/26 [Atempting to avoid detection with Decoys
[Scanning |Nmap 05 Fingerprinting [Overt_[Range [nmap -0 <Target IP Address> nmep -0 1002.0/25 Detecting 05
[Scanning __|Nmap Ping Scan | Covert [Range [nmap -sn - T0-5 <Terget 1P Aduress> nmep -sn -v T0-5 10020/25 [Change the Timescale of scan from T1 (Slowest) to T5 (Fastest)
[Scanning ___|Nmap Ping Scan - Scan Delay [Overt_[Range |nmap -sn ~scan-delay (Minutes, Seconds|mS|nmap sn v scan-delay Sms 1002 0/|Default s 1 Second
[Scanning ___|Nmap Null Scan - can Delay [Overt [Range |nmap -sN —scon-delay (Minutes, Seconds | mnmap sn ~ ~scan-delay Sms 10.0.2 0/[Default i 1 Second
S[masscan
[Scanning | Masscan of private network -no rate [Overt |Range |masscan ~router-mac <MAC of ROUTER> <Tafmasscan —router-mac 08-00-27-16-d-{No Rate Set [ con send the v
Scanning | Masscan of private network Fastest [Overt |Renge |masscan ~router-mac <MAC of ROUTER> <Tafmasscan —router-mac 08-00-27-16-dc-{astest
[Scanning | Masscan of private network Slowest| Covert |Range |masscan —router-mac <MAC of ROUTER> <Ta massean —router-mac 08-00-27-18-dc {Slowest
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[Scanning asic ARP scan, listening on localnet] [arp-scan -1 [arp-scan -1 Listens on the local interface (Lower Case L) (PASSIVE]
[Scanning asic ARP scan, listening on localnet|Covert [Range [arp-fingerprint -1 [arp-fingerprint -1 Listens on the local interface (PASSIVE]

j [Scanning [Active ARP scan [Overt [Range [arp-scan <Target 1P Address> (Range] [arp-scan 10020725
‘ [Scanning. [Active ARP scan with interval time | Covert |Range |arp-scan <Target IP Address> (Range) - <ms darp-scan 10.02.0/25 1 10 Listens on the local interface - select interval time Example 1¢
; [Scanning. [Active ARP scan with interval time _|Covert |Range [arp-scan <Target IP Address> (Range) - <ms darp-scan 10.0.2.0/25 - 50000 Listens on the local interface - select interval time Example 5.

) [Scanning [Active ARP scan listening on localnet| Covert [Range |arp-scan -1 -i <time> [arp-scan-1-i 10 Listens on the local interface -i select interval time
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Tool | Phase of Recon Description of Attack Type |Target Example Command Command Used Notes Required Installation | Expectation | Tested

netdiscover _[Scanning

Standard netdiscover scan Overt |Range [netdiscover -i <device» -r<Target IP Address Hnetdiscover -i eth0 -+ 1002.0/25 _[Limitation~The
netuwork range must
be classful, therefore
/8 Class A, /16 Class.
5, or /24 Class C.
- Netdiscover must be|
manually stopped, it
tells the user when
lthe scan is complete.
* Netdiscover used a
spoof src 1P Address,
10.02.67 during
testing.

netdiscover scan with time interval |Covert [Range |netdiscover - <device> -r<Target IP Address Anetdiscover - eth0 -+ 1002.0/25 -5 10 Interval in mSeconds between ARP requests

netdiscover scan with evaision __|Covert [Range |netdiscover netdiscover -p Passive mode only - This listens to the network for ARP packet)
- L
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# |  Tool |PhaseofRecon | Type [Target| Example Command Command Used Notes Required Installation | Expectation | Tested
26|amass cnumeration _|Amass not suitable as i sttempts to send traficto externa p addresses.
[amsss itelligence Gathering ___[Overt ost_[amass intel -addr <IP Address ost> amass intel 10024 Find Root Domains, then the subdomains. s
[amsss ntelligence Gathering _Overt [Range [amass Intel-sddr <P Address Range> _amass Intel 10.02.0255 Find Root Domains,then the subdomains. fres
[Amass Enumeration Overt [Domai]amass enum -r <DNS SRV 1P ADDRESS> -d <do|amass enum - 10.0.2.6 -d cyber st [Yes
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1[hping3__[This i a packet crafting tool to generate packets specifying the protocol, ports and IP address (5-tuple).
2[nmap [This is 2 versatile tool commonly used i reconnaissance attacks. It is used to scan devices, website Universal Resource Locators (URL}5, network ranges providing port status, suspected 05 and system
|vulnerabilities. Nmap s a synchronous scanner which scans each device in turn and must receive  reply before proceeding to the next device. * Most of these hacking tools are preinstalled with
3|masscan [ Masscan is 2 network mapping tool that can search a network for devices providing device details such as open ports. Masscan uses asynchronous scanning, where transmit and receive packets use Kali, an advanced pen-testing tool.
ifferent threads. This increases the speed of the scan. ‘With the exception of tools 8 and 14-17
farping [This uses Address Resolution Protocol (ARP) and/or Internet Control Message Protocol (ICMP) 5o that a device can be pinged by either its hostname, IP or Media Access Control (MAC) Address.
s[arp-scan__[This uses ARP to scan the local network, maps P Address to MAC address. * Kali tools are commonly used within the
6|nbtscan __[This tool searches the network for NetBIOS information such s the NetBIOS hostname and logged in user name. cybersecurity industry to conduct
7[fping [This uses echo request to send a packet to several targets to determine if they are online and respond to ARP/ICMP. pen-testing/ethical-hacking.
gftester [This tool was developed to test firewall and IDS capabilites, it i also capable of generating IDS evasion techniques.
| netdiscover [is a reconnaissance tool that will detect in both active or passive mode using the ARP- * In addition, Kali tools are also frequently used as
10[sslscan___[This tool i able to determine protocol versions e.g. Transport Layer Security (TLS) 1.0-1.3, cypher suites, certiicates and key exchanges highlighting weak encryption algorithms used. part of academic cybersecurity studies when
11 Unicornscan [ This toolis an asynchronous network mapping tool, similar to masscan. conducting experimental research.
12[dmitry [Can be used to conduct port scans, banner grabbing which i the text displayed when initially connecting to a device by Command Line Interface (CLI).
13[legion [ A pen-testing tool that uses other tools ike nmap and i able to retrieve details from devices such as system vulnerabiliies, hostnames, usernames and passwords. * Tools 15 Nessus, is an industry standard
‘14[Advanced | This tool scans a network and can list connected devices, listing their IP and MAC address and also their open ports. [vulnerability scanner frequently used by organisations|
Port scanner| to proactively identify vulnerabiltis allowing
15[Nessus |+ A commercial vulnerability scanner, which provides a lst of Common Vulnerabilities and Exposures (CVE] for each device scanned. Each vulnerability is scored using the Common Vulnerabilities Scoring organisations to manage potential threats.
|system (Cvss) giving a rating from 0-10. With 0 equalling None, 0.1-3.9 (Low) 4-6.9 (Medium) 7-8.9 (High) and 9-10 (Critical).
* Each vulnerability i linked to an open port or service running on the target system. * Nessus is commonly used in academic research.
16[nikto | A dedicated web servers vulnerability scanner. Detects outdated web server software/web server mis-configurations.
17]above [This is 2 Network Protocol Analyser - highlights insecure network protocols in use on a network.
18[Wireshark _|Network Protocol Analyser: Allows passive reconnaissance attacks, commonly referred to as "packet sniffing” attacks.
19dnsenum | This is a Domain Name Service (DNS) enumeration too, that can recover details of DNS servers and records.
20[dnsrecon [ This is a DN scanning and Enumeration tool, that can provide details of DNS records of a Domain Contraller (DC).
21[enumalinux_[This tool i able to enumerate, or gather detailed information about target systerms.
22[smbmap | This tool searchesfor file shares on a network. If a username and password s provided, it can display the accessible fles.
23[sQLmap | This tool can detect and exploit Subject Query Language injection (SQLi) configuration flaws. Once exploited this can give the hacker access to databases and allowing them to view and modify data. This
[tool can be used in the reconnaissance phase to retrieve usernames and passwords stored within a database.
24[Metasploit_|This s a framework of hacking tools used by pen-testers to audit the cybersecurity posture of organisations.
25[snort2___[This monitors and detects suspicious activity on the network and generates an alert based on the ruleset configured. Considered a legacy version of snort, but is widely used in industry. Industry standard NIDS, utiised widely in industry
26[Snort3 [ Thisis the latest version of Snort introducing many improvements including diferent rule structure flow-based detection. |and in academic research.
27[Suricata__|This has the same functionality as Snort3, with a different rule structure and architecture.
18[Wireshark | Network Protocol Analyser: A Graphical User Interface (GUI) tool to collect network traffic from a device and store the data in a PCAP file, which s the standard file format for capturing network traffic. |* Industry standard NTA tool used to resolve
network issues.
28[Tshark [Network Protocol Analyser: Tshark s the CLI version of Wireshark, and can carry out the same functions, using the same filtering commands, network traffic will be stored as a PCAP fle. * Also used to detect malicious activity.
29TCPDUmp | Network Protocol Analyser: A CLI network protocol analyser tool, an alternative to Tshark that store data as a standard PCAP file that can be accessed by Wireshark. * Industry standard tool for NTA, Linux only.
|atternative to Wireshark/Tshark.
30 WinSCP___|GUI of the Secure Copy Protocol (5CP) Linux tool, enables Windows systems o access and retrieve files on Linux devices. * Widely adopted tool to manage file transfers.
31]Nvivo [Quantitative Analysis tool: Able to generate word clouds. * Commonly utiised in acadermic studies.
32[5PSS |Qualitative Analysis tool: Dedicated Statistical Analysis tool. * Made available by UWTSD for statistical analyss.
33Excel [General purpose spreadsheet, can also be used for qualitative statistical analysis by using the Analyse ToolPak. * Excelis a widely used software package.
|Analysis - Commonly used in academic studies.
[Toolpak
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|signature-based

Packet-based

Examines the header and data, known as the
payload, of network traffic and can conduct
DPI closely examining the payload of the
network traffic for malicious activity.

* Provides real-time alerting.

* Cannot detect Zero-day attacks, or modified
Jattacks.

* Increasing amounts of traffic are now encrypting
[their payload. This requires additional resource to
|decrypt, inspect, and re-encrypt.

[Anomaly-based

Flow-based

Flow-based IDS do not inspect each packet,
but examine the overall network
|conversation, known as a flow.

* Can detect abnormal network traffic.
* Can detect Zero-Day attack traffic.

* Requires less processing power.

* Does not require DPI to function,

[therefore does not need to decrypt traffic.

= Cannot analyse trafficin real-time.
* The flow must complete, before data analysis and
classification can begin.
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Implementation

/ Experiment.

chiefly during the implementation of NIDS.
* On occasion experimentation was required. Such as when configuring promiscuous
mode on the Ubuntu Servers. The initial method used enabled promiscuous mode,
but without persistence.

It was necessary to create a service to ensure that promiscuous mode persists.

1 |introduction Archival Research |Qualitative | * Conducted an investigation into relevant topics to provide an insight to the project.
* Determine a research gap
* Identify a research problem.
2 |Literature Review |Archival Research |Qualitative | * Reviewing the current body of knowledge in the relevant topics identified to enable |* Critical Analysis of Peer Reviewed papers.
the author to gain the knowledge required to achieve the objectives of this project. ~|* Analysing peer reviewed papers to determine relevant
* Reviewed similar academic studies to determine the best processes and procedures |information.
to design and implement the VE testbed for this project. * Analysis to determine Advantages/Disadvantages of
topics.
* Analysis of test results within peer review studies.
* Drawing comparisons between studies.
3 |Research Methods |Archival Research |Qualitative | Reviewing research methods literature, in the form of text books provided a firm
knowledge of each layer of the modified research onion.
4 |Designand Archival Research |Qualitative | * Reviewed books and developer resources during the implementation of testbed,

5 |Resultsand
Discussion /
Evaluation

Experiment

Mixed-Method

* A4 Phase test-plan was devised to gather data, utilising the Kali pen-testing VM as
the attack machine, the three NIDS and several target VMs.

*Phase I: To identify which tools can be successfully detected, NTA to determine
what the attack tool looks like on the wire, and to gather data required to create
Signatures.

*Phase II: Evaluation of Slow-Scan evasion technique.

*Phase IlI: Determine whether the NIDS generate FP to Normal Traffic

* Phase IV: A Selection of hacking tools from Phase I, but with the NIDS under DoS
attack as a stress test.

* Qualitative: To analyse text in form of NIDS alerts and
NTA network traffic packet analysis.

* Quantitative: To analyse numeric data, using statistical
analysis of SIC to determine how effective each NIDS
were in detecting reconnaissance attack.

* It also allowed for analysis of evasion techniques to
determine whether there is a relationship between
interval time and detection.

6 Conclusion and
Recommendations

Archival Research

Mixed-Method

Reviewing results, analysis and findings from the experiments.

7 Reflection

Archival Research

Qualitative

* Reflecting over the entire project.
* Revisiting each chapter and work notes to provide a final evaluation of the
dissertation writing experience.
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Source IP address

L3 IP address of the sending device.

e the geolocation, ISP or organisation associated a Pul IP address
range. This address range could be blocked on the firewall to stop future attacks.

* Alternatively, if the source IP address is a private address of a device on the LAN, this can be used to
identify and locate a PC if infected with malware.

* This alerts the Cybersecurity team of an infected device which can be taken off the network for

malware analysis or re-imaging.

Destination IP address

L3 IP address of the receiving device.

*If the destination IP address is a device on the LAN this can identify the system being targeted by a
potential attack. Cybersecurity measures can be put in place to stop the attack, such as a firewall rule.
* If the destil on address is a public IP address, and the traffic has been classified as malicious, this
could by used to identify the attacker or attacker's Command and Control (C2) server.

Source Port address

L4 port number of sending device.

* Devices generally use dynamically assigned ports as a source port, usually a high port number.
*If the PC is connected to the LAN, the source port could be used to link the port to a service on the PC,
assisting with malware analysis.

Destination Port address

L4 port number of receiving device.

The destination port can be used for port-based identification to detect malware.

* Specific ports can be used by malware, such as the Internet Relay Chat (IRC) port 6667.

* However, this is not always accurate as some systems legitimately use these ports but can still used as
an early indicator of malicious traffic.

Protocol

Protocol used to transport traffic, or
used in server/client communications.

The more protocols the IDS can recognise, leads to more specific alert classifications. This improves
accuracy, precision and avoids FPs and FNs.
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unbalanced, providing more reliable analysis.

[the 1D classifications and the actual, real world values.

[Accuracy  [The Accuracy provides the overall correctness |High accuracy, witha [How good the IDS is at determining the correct TP +TN
lof the IDS. lvalue closestto 1 |classification of normal and malicious traffic. Accuracy = oo EP YN
Itis aratio of all True and False results.
Precision |This s a ratio of all instances of intrusion High Precision, witha _|A high value demonstrates the IDS is more likely to procision = 17
|detections (True and False). value closest to 1 provide genuine alerts and less likely to raise false TP+ FP
alarms.
Recall/ |Sometimes regarded as the sensitivity or the _|High Recall, with a value |A high value indicates the IDS is good at detecting actual
True Positive [TPR. This is a metric based on actual intrusions. [closest to 1 intrusions and that actual attacks are not missed. This recattontpn = TP
Rate (TPR)  |itis the ratio of true positives to false lgives a high degree of confidence in the IDS. PN
negatives.
[Specificity / [This indicates how well an IDS performsat _[High TNR, with avalue _|A high value shows the IDS is good at identifying normal .
True lcorrectly identifying True Negatives while  |closestto 1 benign traffic and gives a high degree of confidence. Specificiey or TNR = T
Negative _|ignoring normal traffic.
False [This identifies the number of FPs alerts Low FPR, withavalue |A high value indicates the IDS performs poorly at P
Positive Rate [generated by the IDS from normal network  [closestto 0 identifying FPs, leading to false alarms. FPR=———
(FPR) lactivity. |A low FPR value indicates better IDS detection FP+TN
performance.
False Identifies the number of actual malicious _|Low FNR, withavalue _|A high value indicates the IDS performs poorly at
Negative [intrusions the IDS failed to detect. closestto0 |detecting malicious activity/actual intrusions, leading to a
Rate (FNR) false sense of security. FNR FN
|A high FNR value is potentially very dangerous. FN +TP
|A low FPR value indicates good IDS detection
performance.
NIDS [An algebraic equation to demonstrate the  |Highn, withavalue _[This is a combination of Recall and Specificity (or TPR and
Performance |relationship between Recall and Specificity (o [closest to 1 ITNR). A high value indicates the IDS is good at both 1 = VTPR.TNR
PR and TNR). |detecting actual intrusions AND identifying benign traffic.
FLScore [The Fi-score is the Harmonic mean of precision |High F1-score, witha _|Indicates how well the IDS performs at not raising false
land recall. value closestto 1 lalarms against how well it is at detecting actual intrusions.| 1 _ core — z( Precision. Recall )
The F1-score may provide inaccurate results Precision + Recall
|with unbalanced datasets.
Matthews _|Provides binary correlation of all High MCC score, witha _[Also Indicates how well the IDS performs at not raising
|Correlation  [classifications. Taking into account all possible [value closest to 1. false alarms against how well it s at detecting actual
|Coefficient  [outcomes of the confusion matrix. intrusions. MO JaE T FrGE PR T PG T R
(vcc) IThis metricis valuable if the dataset is in addition, MCC gives a correlation coefficient between
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Obj1: ConfigurerTest VE
Obj1: VE Faut finding/fxing
Obj2: Design Test Plan
Obj5: Wriing Dissertation
Obj3: Experiments / Data Gathering
Obj4: Analysis of Test Resuls
Dissertation Final Submission
Prepare for Viva Voce
Viva voce

ouration
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10y
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Duration

(Hours)
'24/05/2025 Installation of Snort3 on Ubuntu Senver - This required downloading and installing ail 5
prerequisite and dependency files. Some of which were downloaded from source code,
compiled, built and then installed.

Snort3 LibDAQ and Snort3 were also downloaded from source code, compiled, built and then
installed.

Snort3 now working, snort3 configuration of snortlua file was then carried out._Some faults
were found along the way and nesded resolving, mainiy the version numbers of files were not
available, or some resources for C++ libraries were unavailable requiring alternative libraries.
<o be found.
25/05/2025 Installed PulledPork3 on the Snort3 server as there were o snort IDS rules included with the. 8
Snort3 installation. Configured the PulledPork3 configuration file and | had to manually create
the so_rules file s 2 location to store the PulledPork3 signatures/ruleset once downloaded.
Issue with downloading the PulledPork3 signatures, it could not locate the Iatest
ruleser/signatures automatically. The PulledPork3 python script file altered, manually
selecting the signatures/iuleset, these were then downioaded successfully.
PulledPork3 installed correctly and working.
Local.rules file was also created to create local site specific rules.
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|1 |AE1 Additional Evidence Peer Review Paper Analysis, Additional Implementation Evidence,
[Testing&Evaluation, Network Traffic Analysis

a2 |AE2 snorta_history mst [Snort3 History MST

= |AE3 suricata.local.rules [Suricata local.rules

|aEa |AE4 Test Plan & Analysis [Test Plan and Analysis

|aes |AES Nessus Scan Reports Phases1&3 | Nessus Scan Reports Phase-183

= |AE6 Logbook. Log of all major project activities
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Network Mapper (Nmap) |Network Scanner A Versatile tool that can be used for:

* Network discovery: Determining which devices are online.

* Port Scanning: Which ports are open and closed on a target.

* Operating System Scan: Determines the OS of target with a percentage accuracy.

* Vulnerability Scanning: Basic Vulnerability scanner, to test for common vulnerabilities.

Nessus Vulnerability Scanner Dedicated commercial vulnerability scanner developed by Tenable. More thorough than Nmap Vulnerability Scan. Can
run automated scans, and generate reports of detected vulnerabilities with associated Common Vulneral
Exposures (CVE) ID number. Provides description of vulnerability and advice on how to rectify them.
Nikto Vulnerability Scanner Dedicated web server vulnerability scanner, detects vulnerabilities software versions and web server misconfigurations.
SQLMap Database server scanner Used to detect and exploit vulnerabilities within a database system. Designed to detect Subject Query Language (SQL)
flaws that can allow a hacker unauthorised access to data.

\Wireshark Network Protocol Analyser |Captures network traffic to allow for Network Traffic Analysis (NTA), to visually inspect data passing through the network.
This gives an insight into how network connected devices work at the packet level. This would include hacking tools.

s and
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target. Instead they monitor network traffic being
transmitted and received to and from the target
device.

network protocol analyser.

\with target.
* More likely to be able to gather data over a longer
period of time without detection (weeks, months or
even years).

Active The hacker directly interacts with the target device, |Conducting a port scan or vulnerability | * Able to select what data is gathered. * Increased risk of detection by IDS and Firewalls.
sending network traffic to probe for potential scan of the target device. * Possible to elicit more comprehensive and detailed |* May be noticeable to target user, if the scan
\weaknesses. information from target. impacts on system/network performance.

* Provides real-time responses.
* More efficient use of time, as more information can
be gathered at a single time.
Passive | The hacker does not send probing traffic to the Eavesdropping on network traffic using a | * Low risk of detection, does not interact directly *No control of data gathered which may not be

useful or incomplete.
* Information may not be as detailed.

* Slower method of gathering data, the scan needs to
run over a longer period of time to gather required
data.
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[ATT&CK  |Adversarial Tactics, MITRE [Attack Framework: [The ATT&CK framework comprises of a collection of Tactics each are used as a cyber-
[Techniques and Common Used by Pen-Testers to [attack progresses. Beginning with Reconnaissance, and Initial Access, and concluding
Knowledge |carry out tests, and also _|with Data Exfiltration and Impact. Techniques are also listed under the Tactic, these
Jused by hackers. provide the methods of achieving the tacti
lexe [CyberKill Chain Lockheed Martin Defence Framework: | The CKC framework provides Cybersecurity professionals with a model that can be

Used by Cybersecurity- |used to identify each stage of an attack. This is extremely useful if an organisation is
|Analysts during an active |currently under a cyber-attack. The CKC itemises what is required at each stage for the

Jattack. Jattack to progress onto the next phase. This allows for mitigation’s to be put in place in
|an attempt to stop or hinder a cyber-attack.
3 [Cybersecurity Framework  |National Institute of Defence Framework: | The CSF is a defence framework developed to assist cybersecurity professionals to put
|standards and Technology measures in place to avoid an attack from taking place. Used to provide risk analysis
(NisT) land management, focusing on risk propagation management. The CSF can also be used
|during an attack, to assist with Incident Response (IR) and recovery of services.
DM Diamond Model Department of Defence Intrusion Framework: | The DM is an intrusion framework. It provides a graphical representation of the
(0oD) |Adversary, Infrastructure, Capability and Victim. This allows cybersecurity-analysts to

examine the details of the attack, and search for patterns or corelations. This is used to

better understand the attack process and assist with improving the detection,

prevention and response to an attack.

OWASP |Open Worldwide Application [OWASP Defence Framework: | The OWASP is a framework for evaluating application security. It is a collection of
|security Project projects aimed at improving application security by informing developers of

|vulnerabilities and improving application focused cybersecurity awareness.

[The OWASP top 10 lists the most common web security vulnerabilities.
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MITRE __[Lockheed Martin
[ATT&CK[CyberKill Chain

Recon _|Reconnaissance
Weaponize |Weaponization
Deliver __|Delivery
Exploit___|Expl

IR nstallation

Control _|command and Control
Execute _|Actions on Objectives
Maintain
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[ty — oesaipion )
External Services |* Interet services implemented by external organisations/individuals.

* This includes malicious botnets, phishing and malware sites.
Enterprise Services_|Legitimate services implemented by the organisation, includes cloud services.
Enterprise Users _|Legitimate users, i.e. employees or service users affiliated to the organisation.
User Devices Legitimate end user equipment used by employees.
User Credentials__|Authentication credentials used by employees to verify their identity and privileges.
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No. Tactic ID ‘Tactic Technique D ‘Technique Pre
T TA007 Discovery, TI082 System Information Discovery 0315
2 TAOO7 Discovery. 08 File and Directory Discovery 0203
3 TAOOOS. Lateral Movement TI021 Remote Services 0264
. TAOGI2 Resource Development TI588.002 Obtain Capabiliies: Tool 0254
5 TAOO0S. Pemsistence IS4 Create or Modify System Process 0249
5 TAOO04. Privilege Escalation IS4 Create or Modify System Process 0240
6 TAOOIL Command and Cotrol TIOS Ingress Tool Transfer 0238
7 TAOOOS. Defese Evasion TI055 Process Injection 0231
7 TAOO04. Privilege Escalation TI055 Process Injection 0231
5 TA00O7 Discovery 1033 System Owner/User Discovery 0225
o TAOO7 Discovery. TI012 Query Registry 0223
10 TAOO0L Inital Access %O Exploit Public Facing Application 0212
1 TAOOOS. Defense Evasion TI622 Debugger Evasion o021
1 TA0O7 Discovery. TI62 Debugger Evasion ozn
12 TAOO7 Discovery. 057 Process Discovery 0207
13 TAOOOS. Lateral Movement TI021.001 Remote Services: Remote Desktop Protocal 0203
14 TAOO02 Execution, Persistence 1053 Scheduled Task/Job. 0183
14 TAOO0S. Privilege Escalation 1053 Scheduled Task/Job. 0183
14 TAOO04. Privilege Escalation TI053 Scheduled Task/Job. 0183
15 TAOO40 Impact T4t Data Encrypted for Impact 0188
16 TAOO7 Discovery. 087 Account Discovery 0183
17 TAO0S. Collection TIS60 Archive Collected Data oan
18 TAOCOL Inital Access TIS66 Phishing 0165
19 TAOOOS. Defense Evasion e Access Token Manipulation 0163
19 TAOO04. Privilege Escalation T3 Access Token Manipulation 0163
20 TAOOLL Command and Gontrol TI071.001 Application Layer Protocol: Web Protocals 0158
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[#]zhang etal.

indings

[A Markov chain was generated to predict attack propagation, describing a sequence of possible events
culminating in a relationship map of cyber-attacks.

[This research enhances the efficiency of the access control decision making process and the performance of
zero trust networks against sophisticated APT threats.
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[Theoretical study that was
thoroughly tested within a
|simulated lab environment.

[This system has not been tested System cannot be depended upon to accurately detect APT)
lwithin a real world environment |attacks until it has faced evaluation against real-world APT

|against a live APT attack.

Jattacks.

[20 of the most common ATT&CK
framework techniques were
used during testing.

Increasing the number of
[techniques would improve
|accuracy further, making the
lsystem more reliable.

= This is a theoretical study utilising the 20 most frequent
|ATT&CK techniques. Zheng et al. calculated the probability the
|APT will use each of these techniques.

* There are 196 ATT&CK techniques with 411 sub-techniques. If
lan attacker uses any of the other techniques/sub-techniques,
the attack would go undetected.

= Itis imperative the number of techniques are increased
|significantly before this system is made operational.
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M os [CPU Cores[RAM (GB)[ HDD (GB)| Software | Version
Snort2 _|Ubuntu Server [20.0.4 4 2 20 [snort2 [2.9.18
Snort3 | Ubuntu Server [20.0.4 4 2 20 [snor3 [3.1.8.0
Suricata | Ubuntu Server [20.0.4. 4 2 20 [Suricata [6.0.10
Firewall _|FreeBSD N/A 4 2 20 [pfsense |N/A
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Criteria Suricata Snort 2 Snort 3
Provider OISF Cisco System Cisco System
O-S license GNU GPL GNU GPL GNU GPL
Portability Win/Unix/Mac ~ Win/Unix/Mac ~ Win/Unix/Mac
GUI configuration  Yes Yes Yes

Network traffic IPv4/IPv6 IPv4/IPv6 1Pv4/IPv6
Operating mode NIDS, NIPS NIDS, NIPS NIDS, NIPS
M-T processing Yes No (S-T) Yes

DPI Yes No Yes

ADP Yes No No

Offline Analysis Yes (for SN) Yes (for MF) Yes (for MF)
Installation and D Medium Easy Easy

SC Volume Evolves rapidly  Evolves slowly  New code

- (O-S) Open source, (SN) Single File, (MN) Multiple File
- (D) Deployment, (ADP) Automatic Detection of Protocols,
- (M-T) Multi-Threaded, (S-T) Single-Threaded

- (DPI) Deep Packet Inspection, (SC) Source Code,
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Central Processing Unit (CPU)
utilisation

High CPU utilisation shows that the NIDS is overloaded
negatively affecting system performance. (System
Resource Limitation)

The system cannot function correctly, deterioration of
detection rates could lead to threats being missed.

Random Access Memory (RAM)
utilisation

High RAM ui tion will slow down the performance of
the NIDS. (System Resource Limitation)

This can introduce latency, slow performance causing
malicious traffic being missed.

Packet-loss (PL)
(Packet-drop)

High packet loss indicates the system is unable to process
the large volume of network traffic. Can be related to
resource limitations.

Potentially malicious network traffic could be missed,
therefore leading to alerts not being generated. Increases
the FN rate.

Alert-loss (AL)

This can be calculated as the datasets used are a known
quantity and should produce a set value of alerts. With
higher throughput, the amount of alerts not being
generated are known as alert-loss.

This results in malicious traffic not being detected.
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Unlike Snort, Suricata provides
DPI.

This is incorrect, the study fails
to distinguish between Snort2
and Snort3 here.

*From evaluation of this paper, there is a discrepancy in
section 3 that states that Snort cannot perform DPI.
*Snort2 cannot perform DPI due to its basic detection
capabilities, however Snort3 can conduct DPI.

*This is confirmed by the comparison table within the
Boukebous et al. study and other sources.

Increase of throughput, CPU
utilisation also increases linearly.

Boukebous et al. appear to be
over-ambitious with this claim.
The evidence does not
corroborate this finding.

*Snort2: CPU utilisation fluctuates throughout testing.
* Suricata & Snort3: There is a general increasing trend,
however it is not linear.

Suricata CPU utilisation was
lower than Snort2/3

This claim is questionable, the
study fails to account for CPU
fluctuations.

* Suricata's CPU utilisation fluctuates and at some data
rates was actually higher then Snort2/Snort3.

* Suricata's CPU utilisation was only marginally lower than
Snort2/3.

RAM utilisation is stable
throughout testing.

Broadly agree with this
statement.

*The results show that RAM utilisation was stable
throughout testing for Snort2, however there were some
fluctuations for Suricata and Snort3.

*Snort2 has the highest memory utilisation, whilst Snort3
the lowest.

Snort3 is an upgrade of the Snort
system.

This claim is not correct.

Snort3 is a complete re-write of
the NIDS sourcecode, not simply
an upgrade of Snort2.

*Snort3 utilises a Lua based configuration not backward
compatible with Snort2.

* Snort3 rule syntax s different, allowing for application
L7 protocols to be inspected.

* Snort3 File structure is very different.

In relation to packet-loss, Snort3
performed better than Snort2,
while Suricata outperformed
both.

Agree that Suricata was the best
performing system. Broadly
agree that Snort3 outperformed
Snort2.

*The results show one instance where Snort2
outperformed Snort3, however the general trend shows
Snort3 having less packet-loss than Snort2.

* Suricata consistently had lower packet-loss.
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[The findings of this study would have been far more
the accepted standard IDS detection metrics had
been calculated. This would have given a good

[This study focused on system
performance, but does not
analyse detection rates.

[The SICs were not published as
part of this paper. Also, the SIMs
Iwere not calculated.

relevant
n of
detection rates as throughput increased. This is a glaring
loversight as this research cannot be benchmarked
|against other si

lar studies.

320 Mbps was the highest data
rate tested.

[This throughput does not reflect
the modern datarates of network
infrastructure.

|Accepted current datarates are:
* Between a switch and PC :
1Gbps

* Between network infrastructure:

1Gbps - 100 Gbps

* The throughput was limited to 320Mbps, therefore the
SUT were not scruf ed to modern network infrastructure

|standard datarates.

* The test results, are indicatory that Suricata and Snort3
loutperformed Snort2. However, increasing the datarate to a
minimum of 1Gbps, would provide more real
it may also discover performance and detection
|characteristics of the three NIDS under real-world

ic results.

lconditions.
* See Table 30 - IEEE Datarates Standards Table.

[VM Hard diskspace
20G8.

20GB allocation of diskspace
Iwould not provide sufficient room
o store alert logs, system logs
and packet captures for in-depth
analys

Potentially diskspace would be quickly utilised, making the
disks read only leading to loss of test data. Tests could not
be run over a long period of time without having to delete
the logs.

[The test results were published
\within four separate graphs.

It is difficult to make an overall
|side-by-side comparison of the
|three NIDS.

[Trends within the dataset might be missed leading to
incorrect assumptions being made. Correlations are not as
le. Atable including all results would be benef
ate side-by side comparison.

al to

[Faci

[The throughput values on X-Axis
lof the CPU graph are out of order.

[The results appear out of
sequence.

Once again, this makes it difficult to make a side-by-si

|comparison of this study.
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[Medium [Datarate (Gbps] IEEE Standard Formal ) IEEE Standard |Infrastructure Cabling (Cu] Details
1 802.3ab 1000BASE-T _|CatsE / Cat6A Copper link to user
Copperlink to core
10 802.3an 10GBASET  [CatoA
infrastructure
Fibre Cabling Multimode [Fibre Cabling Single Mode
N 0237 1000BASE-5X Fibre Short Range
1000BASE-LX 052 Fibre Long Range
10GBASE-SR Fibre Short Range
10 802.32e 10GBASE-LR 052 Fibre Long Range
10GBASE-ER Fibre Extended
» s0230c 25GBASE-SR Fibre Short Range
25GBASE-LR 052 Fibre Long Range
o [a0GBASE-SR Fibre Short Range
02308 [a0GBASE-LR Fibre Short Range
100GBASE-LR4. 0s2 Fibre Long Range
100 100GBASE-ERY Fibre Extended

so23bmJioveeas sna [ oMATT] Fibre Short Range
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Best Performing

* During testing it was found that Suricata was able to identify more attacks
than Snort3, Boukebous et al. identified this as being due to the Suricata
default ruleset being used.

* DPI analyse application layer protocols - more thorough packet analysis.

* Multi-Threaded Architecture (Able to process data over multiple CPU cores)

* Most stable performing in relation to Packet & Alert Loss

* Suricata performed better than Snort2/3 on CPU utilisation, however this was
marginal.

* Packet-Loss & Alert-Loss was lower throughout testing in comparison to
Snort2/3.

* RAM Utilisation was higher than
Snort3.

* On average, lower RAM utilisation i relation to Suricata.
* Multi-Threading architecture.
* Capable of DPI.

Even though multi-threaded
architecture, CPU usage was higher in
comparison to Suricata.

Worst performing [Satisfactory

*Snort2 has no significant advantages over Snort3 or Suricata within this study.

* However, Snort2 would, on occasion, have lower CPU utilisation than Snort3
and Suricata, but this was the exception rather than the rule.

* Snort2 outperformed Snort3 in relation to alert-loss, in spite of having higher
packet-loss.

* Limited to three Protocols:
Transmission Control Protocol (TCP)
User Datagram Protocol (UDP)

ICMP (internet Control Message
Protocol)

* Consistently highest CPU utilisation
and packet-loss.
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Virtual machines

Hardware resources

Software solutions

Windows 10
Ubuntu 18.04
Ubuntu 18.04
Ubuntu 18.04
Ubuntu 18.04
Target Host

2 CPU cores, 4 GB RAM
4 CPU cores, 16 GB RAM
4 CPU cores, 16 GB RAM
4 CPU cores, 16 GB RAM
4 CPU cores, 16 GB RAM
2 CPU cores, 4 GB RAM

Ostinato

Snort (2.9.16)
Snort (3.1.7)
Suricata (5.0.0)
Zeek (3.0.11)
Ubuntu (18.04)
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Libpcap * Default packet capture module for both |+ 05 Agnostic. Lower performance in
|snort2 and snorta. * More widely adopted.  [relation to AF_Packet.
“Also used to capture packets by Wireshark
land TcPdump.
* Generates .pcap or pcapng files.

[AF _Packet * Default Packet capture module for * Higher packet capture |~ Linux specific packet
Isuricata. |capacity in relation to lcapture module, only

libpcap. |compatible with Linux
kernel.

* Requires more CPU and
Memory resource to
[function. However, the
packet capture performance
i significantly improved in
relation to the increase in
resource utilisation.

* zeek does not support AF
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approach, Multi-Pattern matching
algorithm.

widely compatible.

Aho-Corasick  |AC This tends to be the default pattern | Robust, reliable and mature * Pattern matching performance|  AC AC
matching algorithm, suitable for most | pattern matching algorithm. lower than both AC-KS and HS.
environments. Multi-Pattern matching * High memory consumption.
algorithm.

Aho-Corasick-Ken [ACKS  |Improves performance of AC. Multi- | * Provides an alternative if * Pattern matching performance

steele Pattern matching algorithm. system does not utilise an Intel  |lower than Hs.

x86-64 processor. * Slower pattern matching speed
* Natively compatible with than Hs.
Suricata.

Hyperscan Hs Developed by Intel, Hyperscan provides |* Superior Performance * Hs is only compatible with Intel Hs
the best performance for pattern compared to AC. x86-64 processors.
matching. Multi-Pattern matching * Multicore scalability. * Requires external libraries to
algorithm. * Increasing pattern matching | function.

speed. * Vectorscan is required as an
intermediatory if non Intel
processors are used.

Boyer More B-M Developed before AC, Single-Pattern  |Can outperform multi-pattern  [IDS are required to match many
matching algorithm. algorithms. However notwith  |thousands of signatures,

large datasets with multiple therefore Single-Pattern
patterns. matching is not suitable for IDS.

Wu-Manber W-M Based on the B-M pattern matching | * Pattern matching algorithm | * Not suitable for modern DS.
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Packet-Loss

Packet Size 512 Bytes 1024 Bytes 1538 Bytes

SE N 2 B B 2 HIEE e HE
s KN - H ° B s

100 0% 0% 0% 0%§ 0% 0%| 0% 0% 0%| 0%| 0%| 0%
200 0% 0% 0% 0%§ 0% 0%| 0% 0% 0%| 0%| 0%| 0%
300 0% 0% 0% 0%§ 0% 0%| 0% 0% 0%| 0%| 0%| 0%
‘g‘_ 400 0%| 11.94% 0%| 0.78% 0% 0%| 0% 0% 0%| 0%| 0%| 0%
= 500 0%| 29.55% 0%| 20.70%j 0% 0%| 0% 0% 0%| 0%| 0%| 0%
E 600 0% 41.29%| 15.82%| 33.9%§ 0% 0%| 0% 0% 0%| 0%| 0%| 0%
e 700 6.78%| 49.68%| 27.85%| 43.4%) 0% 0%| 0% 0% 0%| 0%| 0%| 0%
800 18.43%|55.97%| 36.87%| 50.44% | 0%| 11.94% | 0%| 0.78%J 0%| 0%| 0%| 0%
900 27.50%| 60.86% | 43.88% | 55.94% ) 0% | 21.72%| 0% 11.88% J 0%| 0% | 0%| 0%
1000 34.75%| 64.77%| 49.5%|60.35%] 0%|29.55%| 0% 20.70% ] 0%| 0% | 0%| 0%
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1|Increasing throughput also increased packet-loss.

Increasing the number of signatures/rules is required to detect more malicious traffic.

3|* However, increasing the number of signatures/rules reduces system performance.

* Packet-drop was caused by increasing stress on packet-matching algorithm requiring more CPU
and Memory, leading to packet-drop.

4|Snort2 having single threaded architecture was susceptible to higher packet-loss.

5|Suricata and Snort3 having multi-threaded architecture, can utilise a higher number of
signatures/rules without packet-loss.

6| Zeek did not drop any packets as it uses limited fields in its ruleset.

7|* Smaller packet sizes caused more stress on the NIDS performance utilising higher CPU and
Memory usage. This is due to the increase of packets per second therefore increasing system load.
* This had a greater impact on Snort2 with its single-threaded architecture.

8|During testing it was found that Suricata could load-balance across multiple cores more evenly,
enabling it to function at 600Mbps with Zero packet-loss.

N
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Both Suricata and Zeek were
assessed with the single default
algorithm.

This is correct for Suricata, but
incorrect for Zeek.

* Examining the documentation for Suricata, the detection
engine is called Multi-Pattern-Matcher (MPM).

* Suricata's default detection algorithm is Aho-Corasick
(ac). This can be changed in the yaml.conf file or via the
command line.

* However, Zeek does not have a default detection engine.
Stating in its documentation, that its engine is built on a
two-layer, extensible framework.

L1: Event Engine

L2: Policy Script Interpreter

(AF_Packet outclasses libpcap; it
is recommended to change
packet capture module to
AF_Packet.

The research supports the
performance characteristics of
AF_Packet.

However, AF_Packet is not
compatible with all systems.

* AF_Packet is only compatible with systems running
Linux 0S.
* AF_Packet is incompatible with Zeek.

Zeek did not drop any packets as
it uses limited fields in its
ruleset.

This is incorrect, Zeek did drop
packets during testing.

*This may have been the case for the Packet Capturing
module section, however, no evidence was put forward as
Zeek had been omitted from results.

* During packet size testing, Zeek suffered packet-loss.
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In 2 similar vain to Boukebous et
., this study focused on
network performance, but does
not analyse detection rates.

[The SiCs were not published as
part of this paper, therefore, the
[siMs were not calculated.

I the SICand SIM had been published as part of this
report, it could be benchmarked against other similar
studies.

|Once again thi

1Gbps was the highest datarates
used during testing.

[This throughput is infine with
modern datarates between a
lswitch and pC.

However, does not reflect
|datarates of network
infrastructure: 1Gbps - 100 Gbps

* Packet-loss testing was conducted at network traffic|
rates of 100-1,000Mbps, this would be considered
|adequate for a HIDS.

* However, as network bandwidths have increased, with
|speeds of 10-100Gbps commonplace, the results may not|
[truly reflect packet loss of current network infrastructure.
* See Table 30, IEEE Datarates Standards Table.

[CPU and Memory usage have
been published with the text,
lbut were not taken into account
las a metric.

[The CPU and RAM (Memory)
have been included in the text,
lbut not within a table or graph.

* As seen with the Boukebous et al. study, CPU and RAM
|will fluctuate with increasing throughput.

* Waleed et al. fail to take this into account during their
testing. Instead providing static figures for CPU and RAM
[for each NIDS.

* CPU and RAM have been considered as a metric, this is
lanother missed opportunity to provide a benchmark
|against other studies.

Packet Capture Modules were
evaluated.

Packet Capture modules were
tested for Suricata, Snort2/3
however, zeek was not tested.

[This does not provide a full comparison between all four
NIDS in relation to packet capture.

pattern matching algorithms
lwere evaluated.

[AC, B-M, W-M and several
lvariants were evaluated,
however Waleed etal. did not
evaluate Hs.

S i the default pattern matching algorithm for Snorta.
This study fails to compare all relevant pattern matching
lalgorithms. Cannot effectively benchmark the detection
|capabilities of Snort3 against others.

* The study would have benefited from testing HS in
relation to Suricata to determine how much of an impact
this would have had on packet-loss as Suricata's default
pattern-matching algorithm is AC.

* B-M and W-M are not used by any of the NIDS, they are
useful as a comparator, but including HS would have
been more relevant.

Only one VM was active during
testing.

[AIINIDS would not have been
lsubject to the identical traffic.

= Over-provisioning the VE hardware to allow all VMs to
run concurrently would have provided a more
|standardised approach.

* NIDS would be subjected to the identical traffic from
[the Ostinato traffic generator at the same time giving a

|side-by-side comparison therefore standardising results.
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* Suricata outperformed all other NIDS tested in every facet.
* Utilises AF_Packet Packet Capture Module which is also best
performing.

* Utilises Multi-Threading Architecture.

* By default utilises the AC pattern matching algorithm. It is
recommended by Waleed et al. to utilise HS instead.

* AF_Packet module requires higher CPU and Memory to function.
* Suffers packet-loss at throughputs over 600Mbps.

Satisfactory |Best Performing

*Utilises HS pattern matching algorithm by default, this currently
outperforms all other pattern matching algorithms tested.
* Utilises Multi-Threading Architecture.

* By default utilises libcap packet capture module, proven to be
susceptible to packet-loss due to high throughput.

* By default utilises the HS pattern matching algorithm. This is only
compatible with systems with Intel x86-64 processors.

* Suffers packet-loss at throughputs over 500Mbps.

Qo
£
£
o
h =
o
o
32
5]
e}

* Waleed et al. claims Zeek did not drop any packets during testing.
* Simplified rule structure allowing more efficient packet-matching
and processing.

* Zeek did drop packets during packet size testing.

* Suffered significant packet-loss during testing, second only to
Snort2.

* Single-Threading Architecture.

* Simplified rule structure limiting detail of signatures. Reduced
accuracy.

Worst performing

*Snort2 has no significant advantages over Snort3 or Suricata
within this study.

* Single-Threading Architecture.

* By default utilises libcap packet capture module, proven to be
susceptible to packet-loss due to high throughput.

* Suffered worst packet loss during testing.

* By default utilises the AC pattern matching algorithm.
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Rule Options
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alert tcp any any -> any any (msg:"A TCP packet was
detected."; sid:1)
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SHOME_NET [Internal Network AN [Trusted |* During NIDS configuration the SHOME_NET variable is configured.

“$HOME_NET defines the LAN IP Address range protected by the NIDS.

< itis possible to configure multiple IP Address ranges using the SHOME_NET variable.
|SEXTERNAL_NET [Any other networknot  |Untrusted |+ SEXTERNAL_NET defines all other IP Address ranges and are considered Untrusted
|considered the HOME_NET + This can include other LAN IP Address ranges within the organisation.
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Header Rule

dlert  ip Meaningful message to alert
cybersecurity team

log icmp

pass  tp

activate udp

dynamic

drop

reject

sdrop
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dlet  tp  CDR : > ciDR

pass  top-pkt ! (Nega'! (Negat=> (Transc! (Negates) !(Neam_ -erlect

http_response_line;

drop  tep-strean

reject  udp
rejectsrcicmp.
rejectdst ip
rejectboth
L7 Protocols
http
hitpl
http2
ftp.
s (Includes SsL)
smb
dns

deerpc
dhep
ssh
smtp
imap
pop3

modbus
dnp3

enip
nfs

Ike
krbs

bittorrent-dht
ntp

rfb
rdp

snmp
tftp

sip

noale

http_response_|

Used within a rule so that if part after noalert matches, no alertis
generated.

Revision

Suricata will inspect packets for the http response.
Suricata will inspect packets for the http response for the string "403

ne; content:"403 Forbidden”;  Forbidden" and generate an alert.

‘Separator Functions

[Separates Keyword and value

[separates Rule options

Encloses Sting Values

Escape special characters

Direction

Unidirectional Rule: From Source to Destination

[Transactional Rule: Allows Suricata to inspect both the
incoming traffic and any responding traffic.

Bidirectional Rule: From Source to Destination or vice versa

msg: “TestAlent™; If rule matches it will print "Test Alert" in the log.
classtyp bad-unknown;  Classification of suspected Attack.
reference type,reference  Explains wehre the alert has come from can include the CVE. sip B
reference: url,www.info.com Example of the above signature ID "
reference: cve,CVE-2014-1234 Example of the above v
metadata: key value; Provides a method to give more info on the alert. Rev
target: [src_ip|dst_ip]  Defines which IP is the target of the attack. Revision #
i 0-255; TTL Value Generates an alert.
sameip; This checks if the SRC & DST IP Addresses match and generates an alert.
ip_proto; <value>; 1: 1CMP, 6: TCP, 17: UDP, 47: GRE, S0:ESP, S1:AH, 58:PV6-ICMP
|USEFUL For Project
This example looks if byte 10 of IPva header has value 06, which
ipua.hdr; content:"|06|"; offset:9; depth:l; indicates that the IPv4 protocol is TCP. =
r Project <
r Project
r Project
Sticky Buffer to match the entire TCP header.
Sticky Buffer to match the entire UDP header.
Specifies the type of ICMP packet to alert on i.e., 15=Timestamp
<Number>; request, 30=Tracert
<Number>; Specifies the type or reply of ICMP, i.e. 1=Host unrechable
It's possible to match, text, Bytes 0-255, and Hex .e. |61| is "a", |61
content: 61| ="aa"
content: Would search the Payload of a packet for the term "ARP" |USEFUL For Project
‘Would search the Payload of a packet for the term "http://* 0D is the
content: “http|oD|//";  Hexfor:
This keyword is used with content: and instructs suricata no match
nocase; irrespective of case sensitivity.
Used with content: this instructs Suri to only match  certain number of
depth; <Number>; Bytes.
depth; content:abcdef; de Using these keywords, abc would be matched, but not def.

content"GET|20]";

content:".php";

startswith; Used in conjunction with content to check the start of a payload.
startswith; Example of the above

Used in conjunction with content to check the end of a payload, useful
endswith; for checking the file extensions (i.e .exe).
endswith; Checks the payload for the file extension .php

Used with Content, this instructs Suri where to start checking for a
offset; match in a payload. Offset 3; would skip the first 3 Bytes of a payload.
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alert tcp $ZERO_TRUST any -> $NET_TO_PROTECT
$PORT_GROUP (msg: "Malicious"; sid:1;
dsize:<160; t©t1:128; flags:S;)
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drop http $ZERO_TRUST any ->
SNET_TO_PROTECT $PORT_GROUP
(ms; HTTP flood attack";
classtype:attempted —dos; sid:1;
dsize:<595; flow:to_server;
‘threshold: type both, track by dst,
count 2100, seconds 3;)
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Algorithm

Data sampling BOUN BUET
F1 score AUC F1 score AUC
DT T-Link with RUS 0.997 0.999 0.997 0.998
CBMP 0.997 0.999 0.997 0.998
(5, entropy) SMOTE 0.997 0.999 0.997 0.998
LICIC 0.871 0.500 0.072 0.500





image76.png
Data source Value (%) Effort (%) Volatility (%)

H M L H M L H M L
Network traffic 100.0 0.0 0.0 63 844 93 63 406 53.1
Analysis
Endpoint securitydata 937 63 00 63 875 62 3.2 581 387
Open sources/threat  25.0 625 125 63 594 343 0.0 406 594
intelligence
IDS/firewall 844 156 0.0 3.1 656 313 31 63 906
Vulnerability 188 624 188 63 344 593 0.0 3.1 969
information
Field devices (PLC, 156 656 18.8 750 250 00 969 3.1 0.0

RTU, IED)
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Packet-based

Inspects each individual packet inspecting both
the header and payload of the packet.

* High accuracy for known threats.
* Real-time classification.

* Allows DPI

* Allows for detailed packet analysis

* Ineffective against Zero-Day (Unknown) threats.
* Privacy concerns (Data Payload is analysed during
classification)

* Encryption will hamper analysis, unless traffic can be
decrypted.

Flow-based

A flow is a sequence of packets that share
common characteristics:
Source/Destination IP Address or port.

* Effective at detecting patterns, and anomalies in traffic.

* Sequence of several packets are analysed, making
classification more efficient.

* Cannot provide real-time classification as the sequence
of packets must be analysed.

* Analysis is not as detailed as packets are not examined
individually.

Session-based

* Network communications, i.e. between a PC
and Server are conducted in Sessions.

* Analysis conducted on network session
traffic.

* Effective at detecting patterns, and anomalies in traffic.

* Can detect malicious activity over the duration of the
session. i.e. Data exfiltration.

* Cannot provide real-time classification
* Delay in detection and alerting.

* This is due to the fact that the session must complete
before analysis is conducted.
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1|Data Preprocessing Data pre-processing extracts the IP header information from the raw PCAP file. The source and destination
1P Addresses are removed, leaving the remaining 12 Bytes of header fields which are converted from
hexadecimal to decimal values for processing.

2[Embedding Layer The embedding layer converts the IP packet header into high-dimensional feature data. It distinguishes field

data based on the data's position.
3 [External Attention Layer |The external attention layer improves classification by focusing on the most informative aspects of the

processed data.
4] Convolution Layer The convolution layer uses CNN to analyse the high-dimensional data for semantics, and searches for

patterns within the data.
5 [Linear Layer The linear layer takes the processed data and categorises it to determine whether the network traffic is

malicious.
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#[Hu et al. Findings

* Ahigh rate of accuracy and processing capacity was obtained.

* The ECM system was able to detect malicious traffic with over 96% accuracy.
2

The classification times observed were 0.36mS/packet.
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The ECM system specifically
analyses the IP Packet header.

If an attacker was able to
compromise a trusted PC/Server,
malicious traffic from the
compromised PC/Server would
not be detected by ECM.

*The traffic would appear to come from a trusted source
and pass through undetected.

* Potentially, the hacker could gain access/compromise
other PCs/Servers within the network in a process known as
lateral movement. This would allow additional
reconnaissance attacks within the organisation's LAN.

* As the network traffic may appear to come from a
legitimate PC/Server, this would allow the hacker to carry
out a prolonged attack increasing the time between
compromise and detection. This is known as the dwell time.

It could be possible to modify the
packet header to spoof a trusted
1P Address, or change other fields
within the IP Packet header.

* Spoofing the Source IP Address would make it appear that
the traffic is being transmitted by a trusted PC/Server.

* Other fields in the IP Packet header can be modified i.e.
Time To Live (TTL) or Flags fields. These can be used during
low level reconnaissance attacks.

If the packet contained malicious
code in the payload, this would
not be detected as the payload is
not analysed.

* The IP Packet header does not contain any data that can
be used to indicate whether the payload contains malicious
code.
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Network Packet Feature Extraction Module
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1 |Preprocessing |* Raw network traffic, in a PCAP file, is entered into the preprocess module.

*5-tuple of each packet is examined.
* Certain fields of the packet header are discarded, improving accuracy.

* See Fig.37 Packet Header analysis: The Blue fields are discarded.

* Divides the trafficinto sessions.

* Extracts the header information, payload and timestamp.

2[Packet Feature | * Feature extraction divided into three sections to extract different features of the packet:

* Packet Header, Payload and Timestamp.

* Each feature being analysed using a different process.

< DNN is used on the header s it is a fixed format.

* GTID system conducts DNN analysis of the header searching for patterns describing the communication behaviour in the
remaining fields.

 N-gram is used because the payload is not fixed. It is a stream of bytes represented as a hexadecimal string of variable
length.

* N-gram analysis was conducted on the payload searching for malicious patterns.

* After the N-gram process, a N-gram frequency vector is created, representing the payload's contextual information.
* The N-gram frequency vector has a fixed length of 256. As this is a fixed length, DNN analysis can not be used.

* DNN analysis was conducted on the N-gram frequency vector to extract refined payload features.

A Time-aware transformer was used to examine the time interval between packets, using timestamp smoothing analysis.
* Timestamp smoothing ensures that data is not lost.

[session [Session information is now extracted from each packet and is summed together giving an overall session feature.

Feature

[4]Classification _|[The session features are entered into the classification module to determine whether traffic is malicious.





