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Abstract
Organisations today handle big amounts of personal and sensitive data, making compliance with privacy regulations such as the General Data Protection Regulation (GDPR) increasingly complex. This proposal explores the usefulness of developing an automated framework for assessing and scoring organisational data privacy risks. The introduction outlines the importance of data protection and the growing challenge of maintaining compliance across diverse data systems. It also identifies how manual compliance assessments are often inconsistent, time consuming, and attached to human error. The literature review examines existing models of data governance, privacy risk assessment methods, and emerging uses of machine learning in compliance management. The proposed methodology focuses on designing a risk scoring model that uses predefined compliance indicators and machine learning techniques to generate a dynamic risk profile for an organization. Simulated data will be used to train and validate the model, ensuring no sensitive information is exposed. Expected outcomes include a structured framework capable of highlighting high risk areas within data handling processes and supporting proactive privacy management. The study aims to contribute to both academic research and industry practice by providing an efficient and scalable approach to organisational data privacy compliance assessment. An ethics form will accompany the proposal. 

[bookmark: _Toc213676600]Introduction
In 2016, the European Union introduced the General Data Protection Regulation (GDPR), setting a new global benchmark for data privacy and protection [1]. Since then, the concept of data privacy compliance has evolved from a legal requirement into a strategic priority for organisations managing large volumes of personal or sensitive data [2]. As modern enterprises increasingly depend on digital transformation, the amount of data collected, processed, and shared across systems continues to grow exponentially. Recent studies estimate that the global datasphere will reach 175 zettabytes by 2025, dramatically increasing the risk associated with data misuse, loss, or unauthorised access [3]. Figure 1 illustrates the projected growth of global data generation between 2010 and 2025.
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[bookmark: _Toc96587520][bookmark: _Toc98582808][bookmark: _Toc99009504][bookmark: _Toc213676634]Figure 1: Global Data Growth and Privacy Risk Exposure [4]
To remain compliant, organisations must continuously monitor and assess how they handle personal data in alignment with regulatory frameworks such as GDPR, the California Consumer Privacy Act (CCPA), and ISO 27701 standards [5]. However, traditional compliance assessments are largely manual and qualitative, relying on checklists and periodic audits that fail to capture real time risk levels. This creates a significant gap between compliance documentation and actual operational privacy practices.
Cyber incidents resulting from poor data governance continue to increase, with over 70% of organisations reporting at least one data breach linked to inadequate privacy controls in 2023 [6]. Common causes include misconfigured databases, excessive data retention, and insufficient encryption practices [7]. As a result, privacy regulators have intensified enforcement, issuing record fines exceeding €4 billion in GDPR penalties since 2018 [8].
In this context, there is a growing need for automated, data driven methods that can quantify and monitor an organisation’s privacy compliance risk dynamically. A risk scoring framework based on measurable indicators can help organisations prioritise vulnerabilities, allocate resources efficiently, and demonstrate accountability to regulators [9]. By leveraging techniques from machine learning and data analytics, such a model could provide a continuous assessment mechanism capable of identifying privacy weaknesses before they lead to non-compliance or data breaches.
This research proposal then aims to explore the usefulness of designing a Smart Risk Scoring Framework for Data Privacy Compliance. The framework will combine regulatory knowledge, organisational data patterns, and intelligent scoring algorithms to provide a structured, evidence-based approach to privacy risk management.


[bookmark: _Toc213676601]Purpose of the Study
The purpose of this study is to develop and evaluate an automated framework that uses risk scoring to measure and improve organisational data privacy compliance.
[bookmark: _Toc213676602]Context
Organisations today manage enormous volumes of sensitive information, making data privacy compliance one of the most critical challenges in the digital era [10]. Despite the introduction of strong regulatory frameworks such as the General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA), many companies continue to struggle with maintaining consistent and auditable compliance practices. Data breaches have repeatedly demonstrated how the absence of powerful privacy governance can lead to severe financial and reputational damage. For instance, in 2023 Meta Platforms was fined €1.2 billion for GDPR violations related to transatlantic data transfers [11], and in 2022 British Airways was fined £20 million for inadequate security leading to the theft of customer data [12]. Similar penalties were issued to TikTok and Clearview AI for unlawful data processing [13]. These incidents illustrate that even global organisations with extensive resources remain vulnerable to privacy noncompliance risks.
In response, regulators worldwide are tightening privacy requirements, demanding real time accountability and verifiable evidence of compliance [14]. Traditional audit based approaches remain largely reactive and limited in scope, often identifying privacy risks only after violations have occurred [15]. As regulatory oversight intensifies, researchers and practitioners increasingly advocate for automated risk scoring frameworks that can continuously monitor privacy exposure and support proactive compliance management [16]. Figure 2 illustrates the cumulative growth of GDPR fines from 2018 to 2025, highlighting the steady escalation of global data privacy enforcement activity.
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[bookmark: _Toc96587521][bookmark: _Toc98582809][bookmark: _Toc99009505][bookmark: _Toc213676635]Figure 2: Total sum of fines [17]

[bookmark: _Toc213676603]Rationale
According to IBM’s 2024 Cost of a Data Breach Report, the global average cost of a data breach has reached USD 4.88 million, marking a 10% increase since 2021 [18]. This rise highlights that traditional compliance audits and manual assessments are no longer sufficient to protect organisations from escalating privacy risks. Many data breaches occur not because of malicious intent but due to weak compliance practices, such as misconfigured access controls or failure to delete outdated personal data. Developing an automated risk scoring framework for data privacy compliance would help organisations identify and mitigate these weaknesses proactively. Establishing a measurable and data driven scoring approach will not only improve organisational accountability but also support regulators and policymakers in promoting stronger, evidence-based privacy management across industries.
[bookmark: _Toc213676604]Dependent and Independent Variables of the Experiments
This study uses privacy compliance risk score as the dependent variable, measured through predefined indicators. Independent variables include data access control effectiveness, encryption strength, employee training levels, and policy adherence metrics. The analysis determines how variations in these organisational practices influence the risk score, identifying which factors most strongly affect overall data privacy compliance.
[bookmark: _Toc213676605]Boundaries
Testing and validation will be confined to simulated or anonymised organisational datasets and system level indicators, not performed on live production systems or using identifiable personal data.


[bookmark: _Toc213676606]Literature Review
[bookmark: _Toc213676607]Data Privacy Compliance
Data privacy compliance refers to an organisation’s ability to handle personal and sensitive information in accordance with relevant laws, standards, and ethical expectations [19]. These regulations aim to ensure that personal data is collected, processed, and stored securely, transparently, and only for legitimate purposes. The most influential of these frameworks include the General Data Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and the ISO/IEC 27701 privacy information management standard [1].
GDPR, implemented in 2018, established the global benchmark for data protection by giving individuals more control over their personal data and imposing strict obligations on organisations regarding consent, access, and data retention [1]. CCPA, enacted in 2020, introduced similar consumer rights within the United States, focusing on the disclosure of personal information usage and the right to opt out of data sales [20]. ISO/IEC 27701, published in 2019, provides a framework for implementing privacy controls within existing information security management systems [21]. Figure 3 illustrates how these frameworks align in their objectives to improve accountability, transparency, and governance in data handling.
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[bookmark: _Toc98582810][bookmark: _Toc99009506][bookmark: _Toc213676636]Figure 3: Alignment of Key Data Privacy Frameworks [22]

Despite these regulatory structures, organisations continue to experience significant challenges in achieving and maintaining compliance. According to the International Association of Privacy Professionals (IAPP), more than 60 % of global organisations report difficulties in meeting ongoing compliance obligations, primarily due to limited visibility into data flows and inconsistent internal monitoring [23]. 
Data privacy compliance can be viewed as a continuous process rather than a one-time certification. It requires organisations to evaluate their data handling practices, technical controls, and employee awareness on an ongoing basis. Common areas of noncompliance include weak encryption practices, excessive data retention, and inadequate incident response procedures [24]. As demonstrated in Table 1, these issues are among the most frequent causes of regulatory enforcement actions under GDPR.
	Type of Violation
	Description
	Frequency (%)

	Insufficient Data Protection Measures
	Failure to secure personal data adequately
	31 %

	Lack of Consent or Transparency
	Missing or unclear consent procedures
	22 %

	Poor Data Retention Practice
	Retaining personal data beyond lawful periods
	18 %

	Data Breach Notification Failures
	Delayed or missing breach notifications
	15 %

	Other Violations
	Miscellaneous administrative or procedural issues
	14 %


 
[bookmark: _Toc213676642]Table 1: Common Causes of GDPR Violations
In response to these ongoing challenges, researchers have begun exploring automated compliance assessment models that integrate data analytics and machine learning techniques [25]. Such models focus to transform compliance verification from static reporting into a continuous, data driven process capable of detecting anomalies, prioritising high risk areas, and assigning quantitative risk scores to organisational practices. Figure 4 outlines the conceptual workflow of an automated privacy risk scoring system, which includes data collection, feature extraction, scoring, and feedback loops for ongoing compliance improvement.
[image: ]
[bookmark: _Toc213676637][bookmark: _Toc98582813][bookmark: _Toc99009509]Figure 4 Conceptual Workflow of a Privacy Risk Scoring System [26]

The emergence of such systems reflects a shift from reactive compliance management toward proactive, predictive governance. These approaches offer significant advantages in scalability, transparency, and cost efficiency, especially for large organisations that process millions of data records daily. However, literature also highlights key challenges, such as the need for explainable models, the risk of algorithmic bias, and the difficulty of validating compliance indicators across jurisdictions [27]. Addressing these issues requires a multidisciplinary approach that combines legal knowledge, data science techniques, and powerful risk management practices.

0. [bookmark: _Toc213676608]Privacy and Compliance Testing 
Privacy and compliance testing are systematic evaluation procedures that access an organisation’s ability to protect personal data and meet legal and policy requirements. These procedures explore weaknesses such as misconfigured access controls, excessive data retention, insecure data sharing, and gaps in governance or documentation. Once identified, findings are documented in a report that explains the issue, demonstrates exploitation or impact where appropriate, and provides recommendations for remediation and policy change. The typical testing lifecycle is illustrated in Figure 5 and mirrors classic security testing phases: scoping, information gathering, testing, analysis, reporting, and remediation verification.
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[bookmark: _Toc213676638][bookmark: _Toc98582814][bookmark: _Toc99009510]Figure 5 Key GDPR Principles to Test  [28]

There are several distinct testing approaches classified by the tester’s level of prior knowledge and access, and each approach requires different methods and evidence collection strategies:
· External (Black-box) assessments: Testers have minimal knowledge of internal systems and discover data flows and services from the outside, simulating an external regulator or adversary. This reveals gaps in perimeter controls and public APIs but may not surface internal procedural or configuration issues requiring privileged access [29].
· Internal (Gray-box) assessments: Testers are provided limited internal knowledge (network maps, documentation, user-level access) and evaluate controls inside the perimeter. Gray-box testing reveals misalignments between policy and practice (overly permissive roles, missing logging, shadow IT) that create privacy risk, simulating an insider threat or internal auditor.
· Full-knowledge (White-box) assessments: Testers receive complete access to architecture diagrams, data inventories, source code, and policies. This enables thorough review of design, implementation, and governance, and exhaustive mapping of data flows and controls. However, white-box assessments may miss how controls behave in production under realistic conditions [30].
In the privacy domain, additional specialised methods complement these approaches:
· Data Protection Impact Assessments (DPIAs): A structured, regulatory required assessment for high-risk processing that identifies risks to data subjects and proposes mitigations. DPIAs are preventive and governance focused rather than adversarial [31].
· Privacy Red Teaming: Simulated adversarial exercises where a team attempts to obtain personal data or violate privacy controls through social engineering, API abuse, or cross system inference, testing detection and response capabilities [32].
· Tabletop and Process Exercises: Nontechnical simulations that test incident response, breach notification procedures, and decision making under regulatory timelines [33].
A comprehensive evaluation combines external (black-box) and internal (gray/white-box) testing with DPIAs and red-teaming. This hybrid approach balances realism with depth external tests surface operational exposures, internal reviews reveal governance and configuration gaps, and DPIAs ensure legal compliance. Testers must first complete threat modelling and data flow mapping to define attack surfaces and evidence collection strategies.
0. [bookmark: _Toc213676609]Attack Surfaces and Threat Modelling
Attack surfaces in the context of data privacy compliance refer to the various points where personal or sensitive information can be exposed, accessed, or misused within an organisation’s data ecosystem. These surfaces include both technical vectors, such as insecure APIs, unencrypted storage, or misconfigured cloud environments, and human or procedural vectors, such as employee negligence, weak authentication, or poor data handling practices [34]. Each attack surface carries an associated risk, potential impact, and likelihood of occurrence, forming the foundation for quantitative privacy risk assessment. Identifying these surfaces helps determine where data breaches or noncompliance incidents are most likely to occur and what safeguards must be prioritised.
Threat modelling is the structured process of analysing these potential risks and determining their severity through systematic evaluation. It helps organisations understand how data assets could be compromised and what the potential privacy, financial, and reputational consequences might be. Threat modelling frameworks such as STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege), DREAD (Damage, Reproducibility, Exploitability, Affected Users, Discoverability), and the Common Vulnerability Scoring System (CVSS) are often employed to quantify the likelihood and impact of threats. These models transform qualitative observations into measurable threat levels, enabling data-driven prioritisation and remediation.
1. [bookmark: _Toc213676610]Microsoft Threat Modeling Tool 
	Microsoft developed an open-source Threat Modeling Tool (TMT) that applies a five-step process for identifying and analysing system threats, as illustrated in Figure 6.
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[bookmark: _Toc213676639][bookmark: _Toc98582815][bookmark: _Toc99009511]Figure 6 Microsoft Five Major Threat Steps [35]
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[bookmark: _Toc213676640][bookmark: _Toc98582816][bookmark: _Toc99009512]Figure 7 Iterative Process of Threat Modeling [35]

	The tool operates through an iterative process (Figure 7), allowing continuous refinement as new data flows, users, or regulatory requirements emerge. This cyclical approach ensures that threat assessments remain relevant and adaptive to organisational and environmental changes.
	Using standard Data Flow Diagram (DFD) notations, the Microsoft TMT enables users to visualise information movement between system components, highlight security boundaries, and classify threats by severity. In this project, such modelling techniques will be used to identify critical privacy exposure points, for instance, where personal data transitions between systems or is accessed by third parties. These insights will feed directly into the risk scoring framework, supporting data driven and decision making in the assessment of organisational privacy compliance.
[bookmark: _Toc213676611]Tools and Frameworks for Privacy Oriented Testing
The Open Web Application Security Project (OWASP) Zed Attack Proxy (ZAP) remains a valuable open-source tool for testing web applications and APIs that expose personal data, providing automated scanners, passive analysis, and a proxy for manual inspection [36]. The OWASP Testing Guide and OWASP Top Ten offer best practice checklists for discovering common vulnerabilities (e.g., broken access control, excessive data exposure) that directly impact privacy risk. For a privacy focused assessment this project will use OWASP ZAP alongside purpose-built security suites (e.g., Burp Suite for in-depth API testing, OpenVAS for network vulnerability scanning) and Kali Linux as the tester platform to exercise and validate web and service attack surfaces. Additional, privacy centric methods such as the LINDDUN threat modelling framework and the NIST Privacy Framework will be applied to translate technical findings into privacy impacts and to prioritise remediation by risk to individuals and the organisation. Combining OWASP’s practical testing techniques with privacy threat modelling ensures that discovered vulnerabilities are evaluated not only for technical severity but also for their regulatory and data-subject consequences, which is essential when building an organisational risk-scoring model.
[bookmark: _Toc213676612]Penetration & Privacy Assessment Tools
This section describes the technical tools used to evaluate organisational privacy attack surfaces and build the risk scoring framework. Tools are grouped into: (a) privacy assessment and data discovery tools that identify where personal data resides and flows, and (b) security, testing and validation tools that simulate attacks, analyse code, or provide scoring telemetry.
1. [bookmark: _Toc213676613]Privacy assesment & data discovery tools
Data discovery/classification (Varonis, Microsoft Purview, Netwrix) scan storage locations to discover personal data, apply classifications, and report risky exposures. Classification outputs serve as risk score features (e.g., exposed PII volume, weak permissions).
Data Loss Prevention (Forcepoint, Symantec, Microsoft Purview DLP) monitor data movement and provide event logs on policy violations and exfiltration attempts, quantifying data leakage likelihood for dynamic scoring [37].
SIEM/Log aggregation (Splunk, Elastic Stack, Azure Sentinel) detect anomalous behaviours through correlated events (failed access attempts, mass downloads), forming high weight signals for the risk model.
Privacy impact/DPIA tooling (OneTrust, Dathena, internal templates) capture processing descriptions and mitigation plans, providing qualitative controls and residual risk ratings for the scorecard.
Data anonymisation & synthetic data toolkits (ARX, SDV, FAKER) create de identified datasets for model training and validation without exposing real PII [38].
Differential privacy libraries (PyDP, Google DP libraries) enable privacy preserving implementations and evaluate whether analytics meet defined privacy budgets.
1. [bookmark: _Toc213676614]Supporting security & validation tools
Web & API testing (OWASP ZAP, Burp Suite) identifies data-exposure issues in web interfaces and APIs, mapping findings to the "exposure" dimension of the risk score [36]. 
Static analysis & dependency scanners (SonarQube, OWASP Dependency-Check, RetireJS) detect insecure credential handling, hard-coded keys, and vulnerable libraries that increase privacy risk.
Network & host tools (Nmap, Wireshark, OpenVAS) reveal exposed services, open ports, and unpatched software, translating findings into probability-of-exploit metrics.
Endpoint/embedded device tooling (Attify, Binwalk) identify insecure storage or transmission of PII in IoT and embedded systems.
Attack simulation & red team platforms (Caldera, Atomic Red Team, custom scripts) measure detection latency and successful data access events as operational risk measures [39].
Search engines for exposed assets (Shodan, Censys) locate publicly accessible services and devices that may expose data, feeding the external-exposure indicator.
Development & experimentation stacks (Python, Scikit-learn, TensorFlow, Jupyter) build scoring models, perform feature engineering, and prototype explainable ML models for auditable and interpretable scores [40].


[bookmark: _Toc213676615]Research Methodology
[bookmark: _Toc213676616]Introduction
This chapter sets out the stages required to formulate a robust methodology for designing, implementing, and validating an automated risk scoring framework for organisational data privacy compliance. It covers the chosen research philosophies and approaches, how the literature review informs method selection, and the techniques and procedures that will ensure the project remains manageable and academically rigorous. The connection between research design, methods and worldview (Figure 9) will guide methodological choices.
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[bookmark: _Toc213676641][bookmark: _Toc96587523][bookmark: _Toc98582817][bookmark: _Toc99009513]Figure 8 Connection between Design, Research Methods and Worldviews [41]

[bookmark: _Toc213676617]Philosophical Worldview
A pragmatic worldview will be adopted, emphasising practical solutions that combine qualitative and quantitative evidence. This approach supports the mixed methods framework required to build a technically sound, legally informed, and operationally useful risk scoring model.
[bookmark: _Toc213676618]Methodology
The methodology follows an evidence-based design science approach: build the risk scoring framework, evaluate it empirically, and iterate. A comprehensive literature review of peer-reviewed journals, standards (GDPR, ISO 27701), industry reports and best-practice guides will identify candidate indicators, feature sets and evaluation metrics. The review will also determine which existing tools and data sources (DLP logs, SIEM events, data classification outputs, DPIA records) operationalise the scoring features, emphasising reproducible, auditable procedures and explainable model design.
[bookmark: _Toc213676619]Research Approach
[bookmark: _Toc213676620]	3.4.1	Deductive elements
	The project will use deductive testing where existing theories and frameworks (risk-assessment models, CVSS like scoring principles, compliance maturity models) inform hypothesis formulation. For example: organisations with higher volumes of exposed PII and weaker encryption practices will receive higher risk scores. These hypotheses will be tested quantitatively.
[bookmark: _Toc213676621]	3.4.2	Inductive elements
Inductive analysis will be used when examining qualitative outputs (DPIA narratives, policy documents, expert interviews) to discover new indicators or refine weighting schemes that were not anticipated by the literature. Patterns emerging from case studies or interviews may lead to updated scoring heuristics.
[bookmark: _Toc213676622]	3.4.3	Quantitative, Qualitative and Mixed Methods
This study will adopt a mixed-methods approach. Quantitative methods include feature engineering from telemetry (counts of exposed records, frequency of policy violations, patching lag) and statistical/ML modelling to produce the risk scores. Qualitative methods include expert interviews, DPIA reviews and document analysis to validate indicator relevance and to provide context for weighting and threshold decisions. Combining both methods ensures the model is technically valid and legally grounded.
[bookmark: _Toc213676623]Ethical Issues
Ethical safeguards are critical given the sensitive nature of personal data and security posture. This project will use only anonymised or synthetic datasets from public sources or privacy preserving synthesis tools, with no live production data processed. Key principles include informed consent for expert interviews, strict confidentiality, secure encrypted storage, data minimisation, and transparency in reporting. 
[bookmark: _Toc213676624]Research Strategy
The research strategy comprises the following phases:
· Scoping & Data Inventory: Map typical organisational data flows and identify candidate data sources (DLP logs, SIEM events, data classification outputs, DPIA records, policy documents).
· Feature Engineering & Synthetic Dataset Creation: Extract measurable features from available telemetry and, where necessary, generate realistic synthetic data sets that mimic organisational patterns while protecting PII. Tools: ARX / SDV (synthetic data), Python (Pandas), and data discovery platforms [42].
· Model Design: Design the scoring architecture (rule-based baseline + supervised ML for calibration). Define scoring dimensions (Exposure, Controls, Governance, Detection & Response, Historical Incidents). Implement explainability measures (feature importance, SHAP).
· Validation & Testing: Validate the model with case study organisations (anonymised) or benchmark datasets. Perform sensitivity analysis, cross validation and scenario testing to assess score stability and interpretation. Use tabletop exercises or red-team simulations to see how scores react to simulated incidents.
· Evaluation & Reporting: Evaluate model accuracy, utility and fairness. Produce recommendations, limitations, and a roadmap for operational deployment.
Evaluation metrics will include discrimination (ROC/AUC where labelled outcomes exist), calibration of risk probabilities, detection latency impact on score, and stakeholder usefulness (expert judgement).
[bookmark: _Toc213676625]Research Methodology Conclusion
This project follows a pragmatic, mixed-methods design science approach: construct the risk-scoring framework, test it with quantitative telemetry, and refine it using qualitative validation from experts and DPIA analysis. Data collection combines primary sources (generated telemetry, interviews) and secondary sources (published datasets, vendor reports). The approach balances deductive hypothesis testing with inductive discovery, conducted within a bounded time frame rather than longitudinally.



[bookmark: _Toc213676626]Time Horizons: Gantt Chart
Time horizons represent the estimated duration required to complete the project and serve as a planning tool to ensure milestones are achieved within the allocated period. For this research, the time horizon defines how long each phase, from literature review to testing and evaluation, will take and how they depend on one another to maintain steady progress and timely completion.
According to Melnikovas [43], research projects generally adopt one of two types of time horizons: longitudinal and cross-sectional. A longitudinal study observes data over an extended period to record changes and trends over time, whereas a cross-sectional study captures data at a single point in time, offering a “snapshot” of current conditions. As this study will collect and analyse data within a defined academic timeframe rather than over multiple years, it will adopt a cross-sectional time horizon.
A Gantt Chart is employed to visualise and manage the project schedule effectively. The chart divides the project into sequential stages and indicates their relationships and dependencies. The distinctive strength of a Gantt chart lies in its ability to illustrate how individual tasks interconnect and progress over time. Four dependency types are typically represented in such charts:
· Finish-to-Start (FS): The succeeding task begins only after the preceding task is completed.
· Start-to-Start (SS): The succeeding task may begin once the preceding task has started.
· Start-to-Finish (SF): The succeeding task cannot finish until the preceding task has started.
· Finish-to-Finish (FF): The succeeding task cannot conclude before the preceding task is completed.
In this project, the Gantt Chart outlines six key phases:
1. Literature review and background study.
2. Data collection and feature design.
3. Framework development and model construction.
4. Validation and testing.
5. Documentation, results, and evaluation.
6. Final review and submission.
A comprehensive Gantt Chart illustrating the full project timeline, dependencies, and milestones has been prepared and can be found in Appendix 1.







[bookmark: _Toc213676627]Results
[bookmark: _Toc213676628]Data Collection
Primary data is collected first-hand by the researcher; secondary data is produced or analysed by others and reused.
This experiment will rely primarily on primary data from controlled, anonymised organisational telemetry and simulated datasets, including synthetic datasets mirroring enterprise data flows, lab SIEM/DLP logs, anonymised DPIA extracts, and data-classification outputs. Secondary sources (industry reports, published breach datasets, academic corpora) will supplement feature selection and benchmarking.
[bookmark: _Toc213676629]Experiments
The experiments are designed to (a) produce measurable features representative of organisational privacy posture, (b) construct and validate a risk-scoring model, and (c) evaluate the model’s interpretability, stability and usefulness for compliance decision-making. The planned experimental steps are:
· Environment & approvals
· Create an isolated lab environment (virtualised networks and services) to ingest and simulate telemetry.
· Obtain ethics approval and ensure no identifiable production data is used; only anonymised or synthetic data will be processed.
· Data inventory & threat modelling
· Map typical organisational data flows and identify candidate attack/exposure surfaces using DFDs and Microsoft Threat Modelling Tool.
· Produce a feature catalogue (exposure, controls, governance, detection, historical incidents).
· Data acquisition & synthesis
· Collect controlled telemetry from test systems: simulated file shares, web/API logs, DLP events, SIEM alerts, access logs, and DPIA summaries.
· Where needed, generate realistic synthetic datasets that preserve statistical properties of enterprise PII without risking disclosure.
· Feature engineering
· Convert raw telemetry into quantitative indicators (e.g., exposed PII count, open shares count, % of encrypted stores, patch lag days, number of failed logins per 1,000 events, frequency of anomalous exports).
· Normalise and aggregate indicators into scoring dimensions (Exposure, Controls, Governance, Detection & Response, History).
· Baseline scoring (rule-based)
· Implement an initial interpretable rule-based scoring scheme (weighted sum of normalised indicators) to serve as a transparent baseline.
· Model development (ML calibration)
· Train supervised/regression models (where labelled outcomes available) and unsupervised models (clustering / anomaly detection) to refine weighting and detect latent risk patterns.
· Incorporate explainability (feature importance, SHAP values) to ensure outputs remain auditable.
· Validation & robustness testing
· Cross-validate using k-fold where labelled data exists; perform sensitivity analysis and scenario testing (simulate incident events and observe score changes).
· Conduct tabletop exercises / expert reviews to assess whether scores align with practitioner judgement.
· Operational simulations
· Run attack-simulation scenarios (data exfiltration, misconfiguration introduction) in the lab to verify the model’s responsiveness and prioritisation of high-risk findings.
· Reporting & remediation mapping
· Map score outputs to actionable remediation guidance and produce sample compliance dashboards and evidence packs suitable for auditors/regulators.









[bookmark: _Toc213676630]Evaluation
As organisations process larger volumes of personal data, robust privacy controls are essential to prevent regulatory penalties, reputational harm, and operational disruption. An automated risk-scoring framework would enable organisations to prioritise remediation, allocate resources effectively, and provide auditable evidence to regulators. This project will produce a pragmatic toolset and recommendations that vendors, data protection officers, and auditors can use to tighten controls, reduce breach likelihood, and demonstrate continuous compliance.
However, the study has several important limitations that affect the scope and generalisability of the findings:
· Limited data sources: The experiments will primarily use anonymised, synthetic, or lab-generated telemetry rather than live production datasets. While this approach preserves ethics and privacy, it may not capture all the idiosyncrasies of real organisational environments.
· Sample size and diversity: Only a small number of organisational profiles or benchmark scenarios will be used for validation, which may limit how well the scoring model generalises across industries, organisational sizes, or regulatory regimes.
· Time and resource constraints: Due to the bounded project timeline and available compute/resources, exhaustive testing across every possible indicator, toolset, or adversarial scenario is not feasible. Some advanced modelling or longitudinal validation may therefore be out of scope.
· No production deployment: The model will not be deployed in a live production environment as part of this research; therefore, operational aspects like integration complexity, real-time performance, and long-term drift are only simulated.
· Bias and explainability risks: Machine learning components risk embedding biases from training data or synthetic assumptions. Although explainability techniques (e.g., SHAP) will be used, some model behaviours may remain difficult to interpret fully.
· Metric limitations: Proxy indicators (e.g., counts of exposed records, patch lag) approximate true privacy harm but do not measure human impact directly. The scoring system therefore provides a prioritisation tool rather than an absolute measure of harm.
These limitations will be explicitly acknowledged in the evaluation. To mitigate them, the study will emphasise transparent, interpretable baselines (rule-based scoring), perform sensitivity analyses, seek expert validation, and recommend next-steps for broader field testing and longitudinal evaluation beyond the scope of this proposal.








[bookmark: _Toc213676631]Conclusion
There is growing evidence that organisations struggle to maintain consistent, auditable data-privacy controls as data volumes and regulatory pressure increase. This project aims to extend the knowledge base on organisation-level privacy risk by designing and evaluating an automated risk-scoring framework that quantifies privacy exposure across technical, procedural and governance domains. The work will construct the scoring artefact using a combination of data discovery, telemetry analysis, threat modelling and explainable ML techniques, and will validate it through controlled experiments on anonymised/synthetic datasets and expert review. If successful, the framework will provide practitioners and regulators with an evidence based, actionable tool to prioritise remediations, demonstrate compliance, and reduce the likelihood and impact of data breaches.
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