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[bookmark: _Toc125037768]Chapter 1 Introduction
Cloud computing is the availability of remotely hosted hardware resources and software applications via a network connectivity [1]. Remote hardware resources such as storage and computing processing power are offered by cloud service providers and can used by businesses to host their applications on the web [1]. This means that a business could be physically located in the United Kingdom, yet have their online services entirely provided by cloud services in Canada.
Cloud computing has many advantages over locally hosting services [2]. It also allows for the virtualization of resources [3] and thus is very appealing to businesses.





















[bookmark: _Toc125037769]Chapter 2 Cloud computing benefits and drawbacks of deploying applications to the cloud
[bookmark: _Toc125037770]2.1 General benefits and drawbacks
One big benefit of cloud computing is that businesses do not have to hire a specialist for the building, initial cost, setup cost and maintenance cost of hardware [4]. Not only does this all take time, but it also costs a lot of money [4]. Furthermore, these hardware resources are expensive and thus security systems or teams may need to be invested in to ensure the security of the resources.
Cloud computing mitigates all of these issues – businesses do not have to necessarily worry about them as it is the cloud service providers obligations to deal with these issues [4]. Cloud service providers such as Amazon Web Services have huge datacentres [5], with massive amounts of resources [5]. Meaning that if a hardware component stops working, another hardware component will swiftly be used instead [6], at the cost of the web service provider.
There are security issues to consider when using cloud computing, including man-in-the-middle attacks [7] when the data is being transferred back and forth from the cloud to the business. However, other security concerns including Distributed Denial-of-Service attacks (DDoS) are massively mitigated [6] by serverless computing [6]. This is because the cloud service providers often have huge datacentres, meaning other resources can be used if some resources are attacked [6]. Businesses can therefore depend on the reliability of cloud computing services in this regard.
Cloud computing services offer data backup services [8]. This saves on initial file server setup costs and reduces the complexity to a business because it is performed seamlessly. There’s now no need for businesses to purchase a file server in another location, rent out another property, ensure it is secured etc when cloud computing can be utilized instead.
Another benefit to cloud computing is that customers can access the companies’ services from anywhere [9], at any time. This also applies to the business’s employees, who don’t necessarily need to be physically in the company’s building to access confidential files or other work for the company.
[bookmark: _Toc125037771]2.2 Other drawbacks to consider
Businesses should consider whether they have good a enough internet connection to operate effectively with their own services that are hosted in the cloud [10]. If their internet connection is too slow, this could lead to long waiting times when transferring, uploading or downloading files. To operate the business smoothly, they will require a “constant connection” [3].
Even if the business’s internet connection is really good – the business is heavily reliant on the cloud web service provider [10]. If their connection slows, or if there is unexpected downtime [8], operating the business may prove difficult or impossible at times [10]. It could also affect sales as customers would not be able to purchase goods from a website that is experiencing downtime. Thus, a huge drawback is businesses not having as much control [3] over their own services and becoming too dependent on cloud web service providers [3]. This could become a big problem if the service provider increases prices and makes it difficult to transfer the company’s applications and other services to another provider [10].
[bookmark: _Toc125037772]2.3 Further cost implications, reliability and scalability of cloud computing
Cloud service providers offer businesses a pay as you go model [11], where businesses pay for the computing power and storage they are using [1]. This payment system is convenient to businesses because they only ever pay for what resources they need [12]. The equivalent of doing this locally, is to purchase more hardware, wait for its delivery and install it. This can take too much time because if a business is experiencing a lot of traffic, that spike in traffic may be gone the next day.
Cloud computing offers quick service upgrades [13] which is very convenient. However, the downside to pay as you go, is that businesses do not know from month to month exactly how much they will need to pay for the cloud services [3].
It is not only more convenient, but especially for small start-up businesses, it makes more sense to use cloud computing. This is because they are paying a much smaller price for cloud computing services [1] than they would otherwise pay for all of the initial in-house infrastructure needed.
Furthermore, if the traffic for a website is gradually becoming lower after a spike of traffic, then business could end up with an abundance of hardware that is not utilized much.
As suggested earlier, cloud computing means that businesses do not have to:
· Purchase a building with enough room to store all of the hardware and expandable areas for future infrastructure [3].
· Hire as much security or invest in security systems as much as they would otherwise have to, regarding hardware [14].
· Monitor, invest in, repair, or replace critical hardware for their services [4].
· Worry as much about attacks on their services, including DDoS attacks [6].
Cloud computing addresses all of these issues. It allows businesses to have more reliable services and to easily scale [13] their services and hardware, based on demand and the direction of the business. 









[bookmark: _Toc125037773]Chapter 3 Virtualisation, virtual machines and containers
Virtualisation is key to cloud computing because it allows for the segmentation of systems [15]. This enables multiple operating systems and applications to run independently from each other on the same hardware [16]. Before virtualisation, a server may only have used a small portion of its processing power [16] and only used for a specific task, such as for file storage. Now, with virtualisation technologies including Virtual Machines (VMs) [17] and containers [17], the processing power of a server can be used to its maximum capacity [17]. This ensures servers are used efficiently and saves costs.
[image: ]VMs are able to run on the same hardware as other VMs [18]. Each VM has its own Operating System (OS) and emulates “low level hardware” [18] to appear and act as if it is truly a computer itself. It acts completely as if it was its own standalone system, with no interaction with the other VMs [16].





[bookmark: _Toc125037780][bookmark: _Hlk124770724]Figure 1: Virtual Machine representation. Source: [19].
[image: ]Containers on the other hand run “on top of the host operating system's kernel” [19]. Containers using the same hardware do not run in independent OSs, they all run in one, making use of certain OS “dependencies” [16] in order to function.
[bookmark: _Toc125037781]Figure 2: Container representation. Source: [19].
[bookmark: _Toc125037774]3.1 Differences between VMs and containers and the driving forces behind the adoption of Docker
VMs are a robust virtualisation technology that have been used for a long time [20]. In this time, their security has been improved [21] and a large ecosystem has been built surrounding them [21]. Meanwhile, as containers are newer, its ecosystem continues to develop [21]. One key advantage VMs have over containers is that each VMs OS can be different to the underlying OS of the system [21]. Meaning VMs could run MacOS, whilst the underlying OS is running Windows.
Unlike, containers which are “lightweight” [17], VMs take up a lot of storage due to another OS needing to be installed. This leads to VMs having longer boot up times [17] and much less VMs being able to be run when compared to containers using the same storage capacity [21].
Containers offer better performance than VMs as they are lightweight [18] and because they only include the needed software applications [18]. But this is also because VMs are poor at sharing the underlying system resources between each other [22]. Containers, meanwhile, “improve resource utilization” [22] because although containers are independent of each other, they all share one and only one OS [16].
Furthermore, this efficiency offered by containers makes them a cheaper alternative to VMs [22]. This is also due to the fact that containers share one OS [16], whilst VMs require many OSs [16]. If the OS costs money, then VMs become a very expensive alternative to containers.
Containers do have a weakness compared to VMs – they have a security risk [18]. If a container has a vulnerability, this could lead to the “shared hardware” [18] between all the containers being affected [18].
Docker [23] is a computer program that allows for the creation and usage of containers [24]. It provides the tools and environment for applications to run [23], such as “system libraries and settings” [23]. Furthermore, it allows for containers to be more flexible and compatible because users can easily switch between operating systems if needed [23]. 
Docker became popular due to its advantages and services it offers [24]. These include providing the “strongest default isolation capabilities in the industry” [23], support for third party tools [24] and the ability for containers to be “easily” [24] used in the cloud [24]. Even though Docker has competition, a study has found that it still has a faster boot time than its competitor KVM [24], and its speed of calculation is superior [24]. Docker has therefore been widely adopted [24] due to the advantages of containers over VMs and the convenience the program offers.
[bookmark: _Toc125037775]3.2 Evaluation of development process of producing node.js applications that can be run in Docker
Below is an evaluation of the process of producing node.js [25] applications that can be run via Docker. This evaluation process includes the installation of node.js, express and other packages/dependencies to ensure a database, web server and web service is setup. Illustrations of some of the outcomes of this process will be revealed.
[bookmark: _Toc125037776]3.2.1 Node.js installation and other packages and dependencies
Firstly, node.js is used because of its ability to “build scalable network applications” [25]. To use it along with its default package manager Node Package Manager (npm) [26], Windows Subsystem for Linux (WSL) [27] was used. npm is essential because it allows for the installation of all of the packages and dependencies needed [26].
In order to build a webserver, webservice and Postgres [28] database easier, express [29] was used. It is a framework for node.js that simplifies the process [29]. To ensure that any changes made to files are immediately recognized, nodemon [30] was installed. It automatically recognizes changes in files and restarts the service [30]. Both nodemon and express were easy to install by the use of npm.
By using express, routing methods can be used. These routing methods respond to a clients input and “correspond to HTTP methods” [31]. They allow for users to interact with the application in various ways, including allowing them to GET (i.e., read) data [31], POST (i.e., add) data [31], DELETE data [31] or PUT (i.e., modify the contents of already existing) data [31].
[bookmark: _Toc125037777]3.2.2 Demonstrating the usage of routing methods, including for deleting specific data from the database
An example routing using the POST method was implemented in the service.js file created, as seen below:
[image: ]




[bookmark: _Toc125037782]Figure 3: POST routing method coded.
[image: ]Using the program POSTMAN [32], the results of this example can be seen. The correct URL of “localhost:1339/dogs” was entered. Also, as this is adding data to the web service, data was inputted in the JSON format. This example was able to add data to the web service, as indicated by status 200 – meaning the request was successful [33].









[bookmark: _Toc125037783]Figure 4: POST routing method demonstration result.

[image: ]A test routing using the GET method was also implemented in the service.js file. It was successful at retrieving the data and reading it, as seen below:




[bookmark: _Toc125037784][image: ]Figure 5: GET routing method coded.











[bookmark: _Toc125037785]Figure 6: GET routing method demonstration result.
The process of running the web service and database was very simple. Providing the prerequisite’s steps have been done, including the installation of Docker and specifying the web service and database ports: all that is left to do now is type “docker-compose up” to start the containers [34] and thus execute the web service and database.
Now that this is done, by typing in a query for the database within the web service, the database can now be modified as best seen fit. As seen below, the database had data added to it, but a DELETE request removed the specified data (ID 8):
[image: ]Before deletion:






[bookmark: _Toc125037786]Figure 7: Database record before deletion and the code behind it.
After deletion:
[image: ]





[bookmark: _Toc125037787]Figure 8: Database record after deletion and console output confirming deletion.
This comes to show how easy the environment has allowed for the instant modification, deletion, creation and reading of data between the web service and database.
[bookmark: _Toc125037778]3.2.3 Building a web server and demonstrating routing methods, including for adding data to the database
Building the web server was easy as it was similar to the process of building the web service – npm automatically installed all of the packages and dependencies needed with a few commands. However, a unique web server port and a few lines of code still had to be written manually. 
[image: ]Now when Docker is used to start the containers, it feedbacks the information that not only the database and webservice have started successfully, but the web server has too, as seen below:



[bookmark: _Toc125037788]Figure 9: Reveals that the database, webservice, webserver and adminer service are up-to-date and running.
[image: ]Now that the web server has been set up, clients can interact with the web service and database via their inputs interacting with the web server. As seen below, a user has clicked the “Read All Students” button. Once this button is clicked, a GET request is sent to display all of the student’s data from the database. This request has been successful:











[bookmark: _Toc125037789]Figure 10: Reveals the output of the GET request – printing out all the student records.
[image: ]By simply typing in a single command, the database, webservice and webserver start quickly. The status of each container can be easily viewed in Docker to see whether it has an error or is running as expected. Docker also allows for each container to be started or restarted. Furthermore, when any changes are made to a file in the webservice or webserver directory, it very conveniently and quickly automatically restarts those containers, as seen below:




[bookmark: _Toc125037790]Figure 11: Docker logs. Reveals that it automatically restarts the appropriate containers when a change is made.
This environment that Docker provides has therefore made the process of building web applications much easier.
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//GET (retreive data)

service.get('/students', async (req, res) => {
let data = [];
console.log("Read all student details");
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