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[bookmark: _Toc216987460]Introduction
Vigilant Trust & Asset Management operates in a tightly regulated financial services environment that is facing a growing range of sophisticated cyber threats. Recent incidents, such as a targeted phishing attack that bypassed standard email security controls and an attempted ransomware breach, have exposed the shortcomings of traditional, perimeter-focused security approaches. In light of these events, the organisation’s board has mandated the adoption of a modern, comprehensive security framework based on Zero Trust principles.
Zero Trust should be viewed as a security strategy rather than a single product or technology. It is grounded in the concept of never assuming trust and requiring continuous verification for every access request. This approach recognises that threats can arise from both outside and within the organisation, meaning that no user, device, or system is automatically trusted by default. This report is informed by guidance from respected bodies such as the National Institute of Standards and Technology (NIST), the Cybersecurity and Infrastructure Security Agency (CISA), and the European Union Agency for Cybersecurity (ENISA). It is aligned with widely accepted standards and frameworks, including the NIST Cybersecurity Framework (CSF), NIST Special Publication 800-207 on Zero Trust Architecture, and ISO/IEC 27001.
The report aims to analyse contemporary cyber threats, establish security policies aligned with Zero Trust, propose practical technical and administrative safeguards, and describe proactive monitoring, incident response, and ongoing security awareness programmes suitable for a medium-sized financial services organisation.
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External Threats

Ransomware
Ransomware-as-a-Service (RaaS) has significantly reduced the technical hurdles for cybercriminals by supplying ready-made ransomware kits, built-in payment systems, and affiliate programmes. This model enables even actors with limited technical skills to carry out attacks. Financial institutions are especially appealing targets because they handle highly sensitive and valuable data and are often perceived as more willing to pay ransoms to rapidly restore essential services.
To gain initial access, attackers commonly use a combination of methods, such as carefully crafted phishing campaigns, stolen or reused login credentials, and the exploitation of well-known software vulnerabilities. Weaknesses listed by trusted sources like the CISA Known Exploited Vulnerabilities (KEV) Catalog are frequently targeted, underscoring the importance of ongoing patching and proactive monitoring of critical systems [1]. Furthermore, many RaaS platforms offer continuous support and regular updates to affiliates, making attacks easier to sustain, more advanced, and more resilient, which in turn heightens the risk of significant operational disruption and financial damage.
Phishing and Vishing
Modern social engineering attacks increasingly leverage artificial intelligence to produce messages that are highly tailored, contextually relevant, and linguistically accurate, greatly enhancing their success rates. By analysing publicly available data and, in some cases, internal information, AI-based tools can generate emails or messages that closely resemble legitimate communications, making users more likely to engage with them.
In addition, voice phishing (vishing) has become more convincing through the use of AI-powered voice cloning, allowing attackers to realistically imitate senior executives or IT personnel. These sophisticated techniques focus on manipulating human behaviour, taking advantage of trust and psychological biases to circumvent traditional security measures such as spam filtering and network-based protections. The growing sophistication of AI-enabled social engineering highlights the need for ongoing staff awareness training, continuous monitoring, and strong verification processes for sensitive actions or access requests [2].
Supply Chain Threats
Heavy dependence on third-party software suppliers, managed service providers, and cloud services creates substantial indirect security risks for organisations. If a trusted vendor’s environment is compromised, attackers may exploit that access to penetrate internal systems, steal sensitive information, or distribute malicious code. Several well-publicised incidents in recent years have shown how weaknesses within the supply chain can spread quickly and impact many organisations at once, greatly increasing both operational disruption and reputational damage.
These risks emphasise the need for robust third-party risk management practices, including routine security evaluations, clearly defined contractual security requirements, and ongoing oversight of vendor activities. In addition, organisations should deploy controls to identify and respond to unusual behaviour originating from third-party systems, helping to reduce the likelihood and impact of supply chain-based attacks.
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Zero Trust Architecture (ZTA), described in NIST Special Publication 800-207, is a cybersecurity framework that emphasizes the ongoing verification of all access requests. Instead of granting trust based on network position or previous authentication, ZTA continuously evaluates user identities, device status, and contextual factors before permitting access to any organisational resource. This detailed, proactive strategy aims to limit lateral movement within networks and mitigate the potential consequences of a security breach.
[bookmark: _Toc216987463]Core Principles

The Zero Trust model is built upon three foundational principles that guide its implementation:
· Explicit Verification: Every access attempt is rigorously validated using strong authentication methods, such as multi-factor authentication, and evaluated in the context of device health, user behaviour, and environmental factors.
· Least-Privilege Access: Users and devices are granted only the minimum permissions required to perform their roles, implemented through mechanisms such as just-in-time (JIT) privilege elevation and just-enough-access (JEA) policies, thereby limiting exposure to sensitive resources.
· Assume Breach: The model operates under the assumption that systems may already be compromised. Controls are implemented to segment workloads, monitor activity continuously, and restrict lateral movement, reducing the overall risk and potential damage from a security incident.












Conceptual Zero Trust Architecture
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In practice, a Zero Trust environment requires that all users and devices authenticate through a centralised identity provider using multi-factor authentication. Access requests are then evaluated by a policy enforcement point, which determines whether the request meets the organisation’s security requirements before permitting access to specific applications, databases, or systems. Continuous monitoring and logging, facilitated by Security Information and Event Management (SIEM) platforms, provide real-time visibility into user activity and potential threats. [3]
This architecture fundamentally eliminates implicit trust within internal networks by placing identity verification, device posture assessment, and policy enforcement at the centre of all security decisions. By combining rigorous authentication, least-privilege access, and continuous monitoring, organisations can strengthen resilience against both external attacks and insider threats while maintaining operational efficiency. Additionally, this model supports hybrid and cloud environments by enabling secure, context-aware access across distributed resources.
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Zero Trust-Aligned Security Policies
Security policies establish the governance framework for implementing Zero Trust and are aligned with the NIST CSF functions—Identify, Protect, Detect, Respond, and Recover—alongside the controls defined in ISO/IEC 27001 Annex A.

Policy on Identity and Access Management
The organisation must require multi-factor authentication for all users, including executives and privileged accounts. Identity management should be centralised and seamlessly integrated across both cloud and on-premises environments. Access should be controlled using role-based access policies, with formal reviews carried out every quarter.

Device Security and Posture Policy
Access to organisational resources should be limited to authorised and compliant devices. Endpoint Detection and Response (EDR) tools must be implemented on all endpoints, with ongoing evaluations of device health to ensure up-to-date operating systems, applied patches, and proper encryption.
Data Protection Policy
Data must be categorised based on its sensitivity, with corresponding security controls applied to each classification. Encryption should be applied to data both at rest and in transit, and Data Loss Prevention (DLP) solutions should be deployed across email, endpoints, and cloud storage environments.
Third-Party and Supply Chain Risk Policy
Third-party risk evaluations should follow the guidelines of ISO/IEC 27001 and NIST SP 800-161. Supplier agreements must specify security responsibilities and grant audit rights, complemented by continuous monitoring of the vendor’s security posture.
Policy on Logging and Incident Response
Detailed logging of authentication events, access attempts, and administrative activities should be enforced. Logs must be retained in accordance with regulatory standards, and defined incident response responsibilities, escalation processes, and communication protocols should be in place.
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[bookmark: _Toc216987466]Technical and Administrative Mitigation Measures
Multi-factor authentication (MFA) should employ phishing-resistant methods, like FIDO2, especially for privileged accounts, and be applied across cloud services, SaaS applications, and secure remote access systems. Privileged Access Management (PAM) solutions should be implemented to separate administrative accounts, enforce just-in-time privilege elevation, and enable session monitoring and recording. [4]
Controls for Endpoint and Network Security
Endpoint Detection and Response tools should be deployed to identify behavioural indicators of ransomware and other malicious activity, with automated containment of compromised devices. Micro-segmentation should be used to isolate sensitive systems and prevent lateral movement within the network.
Cloud and Hybrid Security Controls
Cloud Security Posture Management (CSPM) tools should be deployed to continuously detect misconfigurations and maintain compliance with CIS Benchmarks and NIST standards. Zero Trust Network Access (ZTNA) should be used instead of traditional VPNs, granting application-level access based on user identity and contextual risk.
[bookmark: _Toc216987467]Proactive Monitoring and Incident Response 
A Security Information and Event Management (SIEM) system should act as the central hub for security monitoring by collecting and correlating logs from endpoints, identity systems, network devices, and cloud platforms.
Security Orchestration, Automation, and Response (SOAR) capabilities should be integrated with the SIEM to enable fast and consistent execution of predefined response actions when threats are detected.
Security events are gathered and analysed by the SIEM, which triggers alerts based on correlation and analytics. SOAR playbooks then automate actions such as containment, eradication, and notifications, followed by post-incident evaluation and ongoing improvement.
Incident response should follow the lifecycle defined in NIST SP 800-61, encompassing preparation, detection and analysis, containment and eradication, recovery, and post-incident review.

[bookmark: _Toc216987468]Continuous Training and Awareness
Human behaviour continues to be one of the most targeted attack vectors. Therefore, the organisation should focus on cultivating an ongoing security awareness culture rather than depending solely on occasional training sessions.
Regular simulated phishing and vishing exercises should be conducted using realistic, AI-driven scenarios, providing immediate feedback and targeted micro-learning content. Training should be tailored to roles, covering executive-level risks like business email compromise, technical response skills for IT personnel, and general security best practices for all staff. The effectiveness of the programme should be measured using metrics such as click rates, reporting rates, and average time to report suspicious activity.
A strong security culture should be reinforced through visible executive support, positive reinforcement, gamification, and easily accessible, blame-free reporting channels.
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The current cyber threat environment calls for a shift from traditional perimeter-focused security models to a Zero Trust framework. By proactively addressing modern threats, implementing policies aligned with Zero Trust principles, deploying multiple layers of technical controls, and sustaining continuous monitoring and user education, Vigilant Trust & Asset Management can markedly strengthen its security posture and operational resilience.
Drawing on guidance from NIST, CISA, and ENISA, this framework provides a scalable and practical strategy for securing a contemporary financial services environment. Zero Trust should be treated as an ongoing cycle of verification and enhancement, allowing the organisation to effectively respond to an increasingly complex and hostile digital landscape.
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The Powerpoint presentation.
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