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1. [bookmark: _Toc214954019]Task 1: Introduction

This section reflects key themes from Cisco Certified DevNet Associate course, chapters 2 to 4. focusing on DevOps, software development processes and application programming interfaces (APIs). It explores DevNet resources, academic and industry contexts to consider what DevOps consists of, how it can be applied and why it matters. 
[bookmark: _Toc214954020]2. DevOps for industry, learning and community

DevOps methodology provides structured flow. Moving deliverables at pace into operating environments. DevOps practices help development and operations teams avoid conflicts arising from differing responsibilities, providing efficient delivery supported by automation, shared workflows, and clearer communication. 
Organisations can use industry platforms and support services (Fig. 1). 
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[bookmark: _Toc214971960]Figure 1: Examples of Industry DevOps platforms and services. [1] [2] [3]
  
Effective practice requires programmability, structured workflows, troubleshooting techniques, and a culture of clear responsibilities (Fig. 2)
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[bookmark: _Toc214971961]Figure 2: DevOps overview. Chapter 2 reflections. [4] Image by author. 

Seasoned professionals and students can deepen understanding and build skills, by engaging with resources such as Cisco DevNet (Table 1, Appendix A). These environments indicate DevOps is grounded in practical engineering decisions, offering safe spaces to experiment with automation and integration. Realistic examples and shared problem solving reinforce learning. Shared code supports how automation is implemented. Reusable code and standardised processes bring positive impacts on consistency and efficiency.
[bookmark: _Toc214968737]Table 1: Cisco DevNet Features [4] [5] [6]  (Appendix A)
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Continuous Integration and Continuous Delivery (CI/CD) pipelines are automated sequences of jobs triggered when code is committed, pulling the latest version, building it, running tests, and deploying to production. [7]
Automation reduces delays between development and operations, providing a standardised, repeatable process. Infrastructure as Code (IaC) and Pipeline as Code define environments and workflows in code, ensuring consistent application and adjustments. Shorter feedback loops detect errors earlier, reducing impact of issues. Frequent, small‑batch releases improve reliability and quality. These practices can deliver faster time to market and higher deployment frequency, though organisations may struggle to realise this due to skills gaps and legacy systems. [8]
[bookmark: _Toc214954021]3. Shaping and delivering coding 

Software development requires structured planning to manage changing priorities, technical dependencies, and iterative delivery. 

The Software Development Life Cycle (SDLC) (Fig. 3) guides activity flow across requirements, design, testing, deployment, and maintenance. 
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[bookmark: _Toc214971962]Figure 3: SDLC inspired by Cisco DevNet course materials [9] Image created by author 

Cisco advises a non-prescriptive approach. [9] Selecting methodologies should therefore be selected to suit context (Table 2).

[bookmark: _Toc214968738]Table 2: Comparison of methodologies. [10] [11]
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ITIL4, inspired by Lean, extends this, embedding service management practices into development, providing structured feedback loops and continuous improvement alongside CI/CD. [12] Lean principles (Fig. 4) target waste reduction, redirecting resources to quality and delivery. [13]
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[bookmark: _Toc214971963]Figure 4: Lean principles support DevOps aims through waste reduction. The image also shows a fishbone diagram used in waste analysis. Image created by author. [13]

Agile and Lean particularly empower participants with feedback loops and for customers by keeping their user stories central. 
Design patterns support code quality and efficient development through code reuse and design clarity (Table 3, Table 4, Fig 5). 
[bookmark: _Toc214968739]Table 3: Key Design pattern categories. [9] [14]
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[bookmark: _Toc214968740]Table 4: Observer & MVC Patterns [14]
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[bookmark: _Toc214971964]Figure 5: Observer design pattern example. Shows classes and setup for method to be called. [15]

Version control systems (VCS) structures record change history, preventing conflicts with multiple edits mergers (Fig. 6). 
[image: A white rectangular box with black text

AI-generated content may be incorrect.]
[bookmark: _Toc214971965]Figure 6: Types of VCS. [16]


Unmanaged branches can introduce errors, waste time or overwrite critical code (Fig. 7). 
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[bookmark: _Toc214971966]Figure 7: Shows confusion and complexity caused by local saves creating unmanaged branches with inconsistent naming. Image by Author. 

Git, a distributed version control system, along with GitHub shared repos, promotes collaboration. A process of staging, commits, and synchronisation provides rollback, shared history, and visibility while managing merges and tracking branch activity (Appendix B).
Clean code supports maintainability,  reducing repetition and isolating faults. Functions, methods, and classes allow repeatable code that can be called when needed, avoiding duplication and making errors easier to trace (Appendix B). [17]
Testing operates at various levels. Each type targets different issues (Table 5). Using a range increases error detection for individual elements and their interactions. [18]
[bookmark: _Toc214968741]Table 5: Testing Types [18]
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Developers use many languages including XML and YAML. User-friendly Python being highly popular (Fig. 8) while JSON enables data exchanges. 
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[bookmark: _Toc214971967]Figure 8: Shows top results in IEEE popular language ranking. [19]

When Python scripts call external JSON data, it is parsed for compatibility, with keys and values turned into usable variables before processing. Parsing is typical in APIs.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         
[bookmark: _Toc214954022]4. Connected functionality through APIs

APIs allow systems to exchange data. Predictable formats matter because services fail if requests do not match what the API expects. REST is widely used because it applies standard HTTP methods and simple resource-based URLs, making requests easier to form and test. [20][21]
REST operations; GET, POST, PUT, PATCH and DELETE (Fig. 9), handle different actions. These responses help confirm whether the request was formed correctly or if the issue sits elsewhere. [21]
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[bookmark: _Toc214971968]Figure 9:  View of Postman including REST operations. Image on right show status code following testing.
 
Errors occur when method, path, parameters or body do not match the API rules. Figure 20 shows typical codes. These help identify the issue and fix. Authentication should be built in,  keys, tokens, and request limits reduce misuse and prevent DoS attacks. [22]
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[bookmark: _Toc214971969]Figure 10: Common Error codes [21] 

Rate limits add control by restricting the number or frequency of calls. An example is token bucket algorithm that adds tokens at a fixed rate. Users must wait if there are more requests than tokens. Research shows that gateway-based limiting could introduce accuracy–latency trade-offs, so configuration needs care. [23]
Webhooks provide an alternative to polling (client requests repeatedly) by sending updates automatically when an event occurs. This reduces requests and provides faster notification. They rely on standard HTTP POST requests, which keeps them simple to implement alongside REST APIs. [24]
Testing helps fix bugs early. Tools like Postman assist with testing and clear response data. [25] This makes it easier to test authentication, inspect responses and compare valid and invalid calls without extensive expertise. (Appendix C). As many API faults come from malformed requests, efficient testing reduces identification time for quicker resolutions. [22] 
[bookmark: _Toc214954023]5. Task 1: Conclusion
	
The DevNet chapters show reliable delivery needs both technical discipline and collaboration. Automation, clean code and version control reduce errors. Shared context, clear processes and communication reduce friction, resulting in higher value, more rewarding activities. Combined, these approaches support steady, confident progress.
6. [bookmark: _Toc214954024]Task 2 – LondonSnap Case Study

[bookmark: _Toc214954025]6.1 Introduction

Network programmability and DevOps are widely recognised in industry because they support how organisations manage systems and deliver services. Programmability uses code to configure and control infrastructure, replacing manual steps with workflows that can be repeated and scaled. DevOps links development and operations, using automation, version control, and continuous delivery to improve speed and reliability. The following sections apply these concepts, discussed previously, directly to LondonSnap operations. 

[bookmark: _Toc214954026]6.2 LondonSnap: A background

LondonSnap is a fictional, UK travel‑planning digital service. It integrates public APIs including Transport for London (TfL) data. [26] Weather feeds. [27] Maps and UK government bank holiday information. [28] It plans to expand its services (CardiffSnap) once issues with the London version are resolved.
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[bookmark: _Toc214971970]Figure 11: Shows that a range of APIs may be available with differing functionalities. [26]


[bookmark: _Toc214971971]Figure 12: Plan for service. Shows frequency of updates. Second Image shows API keys client needs to create for authentication [27]


 The case study will focus on one technical and one organisational/cultural challenge at LondonSnap. 
[bookmark: _Toc214968742]Table 6: LondonSnap Context
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Two main challenges have caused issues resulting in frustration between individuals and teams, loss of skilled staff, increased costs, and negative user feedback.
[bookmark: _Toc214954027]6.3 Weak testing and fault handling for external APIs

LondonSnap relies on external APIs. Failures, incomplete responses, or downtime directly disrupt core functionality. Testing is inconsistent and may be influenced by experience level of the developer. Faults often take time to identify and resolve. Fixes are reactive, requiring manual diagnosis and rework. The lack of consistent validation and error‑handling reduces reliability, increases downtime, and damages user confidence.
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[bookmark: _Toc214971972]Figure 13: : Screenshot of API documentation showing coding languages and logic essential for understanding functionality. Enhanced layout selected from AI style tool suggestions.

Average investigation time is 45 minutes, occurring several times a week. The time saved could be redirected to fixes, improvements, and new features.
[bookmark: _Toc214954028]6.4 Inconsistent approach and tracking of decisions and changes

Frustrations have arisen because LondonSnap does not have a consistent way of managing decisions and changes. Developers, operations and design or marketing teams introduce updates with different priorities, but these are not always tracked or documented fully or consistently. changes get duplicated, overwritten, or lost. In some cases, older versions of code have been pulled back in, wiping out recent work. Recently an older version was reused, removing security updates. 
This wastes time, slows delivery, and makes collaboration harder. Fixes and improvements are reactive. Accountability is weak and staff confidence is low.

Recovery can take one to two hours when issues are identified during testing, depending on the scale of the bug or section of code impacted. If the problem is noticed only after deployment, recovery time can be significantly higher because additional dependencies may need to be fully identified and resolved before fixes are released.
Reputation ratings dropped after a delayed feature release caused by version issues, rushed fixes, and reduced confidence in the release process.
[bookmark: _Toc214954029]7. Challenges and Analysis

[bookmark: _Toc214954030]7.1 Analysis

Comparing practice in other small-medium organisations is a suggested starting point as they will provide a variety of examples of how to adopt, resolve similar issues and common themes/ benefits and issues. The solutions for LondonSnap should, however, be specific to its own challenges. 
[bookmark: _Toc214968743]Table 7: Case study comparisons: Perceived benefits of DevOps challenges to consider for LondonSnap [29]
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[bookmark: _Toc214968744]Table 8: Case study comparisons: Perceived challenges of DevOps to consider for LondonSnap [29]
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[bookmark: _Toc214954031]7.2 Meeting challenge 1

Reliance on external APIs introduces risk. Faults are detected late and resolved manually. Programmability addresses this through validation scripts, error handling, and regression testing. A Python script checks API responses for required fields. Error handling routines monitor codes such as 400, 404, and 503, triggering retries or fallback logic. Regression testing confirms updates do not break existing functionality. These practices shorten fault resolution, reduce downtime, and improve reliability. Automation saves developer time and reduces repeated fixes, aligning with Lean principles by removing waste. [30]
The ISO/IEC/IEEE 29119-4 standard sets out several areas that are relevant to improving testing at LondonSnap. Annex A.1 includes the System/Software Product Quality table , which lists characteristics such as functional suitability, reliability and maintainability and helps set out testing focus. The standard also outlines typical objectives for unit, integration and acceptance testing, and explains how specification-based, structure-based and experience-based test design techniques can be applied together for broader coverage. [31] These elements give LondonSnap a clearer structure for deciding what to test and how to test it, rather than relying on informal checks once faults appear.
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[bookmark: _Toc214971973]Figure 14: ISO/IEC 25010 product quality model as presented in the documentation. [31]

[bookmark: _Toc214954032] 7.3 Change to resolve challenge 2

Updates are not always documented or recorded in version control, leading to duplication and overwriting. GitHub branching and commit tracking provide a clear record of changes. Consistent use prevents these issues.
DevOps practices provide the structure and accountability needed to correct this. Version control ensures that all changes are tracked, reviewed, and reversible, allowing new ideas to be introduced without overwriting existing work. Continuous integration and delivery pipelines automate testing and deployment, ensuring only validated code is released when needed.
Agile practices introduce iterations so customer feedback is incorporated through planned sprints, not mid‑cycle disruption. Cultural alignment is required alongside technical tools, ensuring accountability and reducing blame culture.


[bookmark: _Toc214954033]7.4 Reflection – Broader Implications

Automation presents both opportunities and limitations. Potential opportunities include cost savings, as repetitive fault handling and manual deployments can be replaced with programmable scripts and pipelines. Scalability as lightweight iterations allows small teams to expand services, without enterprise‑scale infrastructure. Customer experience can also be enhanced when itineraries are more reliable and updates are delivered faster. [32]
Limitations are equally significant. Initial costs arise from the need to design and embed validation scripts, configure CI/CD pipelines, and train staff in consistent practices. Skill gaps may slow adoption if teams lack experience in structured version control or automated testing. There is also the risk of over‑automation: if human oversight is reduced too far, errors in logic or mis‑configured pipelines could propagate unnoticed. Sustainable delivery therefore requires cultural alignment alongside technical fixes, ensuring accountability and review remain integral.
Artificial Intelligence (AI), as the next step in automation, may offer new challenges in adoption and skills. However, it also has great potential from reviewing code to creating test scripts monitoring data streams and connecting to APIs so much that “Businesses are increasingly turning to agentic AI systems to manage, streamline and accelerate DevOps processes and improve continuous integration/continuous delivery (CI/CD) pipelines.” [33] 
This could assist LondonSnap in reducing manual effort and improving resilience while adding quality and range to its current services . Initial costs, implementation resources and further cultural change could all act as limiting factors initially, especially if considering the scale of changes needed to fix the current issues. It is proposed that if the company applies the basic DevOps, Agile principles and automation first this makes adding AI automation a smoother next step. The initial process could provide lessons learned, clearer logic, improved decision-making processes and clarify aims. 

“Behaviour-Driven Development (BDD) emphasizes that test cases should be designed based on system expected behaviour and described in natural language, thus facilitating communication and understanding.”  [34]
RESTful API testing continues to evolve, with many organisations adopting automated approaches to improve efficiency and reduce the risk of failures linked to external services. Tools such as [22] command line, which fits directly into DevOps practices and CI/CD pipelines. This allows teams to check API behavior consistently during development and before deployment. [22]
[bookmark: _Toc214954034]8. Conclusion

LondonSnap can resolve its key issues and move into quicker deployment of new services by adopting DevOps, Agile and Lean methodologies.
The analysis highlights that lightweight automation enables small teams to improve reliability and collaboration without requiring large enterprise-scale infrastructure. Opportunities include cost savings, scalability, and improved customer experience, while limitations include adopting and embedding across an organisation, initial costs, skill gaps, and the need for regular oversight since automation cannot anticipate every scenario and changes elsewhere may affect its efficiency. 
Looking forward, industry trends such as AI automation may support expansion to CardiffSnap, but adoption must be balanced with oversight and cultural alignment. Automation therefore is recommended to LondonSnap as providing disciplined yet flexible and interactive route to sustainable service delivery and future growth. 
Human processes and working methodologies remain central to delivering DevOps. Algorithmic decisions programmed by a few must be balanced with transparency and human judgement to maintain oversight keep customer trust and retain control of ultimate decision‑making.
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[bookmark: _Toc214971974]Figure 15:  DevNet Home. Shows range of options and navigation via menus and search.

[bookmark: _Toc214954038]Appendix A.2. -  DevNet Learning

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc214971975]Figure 16: DevNet Learning Centre. Shows role-based tracks, topic-based modules, and hands-on labs.
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[bookmark: _Toc214971976]Figure 17: DevNet Video tutorials.
[bookmark: _Toc214954039]Appendix A.2. - DevNet Sandbox
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[bookmark: _Toc214971977]Figure 18: Browser-based sandbox options with customizable environments, enabling realistic testing and learning. without physical infrastructure.
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[bookmark: _Toc214971978]Figure 19: Overview of DevNet sandbox options, displaying a range of simulators and always-on environments. available to launch..
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[bookmark: _Toc214971979]Figure 20: DevNet explainers supporting use of the tools.

[bookmark: _Toc214954040]Appendix A.2. - DevNet Code Exchange
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[bookmark: _Toc214971980]Figure 21: Shows options on Code Exchange for code examples and automation use cases.
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[bookmark: _Toc214971981]Figure 22: Code repos via GitHub and option to contribute projects. 

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc214971982]Figure 23: Shows explainers of what the code does and language up front.
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[bookmark: _Toc214971983]Figure 24: Shows an Cisco API for secure automations and pipelines.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc214971984]Figure 25: Demonstrates DevNet is not a static resource and provides it own improvements to learning and support.
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[bookmark: _Toc214971985]Figure 26: Repo setup GitHub repository cloned locally. Using Fetch to ensure have the latest changes before proceeding. 
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[bookmark: _Toc214971986]Figure 27: Branching: Pull requests before new branch created and updates pushed. Flags to warn user or provide advice. Images also show desktop or browser based options. 
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[bookmark: _Toc214971987]Figure 28: Git CLI used to commit DEVASC.txt on master and feature branches. Commands confirm file tracking, branch switching, and commit history.
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[bookmark: _Toc214971988]Figure 29: Detail on history of commits status of latest Pull, Push and Publish, and Merge Issues ensure user can proceed with more confidence than local saves. 
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[bookmark: _Toc214971989]Figure 30: Notes and tracking of actions and changes to files reduce administrative burden with version control. Who made changes when and with notes why is easily collated. 
[bookmark: _Toc214954042]Appendix C – APIs
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[bookmark: _Toc214971990]Figure 31: GET request to OpenWeatherMap API using Postman. JSON response confirms successful retrieval of weather data.
[bookmark: _Toc214954043]Appendix D – Use of AI detail. 
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[bookmark: _Toc214971991]Figure 32: Image enhancement AI prompt in Canva.
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[bookmark: _Toc214971992]Figure 33: Screenshot Layout enhanced using Microsoft PowerPoint Designer.
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// Carousel is assigned, so add new info object to list.
i (carousel > 0 88 _flights.Add(info))
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