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Abstract
This report evaluates the cybersecurity issues encountered by HealthPlus Analytics (HPA), a healthcare organisation that manages highly sensitive patient information. The increasing use of cloud services, hybrid work environments, and digital healthcare technologies has made organisations more vulnerable to advanced cyber threats, including ransomware, phishing, and insider-related attacks. Research indicates that cyber incidents targeting healthcare providers are rising significantly due to the high value of medical data [1], [2].
The report examines various internal, external, and emerging threats affecting HPA, focusing on their impact on data confidentiality, integrity, and availability. It also recommends modern security strategies based on Zero Trust principles and established frameworks such as NIST and ISO 27001 [3], [4]. Furthermore, it outlines key technical controls, including Multi-Factor Authentication (MFA), SIEM systems, and Endpoint Detection and Response (EDR).
Overall, the report emphasises that combining strong policies, advanced technologies, and ongoing staff training is essential to strengthen cybersecurity and protect sensitive healthcare data.
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1. Introduction
Cybersecurity has emerged as one of the most significant challenges in today’s digital era. The rapid expansion of cloud computing, mobile technologies, and interconnected networks has greatly increased the attack surface for organisations. Consequently, cyber threats such as ransomware, phishing, and data breaches have become more common and increasingly sophisticated [5].
Healthcare organisations like HealthPlus Analytics (HPA) are especially at risk due to the sensitive nature of patient information. Medical records contain highly valuable personal data, making them attractive targets for cybercriminals [2]. In addition, strict regulations such as the General Data Protection Regulation (GDPR) require organisations to maintain the confidentiality and protection of personal information [6].
The transition towards hybrid working and Bring Your Own Device (BYOD) policies has created further security challenges. Remote access to systems increases the risk of unauthorised entry and data exposure. Therefore, HPA must implement a comprehensive cybersecurity strategy that combines policies, technologies, and user awareness to effectively manage these risks.
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  Fig 1: Security Challenges in Modern Computing Environments

2. Task
2.1 Identification of Modern Threats
HPA faces a wide range of cybersecurity threats that can be classified into internal, external, and emerging threats.
Internal Threats
Internal risks arise from staff or persons inside the organisation. These involve insider abuse, carelessness, and weak security practices. For example, simple passwords or not following security rules may result in unauthorised access [7] occurring. In healthcare settings, insiders can unintentionally reveal patient information or deliberately misuse it, resulting in severe legal and financial consequences.
External Threats
External threats are attacks launched by cybercriminals outside the organisation. One of the most significant threats is ransomware, where attackers encrypt data and demand payment for its release. Ransomware-as-a-Service (RaaS) has made such attacks more accessible and widespread [8]. Phishing attacks are also common, where attackers trick employees into revealing sensitive information.
Other external threats include malware, spyware, and Distributed Denial of Service (DDoS) attacks. These attacks can disrupt healthcare services, delay patient care, and cause operational downtime.
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Fig 3: Types of External Cybersecurity Threats
Emerging Threats
New threats are fuelled by technological advances. These include AI-powered cyberattacks, deepfake scams, and supply chain compromises. For example, attackers may exploit third-party vendors to access HPA systems [9]. Zero-day vulnerabilities are also a serious concern, as they can be exploited before patches are issued.
These threats greatly affect the confidentiality, integrity, and availability of healthcare systems, making it vital for HPA to implement proactive security measures. These threats affect confidentiality, integrity, and availability.
	Emerging Threat 
	Key Characteristic
	Impact in 2026

	Agentic AI
	Fully autonomous attack cycles.
	Breaches occur in minutes, not days.

	Deepfake Fraud
	AI-cloned voice and video.
	Identity theft bypasses traditional MFA.

	Supply Chain
	Targeting vendors to reach clients.
	Cascading failures across entire industries.

	Shadow AI
	Unauthorized use of AI tools.
	Major source of accidental data leaks.

	Multi-Extortion
	Data theft + DDoS + Harassment.
	Ransomware groups pressure clients directly.


Table 1 describes the key characteristics and Impact in 2026
2.2 Modern Security Policies
To effectively address cybersecurity risks, HPA must implement modern security policies aligned with industry standards.
Zero Trust Architecture
The Zero Trust model operates on the principle of “never trust, always verify.” It requires continuous authentication and verification of users and devices, regardless of their location. This approach is particularly effective in hybrid working environments, where traditional perimeter-based security is insufficient [5].
NIST Cybersecurity Framework
The NIST framework provides a structured approach to managing cybersecurity risks. It includes five key functions: Identify, Protect, Detect, Respond, and Recover [3]. This framework helps organisations improve their overall security posture.
ISO 27001
ISO 27001 is an international standard for information security management systems (ISMS). It ensures that organisations implement and maintain appropriate security controls [4].
Key Policies for HPA
· Access Control Policy (Role-Based Access Control and MFA) 
· Data Protection Policy (encryption and GDPR compliance) 
· BYOD Policy (secure device usage) 
· Incident Response Policy 
These policies provide a strong foundation for protecting sensitive healthcare data.
2.3 Technical Mitigation Measures
HPA should implement a layered security approach combining technical and administrative controls.
Technical Controls
Multi-Factor Authentication (MFA) adds an extra layer of security by requiring multiple forms of verification. This significantly reduces the risk of unauthorised access [10]. Security Information and Event Management (SIEM) systems provide real-time monitoring and analysis of security events, enabling early detection of threats [8].
Endpoint Detection and Response (EDR) systems protect devices by identifying and responding to suspicious activities. Cloud Security Posture Management (CSPM) tools help identify and fix cloud misconfigurations.
Administrative Controls
Administrative measures include regular patch management, risk assessments, and vendor management. Keeping systems updated is essential to prevent exploitation of known vulnerabilities [10].
Data Protection Measures
· Encryption using AES-256 
· Regular backups, including immutable backups 
· Strict access control based on user roles 
These measures reduce the impact of data breaches and ensure business continuity.
2.4 Proactive Monitoring and Incident Response
Proactive monitoring is essential for detecting threats before they cause significant damage. HPA should implement 24/7 monitoring using SIEM and SOAR tools.
Key Features
· Real-time monitoring 
· Automated alerts 
· Centralised logging 
Incident Response Process
A structured incident response plan ensures effective handling of cyber incidents:
Detection → Analysis → Containment → Eradication → Recovery → Lessons Learned
Each step plays a critical role in minimising damage and restoring normal operations. For example, early detection can prevent the spread of ransomware, while lessons learned help improve future responses [8].
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Fig 4: Incident Response Lifecycle
2.5 Continuous Training and Awareness
Human error remains one of the leading causes of cybersecurity breaches. Employees may fall victim to phishing attacks or unintentionally expose sensitive data.
Training Programme
· Phishing simulations 
· Cybersecurity awareness sessions 
· Role-based training 
Benefits
Training improves employee awareness and reduces the likelihood of successful attacks. Studies show that organisations with regular training programmes experience fewer security incidents [7].
A strong security culture ensures that employees actively contribute to protecting organisational data.

3. Conclusion
This report highlights the importance of implementing a comprehensive cybersecurity framework for HealthPlus Analytics. The organisation faces numerous internal, external, and emerging threats that could compromise sensitive patient data.
By adopting Zero Trust architecture, aligning with frameworks such as NIST and ISO 27001, and implementing robust technical controls, HPA can significantly improve its security posture. Proactive monitoring and incident response planning further enhance the organisation’s ability to detect and respond to threats.
Additionally, continuous employee training plays a crucial role in reducing human-related risks. A combination of policies, technologies, and awareness is essential for building a resilient cybersecurity environment.
Future improvements should focus on integrating AI-driven security solutions and continuously updating strategies to address evolving cyber threats.
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5. Appendix
Appendix A: Incident Response Diagram
Detection → Analysis → Containment → Eradication → Recovery → Lessons Learned
Appendix B: Threat Table
	Threat Type
	Example
	Impact

	Internal
	Insider misuse
	Data leakage

	External
	Ransomware
	System downtime

	Emerging
	AI attacks
	Rapid breaches



Appendix C: Security Controls Summary
	Control Type
	Example

	Technical
	MFA, SIEM

	Administrative
	Policies, Risk Assessment

	Physical
	Secure facilities



Appendix D: PowerPoint/google slides presentation
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Appendix E: PowerPoint/google slides presentation Link
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