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[bookmark: _Toc70680977]1 - Abstract
My dissertation addresses a range of patient monitoring systems that are already being used within hospitals. When looking at these systems I realized that the systems already in place aren’t very secure from cyber-attacks. So, I have addressed this problem by making my own patient tracking system to then focus on pen testing to see what types of security issues are identified. From doing my research I have gathered a variety of existing systems and a range of security threat that these systems could face once live on a network. This dissertation will outline the different procedures taken to test my Hypothesis and research question that I choose before starting this project.
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[bookmark: _Toc70680978]2 - Introduction
In hospitals patient care is more important than ever. As more and more people are being admitted to hospital with less nurses and doctors to there to look after them on a constant basis. The health sector has a shortage of nurses so a system in place will help them to monitor multiple patients at the same time continuously. This will help the nurses to see to the patients that need face to face caring due to less strain on the nurses monitoring each patient on a physical presence. The project I have chosen is to create an interactive PHP web-based system that nurses/doctors will use on hospital wards, to monitor patients’ situations in one central location. The system will also have an alert system build into the web application to alert the nurses if a patient needs urgent assistance. This will lower the stress levels of the nurses as patient numbers are rising and staff are getting lesser. The main aim is to make a system that is going to hold patients personal/medical data and the objective is to develop a patient system that can be accessible from one central location. The following chapters will go more in depth of my project starting with the methodology and then on to the designs and implementation of the project. Finally, then the project will go into the later stages looking at the analysis and conclusion/outcomes of the project. Firstly, before these later stages I need to look at the different research that was undertaken. This project work reviews the different resources that I have looked as though the research gathering stage. This type of system will hopefully help the NHs deal with monitoring of patients on a large scale.

[bookmark: _Toc70680979]2.1 - Aims and Objectives
In this section of the report, I am going to set my aims and objectives that I am going to use through the different sections of the project.
[bookmark: _Toc70680980]2.1.1 - Aims

· To look at my project title and plan what areas I need to research to gather what research has already taken place.
· Then start looking at the different types of systems I can make to accomplish the project.
· To make a patient tracker system will track patients’ movement and medical data that will be recorded.
· Make sure that the tracking system will track precise and accurate data that will be recorded such as blood pressure readings.
To make sure that the system is safe and secure to protect people’s privacy information.

[bookmark: _Toc70680981]2.1.2 - Objectives

· To investigate and gather research that I can analyze to see what systems are already out there.
· To create a range of designs that I will use to plan the structure of the proposed system.
· To develop a patient tracker system that will be accessible for the nurses to access from a central system.
· To analyze if the staff can monitor each patients’ medical situations continuously.
· To develop a tracking system that the staff can access to monitor patients’ needs. 
· To implement a login feature to the system, so only certain users can access the system to protect people’s private data that will be held on the system.
[image: ]
[bookmark: _Toc70681006]Figure 1 - Diagram showing navigation between the different sections
· Test the system to see if its functional and make amendments if needed.
· Write a conclusion from the results collected and conclude the whole project.

In this section I have started with an introduction which is going to generally talk about what my project is going to in-tail. Then I have started to list my aim and objectives which are going to be met throughout the process of the project. Having a range of aims and objectives are key to have within the project as I can consider to meet them individual targets on a stepped basis. 

[bookmark: _Toc70680982]3 - Literature Review
The different research that I have gathered relates to my field of research, as I am focussing on an alert system that would be used within hospital wards to monitor people’s current medical situations.  The different publications that I have gathered shows the different research that is currently being researched in the field that I am studying in. Without the literature review I will not know what research is going on in the field that I am looking into, also what similarities between the different projects especially the ones that are like mine.

The section below is my research that I have conducted in the field I am basing my project on. I have completed a literature review to see other relevant research projects that have been looked at so I can see what has been looked at and see what ideas/info I can get from looking at existing research that has been published.

[bookmark: _Toc70680983]3.1 - Remote patient monitoring to improve patient care on general hospital wards.

I have completed a wide range of research that has been completed in the field that I am focussing on. The different studies that I have found have been focussing on systems such as RPM systems that will be integrated into the hospitals where the nurses can monitor patients remotely. “An automated wireless RPM system providing flexibility, mobility, comfort and real-time monitoring could go some way towards improving patient care on general wards”[1]. This will free up time for the nurses where they can focus on people that need it the care. Vanessa Heaslip et al stated “By freeing nurses up to provide more personalised care by reducing visits for routine monitoring by 30–50 per cent”[1]. 









[bookmark: _Toc70680984]3.2 - Interrogation of patient tracker to assist Arrhythmia 

A 42-year-old man has needed to call for emergency services, as he is having self-limited grand seizures. These seizures have been occurring for about 20 minutes before the paramedics got to the scene to assist him. Each of the seizures lasted for approximately 1 minute. The patient has a medical history with seizures which are currently being controlled with Oxcarbazepine 900mg which is being taken twice a day morning and night. He [2]admitted that he missed the mornings dosage of the medication. He does not have any other health conditions that is present. “Emergency medical services providers reported that on their arrival the patient was postictal, with significant findings of a rapid irregularly irregular pulse rate of up to 190 beats/ min and atrial fibrillation on their cardiac monitor”[2]. At A&E an ECG was undertaken to reveal more data. “An ECG obtained at the time confirmed atrial fibrillation with a rapid ventricular response of 150 beats/min”[2]. They then give the man the 900mg Oxcarbazepine that he forgot to take in the morning and retested the ECG. The result was that the beats per minute was decreased between 80 to 100 beats/min once the medication got into the man’s system. “Because the patient was asymptomatic during his current atrial fibrillation event, it was not possible to assign an onset time for his arrhythmia”[2]. During the man’s testing he was wearing a Fitbit that was synchronized to his smartphone, which was recording his pulse rate as part of the fitness program.
[image: ][bookmark: _Toc70681007]Figure 2 – Image of the patient’s smartphone application that show his pule rate. Sourced From [2] Screen capture of the man’s smartphone application that demonstrates his pulse rate changes.













[bookmark: _Toc70680985]3.3 - Patient-generated health data collection using a wearable activity tracker in cancer patients—a feasibility study

Incorporating patient-reported outcomes (PRO) as well as patient-generated health data (PGHD) into clinical research is one of the key aspects of “patient centricity”[3]. The use of using mobile tracking devices provides a new way of tracking patient daily routines and activities. The US (NIH) defines that “the use of mobile and wireless devices to improve health outcomes, health care services, and health research”[3]. The (PGDA) patient generated health data have said that the use of health data that has been collected can help to discourse a health worry. This has suggested that the physical activity, which is measured by the tracking device can pick up somebodies’ cancer fatigue score. This have said that it is the best way to collect the quantitative and objective measurements for cancer fatigue. This suggests people that wear these wearable trackers are expected to decrease breast cancer fatality. “This single-arm pilot trial aimed to investigate the feasibility of using a commercially available activity tracking wearable device in cancer patients to assess adherence to the device and real-time PGHD collection in a clinical research setting”[3]. The patients were aged from 20 – 75 years old that have cancer, which were planned to have their first line of chemotherapy. They were then asked to wear these tracking wristbands continuously for 28 days prior to their chemotherapy initiation. After the 28-day period they were then asked to wear the wristband for a further 5 months on a volunteer basis. The patients who whore the devices whore them for more than 70% of the 28 days [3]. They also so that the feasibility was more than 70% achieved from the patients. All data that has been recorded would have been assessed from the 28 days/5 months.





[bookmark: _Toc70680986]3.4 - Patient Medical Emergency Alert System

It has become more important to monitor patient’s heartrate and body temperature and send an alert with the readings out to the nurses on a constant basis. There are lots of people dying on a regular basis from a range of different heart diseases especially the people that need 24-hour care. The main vital sign is somebodies body temperature that each of the medical staff measure to determine the persons’ condition. “The normal temperature of the body is dependent on a recent activity, time of the day, age and ranges from 36.1 degrees Celsius (97 degrees Fahrenheit) to 37.2 degree Celsius (99 degrees Fahrenheit) for healthy adults. The number of times a person’s heart beats every minute is what is referred to as heartrate, sometimes referred to as pulse, varying from person to person depending on their medical conditions or the state in which they find themselves”[4].  The heart is a muscle, so it can contract and relax during the cardiac cycle that takes place. The resting heartrate is set between 60 to 100 /beats per minute for an average adult. A heartrate that is out of this range is read to be dangerous and alarming for the nurse/doctors.

[image: ]There is a device called Patient Medical Emergency Alert System (PMEAS) which is a medical wearable wristband that monitors the persons heartrate and temperature. The wristband has two types of sensors integrated to monitor the persons temperature and the other sensor is a pulse sensor to monitor the values that are collected from each of the sensors. The data is then sent via Bluetooth to alert the nurses/doctors that the persons measurements are abnormal. The PMEAS was then put forward along with an android application which will be linked with the device with will communicate together. This part of the system will then monitor the health data that will be recorded and will send an alert if any of the results of the temperature or pulse rate are abnormal. The alerts will then be sent to an email address, SMS or both if needed. The android application will also have a database builds in to store the data and the users of the system can see the data formatted in graph formats if needed. A prototype was built with the application, but the system was not tested for individual recording of abnormal heartrates. The PMEAS accurately recorded the temperature of a person by 80% of the time [4]. Overall, the function of the system worked as expected.[bookmark: _Toc70681008]Figure 3 - There proposed Wristband application. Sourced From [4]




[bookmark: _Toc70680987]3.5 - Palatal Position of Patient Tracker for Magnetic Neuronavigation System: Technical Note

Lately Neuronavigation system has become an essential tool within surgical procedures. This is to allow surgeons to give precise localization within a surgical approach. The advantage of NS is that it gives accurate and precise approach whilst operating on someone. “For this reason, accuracy of positional information is the main issue for the clinical application of this technology2 in various areas of neurosurgery, including brain tumour resection, frameless biopsy, neuroendoscopy, and transsphenoidal surgery”[5]. “The type and location of (DRF) Dynamic Reference Frame are key points in the use of this technology, with positional problems implicated in up to 50% of localization errors. DRF displacement is an application error,  creating a mismatch between the actual position of the navigated tool tip and the corresponding actual position of the surgical target, known as target registration error”[5]. The DRF is mounted under the hard plate on 34 different neurosurgical operations. This ensures that the maintenance of the accuracy is kept to an optimal standard, for the different neurosurgical procedures that take place. 

This study included a total of 34 patients that were treated between June 2017 and January 2018. The surgery procedure was done with general anaesthetic over two groups. 22 of the patients went with a microscopic transcranial procedure and 12 were treated with endoscopic approach. “The brain lesions were in the frontal lobe in 7 patients, the temporal lobe in 6 patients, the parietal lobe in 4 patients, and the posterior cranial fossa in 3 patients. Positioning for surgery was supine in 13 patients, lateral in 4 patients, and park bench in 3 patients. The second group included 10 patients with a sellar tumour and 2 patients with a suprasellar region tumour, all operated on in the supine position”[5]. All patients went under MRI scans before the procedure. A tracker was fitted to get the maximum field navigation through the locations required for the surgeon to do the operation/procedure. This procedure has a success rate of 97%[5]. 

[image: ]
[bookmark: _Toc70681009]Figure 4 - Comparison Between 2 Surgical Groups. Sourced From [5]







[bookmark: _Toc70680988]3.6 - Reliability of wireless monitoring using a wearable patch sensor in high-risk surgical patients at a step-down unit in the Netherlands: A clinical validation study 

Technology is advancing daily. The hospitals are not yet advanced enough for patients to be tracked for vital signs continuously. Nurses work 8-hour shift patterns on a routine hospital ward, so long shifts can cause mistakes in measurements. The objective is to continue monitoring patients within or outside hospital surroundings. So, they have created a wireless sensor which will monitor a range of different signs of getting worse. The wireless sensor will be wearable through a disposable patch which will be worn for a set period. The sensor will be reusable, but the patch will be renewed each time you apply it. The sensor will work on a low Bluetooth rate to connect to devices. The patch would be applied to a patient’s chest area. The patch would be left for at least 3 days and the sensor will be sending the results to the mobile application. The application will show vital signs the data will be used for data research purposes. This device would let more patients to leave hospital and recover at home plus still get monitored. “From September 2015 to September 2016, a total of 33 postoperative patients entered the study. Data from the reference monitor were missing for eight patients due to technical issues with retrieving the data from the monitor’s on-board memory, resulting in a total of 1568 hours of monitoring time with the reference monitor and 1702 hours of vital signs monitoring from the wireless sensor”[6]. There is a range of monitoring hours they are 12 to 124 hours. This wireless monitoring patch has a high percentage of early recognising high-risk patients. The device can accurately record the patients’ health data.


[bookmark: _Toc70680989]3.7 - Security aspects in healthcare information systems: A systematic mapping

Security within systems has become more important processing people information mainly within the systems that hold personal data such as medical data especially within a healthcare setting. Health care systems have become more beneficial when health information shared between patients and the healthcare providers[7]. In the recent years, the healthcare model exchanges patient’s private data with multiple outsourced providers. This means that security has to be enriched to the systems as the systems are cloud based which has been set to reduce hardware and energy costs this makes the system more flexible when using the software on the system[7][8]. With the system using untrusted cloud services such as Google and Microsoft Azure they are not fully trusted as anybody can access them. So the IT people within the healthcare setting have introduced a number of different IT tools such as firewalls, encryption, access management and backup systems to manage the problems they may face[7][9]. “According to the Michael Nadeau (CSO editor), in 2018 HIS continues to be a popular target for ransomware, crypto mining, data theft, phishing, and insider threats”[7]. So, its key to make sure that these patient systems are regularly updated and secured by the latest security prevention.


[bookmark: _Toc70680990]3.8 - Investigation: WannaCry cyber-attack on the NHS

WannaCry attack was a cyber-attack that was targeted at the NHS services. This attack was made between 12th May and 19th May 2017. This attack was an ransomware attack that affected more than 200,000 computers within 100 different countries[10]. Within the UK it mostly affected NHS, but it was not a specific targeted. At 4pm on the 12th May 2017 the NHS security team declared a cyber-attack onto the NHS system which is a major incident on their systems and they needed to include an emergency arrangements to protect patients personal data[10].  The WannaCry ransomware affected at least 80 out of the 236 trust across the England NHS board, as the computers have been infected by ransomware, they decided to immediately shut down all computer systems as a precaution. While they investigate the ransomware. The ransomware then started to encrypt files that were saved on the system and finally the ransomware started to lock each computer on the network and started to demand payment through Bitcoins to unlock the machines or otherwise the ransomware was not going to let the users to access the computer. The breach to the NHS system was hit with a near 100 million bill to pay for the NHS to get there files de-crypted by the hackers[11]. The hackers started to trick the employees by sending an email with an attachment which contained the malware onto the systems. It is said that medical records are likely to be 10 times the worth of bank details to the hackers[12][13]. 








[bookmark: _Toc70680991]3.9 - Ways to protect your web security

There are a range of different ways you can do to try to protect your security on the web. The first security measure is to make sure that your software is updated on a frequent basis[14]. This applies server side and software that is running on the system. If there is any security haul the attackers will have an advantage. If they are using a outsourced hosting company it is there main priority to manage the security elements server side[15]. Another security risk is SQL Injection. These are attacks where the attacker uses a web-based URL parameter to gain access to manipulate the database. They use SQL transcript to insert code into your database without knowing they can run change the tables, run queries or delete data[15]. XSS attacks are attacks that inject malicious code into the web application. When the user then runs the web application in a browser the hacker can then see what the user is doing, plus they then can steal data or take control of the account. These attacks are more common in modern applications as the JavaScript can be hidden easily into the code of the application[15][16]. These are some of the other precautions that you can use to prevent web security attacks[17].


· Run a regular scan. 
· Enforce restrictions.
· Avoid sharing incoming TCP Connections amoung different clients.
· Safeguard the information. 
· Incident response and business continuity planning
· Monitor DNS Server IP Address and alert
· Avoid downloading from untrusted websites.
· Antivirus
· Password Protection/ Policy

[bookmark: _Toc70680992]3.10 - Storing data in a database securely

There are a range of different ways you can safely store personal data within a database. The first method is the physical storage of your database servers. The ways you can protect the physical security is to control the access to the rooms and where the cabinets are where the servers are held. You can also implement logging when the materials are removed or brought in[18]. This will record who has removed or brought in what materials/resources[18]. The next feature is to look at the network security as not storing sensitive data on servers that have external network especially servers that are connected to the host services[18]. Firewall protection and to have the operating system up to date with the patches, as this will avoid malicious code and viruses. Also making sure that the security of the files and system is a massive security risk, as the server will be holding personal data which has to be protected by the GDPR Act. Making sure that the server has got a password so only certain users can access the system[18]. Making sure that password protection and access rights has been set so certain rights can be set on different parts of the system. Also making sure that you have got a power surge protection system in place as this will not interrupt the power going to the data servers[18]. Encrypting files will be an important way of protecting files/data. Destroying the data is needed in certain situations such as deleting unwanted files reformatting hard drives. This will be beneficial as the system will delete unwanted files and hopefully it will make the system more secure[18]. 
[bookmark: _Toc70680993]3.11 - Web servers


[image: ]There are a range of different web server types that do certain or the same tasks. Here are some of the main web servers that are used. These are the top 3 web servers that are used throughout the world [19].[bookmark: _Toc70681010]Figure 5 - Image showing trends in different web servers. Sourced by [19]







[bookmark: _Toc70680994]3.11.1 - Apache web server

An Apache server is a server that delivers HTML pages, multimedia and CSS scripts style sheets across the internet[20]. The Apache web application is the most popular web server software globally across the World Wide Web. The most common operating systems that use this server software is basic OS like Unix which is Linux, OSX, Solarise and FREEBSD[20]. The Apache is an open-source software that is managed by a group of volunteers. There is no main support or maintenance that is provided[20]. Apache is an application combined with SQL Database and PHP, which is a server-side programming code. Having PHP will give you a range of extra tools and features to create a dynamic website[20]. Apache server is  brilliant optimized and can handle large amounts of traffic with minimal hardware[20]. This type of server is easily expandible for the users and also its free to use[20].”Apache Web Server is used by approximately 47% of all internet websites,iii and of the top one million websites, Apache is used on nearly 69% of them”[20]. The world’s biggest companies also trust them such as Google, Apple, PayPal, and Adobe.



[bookmark: _Toc70680995]3.11.2 - Nginx

Nginx is a web-based server that is open source to use. Nginx is used for web serving, reverse proxy, caching, load balancing, media streaming and many more[21][22]. This type of web software started out to be a software for max performance and stability[21]. The goal behind this software was to create a server that was the fastest out there and to maintain excellent. Since the start the company have expanded from simple web server services to in depth services like multifaceted content[21]. “More than 400 million websites worldwide rely on NGINX Plus and NGINX to deliver their content quickly, reliably, and securely”[21].They offer two types of Nginx web server options they are Nginx and Nginx Plus these two are the best for high speed services such as Dropbox and Netflix that require a high demand of speed[21].

[bookmark: _Toc70680996]3.11.3 - Cloudflare Server

Cloudflare is an American company that provide security and performance to over 25 million internet properties[23]. It offers protection against SQL injection and identity theft[24]. “Cloudflare also improves site performance and speeds up loading times by using their multiple data centers that are located around the world”[24]. The Cloudflare services act like a giant VPN that means that the users can access the nearest server to them in different parts of the world[24]. The closer the data centre you are using the faster your website will load for the users. The big benefit is that is reduces bot crawls which can be harmful depends on the source[24]. The bot crawl will not be affective, and your data will be safe from bot crawls. This works by Cloudflare having a web proxy that will block any unwanted traffic such as malware and where it has come from[24].

‘Build a Patient tracker system to help nurses monitor the patients’ Situations’ It was clear that the research that I have gathered that there is a range of different monitoring systems that are being used within care settings. There was a wide range of nurse calling systems that are being used within the medical field. I also found a range of useful security references that have given me a better insight on what threats happen to live system especially systems with personal records. By looking at these different fields within my project area I now have a clearer understanding on what systems are present and how I can make my system different. Without the research I will not have an understanding on what systems are already present.


Conclusion
By conducting a range of research, I have gathered a range of different type of research that will help me with the process of my project. This research has given me an insight also what systems are already in place within hospitals looking at the system and the security behind the application. Without completing a range of research, I would not know what projects/systems are already taken place. This gives me a platform to see how my project can be different than existing systems through design aspects or security aspects.
[bookmark: _Toc70680997]4 - Methodology 
In this section I am going to talk about the different methodology steps that I am going to take to complete the stages of my project. 
[bookmark: _Toc70680998]4.1 - Introduction

As what is indicated in my main title ‘Build a Patient tracker system to help nurses monitor the patients’ Situations’. I am going to design a patient monitoring system that will monitor patients’ needs on a time basis. This will then help the nurses and doctors to closely monitor each individual need at one present time. The main aim is to make sure that the patients are monitored by the tracking system and it will be recorded precisely and accurately. The main objective is to develop a central monitoring system that can be accessed by nurses and doctors with separate login details to protect patient’s personal data that will be stored on the system.
Hypothesis 

Will the use of a patient tracker system be beneficial and secure for nurses within hospitals?

Null hypothesis
Patient tracker system to track patient’s health state on a continuous monitoring basis alerting nurses if a patient’s health deteriorates




[bookmark: _Toc70680999]4.2 – Type of Research

In this section of my methodologies, I am going to mention what method I have chosen to undertake for my project. As part of the first stages of the methodology section I have to decide what path I am going to take through the whole of the project.
The project title I have chosen to use is ‘Build a Patient tracker system to help nurses monitor the patients’ Situations’. As part of my methodology, I have used the research onion, security onion and SLDC onion methods to choose what path I am going to take through the different stages of my project. The philosophy that I have chosen to use is the positivism method. I have chosen this philosophy as I am going to look at a series of structured questionnaires and the data that will be collected from them. This is an important part of the project to see what user feedback I get from the questionnaires. This is key part to the project to see what other users will think about the idea/project and give their own feedback to help me. I am then going to take a deductive approach where I am going to create a hypothesis from the research that will be collected. The next step I am going to take is to test and analyse the data against the hypothesis. I am also going to use a case study strategy to investigate a phenomenon within its real-life situation. The case studies will analysis of the people, decisions or the other systems that are studied holistically by one or more methods. Then I’m going to use a mono method which considers either quantitative or qualitative methodology for the project. I will be using the mono method quantitative for my research method. I have chosen this method as I will be gathering data from questionnaires and analysing the data collected. By using a longitudinal study, I will be looking at the type of correlation in the research within the same area of study over a period of time.  I have started with a research review of the different systems that are already in place and other security issues I need to look at before building the system. I think that the research has helped me out, as I now have more knowledge about existing systems and the security features behind the databases. I will need to include excellent security features as I will be making a patient monitoring system that will be used within a hospital setting where the system will be recording people’s patient records. I have chosen this method as quantitative requires closed ended questions which I will set out through a survey, asking people a range of different closed questions about the system, and there thought about having their personal data on a hospital monitoring system. These surveys will not be aimed at any specific audience as I will take a sample from a range of respondence. This will be an effective way to get people’s opinions in a short amount of time. The data that is generated out of these surveys will be analysed to give some feedback. It will then give me a response on what people think about the system. Through the process of this project, I will be analysing charts and graphs to show correlations between two different items. From this I can make assumptions to see if the results correspond to any of my set aims/objectives or my project title.

[bookmark: _Toc70681000]4.3 Ethical Considerations

There is one ethical consideration that I will have to take on board throughout the project. The main concern is if I want to store people’s personal data onto the system. So, I will need consent by each patient before recording the data onto the system. Once the data is on the system it is up to the hospital to keep the system secure as patients’ records are saved onto the system. This will also come under the GDPR act to keep people data safely. 

[bookmark: _Toc70681001]4.4 Problems and Limitations

There was one limitation where the research that I have conducted, as there were not much patient monitoring systems out there. The systems that were mainly coming up were nurse calling stations which had no correspondence with patient monitoring system that monitors each patient on a timed basis. This made my research harder as I had to research specific keywords to get more relevant results. A weakness of my project was the research stage as there was not a lot of relevant research around a patient monitoring system within hospitals as I found a lot of research around smartwatches monitoring people’s heartrate. Which was useful in the monitoring side, but it is not being used within hospital settings, as these smartwatches can only monitor certain aspects like heartrate. 
There is a range of different risk factors I need to consider when completing this project. This first risk to this type of project is the amount of time I have got to produce the project looking at the hardware and software side of the entire system. The next risk is the security of the system, as patient data will be held. So, I will need to make sure that the sensitive data is well protected once on the system. This section explains my methodology of the project and how I’m going to tackle each section individually without having a methodology I have no method of getting through the different stages.




[bookmark: _Toc70681002]5 - Design Implementation 
In this section I am going to firstly identify the problem that I am going to investigate. This is then going to look at what I need to with my design process starting with the original designs showing the different pages at the first step of the designing stage. Then I am going to show the improved designs that I have created considering the usability and the security of the application by implementing a range of different validation methods.

Problem is that there’s not a lot of systems out there that are tested to make sure that the patient details are secure from cyber-attacks that can happen at any section of the system especially the sections where the users will enter or view the patient’s details. This is so vital within this type of system, as this system is going to be holding sensitive data such as patient’s medical records.



Patient monitoring system applications are becoming more and more useful to nurses within a hospital ward setting, as the system can monitor a large number of patients at one given time. The hospitals have started to deploy these types of systems into wards within the hospitals, so they can monitor each patient closely. 
The patient monitoring system will have a certain amount of security levels added to the application so it’s protecting the patient’s medical records and as part of the GDPR Act the system needs to think about how secure the data is against security threats. So, the security of the system will have to be tested before the system can think about being deployed into a hospital network. 













Original Designs

[image: ]
[bookmark: _Toc70681011]Figure 6 - Original screen designs for application

These are my original designs that I mocked up to show my thought process on what the system would look like from the initial design stages. These designs are not final as my system designs are going to change slightly as I work through the different design processes.





Improved Designs
[image: ][bookmark: _Toc70681012]Figure 7 - Patient Tracker Homepage

This is my login page of my application that will ask them for user credentials to login into the system. This will only let users with login details to enter the system. This will avoid unauthorized users to access the system without user credentials.

[image: ][bookmark: _Toc70681013]Figure 8 - Two Factor Authentication Security prompt

This two-factor authentication page has been added to the application to ensure a higher grade of security to the application. I have chosen to use the Google Two Factor Authenticator as the authentication system is easy to use for the users. This will get the users to authenticate themselves by using the Google Authenticator app that can be downloaded onto an Apple or Android smartphone. The QR code that will be present on the screen will be used by the authenticator app to reveal a code that will be typed into the input box to proceed into the application. 
This will ensure that the system will be secure from unauthorized users from access the system from password attacks on the system. Other security methods that could be implemented in future development is a biometric system that hold fingerprint and facial shape features of each user that can access the system. This would be very difficult for the malicious hackers to replicate these biometric features. These precautions will make sure that the patient’s data will be secure as much as possible from un-authorized access attacks.



[image: ]
this is the navigation page of the application, which lets the user choose which part of the application they want to access. The admin section of the application will only let users with admin right to access this part of the application. [bookmark: _Toc70681014]Figure 9 - Patient Tracker's Navigation Page




[bookmark: _Toc70681015]Figure 10 - All patients / new patient forms to enter and pull info from the database


These are the forms where the users will use to record new patients’ information and also where the user can also view a patient’s medical record by the user searching basic information and the application pulling the record from the database, where the users can see all of the patient’s medical data. I have also added a range of validation within these forms to make sure that the data entered is accurate before going into the database

[image: ]This validation technique has been included in the form elements of the application, so it will make sure that the users enter data into the required input fields that then will be added into the database as a patient record by the Hospital Number being the unique identifier. This will create a pop-up alert for the users if they leave the first name field empty.[bookmark: _Toc70681016]Figure 11 - Validation requiring for user to enter data into firstname field



[image: ]I have also added a READONLY attribute to certain fields within the all patients form as I do not want users to edit those fields within all patient’s section of the application. I have also added a REQUIRED attribute to certain fields within the form where the users will need to enter data to receive from the database.
[bookmark: _Toc70681017]Figure 12 - Readonly validation only lets users to view that field



[image: ]This section of the application will only be available for the admin users to access. As these three options can only be accessed by higher admin users. [bookmark: _Toc70681018]Figure 13 - Admin section of the application allows admin users to access this page


Once the users enter this part of the website from the navigation pane, they won’t be able to go back to the navigation pane they can only exit out of the application back to the login screen. This will allow the admin users to reset user passwords, change the patients’ appointments and to change the patients details within the system. This will allow them to change patients details that have already been submitted into the database. Without this feature the users will not be able to change the patients details they can only submit new patients details and view their details. This is a key feature to have as patient’s details will change on a time-to-time basis such as they might change their addresses.

I choose a simple layout style for my application, as this will be suitable for all users. The more complex the layout is the more likely users will find it difficult to use. I choose these colours as part of my designs as these colours are suitable for all users especially users that might be colour blind, as these users can use the application at ease. I have also made sure that the navigation buttons on the application are a reasonable size, so all users can see the buttons clearly to navigate through the application. These steps are important as I want all users to access this application and to be able to function the application on a frequent basis. Without having these types of measures in place not all users would be able to use this application.




SQL Statements 
 The purpose of SQL language is to store and manage data into a relational management system (RDMS). It is used to create, read, update, and delete relational databases and tables. All RDBMS use SQL as their main language, his allows users to query the database for specific data from the relational database. There’s a number of different ways you can create these statements to do the same request[25].

[image: DBMS SQL]
[bookmark: _Toc70681019]Figure 14 - SQL Diagram showing the process [25]



This is the SQL statement that is used to POST the data from my form into the table within my database. Without having a SQL statement, the form will not know where to send the data once the user hits the submit button.  This SQL statement shows the table it’s going to insert into and the different columns that the form wants to insert the data into.
[image: ]

Limitations
Whilst I was designing the different parts of the system, I had a few different limitations I had encountered. The first limitation I had whilst doing this project was that we had to complete this project with a Coronavirus pandemic. So, we had to completely plan this project with no access to the university campus. Another limitation is that part of my tracking system it was more complex than I thought to add the patient monitoring side of the system. Due to my skill levels, I couldn’t include this feature into the system. 

I also didn’t have all of the resources that are needed to hold the backbone of my system on. The types of resources needed are servers to hold the system on, so the system can always be monitoring patient’s medical situations on a continual basis. The system will also need to make sure that they have a secured network outside of the hospital to protect the sensitive data outside of the private healthcare information network. This comes down to resources cost and what access I have got to the network sources to complete this project. 


Summary 
In this section I have stated my design implementation stages of my project showing how I started with a scenario on what I am trying to achieve to then creating draft designs that show my initial thought process when creating the design of the system to then improving the designs by taking in account the different problems that might be faced by a range of different users when using the system. Once I completed the design stages I moved onto the different validation methods, I have added into my system stating what each validation method I have included and how that method will benefit the system. Then I stated what my SQL statement I have used to pull and send to the database. Finally, I then looked at the different limitations that have occurred through the duration of the project.















[bookmark: _Toc70681003]6 - Testing

In this section I am going to start by showing the different testing methods I have undertaken to test the security of my website to see if there are any vulnerabilities that may arise when testing the individual pen tests. Then I am going to show evidence of the testing that has been undertaken on the application. Then I am going to analyse the results from the evidence that has been collected to compare the results from the application.


Hijacking - OWAST ZAP
OWAST ZAP is an open-source web security scanner that is used to test the security of an application and is also used by professional pen-testers. I targeted my website with the vulnerability scanner to see what alerts will appear from the scan.

Firstly, I installed ZAP onto my Win7 virtual machine so I can make sure that I am safely testing my website and also making sure that I comply with the regulations that I am undertaking these pen tests in a virtual environment not on a real time environment. [image: ]
[bookmark: _Toc70681020]Figure 15 - Screen grab of OWASP ZAP homepage

[image: ]Before I could start using this software, I had to change the proxy settings in one of my internet browsers, so ZAP will know what the IP address is and the port number. Once this has been set up the software is ready to use as a local user. 
[bookmark: _Toc70681021]Figure 16 - Screen grab of me changing the internet properties



I had to then set the HTTP address of the web application that I wanted ZAP to target. Once I entered the target address, I then clicked the attack button which then started to scan the web application.
Login Page 

[image: ] I started with the Login page of the application as this is where the users will log into the system. This is one of the vital parts of the system.[bookmark: _Toc70681022]Figure 17 - Screen grab setting up an automated scan targeting the login page





[image: ]This screenshot shows the spiders that were detected when I ran the webpage through the vulnerability scanner. The spiders will look through the websites indexing them for search engines which we do not want that to happen. These spiders travel through hyperlinks to gather more website data. So, from this pen test the spiders have located different parts of the web application just from using the web application.[bookmark: _Toc70681023]Figure 18 - Screen grab of the spiders that have been gathered from the scan


[image: ]These are the alerts that have been picked up by the scanner on the login page of the application. The scanner has categorised them from high, medium, and low risks. The first risk that has been identified is a medium risk showing that my application is not protected by clickjacking and all of the other alerts have shown up as low risks to the application. The scanner did not show any high vulnerability alerts when scanning.[bookmark: _Toc70681024]Figure 19 - Screen grab of the alerts gathered from the scan

New Patients Page
Next, I am going to test the new patients page of the application because this is where the users will be inserting patient’s personal data. This type of data is highly sensitive, so this section of the application needs to be secure from any security threats as this type of data comes under the GDPR Legislation. 
[image: ]This is an image of ZAP running an active of the new patient’s webpage, seeing if there’s any vulnerabilities whilst its scanning through the different sections. 
[bookmark: _Toc70681025]Figure 20 - Screen grab of the active scan on new patients

[image: ]The alerts from the new patients show that the X-Frame is a medium risk to the application showing that this page is also intercept able to clickjacking from the hackers. This is a major security risk as users are entering sensitive data into the form on this page.[bookmark: _Toc70681026]Figure 21 - Screen grab of the alerts gathered from new patients scan



All Patients Page
This is final sections of the application I am going to pen test to see if any security risks will be picked up when the security scanner scans the web page. 
[image: ]This is a screen grab of the scanner actively scanning all patients section of the application to see if there is any security risks present.
[bookmark: _Toc70681027]Figure 22 - Screen grab of allpatients actively scanning


[image: ]The scan has also picked up the same spiders that are tracking movement when using the application. The spiders are only tracking within the application but will need to consider the spiders if the application was going to go live on a live network.
[bookmark: _Toc70681028]Figure 23 - Screen grab of the scan picking up the spiders that have been traced


[image: ]Once again, the scanner has picked up the same alerts as the other sections of the application. Showing the X-Frame alert as a medium risk and the others being a low risk. [bookmark: _Toc70681029]Figure 24 - Screen grab of scan picking up alerts on allpatients 




[image: ]
[bookmark: _Toc70681030]Figure 25 - Screen grab of a HTML script where hackers can intercept and change sections without the users knowing

By the attackers using this pen testing tool they can hijack/intercept a web application and change parts of the application as its travelling through the internet. Hijacking is an easy and effective way for the hackers to access web applications and potentially steal or change data from the web application.

From completing session hijacking through ZAP, I have been able to scan my application for any security flaws in the application. I have decided to scan the most vulnerable sections of my application where the most security risks are going to arise due to sensitive data that is going to be in my application. So, I scanned the areas that are most at risk from hackers trying to enter the application. I have found out that all the pages that have been scanned have the same vulnerability alerts. Most of the alerts are low risk but there is one medium risk that needs considering if the application goes live on a network where these threats are highly likely. 
Hacking Web Application - NESSUS
Nessus is a web application scanning tool that will scan the application on my host network. This will then show any vulnerabilities’ that might show a security risk to the web application or the host network. 
[image: ][image: ]This is the log-on page for Nessus. This is where I can access the portal to test the vulnerability of my application and network. “Today, Nessus is trusted by more than 30,000 organizations worldwide as one of the most widely deployed security technologies on the planet [26]”. This web application scanner is a great way to test my application for vulnerabilities as it’s a simple program to use and to install onto a VM. [bookmark: _Toc70681031]Figure 26 - Screen grab selecting the host IP address to target
[bookmark: _Toc70681032]Figure 27 - Nessus login screen



This screenshot shows me setting the target IP address for the scanner to target the application which is sitting on the host IP address. Without me selecting this IP address the scanner will not know which host to target to then scan the application.




This screenshot shows the output that the scan shows when I ran the application. The vulnerabilities that have been shown are info warnings. This shows that there are no vulnerabilities with the application. Which needs attention at the moment, maybe need to consider this testing to be done on a regular basis once live.[bookmark: _Toc70681033]Figure 28 - Results from the Nessus scan



From running the Nessus security tool, I have two vulnerabilities from the scan that was ran on the application through a VM machine. The two vulnerabilities that were detected were info issues which inform the user. There were no other vulnerabilities that appeared from the pen test.


CRSF Token
A CSRF token is a unique safe value that is generated on a server-side application and then is transmitted to the client-side which includes a HTTP request made from the client[27]. When the request is made the server-side application will then validate whether the request has the request with or without the token[27]. It will then decide to validate if the token is present or rejects the client if the token is missing from the request. The CSRF tokens should use a cryptographic strength pseudo-random number generator with a timestamp hen the session was created plus a static secret[27]. The PRNG creates an additional barrier to an attacker that tries to attempt to analyse the token[27]. By implementing CSRF this will protect the application more from attacks like SQL injection.

Analysis 

From the testing and preparation, I have completed I have made sure that my application screen designs have been made and adjusted to suit the user’s needs, as I am trying to make sure that this system is accessible for all users. If I made the application complex not all users have good, IT literate skills and couldn’t navigate through a complex layout application. 

I firstly used OWASP ZAP as one of my pen testing tools. I tested the most vulnerable parts of the application. This tool showed me the different threats/alerts that the application could be vulnerable too. The scan from each of the sections of the application came back with the same generic threats and vulnerabilities. The tool has shown that the application is prone to click-jacking attacks from hackers. This vulnerability can be mitigated by adding x-frame headers into the HTML scripts to make sure that each webpage loads a different page. This will stop click-jacking from happening and tricking people into unaware targeting. 
A number of spiders were also detected whilst the scan was running. The spiders that were detected were not dangerous, as they are located within the local area of the application. If the system gets bigger and released for use, we will have to consider that spiders can access the application and track certain data. This could be very dangerous as hackers can trace within the application, if this system is going to be used by hospitals, then we will need to block the access to the spiders.
All these vulnerabilities will need to be taken into consideration in the future to make sure that the system is extremely secure to make sure that the patient’s data will be kept secure from cyber-attacks. 
I also used Nessus to scan the application to see if there were any security flaws which will cause a problem. The scan came back and there were no security threats on my application, as the application is running on a client-side machine. I would recommend to run Nessus security scanner on the application on a frequent basis once live on a network to make sure that the system doesn’t get a security attack or vulnerabilities on the application.

Conclusion 
I have conducted a series of pen tests on my application to see if there are any security vulnerabilities that will get picked up by the different pen testing tools I am using. The tools I have used are to make sure that hackers cannot access my application to then access patient’s data. The pen tools did highlight some security risks I will need to consider before my system goes onto a live network, as this is a huge problem if the hackers can get a hold of the saved data. The pen testing part of the monitoring system is a must, as the system is going to hold lots of patient’s sensitive data. 
















[bookmark: _Toc70681004]7 - Conclusion

In summary, my essay is about testing and enhancing a patient tracking system to monitor patients and situations. The research I have found looks at the different aspects of the patient tracking system. Firstly, I gathered a research source that looks at how remote monitoring can improve patient care within hospital wards. This source stated that using these type of monitoring systems could free up time for nurses to look after patients that need the vital one to one care. Vanessa Heaslip et al stated “By freeing nurses up to provide more personalised care by reducing visits for routine monitoring by 30–50 per cent”[1]. 
Also, I have looked at the different attacks that may/happened to these types of systems. The major security attack was the WannaCry attack that attacked the NHs system. This attack was one of the worst attacks that the NHs experienced.  So, making sure that the system can be as secure as possible from these attacks are a must. I have also looked at the steps to make sure the data is secure whilst held on the database server. 
I set a range of different aim & objectives at the start of the project setting out what I want to achieve throughout the project. I have met most of my aims of the project that I set out before starting the project. The only two aims I was not able to meet was to make sure that the movement will be tracked and be recorded. Also, I could not meet making sure that the system could track the precise and accurate data from data such as blood pressure. 
I also achieved all most of my objectives except from to analyse if staff can access patient’s medical situation contentiously. I was not able to achieve this objective as well because I did not include the tracking system as this part of the system was difficult to include without any assistance to solve some issues I had. From the research I have found a range of source material ranging in the different areas of the area I am focussing on. Without completing the research, I would not have gained any background knowledge to advance my system. The research has given me ideas and security problems these systems might face, so I pen tested the system for any security threats from low, medium, and high vulnerability. For future improvements I would firstly start looking at how I can add a Bluetooth compatibility to the system, so the system can easily monitor each individual patient needs and report the finding to the system. So, then the system will decide on the finding on which process it is going to take either keep monitoring the patient or alert medical help via the nurses. I would also like to include an automatic alert system within the monitoring system. So, the nurses can be alerted by some sort of message to let them know what patient needs medical attention. This feature is a key part of the future system as nurses can attend to more patients on the hospital ward. I will also make sure that I will leave enough time to do the questionnaire to get external user feedback, as this is a big part of creating a system that users will be accessing on a daily basis. In conclusion I have looked at the use of a patient monitoring system within hospitals. I have used a number of different tools and methods within the process looking at making the system and looking at using pen testing tools to test the application against security attacks.
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Table 1. Comparison of the 2 Surgical Groups

Approach Number of Patients

Microscopic transcranial

Endoscopic endonasal

Pathology, number

Tumor, 20
Vascular, 2

Tumor, 12

Region, number

Frontal, 7
Temporal, 6
Parietal, 4
Occipital, 3

Sellar, 10
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