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[bookmark: _Toc182236638] Task 1 – DevNet Associate Chapters
[bookmark: _Toc182236639] Chapter 1 - Introduction
 In this essay I will be detailing my experience reading and reflecting on the content of chapters two, three and four of the DevNet Associate courses. This course highlights the basics of software development and fundamentals of networking. I will be summarising the covered concepts and crucial terms mentioned in each of the three specified chapters. 
[bookmark: _Toc182236640]Chapter 2 – The DevNet Developer Environment
DevNet is a Cisco programme that contains many tools to help developers integrate with Cisco’s products and APIs. There are many features that DevNet has available, with a wide array of different levels that cater to any programmer’s skill set. 
Tools that you may find available on DevNet include Learning labs, Sandboxes, Code exchange, developer support and developer documentation. When testing new technology, there are some problems that can occur which may affect the production systems of an organisation. 
DevNet offers a tool where you can test code in a realistic simulated environment without affecting anything outside this sandbox. DevNet’s learning labs contain walkthrough tutorials that serve as the base for the use of most of the other tools on offer. Tutorials cover engineering technologies, programming languages, REST APIs, Python, JavaScript, and Cisco platform instructions and exercises. 
[bookmark: _Int_2sDZUz8R]DevNet isn’t just a learning tool. It allows multiple ways for developers to interact and share work with each other, one of these ways include the DevNet Exchanges. The three exchanges that are available are the automation, code and ecosystem exchange. The auto exchange provides various use cases that help network automation. The code exchange is a social coding engine that uses the GitHub API to categorise hundreds of repositories. Anyone can submit a repository that they found useful for any subject area.
 Finally, the ecosystem exchange is where you can find hundreds of solutions with developer scenarios that are targeted towards partners and individuals rather than solution providers. Developer support can help developers troubleshoot problems, API connections and other use cases about cisco products. You can open a support case that allows one-one-one support. You are also able to go to forums within the developer community to ask any question you have and experts in the community will be able to help.
[bookmark: _Toc182236641]Chapter 3 – Software Development and Design
Chapter 3 covers the process of software development using the SDLC and different methodologies and design patterns to accompany it. It also covers version control systems using GIT, the basics of coding and testing, and how to understand data formats.
The software development life consists of six phases, Requirements & Analysis, Design, Implementation, Testing, Deployment and Maintenance. Development methodologies are also followed whilst developing software and act as a set of rules and regulations which a team must follow. The three most popular methodologies are the step-by-step waterfall method, the customer focused agile method and the Lean method, which prioritises the minimisation of waste.
The observer design pattern is notification-based design that allows objects to receive events when there are changes to an object being observed.  MVC design pattern’s goal is to simplify development on programmes that rely on GUI’s.
VCSs are a way to track changes to a file and keep a history of those changes. LVCS will track files on a local system CVCS will utilise a server-client model which only allows one person at a time to make a change to a file. DVCS use a peer-to-peer model, allowing multiple people to work on the same file as for the need of cloning the repository first. Git is an open-source VCS which has three stages of the repo, staging area and the working directory as is it a DVCS.
Coding basics cover how to write code using modules, functions, Modules and classes. It also looks at how to make your code simple to read using ‘clean code’, helping other developers. Reviewing code id also important, as it allows for quality feedback, therefore improving the codes quality. Some code review processes include Change-based code review, Over-the-shoulder code review, and Email pass-around.
[bookmark: _Toc182236642]Chapter 4 – Understanding and using API’s
The purpose of an API is allowing the communication between two pieces of software. Some uses of API’s are automation tasks such as creating a script which can perform tasks automatically. Data integration.  An application can also integrate another application function into itself, such as uber using google maps rather than creating its own map application.
[bookmark: _Int_E9pxgnqt]Synchronous API’s will direct respond to a request using readily available data, such as where it is stored in a database.  Alternately, an API is asynchronous when the request takes longer to get, if data isn’t readily available. Unlike Synchronous, asynchronous APIs can multitask and make other requests whilst completing one. 
Three popular API architectural styles are RPC, SOAP, and REST. RPC involves the client making a synchronous request to the server, and is blocked whilst is processes the request, only unlocking the user when the request has been completed. SOAP is used for communicating between software that is made with different programming languages. It is used most with HHTP transport and can also be applied to other protocols. REST is a hybrid style that comes from several other architectural designs. There are six constraints that are applied in the architecture Client-Server, Stateless, Cache, Uniform Interface, Layered System, and Code-On-Demand.
A Rest API is a programming interface that communicates over HTTP that follows the REST principles. The requests through a rest API are a way for the application to ask the server to perform a function, and then the server responds.  Most Rest API’s require authentication so that random people cannot use it. Some types of authentications include Basic, Bearer, and API Key. Api rate limits control the number of requests that an application can make in a period.  When the limit has been reached, the sever will deny any more requests and send a HTTP message back to the user.
[bookmark: _Toc182236643]Chapter 5 – Conclusion
[bookmark: _Int_aWJC85MX]In conclusion, the Cisco DevNet course offers a great starting point with information about DevNet’s core concepts, introduction to software development with GIT and information about API’s. All this information will be useful as I can implement it into my coursework 2. 

[bookmark: _Toc182236644]Task 2 – In Class Activities Reflection
[bookmark: _Toc182236645][bookmark: _Int_6k7FULd5]Activity 1 – DevNet Discussion and Sandbox Understanding
DevNet is a Development Network launched by Cisco to help developers learn and communicate to each other. On the DevNet website, users can choose from multiple different resources offered by cisco [1]. These include documentation, where you can read and explore different data models and API documentation. Learning labs provide the ability for users to learn the cisco products and use cases and is normally the beginning point for anyone who wants to learn how to use the cisco services on offer. 
Similar companies that offer courses that help developers include Microsoft learn. This like DevNet, is a free online learning tool that helps people acquire skills related to the various products and Technologies Microsoft has to offer [2]. The user can look at how to use products such as Azure and dynamics 365, DevOps and other development tools.  
The DevNet exchanges are also another service offered by DevNet. Split into three parts, the code Exchange, the ecosystem exchange, and the automation exchange, all offering different information. The Eco exchange deals with business solutions crated by developers that cover all cisco’s platforms [3]. In the ecosystem exchange, you can find over 1500 solutions to help grow your business or design. The code exchange is described as an ‘online, curated set of repositories’ [3], that will help with development using cisco’s platform and solutions. Anyone can submit a repository for any area of technology. The code exchange uses the GitHub API to help organise these repositories along with active human moderators. The automation exchange consists of shared code repositories [4] that will provide network automation use cases, when accessing the website, a user can either view the use cases already submitted, or submit their own, like the code exchange. 
DevNet also offers developer support. Here a user will be able to receive support in four main ways [5]. Knowledge based support offers free articles that will cover a range of topics. There is online chat support where your questions can be outsourced to the community. Similar is the forum support and finally, there is case support where the user opens a ticket specific to their problem and a cisco developer will respond [5]. 
Sandboxes are also another key feature that is offered by DevNet. Here, a user can test their programme safely, without effecting the rest of the application, as the sandbox is isolated from the rest of the platform which they are running. DevNet offers two types of sandboxes, ‘always on’ and ‘reservation’. Always on are always active and are ready when you need them. This is a shared environment among users and require no admin access. Reservation sandboxes are a private environment and need a reservation beforehand to access them, however when used they grant full administrative access [6]. Sandboxes can also be used to test possibly malicious files or hardware, as when executed, the code will have no effect on the host device, and Security experts can review the code. 
In class we had a group discussion about sandboxes and their usage, sharing our collective knowledge to get a better understanding of sandboxes, during this discussion, Mark in group 1 raised a point that DevNet’s sandbox was browser based, and that is another reason why people might use DevNet over other sandboxes might be because of this reason. Having a browser based sandbox is good because developers won’t have to download anything to their personal machine increasing the convenience and ease of use for DevNet’s sandbox [7]. 
[bookmark: _Toc182236646]Activity 2 – Software Development and VCS Understanding
A software development simply consists of set of rules that developers can follow during the SDLC. There are three main methodologies, lean, waterfall and agile. Lean software development focuses on the minimisation of waste when developing. The ‘waste’ refers to anything that won’t add value to the customer, this could be things such as an unnecessary workload or delays in the development process [8]. Waterfall is a ‘one-directional’ methodology, which relies on the step before to be completed before moving on. This is classed as the traditional methodology. Agile focuses on the customer themselves and will often prioritise things such as customer collaboration and interactions over processes and extensive documentation. 
After reviewing all the methodologies, I believe that agile is the best methodology for modern software development, although I also believe that there is no true methodology for every scenario, agile is the most appealing because of the customer focused nature. It is also the most efficient for dynamic projects [9] as the methodologies' ability to adapt and change when the project calls for it. I also believe that prioritising such close calibration with the customers, will eventually deliver a better product, as it’s been tailored with the customers' needs because of how present they were during the development phase. One con with using agile software development would be how resource intensive it is, compared to the lean methodology. Overall, however, I think the customer-centred nature of agile software development is what makes it the best methodology for software development.
Software patterns can be divided into three categories. This first being creational patterns, these are focused on guiding the creation of software creation. Creational patters can give a lot of flexibility in who gets to create the project and what gets created [10].  Structural design patterns are focused on how to utilisation of classes and objects are organised into larger projects. In turn, structuring the code in the way this pattern outlines, will help developers simplify their relationships between objects, therefore improving the code. Behavioural patterns detail how objects can interact with each other.
The observer design pattern is a notification-based design that allows objects to receive events when there has been a change to another object. An example of this would be a social media page update, when someone posts to their page, all of their followers will get a notification telling them that their page has updated [11]. The model view controller design pattern’s goal is to simplify development on applications that rely on GUI’s. the three components that make up the MVC communicate with each other in one direction. 
Out of the two main design patterns, I think that the MVC is the better option in a team environment, because it allows the different members of each team to work on the different layers and each layer can be built in parallel. Whilst being able to update the entire team is a good advantage of the observer pattern is nice to have in a team environment, it may be difficult for teams to track updates in more complex systems [11].
GIT is the most widely adopted distribution VSC. This is because of its distributed architecture, which allows every developer to have a copy of the whole repository. GIT also supports offline work, which some other VCS don’t. Mercurial is another distributed VCS, which many say offer a more simple layout and is described as easier to learn than GIT. Whist Mercurial is capable of handling big projects, it can often be better implemented to smaller projects and teams [12]. 
Subversion is the most popular centralised VCS. Because it is a CVCS, it has a centralised repository where all of the updates are stored, having only one central repository makes it easy for teams to manage access control. SVN can manage large binary files better than distributed systems [13], this makes it more popular for industries such as game development, where larger assets will need to be loaded alongside the original code. One major problem with SBV is that it has no offline support meaning users must be connected to the central repository to either commit changes or update any working copies [13]. 
RCS is one of the earliest VCS designs, and is a local VCS, meaning that the files are stored on a singular machine rather than a centralised repository. Because of its early design, RCS is very simple to use and has a simple CLI which makes it appealing to those who are familiar with shell commands. It is appropriate to use when you have only a single individual and a small project, but because of it being one of the oldest VCS designs available, it has been overshadowed by much more modernised VCS such as GIT or Mercurial.
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