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[bookmark: _Toc134126373]1: Security threats facing modern network infrastructures.
A. The process of taking physical and software preventative measures to protect the underlying networking infrastructure from unauthorized access, misuse, malfunction, modification, destruction, or improper disclosure, thereby creating a secure platform for computers, users, and programmed to perform their permitted critical functions within a secure environment (Kizza, 2017, p. 15) is referred to as network security. It entails putting in place a variety of safeguards, technologies, and policies to protect computer networks and the services that are connected to them from a variety of dangers.
B. There are numerous dangers and assaults that can jeopardise a network's security. Among the most typical are:
1. Malware is defined as any programmed with the specific intent of damaging a computer, network, or other electronic device. This can refer to anything from viruses and worms to Trojan horses and other forms of malware. Email attachments, software downloads, and hacked websites are all potential vectors for malware distribution.
2. Phishing is an attempt at social engineering to persuade, rather than directly ask for, personally identifiable information (PII) such user names, passwords, and credit card numbers. Emails, texts, and social media posts are all viable channels for a phishing assault.
3. Attacks such as Distributed Denial of Service (DDoS) flood a system with so much data that it becomes unusable to its intended audience. Botnets, which are networks of infected computers operating under the command of an attacker, can be used to launch such attacks.
4. When an attacker acts as a "man in the middle" between two parties, they can steal information or tamper with it. Eavesdropping, session hijacking, and SSL stripping are all viable options.
5. To obtain access to private information or take over a system, hackers will often resort to SQL injection attacks, in which they exploit flaws in a web application's database. One method for accomplishing this is by injecting malicious code into a website's form fields.
C. To protect against malware and common network threats, C. utilises the following tools and procedures:
1. Malware detection and removal is the primary function of antivirus and anti-malware software. Both known malware signatures and behavior-based detection can be utilized by these programs to scan files and emails, allowing for the identification and blocking of both known and previously undisclosed threats.
2. Firewalls are a type of network security device that keeps tabs on and filters data coming into and going out of a network in accordance with a set of security policies. Firewalls can be used to prevent malware from contacting C&C servers by blocking unauthorized access attempts.
3. Systems that scan network traffic for indicators of intrusion and take corrective action are known as intrusion detection and prevention systems (IDS/IPS). Alerts and reports can be generated for further investigation by security teams, and assaults can be thwarted in real time with the help of such systems.
4. Updating and patching software on a regular basis helps avoid attacks by closing security holes. The importance of keeping systems patched to the newest versions cannot be overstated; many assaults take use of flaws in older software or firmware.
5. The best defense against social engineering attacks is a well-trained and educated workforce. Instructions on recognizing and avoiding phishing emails, making and remembering secure passwords, and reporting suspicious activity to the IT department are all part of this curriculum.
D. Confidentiality, integrity, and availability (the "CIA triad") are the cornerstones of network security (Kizza, 2017). These are the fundamentals:
1. The process of checking the legitimacy of people, machines, and software is called authentication. Methods including passwords, biometric authentication, and smart cards can be used for this purpose.
2. Authorization is the process of deciding which individuals and devices are allowed access. Access control rules can be used for this purpose, as they specify which users or groups are authorized to utilize particular resources.
3. Information security refers to the practice of keeping private data out of the hands of prying eyes. Encryption, which obscures information so that only authorized parties may decipher it, is a useful tool for this purpose.
4. Data integrity is making sure information is correct and has not been tampered with. Data integrity can be checked in this way by employing methods like checksums or digital signatures.
5. Availability refers to the condition in which resources can be accessed when required. Redundant and fault-tolerant systems, including redundant servers and uninterruptible power supply, can help with this.
E. Layered security measures are essential for protecting small and medium-sized businesses against the most frequent types of network attacks. This may consist of
1. Controlling and monitoring network traffic via a firewall.
2. Putting in place malware detection and removal tools such as antivirus and anti-malware.
3. Maintaining a consistent backup schedule is essential for protecting vital information and restoring it in the case of a hack or system failure.
4. The IT department should educate workers on safe computing practises such as reporting suspicious behavior, adopting strong passwords, and avoiding questionable emails and websites.
5. Network security can be maintained by doing vulnerability scans and audits on a regular basis.
F. The Cisco Network Foundation Protection (NFP) framework takes a holistic, hardware and software-based approach to network security. Its purpose is to protect a network against a variety of threats simultaneously, such as malware, DDoS attacks, and intrusion attempts. Some of the main parts of the NFP structure are:
1. TrustSec is an identity-based access control and network segregation security architecture.
2. To shield internal devices from outside intrusion, one method is to use Network Address Translation (NAT).
3. CoPP, or Control Plane Policing, is a measure that can assist stop DDoS attacks by limiting the amount of traffic that can reach the network's control plane.
4. Secure Boot: a mechanism for preventing malware from installing itself on network devices by requiring only authorised software to be loaded during startup.
G. A multi-layered security strategy is essential for small and medium-sized businesses to reduce their vulnerability to viruses, worms, and Trojan horses. This may consist of:
1. Scanning for and eliminating malware with anti-virus and anti-malware software.
2. Setting up a firewall to inspect and manage outgoing and incoming data.
3. Training workers to recognise and avoid suspicious online activity, such as emails and websites, and to create and use complex passwords.
4. Updating software and firmware on a regular basis helps fix security flaws when they are discovered.
5. Protecting vital information by making copies in case of hacking or system failure.
H. When discussing computer, mobile phone, and tablet security, the term "endpoint vulnerability" is often used. Attackers can use these flaws to compromise a system and steal data or even take control of it. Security procedures, such as those discussed here, must be put in place to safeguard endpoints.:
1. Scanning for and eliminating malware with anti-virus and anti-malware software.
2. Updating software and firmware on a regular basis helps fix security flaws that have been discovered.
3. Using intrusion detection and prevention systems and other endpoint security solutions.
4. Training workers to recognise and avoid suspicious online activity, such as emails and websites, and to create and use complex passwords.
5. Limiting who can access private information and infrastructure by enforcing rigorous policy. Protecting private information held on endpoint devices is also crucial, necessitating the use of tools like encryption. If the device is lost or stolen, this helps to keep it secure from being used without permission.
6. When it comes to endpoint security, there is a wide variety of options to choose from. Among these are:
7. Protection against malware, phishing, and other network- and endpoint-based threats is the primary function of endpoint security software.
8. Systems that can detect and block intrusions into endpoints are called intrusion detection and prevention systems (IDPS). They are useful for keeping an eye on network traffic in search of any telltale signs of an impending attack.
9. Host-based firewalls are firewall software that is installed on each endpoint devices and can be used to regulate data flow in both directions. They are useful for thwarting intruders and dampening the effects of strikes.
10. Encryption is the process of encoding information so that it may be accessed only by those who have been granted access. Data such as credit card details and medical records that are stored on endpoint devices can be safeguarded via encryption.
11. The term "access control" describes the method used to ensure that only authorised individuals have access to protected resources. Passwords, biometrics, and role-based access control are just a few examples of how access control policies can be implemented and enforced.
Protecting individual devices from various threats is the focus of endpoint security, an integral part of network security. There needs to be a combination of software tools and recommended practises implemented to adequately secure endpoints. Data breaches and other security incidents that could have a major impact on the organisation can be avoided or at least mitigated using this measure.
[bookmark: _Toc134126374]2: Secure Cisco routers
a. Configure secure administrative access. 
b. Configure command authorization using privilege levels and role-based CLI. 
c. Implement the secure management and monitoring of network devices. 
d. Use automated features to enable security on IOS-based routers.
e. Implement control plane security

[image: ]
In above screenshot the min password length is set to 10, Encrypt the plane text password and enable and enable the login banner on Router R1.
[image: ]
In above screenshot the line console 0 privileges level 15 password is set with exc-timeout to 15 and also the synchronous logging is enabled.
[image: ]
In the above screenshot the line vty password is set and the telnet login is disabled, only the SSH input will be accepted. Also the log messages are enabled. In the following screenshots the automated features to enable security on IOS-based routers is enable on Router R1.
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All the above configuration will be configured on Router R2 and R3 is well. Following is the screenshot of login log after successful login.
[image: ]
Configuration of Router R2
[image: ]
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Configuration on Router R3
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[bookmark: _Toc134126375]3: Implement AAA on Cisco routers using a local router database and external server. 
a. [bookmark: _Toc134126376]AAA is used to secure a network
Authentication, Authorization, and Accounting (AAA) is a standard security framework used to protect networks. The AAA architecture allows administrators to monitor and restrict the use of network assets. To authenticate is to check the credentials of a user or device before allowing them access to a network. To do this, a username and password are normally required, though other methods, such as biometric authentication, may also be utilised. Access to the network is allowed to the user or device after authentication has been successfully completed After a user or device has been authenticated, the next step is authorization, which involves deciding which resources the authenticated entity is permitted to use. This could be anything from digital information and programmes to actual hardware like printers and scanners. It is possible to restrict access based on the user's position in the company or the device they are using.
Accounting is the practise of keeping tabs on how much time and data are used by authorised clients on a network. The amount of data exchanged, the length of time spent in each session, and the occurrence of any difficulties will all be tracked. Accounting information can be used to detect security risks and monitor the optimal use of network resources In most cases, AAA servers or AAA systems, as they are more commonly called, are used to implement the AAA framework. Network authentication, authorization, and logging are all handled by these systems. They can be set up to monitor and record network activities, as well as enforce security controls and access control restrictions.
b.  Implement AAA authentication that validates users against a local database
[image: ]
In the above screenshot the AAA service new model is enabled and implement AAA using local database.
c.  Configure Cisco Secure ACS to support server-based AAA authentication.
[image: ]
d.  Implement server-based AAA authentication using TACACS+ and RADIUS protocols.
[image: ]
Configure the radius server R-Srv-1 with IP address 192.168.2.3 in the above screenshot the key is ciscoccna. Now let configure the Radius server.
[image: ]
In the above screenshot I authenticate the AAA authentication using Radius server on Router R1.
On Router R2 I Will configure TACACS+ server’s AAA authentication.
Configure the TACACS server that we want to use In the following screenshot.
[image: ]
Use authentication login command to enable the TACACS server authentication.
[image: ]
e. Configure server-based AAA authorization and accounting.
The following examples show how to use a TACACS+ serve for authorization.
[image: ]
I can use the Radius as well as shown in the above screen short.
Now AAA accounting example.
[image: ]







[bookmark: _Toc134126377]4: Mitigate threats to Cisco routers and networks using ACLs. 
Firewall Basic configuration First.
[image: ]
In the above screenshot the outside G 1/1 interface is configured.
[image: ]
Inside Interface G 1/3 configuration is shown in the above screenshot.
[image: ]
DMZ interface configuration as shown in above screenshot.
[image: ]
[image: ]
Now Ping Inside network- From PC-B the Inside interface 192.168.1.1
[image: ]
The ping is successful.
[bookmark: _Toc134126378]5: Implement secure network design, management and reporting.
[bookmark: _Toc134126379]Implementation of a comprehensive security policy
1. An organization's physical and digital assets require strict adherence to the policies and procedures laid out in a comprehensive security policy. An all-encompassing security policy can be put into action by following these steps:
2. Scope and purpose definition is the first stage in developing a complete security policy. Finding out what information, software, hardware, and buildings need safeguarding is the first step. A security policy's goal is to prevent losses due to theft, vandalism, or destruction of property.
3. The next step is to designate responsibilities for carrying out the security policy and making sure it is followed. Determining which members of the IT, security, and management teams are accountable for certain parts of the policy is part of this process.
4. Risks should be identified, and the security policy should evaluate the possibility and potential impact of each identified risk on the organization's assets. This will aid in deciding which security measures are most pressing and where to best direct scarce resources.
5. To reduce the risks identified in the risk assessment, the security policy should outline measures to implement. Controls can be either technical, like firewalls and encryption, or procedural, like training and awareness programmes for employees and the general public.
6. Create protocols for handling security incidents. Your security policy should outline how to deal with security breaches. Methods for containing the breach, determining its root cause, and preventing future occurrences are all part of this.
7. The security policy needs to be evaluated on a regular basis to make sure it is still relevant and effective. Risk assessments, security-control updates, and incident-response policy revisions may all be part of this.
8. To ensure that all workers, contractors, and stakeholders understand their duties and obligations under the policy, it is important to communicate the policy to them and give training. Employees need to be trained on a regular basis to spot security risks and respond appropriately.
[bookmark: _Toc134126380]Various techniques and tools used for network security testing. 
An organization's vulnerabilities and dangers can be discovered through a procedure called network security testing. Some methods and instruments employed in testing a network's security are as follows:
1. Networks can be scanned for known flaws in their software and hardware with the use of vulnerability scanning tools. By scanning for things like missing updates, weak passwords, and other configuration issues, these programmes help keep your system secure.
2. The purpose of penetration testing is to find security flaws in a network by simulating an attack. This could involve launching social engineering assaults, trying to exploit known flaws, or employing specialised tools to find security holes in the network.
3. Scanning for open ports on a network and the services they connect to is called port scanning. As a result, it may be easier to spot flaws that attackers could exploit.
4. The term "network sniffing" refers to the practise of monitoring and analysing network traffic for the purpose of locating vulnerabilities. This can aid in the detection of attempted intrusions, unusual network behaviour, and other vulnerabilities.
5. Testing the security of a network's credentials can be done with password-cracking software. These programmes can find passwords that are simple to guess and so open to brute force attacks.
6. To evaluate the efficacy of firewall rules and settings, testing tools are utilised. This can be useful for finding security holes in the firewall that could be exploited by hackers.
7. The goal of social engineering is to acquire unauthorised access to a computer system or network by manipulating its users. Phishing, pretexting, and other methods that play on people's emotions to gain access to systems or sensitive data are examples of social engineering.
[bookmark: _Toc134126381]6: Mitigate common Layer 2 attacks.
[bookmark: _Toc134126382]Describe the vulnerabilities of and mitigation techniques for securing the Layer 2 infrastructure. 
Data link layer protocols in the OSI model's Layer 2 allow for interaction between nodes in the same physical network segment. Switches, bridges, and wireless access points are all part of the layer 2 infrastructure. Even though layer 2 protocols perform necessary tasks for network connectivity, they also open the door for potential security breaches. Some prevalent flaws in layer 2 infrastructure and ways to strengthen it have been outlined below.
1. The MAC address of a device can be spoofed by an attacker to gain access to the network. Port security, which allows administrators to restrict the number of devices that can connect to a switch port, and MAC address filtering, which allows administrators to restrict access to the network based on MAC addresses, are both examples of mitigation measures for MAC address spoofing.
2. By delivering forged ARP messages, an attacker can trick computers into thinking their MAC address is associated with a different IP address. Implementing ARP inspection, which checks whether the MAC address associated with an IP address matches the one in the switch's ARP table, and using static ARP tables, which list the MAC addresses of trusted devices, are two methods for preventing ARP spoofing.
3. VLAN hopping is the practise of moving from one VLAN to another by taking advantage of security flaws in a switch's setup. Implementing VLAN access control lists (ACLs) that permit administrators to restrict access to VLANs based on the source MAC address is one method of mitigating VLAN hopping, along with VLAN pruning, which limits the number of VLANs that can use a given trunk port.
4. To avoid network loops, switches employ a protocol called spanning tree (STP) to close off unnecessary connections between themselves. STP flaws can be used by attackers to construct network loops or even obtain access to the network itself. Switches can be hardened against STP assaults by being configured for quick STP or numerous instances of STP, and port security can be used to restrict the amount of devices that can connect to a given switch port.

5. DoS attacks: Layer 2 DoS attacks include sending a large volume of traffic to a network in an effort to crash its switches or other network equipment. Quality of Service (QoS) can be used to prioritise essential traffic and storm control to restrict the amount of traffic that can be transmitted to a switch port in the event of a DoS assault.

[image: ][image: ]
Configuring basic configuration on switch like banner, enable secret, domain-name, username etc. The details is given in above screenshot.
[image: ]
Generating crypto key for ssh version 2.
[image: ]
In the above screenshot the ssh timeout is set and no of authentication retries set to 2.
[image: ]
Console 0 configuration is shown in the above screenshot.
[image: ]
Line vty 0 15 configuration.
[image: ]
F 0/16 access mode configuration, spanning tree port fast, enable bpdu, and port security configuration.
[image: ]
Shutdown all unused interfaces.
The same configuration is applying on S-2 and S-3
[image: ][image: ]
[image: ]
Switch S-3
[image: ]
[image: ]
[bookmark: _Toc134126383]7: Implement the Cisco IOS firewall feature set
a: Implement access control lists (ACLs) to filter traffic and mitigate network attacks on a
network.
[image: ]
Create access list for mitigate network attack in the above screenshot in router R3.
b: Configure a classic firewall to mitigate network attacks.
[image: ]
C: Zone base Policy Firewall using CLI.
[image: ]
Create class map with the name My-Net-Class-Map
[image: ]
Now Apply on interface
[image: ]
Create policy on the above screenshot. Now apply on the Interface.
[image: ]
Creation of Zone.
[image: ]
Apply IN-ZONE and OUT-ZONE on interface.
[image: ] 
[bookmark: _Toc134126384]8: Implement the Cisco IOS IPS feature set.
[image: ]
A. Security devices that monitor network traffic for malicious activities are called network-based Intrusion Prevention Systems (IPS). Out-of-band IPSs analyse a replica of the network's traffic rather than the original, while in-line IPSs sit between the network and the internet. Port scans, DoS assaults, and malware are just some of the attacks that can be detected and stopped by an IPS.
IPS employs a number of methods, such as signature-based detection, anomaly detection, and heuristics, to spot hostile behaviour. In order to prevent assaults from succeeding, IPS might be set to drop or block suspicious traffic, notify administrators of possible attacks, or take other measures. Organisations can strengthen their networks' defences against a wide range of assaults by using IPS.
B. In order to identify malicious network traffic, signatures compare incoming packets to a library of previously identified attack patterns. To identify harmful actions, such a particular virus or exploit, signatures are simply patterns of binary code. Network traffic that matches a known signature can trigger an IPS to take action, such as blocking the traffic, alerting administrators, or isolating the infected device.
Electronic and hand-written signatures are equally valid. Creating a signature manually requires an understanding of the characteristics of known harmful code and the ability to recognise its signature patterns. Automatic signature generation use machine learning algorithms to monitor network behaviour for telltale signs of malicious intent. Once a signature has been developed, it can be shared among IPS devices for the purpose of detecting and preventing attacks.
Signatures, however, have their restrictions. They are only good for detecting previously seen attacks and are useless against novel or previously unseen dangers. In addition, attackers can alter their code to avoid being detected by a signature. To get around these restrictions, IPS can employ supplementary methods like anomaly detection and heuristics to spot previously undiscovered assaults.
D: Verify the Cisco IOS IPS operations using CLI.
[image: ][image: ]
[bookmark: _Toc134126385]Implement a site-to-site VPN
1: First enable crypto ISAKMP on Router R3.
[image: ]
2: Now create ISAKMP policy
[image: ]
3: Now configure pre shared key.
[image: ]
[image: ]
Configure IPsec lifetime and transform set.
[image: ]
Now define our interesting traffic.
[image: ]
Create and apply crypto map.
[image: ]
Apply crypto to R3 S 0/1/1 interface
[image: ]
Now Configure Site by Site configuration on ASA Firewall.
1: First create crypto Ikev1 key policy.
[image: ]
2: Create a tunnel Group for pre share key specification for peer.
[image: ]
3: Create IPsec Transform set now.
[image: ]
4: Define interesting traffic.
[image: ]
5: Create Crypto map
[image: ]
6: Enable IKEV1 and apply on interface.
[image: ]

A. VPN is a private and secure tunnel between two networks that uses the public Internet as its transport mechanism. Virtual private networks (VPNs) allow dispersed groups of computers to securely connect to a single network so that they can share its resources and run its programmes as though they were physically located in the same building. To prevent eavesdropping and other forms of online data theft, VPNs encrypt all data before sending it over the internet.
B. Internet mechanism Security (IPsec) is a mechanism for encrypting data sent over IP networks. In order to function, IPsec VPNs encrypt and authenticate all IP packets sent between the connected networks. Authentication Header (AH) and Encapsulating Security Payload (ESP) are the two protocols used by IPsec VPNs to ensure privacy, security, and secrecy, respectively.
C. Setting up the VPN tunnel, configuring the security associations (SA), defining the pre-shared key, and selecting the appropriate encryption and authentication methods are all part of building a site-to-site IPsec VPN with pre-shared key authentication via the command line interface (CLI). The specifics may change based on the seller and gadget.
D. Confidentiality, integrity, and authentication are all provided by virtual private networks (VPNs) thanks to the use of encryption, hashes, and digital signatures. Data is encrypted so that only approved recipients may decipher it. By creating a one-of-a-kind digital fingerprint of the data that can be validated on the receiving end, hashes are used to guarantee the data's authenticity. Data authenticity is established by the use of digital signatures, which allow the sender's identity to be confirmed.
E. Cryptographic hashes are employed in VPNs to generate a one-of-a-kind digital fingerprint of the transmitted data, allowing for verification of the data's authenticity and integrity. This hash can be checked at the other end to make sure the data has not been tampered with.
F. To prevent unauthorised access, encrypted traffic is utilised in VPNs to protect sensitive information. The recipient then uses a corresponding decryption key to read the encrypted data. Among the most popular VPN encryption methods are AES, 3DES, and DES.
G. Data privacy and authentication in VPNs are both handled by a Public Key Infrastructure (PKI). Public key infrastructure, or PKI, is a collection of tools and protocols used to control access to and use of digital certificates for authentication purposes. In PKI, the data is encrypted with a public key and the sender's identity is validated by a digital certificate authority (CA). To ensure that only authorised parties are able to access the VPN, the CA issues digital certificates that are used for authentication.
[bookmark: _Toc134126386]9: Implement a remote access VPN. 
[image: ]
[bookmark: _Toc134126387]10: Deploy the Cisco ASA for firewalling and NAT/PAT services.
[image: ]
[bookmark: _Toc134126388]ASA operates as an advanced stateful firewall. 
Enterprise networks can benefit from the ASA's (Adaptive Security Appliance) superior security features because it is a stateful firewall that works at the network layer. The ASA can intelligently decide which traffic to allow or prohibit because it is a stateful firewall and can monitor the state of network connections.
Access control, NAT, and VPN capabilities are just a few of the advanced security features provided by the ASA. Features like malware protection, URL blocking, and Intrusion Prevention System (IPS) are also included.
The ASA's ability to monitor the status of network connections and then permit or deny traffic based on that status is made possible by its stateful inspection engine. Since traditional packet-filtering firewalls can only make decisions based on individual packets, the ASA is able to provide higher levels of security.
The ASA's access control capabilities let network administrators specify rules for filtering incoming data. These rules can be determined by anything from the IP addresses of the sender and receiver to the protocols used by the programmer and the identity of the user. The ASA can do deep packet inspection to classify and regulate traffic based on the type of application being used.
The ASA's ability to convert IP addresses and ports across the local and remote networks is made possible by its support for NAT. This enables protected intranet resources to interact with the Internet without revealing their true IP addresses.
The Virtual Private Network (VPN) capabilities included into the ASA enable off-site users and locations to safely access to the private network. The ASA is compatible with many VPN protocols, including as IPsec and SSL VPN.
[bookmark: _Toc134126389]11: Design
An imaginable blueprint design for A2Z Technologies Ltd's secured network infrastructure can be made using network design tools such as Cisco Packet Tracer or MS Visio. The design should contain all the features noted overhead and should be labeled with proper names and explanations. Also, the blueprint should offer the material form of the network infrastructure, including the area of devices such as firewalls, switches, and routers.
[image: ]
[bookmark: _Toc134126390]12: Security Measures
My design objective is to ensure that my network infrastructure is safe and resilient against cyber-attacks, specifically in light of the impactful happenings of 2020. I have taken into concern the point that a number of your employees are operating from residence and accessing the business resources virtually, as well as the point that your business embraces cloud services and a number of staff are operating their individual instruments to carry out their day-by-day tasks.
Our suggested blueprint plan contains the following features and measures.
1. Firewall: I suggest the performance of a firewall to defend your internal network from exterior dangers such as unauthorized access, malware, and phishing attempts. The firewall will observe and filter incoming and outgoing network data based on your specified protection guidelines.
2. Virtual Private Network (VPN): Since a number of your employees are accessing the enterprise resources virtually, I suggest the implementation of a VPN to deliver a safe and encrypted link between remote employees and your organization's internal network. This will defend the confidentiality and integrity of exposed company information sent over the Internet.
3. Access Control: I suggest the implementation of access control criteria to restrict access to sensitive organization data and resources only to authorized personnel. This will be achieved by using strong passwords, two factor authentication, and role based access control.
4. Regular Security Audits: I suggest that your business regularly conducts security audits to determine potential vulnerabilities and guarantee that safety measures are working effectively. 
[bookmark: _Toc134126391]13: Cost Analysis
	Sno
	Item Name
	Details
	Make
	Qty
	Unit Price
	Total price

	1
	Firewall
	CISCO ASA 5500X series
	CISCO
	1
	10000$
	10000$

	2
	Router
	CISCO 4300 Series
	CISCO
	3
	3000$
	9000$

	3
	Switch
	Catalyst 2950x 
	CISCO
	3
	1000$
	3000$

	4
	Server
	Dell Pow edge R750
	Dell
	1
	5000$
	5000$

	5
	PC
	Dell Core i7 12 Gen 8 GB Ram 512 GB SSD
	Dell
	2
	500$
	1000$

	6
	VPN
	IPsec VPN configuration
	CISCO 
	1
	6000$
	6000$

	7
	Access Control
	Two factor authentication etc
	Third party
	1
	3000$
	3000$

	Total
	37000$



[bookmark: _Toc134126392]14: Three Month Project Plan
As part of my suggested blueprint design for a secure network infrastructure, I have designed a three months project program timeline for the implementation of the suggested solutions. The project plan contains the types of hardware and software to be used, configurations, and defensive tools to be used.
Month 1:
· Installation of Cisco Rousers, Switches, Server and PC's.
· Configuration of Routers, Switches, server and end devices.
· Testing of installed devices for any errors.
Month 2:
· Obtain required hardware and software, including Cisco ASA 5500-X Series Firewall, Cisco VPN, third party authentication provider.
· Install and configure the Firewall ASA, VPN, and access control systems according to the suggested blueprint design.
· Perform penetration testing to determine vulnerabilities and evaluate the efficacy of the enforced security measures.
Month 3:
· Complete the implementation and testing of the proposed solution.
· Final test of the implemented network in term of performance that we expected.
· Document the executed solutions and deliver a handover training session for the IT department.

[bookmark: _Toc134126393]15: Three Cyber Security Attacks
1. Distributed Denial of Service Attacks: These kinds of attack involve crushing your network with an increased amount of traffic from numerous origins, causing it inaccessible to the users. Attackers use botnets to attack your network with a lot of traffic causing system crashes and downtime. This can result in substantial economic losses, lost productivity, and harm your company's standing.
2. Malware Attacks: Malware is any software created to harm, disrupt, or acquire unauthorized access to a computer system. Attackers can use phishing emails, drive by downloads, or other ways to contaminate your network with viruses. Once inside viruses can spread across your network and cause substantial damage, including data stealing, failure of productivity, and harm to your business's reputation.
3. Man in the Middle (MitM) Attacks: MitM attacks affect blocking contact between two parties to eavesdrop on or change the talk. Attackers can use different techniques, including phishing, ARP spoofing/ DNS spoofing, to change and manipulate communication. This can result in unauthorized access to important information, such as login information, financial data, or academic property.

[bookmark: _Toc134126394]16: Recommended Three Types of Tests
1. Penetration Testing: Penetration testing also known as ethical hacking includes simulating a cyber attack to determine vulnerabilities/weaknesses in your network infrastructure. A professional ethical hacker will use different tools and methods to test the network's protection and determine any flaws. This test should be conducted occasionally to confirm that your network stays protected against new and arising threats.
2. Vulnerability Scanning: Vulnerability scanning includes using automatic tools to scan your network infrastructure for known exposures. This test should be carried out occasionally to determine vulnerabilities in your network infrastructure, including hardware and software flaws, configuration errors, and other security problems. 
3. Security Awareness Training: Security awareness training includes educating your employees on best practices for information security, including how to recognize and bypass typical cyber dangers such as phishing, social engineering, and viruses. This test should be taken periodically to guarantee that your employee stays alert against the new cyber threats and to confirm that they are aware of the correct protocols for managing sensitive data.
[bookmark: _Toc134126395]17: Invoice
Below is the invoice for my services rendered.

1	Network Security Design and Implementation	$5,000	
2	Project Management					$2,000	
3	Documentation and Reporting			$1,000
4	Testing and Evaluation				$1,000	
5	Post-Implementation Support and Maintenance	$2,500
Total Charges                                         		$11500






[bookmark: _Toc134126396]18: References
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Cisco., 2022. Network Foundation Protection (NFP). Retrieved from https://www.cisco.com/c/en/us/support/security/network-foundation-protection-nfp/tsd-products-support-series-home.html
Cisco., 2021. Control Plane Policing (CoPP) Configuration Guide, Cisco IOS XE 17.3.x. Retrieved from https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_cp/configuration/xe-17-3/sec-data-cp-xe-17-3-book.pdf
Symantec., 2019. What is endpoint security? Retrieved from https://www.symantec.com/security-center/what-is-endpoint-security
Microsoft., 2022. Endpoint protection in Microsoft Defender for Endpoint. Retrieved from https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/endpoint-protection-microsoft-defender-endpoint?view=o365-worldwide
National Institute of Standards and Technology., 2018. Guide to enterprise telework, remote access, and bring your own device (BYOD) security. Retrieved from https://www.nist.gov/publications/guide-enterprise-telework-remote-access-and-bring-your-own-device-byod-security
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Rl(config) #line

R1(config)#line vty 0 4
R1(config-line) #pri
R1(config-line) #privilege 1
R1(config-line)#privilege level 15
R1(config-line) #exec
R1(config-line) #exec-timeout 15 0
R1(config-line) #tr
R1(config-line) #transport in
R1(config-line) #transport input s
R1(config-line) #transport input ssh
R1(config-line) #pass
R1(config-line) #password cisco.12345
R1(config-line) #login
R1(config-line) #exit

R1(config) #login
R1(config) #login
R1(config) #login
R1(config) #login
R1(config) #login
R1(config) #login
R1(config) #login
<cr>

R1(config) #login
R1(config) #exit
R1#
$SYS-5-CONFIG_I:

on-s
on-success
on-£

on-failure
on-failure
on-failure
on-failure

on-failure

Configured

log

log ev
log eve
log 2

log

from console by console
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Rlfauto secure

--- AutoSecure Configuration ---
*%% AutoSecure configuration enhances the security of
the router, but it will not make it absolutely resistant
to all security attacks ***

AutoSecure will modify the configuration of your device.

211 configuration changes will be shown. For a detailed
explanation of how the configuration changes enhance security
and any possible side effects, please refer to Cisco.com for
Autosecure documentation.

At any prompt you may enter '2' for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? [nol: yes|
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Gathering information about the router for AutoSecure

Is this router connected to internet? [nol:

yes

Enter the number of interfaces facing the intermet [1]: 1

Interface
GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
Serialo/1/0
Serialo/1/1
Serialo/2/0
serialo/2/1
Loopbackl

vlanl

Enter the interface
Invalid interface
Enter the interface
Invalid interface
Enter the interface

Securing Management

Tp-Address
209.165.200.225
unassigned
unassigned
10.1.1.1
unassigned
unassigned
unassigned
172.20.1.1
unassigned

OK?

Method
manual
unset
unset
manual
unset
unset
unset
manual
unset

status
up

administratively
administratively
up

administratively
administratively
administratively
up

administratively

name that is facing the internet: G 0/0/0

name that is facing the internet: G0/0/0

down
down

down
down

down

down

Protocol
down
down
down

up

down
down
down

up

down

name that is facing the internet: GigabitEthernet0/0/0

plane services
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Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-s-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character):|
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Enter the security banner {Put the banner between
¥ and k, where k is any character}:*Authorized Used Only.*
Enable secret is either not configured or

is the same as enable password

Enter the new enable secret: cisco.12345

Confirm the enable secret: cisco.12345

Enter the new enable password: cisco.12345

Choose a password that's different from secret
Enter the new enable password: cisco.12345

Choose a password that's different from secret
Enter the new enable password: 12345.cisco
Confirm the enable password: 12345.cisco

Configuration of local user database
Enter the username: admin

Enter the password: admin.12345
Confirm the password: admin.12345

Configuring ARA local authentication

Configuring Console, Aux and VIY lines for

local authentication, exec-timeout, and transport
securing device against Login Attacks

Configure the following parameters
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Configuring ARA local authentication
Configuring Console, Aux and VIY lines for

local authentication, exec-timeout, and transport
securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: €0
Maximum Login failures with the device: 3

Maximum time period for crossing the failed login attempts:

20
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Enter the host name: abc.com
Enter the domain-name: www.abc.com
Disabling mop on Ethernet interfaces

Securing Forwarding plane services..

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected
to internet

Configure CBAC Firewall feature? [yes/nol: yes

This is the configuration generated:

service password-encryption

no cdp run

access-list 100 permit udp any any eg bootpc
banner motd *Authorized Used Only.*

enable secret 5 $1SmERrS$vzulFbeDiRBWN3oSWYvIXO
enable password 7 08701E1D5D4C4B141B180FOB
username admin password 7 0820484300174B4640585851
aaa new-model

aaa authentication login local_auth local

line con 0

login authentication local auth
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ip domain-name www.abc.com
ip access-list extended 100

permit udp any any eg bootpc

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec_inspect http timeout 3600
ip inspect name autosec_inspect udp timeout 15
ip inspect name autosec_inspect tcp timeout 3600
ip access-list extended autosec_firewall acl
permit udp any any eg bootpc

deny ip any any

interface GigabitEthernet0/0/0

ip inspect autosec_inspect out

ip access-group autosec_firewall acl in

Apply this configuration to running-config? [yes]: yes
Applying the config generated to running-config
The name for the keys will be: test.test

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...

*Mar 1 22:56:41.001: $SYS-3-CPUHOG: Task is running for (2007)msecs, more than
(2000)msecs (0/0),process = crypto sw pk proc.

-Traceback= 0x824198E0 0x82419FC4 0x8283C238 OxB82866ADS 0x828667A8 0x82865D34 Ox
828660F4 0x82866510 0x802335D4 0x80236D80 [OK]
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Authorized Used Only.
User Access Verification

Username: admin

Password:

R1#

*Mar 01, 01:04:58.044: SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: admin] [Source: 0.0.0.0] [localpor:
Mon Mar 1 1993

0] at 01:04

8 UTC

R1#
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R

Physical  Config _CLI_ Afibutes

10 Command Line iterface

R2>en
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) #hostname R2

R2 (config) #security passwords min-length 10

R2 (config) #service password-encryption

R2 (config) #banner motd $Unauthorized access strictly prohibited Authorized used only please!$
R2 (config) #enable secr cisco.12345

R2(config) #line con 0

R2 (config-line) #privilege level 15

R2 (config-line) #exec-timeout 15 0

R2 (config-line) #logging synchronous

R2 (config-line) #password cisco.12345

R2 (config-line) #login

R2 (config-line) #exit

R2 (config) #line vty 0 4

R2 (config-line) #privilege level 15

R2 (config-line) #exec-timeout 15 0

R2(config-line) #transport input ssh

R2 (config-line) #password cisco.12345

R2 (config-line) #login

R2 (config-line) #exit

R2 (config) #login on-success log

R2 (config) #login on-failure log

R2 (config) #exit

R2#
$SYS-5-CONFIG_

: Configured from console by console

R2#
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R2 —

Physical  Config _CLI_ Afibutes

105 Command Line Inerface
logging buffered

line vty 0 4

transport input ssh

transport input telnet

hostname R2

ip domain-name abc.com

ip access-list extended 100

permit udp any any eg bootpc

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec_inspect http timeout 3600

ip inspect name autosec_inspect udp timeout 15

ip inspect name autosec_inspect tcp timeout 3600

ip access-list extended autosec_firewall acl

permit udp any any eg bootpc

deny ip any any

Apply this configuration to running-config? [yes]: yes

Applying the config generated to running-config

The name for the keys will be: test.test

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...

*Mar 1 22:56:41.001: $SYS-3-CPUHOG: Task is running for (2007)msecs, more than
(2000)msecs (0/0),process = crypto sw pk proc.

-Traceback= 0x824198E0 0x82419FC4 0x8283C238 OxB82866ADS 0x828667A8 0x82865D34 Ox
szs‘ssom 0x82866510 0x802335D4 0x80236D80 [OK]

R24]
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R

Physical  Config _CLI_ Afibutes

10 Command Line iterface

R3>en
R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #hostname R3

R3(config) #security passwords min-length 10

R3(config) #service password-encryption

R3(config) #banner motd $Unauthorized access strictly prohibited Authorized used only please!$
R3(config) #enable secr cisco.12345

R3(config) #line con 0

R3(config-line) #privilege level 15

R3(config-line) #exec-timeout 15 0

R3(config-line) #logging synchronous

R3(config-line) #password cisco.12345

R3(config-line) #login

R3(config-line) #exit

R3(config) #line vty 0 4

R3(config-line) #privilege level 15

R3(config-line) #exec-timeout 15 0

R3(config-line) #transport input ssh

R3(config-line) #password cisco.12345

R3(config-line) #login

R3(config-line) #exit

R3(config) #login on-success log

R3(config) #login on-failure log

R3(config) #exit

R3#

$SYS-5-CONFIG_I: Configured from console by console

R3#
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Physical  Config _CLI_ Afibutes

10 Command Line iterface

hostname admin

ip domain-name admin.12345

ip access-list extended 100

permit udp any any eg bootpc

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec_inspect http timeout 3600
ip inspect name autosec_inspect udp timeout 15
ip inspect name autosec_inspect tcp timeout 3600
ip access-list extended autosec_firewall acl
permit udp any any eg bootpc

deny ip any any

Apply this configuration to running-config? [yes]: yes
Applying the config generated to running-config
The name for the keys will be: test.test

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...

*Mar 1 22:56:41.001: $SYS-3-CPUHOG: Task is running for (2007)msecs, more than
(2000)msecs (0/0),process = crypto sw pk proc.

—Traceback= 0x824198E0 0x82419FC4 0x8283C238 0x82866ADS8 0x8286€67A8 0x82865D34 0x
B828660F4 0x82866510 0x802335D4 0x80236D80 [OK]

admin#conf t

Enter configuration commands, one per line. End with CNTL/Z.

admin (config) #hos

admin (config) #hostname R3

R3 (config) 4]
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R1(config) #aaa 2
accounting
authentication
authorization
new-model

R1(config) faaa ne

Accounting configurations parameters.

Authentication configurations parameters.

Authorization configurations parameters.

Enable NEW access control commands and functions. (Disables
OLD commands.)

R1(config) #aaa new-model

R1(config) #aaa authe

R1(config) #aaa authentication log

R1(config) #aaa authentication login de

R1(config) #aaa authentication login default lo

R1(config) #aaa authentication login default local-

R1(config) #aaa authentication login default local-case enable

R1(config)#|
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Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config) #

R1(config) #

R1(config) #

R1(config) #rad

R1(config) #radius ser

R1(config) #radius server R-Srv-1

R1(config-radius-server) #add

R1(config-radius-server) #address ip

R1(config-radius-server) #address ipv4 192.168.2.3

R1(config-radius-server) key ciscoccna

WARNING: Command has been added to the configuration using a type 0 password. However, type 0 passwords will soon be deprecated.
Migrate to a supported password type

*May 03 20:13:19.680: $AAAA-4-CLI_DEPRECATED: WARNING: Command has been added to the configuration using a type 0 password.
However, type 0 passwords will soon be deprecated. Migrate to a supported password type

R1(config-radius-server) #| v
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R1(config) #aaa authen

R1(config) #aaa authentication
R1(config) #aaa authentication
R1(config) #aaa authentication
R1(config) #aaa authentication
R1(config) #aaa authentication
R1(config) #aaa authentication

1o
login de

login default gr
login default group
login default group
login default group

radius Use list of all Radius hosts.

tacacs+ Use list of all Tacacs+ hosts.
R1(config) #aaa authentication login default group r
R1(config) #aaa authentication login default group radius

enable Use enable password for authentication.

group Use Server-group.

local Use local username authentication.

local-case Use case-sensitive local username authentication.
none NO authentication.

<er>

R1(config) #aaa authentication

R1(config) #aaa authentication

R1(config) #aaa authentication
enable Use enable password
group Use Server-group.
none  NO authentication.
<er>

R1(config) #aaa authentication

R1(config) #aaa authentication

R1 (config)#|

login default group
login default group
login default group
for authentication.

login default group
login default group

st
stu

radius
radius
radius

radius
radius

loc
loca
local

local
local

ena
enable
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R2 (config) #tacacs-server host
R2 (config) #key chain TACACS
R2 (config-keychain) fexit

R2 (config) #aaa?

192.168.2.3
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105 Command Line Inerface
Snable Set authentication lists for enable.
login  Set authentication lists for logins.
pEP Set authentication lists for ppp.
R2 (config) #aaa authentication lo
R2(config) #aaa authentication login 2
WORD Named authentication list.
default The default authentication list.
R2(config) #aaa authentication login de
R2(config) #aaa authentication login default 2
enable Use enable password for authentication.
group Use Server-group.
local Use local username authentication.
local-case Use case-sensitive local username authentication.
none NO authentication.

R2 (config) #aaa authentication login default gr
R2 (config) #aaa authentication login default group 2
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.
R2(config) #aaa authentication login default group t
R2(config) #aaa authentication login default group tacacs+ 2

enable Use enable password for authentication.

group Use Server-group.

local Use local username authentication.

local-case Use case-sensitive local username authentication.
none NO authentication.

<er>

R2 (config) #aaa authentication login default group tacacs+ lo
R2 (config) #aaa authentication login default group tacacs+ loc
R2 (config) #aaa authentication login default group tacacs+ local
R2 (config) 4|
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Physical  Config _CLI_ Afibutes

10 Command Line iterface

R2#conf t

R2 (config) #aaa auth
R2 (config) #aaa autho
R2(config) #aaa authorization 2
exec For starting an exec (shell).
network For network services. (PPP, SLIP, ARAP)
R2(config) #aaa authorization ne
R2(config) #aaa authorization network 2
WORD Named authorization list.
default The default authorization list.
R2 (config) #aaa authorization network de
R2 (config) #aaa authorization network default 2

group Use Server-group.
if-authenticated Succeed if user has authenticated.
local Use local database

none No authorization (always succeeds).

R2 (config) #aaa authorization network default gr
R2 (config) #aaa authorization network default group ?
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.
R2 (config) #aaa authorization network default group t
R2 (config) #aaa authorization network default group tacacs+
group Use Server-group.
local Use local database
none  No authorization (always succeeds).
<cr>
R2 (config) #aaa authorization network default group tacacs+
R2 (config) 4|

Enter configuration commands, one per line. End with CNTL/Z.

“
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10 Command Line iterface

RZ (config) #aaa accounting exec default 2
none No accounting.
start-stop Record start and stop without waiting.
stop-only  Record stop when service terminates.
R2 (config) #aaa accountin
R2(config) #aaa accounting ?
exec For starting an exec (shell).
R2 (config) #aaa accounting e
R2(config) #aaa accounting exec ?
WORD Named Accounting list.
default The default accounting list.
R2(config) #aaa accounting exec d
R2 (config) #aaa accounting exec default 2
none No accounting.
start-stop Record start and stop without waiting.
stop-only  Record stop when service terminates.
R2 (config) #aaa accounting exec default s
R2 (config) #aaa accounting exec default st
R2 (config) #aaa accounting exec default sta
R2(config) #aaa accounting exec default start-stop
group Use Server-group
R2 (config) #aaa accounting exec default start-stop g
R2(config) #aaa accounting exec default start-stop group ?
radius Use list of all Radius hosts.
tacacs+ Use list of all Tacacs+ hosts.
R2(config) #aaa accounting exec default start-stop group t

“

<er>

R2 (config) #|

R2 (config) #aaa accounting exec default start-stop group tacacs+

“

R2 (config) #aaa accounting exec default start-stop group tacacs+
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10 Command Line iterface

Power-on Self-Test in process.

Power-on Self-Test complete.

Starting HW-DRBG health test
HW-DRBG health test passed.

Starting SW-DRBG health test
SW-DRBG health test passed.

Type help or '2' for a list of available commands.

ciscoasa>en

Password:

ciscoasatconf t

ciscoasa (config) #int g 1/1

ciscoasa(config-if) #nameif outside

INFO: Security level for "outside” set to 0 by default.
ciscoasa (config-if) #security-level 0

ciscoasa (config-if) #ip address 209.165.200.226 255.255.255.248
ciscoasa (config-if) #no shutdown

ciscoasa(config-if) fexit
ciscoasa (config) #hos
ciscoasa(config) #hostname ASA
ASA (config) #|
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ciscoasa (config-if) #exit
ciscoasa (config) #hos

ciscoasa (config) #hostname ASA

ASA(config) #int

ASA(config) #interface g

ASA(config) #interface gigabitEthernet 1/3

ASA(config-if) #nameif outside

ERROR: Name "outside" has been assigned to interface GigabitEthernetl/l
ASA(config-if) #nameif inside

INFO: Security level for "inside” set to 100 by default.
ASA(config-if) #security-level 100

ASA(config-if)#ip add 192.168.1.1 255.255.255.0
ASA(config-if) #no sh

ASA(config-if) #no shutdown

ASA(config-if)#
ASA (config-if) #
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ASA(config-if) #

ASA(config-if) #exit

ASA(config) #inter

ASA(config) #interface g 1/2

ASA(config-if) #nameif dmz

INFO: Security level for "dmz" set to 0 by default.
ASA(config-if) #security-level 70

ASA(config-if) #ip address 192.168.2.1 255.255.255.0
ASA(config-if) #no shutdown

ASA (config-if) #
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Physical  Config _CL_ Atrbutes
105 Command Line iterface

ASA(config) #
ASA(config) #
ASA(config) fexit
AsA#
AsA#
Asa#show ip int
Asa#show ip inter
Asa#show ip inter brief
% Invalid input detected at '~' marker.
Asa#show interf
Asa#show interface ip br
Asa#show interface ip brief
Interface Ip-Address OK? Method Status Protocol
virtualo 127.1.0.1 YES unset up up
GigabitEthernet1/1 209.165.200.226 YES manual up up
GigabitEthernet1/2 192.168.2.1 YES manual up up
GigabitEthernet1/3 192.168.1.1 YES manual up up
GigabitEthernet1/4 unassigned YES unset administratively down down
GigabitEthernet1/S unassigned YES unset administratively down down
GigabitEthernet1/6 unassigned YES unset administratively down down
GigabitEthernet1/7 unassigned YES unset administratively down down
GigabitEthernetl/8 unassigned YES unset administratively down down
Management1/1 unassigned YES unset administratively down down
Internal-Controll/l  127.0.1.1 YES unset up up
Internal-patal/l unassigned YES unset up up
Internal-patal/2 unassigned YES unset up up
Internal-patal/3 unassigned YES unset up up
asa]
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ASA#show ip address
System IP Addresses:
Interface
GigabitEthernetl/1
GigabitEthernetl/2
GigabitEthernetl/3
GigabitEthernetl/4
GigabitEthernetl/s
GigabitEthernetl/6
GigabitEthernetl/7
GigabitEthernetl/8
Management1/1

Current IP Addresses:
Interface
GigabitEthernetl/1
GigabitEthernetl/2
GigabitEthernetl/3
GigabitEthernetl/4
GigabitEthernetl/s
GigabitEthernetl/6
GigabitEthernetl/7
GigabitEthernetl/8
Management1/1

sad]

Name
outside

inside

Name
outside

inside

Ip address
209.165.200.226
192.168.2.1
192.168.1.1
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Ip address
209.165.200.226
192.168.2.1
192.168.1.1
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Subnet mask
255.255.255.248
255.255.255.0
255.255.255.0
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Subnet mask
255.255.255.248
255.255.255.0
255.255.255.0
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Method
manual
manual
manual
unset
unset
unset
unset
unset
unset

Method
manual
manual
manual
unset
unset
unset
unset
unset
unset
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C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1 time<lms TTL=255
Reply from 192.168.1.1 time<lms TTL=255
Reply from 192.168.1.1 time<lms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

c:\>ipconfig
FastEthernet0 Connection: (default port)

Connection-specific DNS Suffix.
Link-local IPvé Address..
IPvé Address
IPv4 Address
Subnet Mask...
Default Gateway.

192.168.1.3
255.255.255.0

192.168.1.1
Bluetooth Connection:

Connection-specific DNS Suffix.
Link-local IPvé Address.. -
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S1(config) #banner motd & Authorized used only please

S1(config) #service pass

S1(config) #service password-encryption

S1(config) #ip dom

S1(config) #ip domain

S1(config) #ip dom?

domain domain-lookup domain-name

S1(config) #ip domain-n

S1(config) #ip domain-name abc.com ?
<ex|

S1(config) #ip domain-name abc.com

S1(config) #user

S1(config) #username admin 2
password  Specify the password for the user
privilege Set user privilege level
secret Specify the secret for the user
<cr>

S1(config) #username admin pr

S1(config) #fusername admin privilege ?
<0-15> User privilege level

S1(config) #username admin privilege 15 2
password Specify the password for the user
secret  Specify the secret for the user
<cr>

S1(config) #username admin privilege 15 se

S1(config) #username admin privilege 15 secret 2
0 Specifies an UNENCRYPTED secret will follow
5 Specifies a HIDDEN secret will follow
LINE The UNENCRYPTED (cleartext) user secret

1 (ronfim & i ivilece 1 + 5 o
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<cr>
S1(config) #fusername admin privilege 15 secret 5 admin.123
S1(config) ¥
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S1(config) #crypto 2
key Long term key operations
s1(config) #crypto k
S1(config) #crypto key ?
generate Generate new keys
zeroize Remove keys
S1(config) #crypto key g
S1(config) #crypto key generate 2
rsa Generate RSA keys
S1(config) #crypto key generate r
S1(config) #crypto key generate rsa ?
general-keys Generate a general purpose RSA key pair for signing and
encryption
<cr>
s1(config) #crypto key generate rsa g
S1(config) #crypto key generate rsa general-keys 2
modulus Provide number of modulus bits on the command line
<cr>
S1(config) #crypto key generate rsa general-keys m
S1(config) #crypto key generate rsa general-keys modulus ?
<360-4096> size of the key modulus [360-4096
S1(config) #crypto key generate rsa general-keys modulus 1024 2
<cr>
S1(config) #crypto key generate rsa general-keys modulus 1024
The name for the keys will be: Sl.abc.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable. .. [OK:
*Mar 1 3:13:28.200: $SSH-5-ENABLED: SSH 2 has been enabled
S1(config) #]
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% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable.
*Mar 1 3:13:28.20( $SSH-S5-ENABLED: SSH 2 has been enabled
S1(config)#
S1(config)#
S1(config) #ip sh
S1(config) #ip ss
S1(config) #ip ssh t
S1(config) #ip ssh time-out 2
<1-120> SSH time-out interval (secs)
S1(config) #ip ssh time-out 90
S1(config) #ip ssh auth
S1(config) #ip ssh authentication-retries 2
s1(config) ¥

[OK]
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Sl(config)7line co
S1(config) #line console 0
S1(config-line)#login lo
S1(config-line)#login local
S1(config-line)#pri
S1(config-line)#privilege 1
S1(config-line)#privilege level 15
S1(config-line)#ex
S1(config-line)#exe
S1(config-line)#exec-timeout 5 0
S1(config-line)#tra
S1(config-line)#transport in
S1(config-line)#transport inp
S1(config-line)#transport 2
output Define which protocols to use for outgoing connections
S1(config-line)#transport inpu
S1(config-line)#transport ou
S1(config-line)#transport output
S1(config-line)#transport output
all 211 protocols
none  No protocols
telnet TCB/IP Telnet protocol
S1(config-line)#trans
S1(config-line)#transport 2
output Define which protocols to use for outgoing connections
S1(config-line)#pass
S1(config-line)#password cisco.12345
S1(config-line)#login
S1(config-line) #exit

“
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S1(config-line) #line vty 0 15
S1(config-line)#login local
S1(config-line)#pri
S1(config-line)#privilege 1
S1(config-line)#privilege level 15
S1(config-line) #exec
S1(config-line)#exec-timeout 5 0
S1(config-line)#tr
S1(config-line)#transport in
S1(config-line)#transport input s
S1(config-line)#transport input ssh
S1(config-line) #pass
S1(config-line)#password cisco.12345
S1(config-line) #login
S1(config-line)$|
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S1(config) #interface £

S1(config) #interface fastEthernet 0/16

S1(config-if) #sw

S1(config-if) #switchport m

S1(config-if) #switchport mode ac

S1(config-if) #switchport mode access

S1(config-if)#sp

S1(config-if) #spa

S1(config-if) #spanning-tree p

S1(config-if) #spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

sPortfast has been configured on FastEthernet0/16 but will only

have effect when the interface is in a non-trunking mode.
S1(config-if) #span

S1(config-if) #spanning-tree bp

S1(config-if) #spanning-tree bpduguard e

S1(config-if) #spanning-tree bpduguard enable
S1(config-if) #switch

S1(config-if) #switchport po

S1(config-if) #switchport port-security e

S1(config-if) #switchport port-security

S1(config-if) #switchport port-security ma

S1(config-if) #switchport port-security mac

S1(config-if) #switchport port-security mac-address st
S1(config-if) #switchport port-security mac-address sticky
1 lconfigoifiing ch
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Sl#conf t

Enter configuration commands, one per line.
S1(config) #int

S1(config) #interface r

S1(config) #interface range £

S1(config) #interface range fastEthernet 0/1
S1(config-if-range) #sh

S1(config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet0/1,
$LINK-5-CHANGED: Interface FastEthernet0/2,

LINK_S—CHANGED: Tnterf. EacrErh, £0

End with CNTL/Z.

- 15, £0/17-23, gio/1-2

changed state to administratively down

changed state to administratively down

hanged srare ¢ inicrrarively down
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SZ¥Conf t

Enter configuration commands, one per line. End with CNTL/Z.
52 (config) #hostname S2

52 (config) ¥banner motd & Authorized used only please!!!
52 (config) #service password-encryption

52 (config) #ip domain-name abc.com

52 (config) #username admin privilege 15 secret 5 admin.123
s2 (config) #ip ssh version 2

52 (config) #crypto key generate rsa general-keys modulus 1024
% You already have RSA keys defined named S2.abc.com

% They will be replaced.

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
*Mar 1 3:38:39.907: $SSH-5-ENABLED: SSH 2 has been enabled
s2(config) #ip ssh time-out 90

s2(config) #ip ssh authentication-retries 2

s2 (config) #1ine console 0

s2(config-line)# login local

s2(config-line)# privilege level 15

52 (config-line)# exec-timeout 5 0

s2(config-line)# logging synchronous

52 (config-line) #password cisco.12345

52 (config-line)#login

s2 (config-line) fexit

s2(config)# line vty 0 15

s2(config-line)# login local

s2(config-line)# privilege level 15

52 (config-line)# exec-timeout 5 0

S2 (config-line) $transport input ssh
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52 (config-line) #password cisco.12345

52 (config-line)#login

s2 (config-line)fexit

s2(config) #interface FastEthernet 0/18

52 (config-if) #switchport mode access

52 (config-if) #spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

sPortfast has been configured on FastEthernet0/18 but will only
have effect when the interface is in a non-trunking mode.

52 (config-if) #spanning-tree bpduguard enable

52 (config-if) #shutdown

52 (config-if) #switchport port-security
52 (config-if) #switchport port-security mac-address sticky
52 (config-if) #no shutdown
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52 (config) #int
s2 (config) #interface r
s2 (config) #interface range £

s2(config) #interface range fastEthernet 0/1-

52 (config-if-range) #sho

52 (config-if-range) #shu

52 (config-if-range) #shutdown
SLINK-5-CHANGED: Interface FastEthernet0/1
SLINK-5-CHANGED: Interface FastEthernet0/2,

$LINK-5-CHANGED: Interface FastEthernet0/3

$LINK-5-CHANGED: Interface FastEthernet0/4,

17, £0/19-23,

changed
changed
changed

changed

state

state

state

state

g0/1-2

to

to

to

to

administratively down
administratively down
administratively down

administratively down
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switch>en

switch#Conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) #hostname S3

S3(config) #banner motd & Authorized used only please!
S3(config) #service password-encryption

S3(config) #ip domain-name abc.com

S3(config) #username admin privilege 15 secret 5 admin.123

S3(config) #ip ssh version 2

Please create RSA keys (of at least 768 bits size) to enable SSH v2.
S3(config) #crypto key generate rsa general-keys modulus 1024

The name for the keys will be: S3.abc.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
*Mar 1 3:45:24.635: $SSH-5-ENABLED: SSH 2 has been enabled
S3(config) #ip ssh time-out 90

S3(config) #ip ssh authentication-retries 2

S3(config) #line console 0

S3(config-line)# login local

S3(config-line)# privilege level 15

S3(config-line)# exec-timeout 5 0

S3(config-line)# logging synchronous
S3(config-line)#password cisco.12345

S3(config-line)#login

S3(config-line)#exit
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S3(config-line)# login local

S3(config-line)# privilege level 15

S3(config-line)# exec-timeout 5 0

S3(config-line)#transport input ssh

S3(config-line) #password cisco.12345

S3(config-line)#login

S3(config-line)#exit

S3(config) #interface FastEthernet 0/18

53 (config-if) #switchport mode access

S3(config-if) #spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

sPortfast has been configured on FastEthernet0/18 but will only
have effect when the interface is in a non-trunking mode.
S3(config-if) #spanning-tree bpduguard enable

S3 (config-if) #shutdown

53 (config-if) #switchport port-security
S3(config-if) #switchport port-security mac-address sticky
S3(config-if) #no shutdown

S3(config-if) #exit

S3(config) #interface range fastEthernet 0/1-4, £0/6-17,£0/19-24, g0/1-2

53 (config-if-range) #shutdown

SLINK-5-CHANGED: Interface FastEthernet0/18, changed state to administratively down
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TUU=TIY> EXTENOET TP SCTEESSIIST TDET

WORD name

R3(config) #ip access-list extended Mit-Net-attacks

R3 (config-ext-nacl) #acc

R3 (config-ext-nacl) #acce
R3 (config-ext-nacl) #den

R3(config-ext-nacl) #deny
R3(config-ext-nacl) #deny
R3(config-ext-nacl) #deny
R3(config-ext-nacl) #deny

tep
tep
tep
tep

any
any
any
any

any
any
any
any

eq tel
eq telnet
eq
eq 22

R3 (config-ext-nacl) #permit tcp any any eg 22

R3(config-ext-nacl) fexit
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TSP ENCEpSUISTION SSCUTITY PIYIOET

gre  Cisco's GRE tunneling

icmp  Internet Control Message Protocol

ip Any Internet Protocol

ospf  OSPF routing protocol

tcp  Transmission Control Protocol

udp  User Datagram Protocol

R3(config) faccess-list 110 permit ip 2
A.B.C.D Source address
any Any source host
host A single source host
R3(config) faccess-list 110 permit ip 172.16.3.0 2
A.B.C.D Source wildcard bits
R3(config) faccess-list 110 permit ip 172.16.3.0 0.0.0.255 2
A.B.C.D Destination address
any Any destination host
host A single destination host
R3(config) faccess-list 110 permit ip 172.16.3.0 0.0.0.255 192.168.1.0 0.0.0.255 2
dscp Match packets with given dscp value
precedence Match packets with given precedence value
<cr>
R3(config) #access-list 110 permit ip 172.16.
R3(config) faccess-list 110 permit ip 172.16.
A.B.C.D Destination address
any Any destination host
host A single destination host
R3 (config) #access-list 110 permit ip 172.16.3.0 0.0.0
R3(config) faccess-list 110 permit ip 172.16.3.0 0.0.0.55 any a
R3 (config) #access-list 110 permit ip 172.16.3.0 0.0.0
R3(config) #

. 5 192.168.1.0 0.0.0.255
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R3(config) #

R3(config) #

R3(config) #

R3(config) #

R3(config) #

R3(config) #

R3(config) #cla

R3(config) #class-map t
R3(config) #class-map type

R3(config) #class-map type
R3(config) #class-map type

R3(config) #class-map type
R3(config) #class-map type
R3(config) #class-map type
R3(config) #class-map type
WORD class-map name

R3(config) #class-map type
R3 (config-cmap) #mat

R3 (config-cmap) #match acc

ins
inspect

WORD class-map name
match-all Logical-AND all matching statements under this classmap
match-any Logical-OR all matching statements under this classmap

inspect
inspect
inspect
inspect

inspect

RS TCONTTYTFaCCEsS=IT5T TI0 DETIIT Tp T77-16-5-0 U 0-0 55 any

inspect Configure CBAC Class Map

mat
match-a
match-al
match-all 2

match-all My-Net-Class-Map

R3 (config-cmap) #match access-group 101
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WORD class-map name
match-all Logical-AND all matching statements under this classmap
match-any Logical-OR all matching statements under this classmap
R3(config) #class-map type inspect mat
R3(config) #class-map type inspect match-a
R3(config) #class-map type inspect match-al
R3(config) #class-map type inspect match-all 2
WORD class-map name
R3(config) #class-map type inspect match-all My-Net-Class-Map
R3 (config-cmap) #mat
R3 (config-cmap) #match acc
R3 (config-cmap) #match access-group 101
R3 (config-cmap) #polic
R3 (config-cmap) #policy
R3 (config-cmap) #policy?
% Unrecognized command
R3 (config-cmap) fexit
R3(config) #polic
R3(config) #policy-map t
R3(config) #policy-map type i
R3(config) #policy-map type inspect Out-Map
R3 (config-pmap) #clas
R3 (config-pmap) #class ty
R3 (config-pmap) #class type ins
R3 (config-pmap) #class type inspect My-Net-Class-Map
R3 (config-pmap-c) #ins
R3 (config-pmap-c) #inspect
$No specific protocol configured in class My-Net-Class-Map for inspection. All protocols will be inspected
R3 (config-pmap-c) fexit
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R3(config-ips-category) #ip ips signature-category
R3(config-ips-category) fretired true

% Invalid input detected at '"' marker.

R3(config-ips-category) fcater
R3(config-ips-category) #2

category Category keyword

exit Exit from Category Mode

no Negate or set default values of a command
R3(config-ips-category) fcate
R3(config-ips-category) fcategory 2

all All categories

ios_ips IOS IPS (more sub-categories
R3 (config-ips-category) #category ios
R3 (config-ips-category) #category ios_ips ba
R3(config-ips-category) fcategory ios_ips basic
R3(config-ips-category-action) fret
R3(config-ips-category-action) fretired fa
R3 (config-ips-category-action) #retired false
R3(config-ips-category-action) fclas
R3(config-ips-category-action) #class—m
R3(config-ips-category-action) fclass?
% Unrecognized command
R3(config-ips-category-action) $2

exit Exit from Category Actions Mode

no Negate or set default values of a command

retired Retire Category Signatures
R3(config-ips-category-action) §
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R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config) #int
R3(config) #interface gi
R3(config) #interface gigabitEthernet 0/0/0
R3(config-if) #ip ips 2
WORD Name of define IPS rule
R3(config-if)#ip ips myipspolicy out
R3(config-if) #
*Mar 01, 01:48:07.4848: $IPS-G6-ENGINE_BUILDS_STARTED: 01:48:07 UTC Mar 01 1993
*Mar 01, 01:48:07.4848: %IPS-6-ENGINE BUILDING: atomic-ip - 3 signatures - 1 of 13 engines
*Mar 01, 01:48:07.4848: $IPS-6-ENGINE READY: atomic-ip - build time 8 ms - packets for this engine will be scanned
*Mar 01, 01:48:07.4848: %IPS-6-ALL_ENGINE_BUILDS_COMPLETE: elapsed time 8 ms
R3(config-if)#





image49.png
Physical  Config _CLI_ Afibutes

10 Command Line iterface

R3fconf t

R3 (config) #zon

R3 (config) #zone

R3 (config) #zone-p

R3 (config) #zone-pair se

R3 (config) #zone-pair security ?
WORD Name of zone-pair

R3 (config) #zone-pair security IN-OUT-zone

R3 (config) #zone-pair security IN-OUT-zone
WORD Name of source zone
self self zone

R3(config) #zone-pair security IN-OUT-zone
destination Destination zone

R3 (config) #zone-pair security IN-OUT-zone

R3(config) #zone-pair security IN-OUT-zone
<cr>

R3 (config) #zone-pair security IN-OUT-zone

R3 (config) #source sec

R3 (config) #source secu

R3 (config) #source ?

% Unrecognized command

R3 (config) #zone securi

R3(config) #zone security IN-ZONE
R3 (config-sec-zone) fexit
R3(config) #zone security OUT-ZONE
R3 (config-sec-zone) fexit
R3(config)#

Enter configuration commands, one per line. End

so

source

source

source
source

source

% Source security zone name IN-ZONE not defined

with CNTL/Z.

IN-ZONE 2

IN-ZONE des
IN-ZONE destination OUT-ZONE 2

IN-ZONE destination OUT-ZONE
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R3 (config) #source secu

R3 (config) #source ?

% Unrecognized command

R3 (config) #zone securi

R3(config) #zone security IN-ZONE

R3 (config-sec-zone) fexit

R3(config) #zone security OUT-ZONE

R3 (config-sec-zone) fexit

R3 (config) #service

R3(config) #service poli

R3 (config) #service poliy

R3(config) #service poliy-t

R3(config) #service ?
dhecp Enable DHCP server and relay agent
nagle Enable Nagle's congestion control algorithm
password-encryption Encrypt system passwords
timestamps Timestamp debug/log messages

R3(config) #int g0/0/0

R3 (config-if) #zone

R3 (config-if) #zone-member se

R3 (config-if) #zone-member security IN-ZONE

R3(config-if) fexit

R3(config) #Int

R3(config) #Interface s

R3(config) #Interface serial 0/1/1

R3 (config-if) #zone-me

R3 (config-if) #zone-member se

R3(config-if) #zone-member security OUT-ZONE

R3 (config-if)#
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ip domain-name admin.12345

ip inspect audit-trail
ip inspect udp idle-time 1800
ip inspect dns-timeout 7
ip inspect top idle-time 14400
ip inspect name autosec_inspect http timeout 3600
ip inspect name autosec_inspect udp timeout 15
ip inspect name autosec_inspect tcp timeout 3600
spanning-tree mode pvst
ip ips name myipspolicy
ip ips signature-category
category all
retired true
category ios_ips basic
retired false
class-map type inspect match-all My-Net-Class-Map
match access-group 101
policy-map type inspect Out-Map
class type inspect My-Net-Class-Map
inspect

O
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TSouzce: 0.0.0.0] [localport: 0] at 02:28:33 UIC Mon Mar I 1893

R3fsnow ip ips all
IPS Signature File Configuration Status
Configured Config Locations: -none—
Last signature default load time:
Last signature delta load time:
Last event action (SEAP) load time: -none-

General SEAP Config:
Global Deny Timeout: 3600 seconds
Global Overrides Status: Enabled
Global Filters Status: Enabled

1P Auto Update is not currently configured

1ps Syslog and SDEE Notification Status
Event notification through syslog is enabled
Event notification through SDEE is enabled

1ps Signature Status
Total Active Signature:
Total Inactive Signatures

1
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1ps Packet Scanning and Interface Status

188

r3%

1IPS Rule Con:

IPS name m
1PS fail clo
1ps deny-act
Fastpath ips

figuration
yipspolicy

sed is disabled

ion ips-interface is false
is enabled

Quick run mode is enabled
Interface Configuration
Interface GigabitEchernet0/0/0

Inbound

IPS rule is not set

Outgoing IPS rule is myipspolicy

Category CLI Configuration:

Category all
Recir

True

Category ios_ips basic
Retire: False
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R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3 (contig) foryp

RS (config) forypro isa

RS (config) forypro isakmp ena

R3 (config) forypto isakmp enable

RS (config) §
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R3(config) #

B3 (config) foryp

R3 (config) ferypro isa

R3 (config) fcrypto isakmp po

R3 (config) forypro isakmp policy 1
B3 (config-isakmp) fauth

B3 (config-isakmp) fauthentication pr
B3 (config-isakmp) fauthentication pre-share
B3 (config-isakmp) fen

R3 (config-isakmp) fencryprion 3d

B3 (config-isakmp) fencryption 3des
B3 (config-isakmp) $ha

B3 (config-isakmp) $nash =

B3 (config-isakmp) $hash sha

B3 (config-isakmp) #g

B3 (config-isakmp) fgroup 2

R3 (config-isakmp) #
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R3(config)#
R3 (config) fory
B3 (config) forypto is
R3 (config) #crypro isakmp ke
B3 (config) forypo isakmp key 2
WORD The UNENCRYPTED (cleartext) user password
B3 (config) forypto isakmp key KeylSite? add
B3 (config) forypto isakmp key KeylSite2 address 209.168.200.226
B3 (config)#
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R3#show cry
R3$show crypto
R3$show crypto
policy Show
sa snow
R3$show crypto
R3$snow crypto

1sakmp 2

1ISAKMP protection suite policy
1SAKMP Security Associations
isakmp pol

1sakmp policy

Global IKE policy

Brotection suite of priority 1
encryption algorithm:  Three key triple DES
hash algorithm: Secure Hasn Standard
authentication method: Pre-Shared Key

Diffie-:

Hellman group: $2 (1024 bit)

lifetime: 86400 seconds, no volume limit

R3%
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R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
B3 (config) forypto ipsec transform-set TRANS-SET 2
an-mds-tmac  AR-EMAC-MDS transform
an-sha-tmac  AR-EMAC-SHA transform

esp-3des ESP transform using 3DES (EDE) cipher (168 bits)
esp-aes ESP transform using AES cipher
esp-des ESP transform using DES cipher (56 bits)

esp-mas-nmsc ESP transform using RMAC-MDS auth
esp-sna-tmsc ESP transform using RMAC-SHA suth

R3 (config) #crypto ipsec transform-set TRANS-SET esp-3

R3(config) #crypto ipsec transform-set TRANS-SET esp-3des esp-s

R3(config) #crypto ipsec transform-set TRANS-SET esp-3des esp-sha-hmac

23 (config) §|
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B3 (config)#
&3 (conti) ¢
83 (config) $access-list 101 permit ip
2.5.C.D Source sdaress
any  Aay source host
host & single source host
83 (config) $access-1ist 101 permit ip
3.5.C.D Destination sddress
any  Any destination host
host A single destination host
83 (config) $access-1ist 101 permit ip
23 (config) §|

172.16.3.0 0.0.0.255 2

172.16.3.0 0.0.0.255 192.168.1.0 0.0.0.255





image60.png
R3 (config) #¥cryp

R3(config) #crypto ma

R3 (config) #crypto map C-MAP 1 ips

R3 (config) #crypto map C-MAP 1 ipsec-isakmp

& NOTE: Tnis new crypto map will remain disabled until a peer
and & valid scoess list have been configured.

R3 (config-crypto-map) #mat

R3 (config-crypto-map) #match add

83 (config-crypto-map) fmatcn address 101

R3 (config-crypto-map) #set peer 209.165.200.226

83 (config-crypto-map) ¢

83 (config-crypto-map) $set transform-s

B3 (config-crypto-map) $set Transform-set TRANS-SET

R3 (config-crypto-map) §|
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R3(config) finterface
B3 (config) #interface
B3 (config-if) fory

B3 (config-if) fcrypto
B3 (config-if) forypto

+Jan 3 07:16:26.785:

R3 (config-if) 4]

serial 0/1/1

map C-MAR
$CRYPTO-6-ISARMP_ON_OF!

ISERMP 1s ON
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|AShfconf ©
RS (config) #cry

|ASA (config) #crypto ike

ASA(config) #crypto ikevl pol

|ASA (config) #crypto ikevl policy 1

|ASA (config-ikevl-policy)#hash sha

ASA (config-ikevi-policy)#auth

ASA (config-ikevl-policy)#authentication pres

ASA (config-ikevl-policy)#authentication pre-s
ASA (config-ikevl-policy)#authentication pre-share
ASA (config-ikevi-policy) #grou

| ASA (config-ikevl-policy) #group 2

(ASA (config-ikevl-policy)#lifeti

|ASA (config-ikevl-policy) #lifetime 86400

| ASA (config-ikevl-policy)#enc

ASA (config-ikevl-policy)#encryption 3d

| ASA (config-ikevl-policy)#encryption 3des

|ASA (config-ikevi-policy) §]





image63.png
B asa0

Physical  Config _CLI_ Afibutes

10 Command Line iterface

|AsA (config) $tunnel-group 2

configure mode commands/options:
WORD < 65 char Enter the name of the tunnel group
AsA(config) $tunnel-group vpn-tunnel 2

configure mode commands/options:

cype Enter the type of this group-policy
A (config) ftunnel-group vpn-tunnel ty
|AsA (config) ftunnel-group vpn-tunnel type 2

configure mode commands/options:
ipsec-121 IpSec Site to Site group
remote-access Remote access (IPSec and WebVEN) group
ASA (config) #tunnel-group vpn-tunnel type ipe
|ASA (config) #tunnel-group vpn-tunnel type ipse
ASA(config) #tunnel-group vpn-tunnel type ipsec-121
VARNIN
2ddzess may only be used if the Tunnel authentication
metnod is Digital Certificates and/or The peer is
configured to use Aggressive Mode
ASA (config) #tunnel-g
ASA (config) #tunnel-group vpn-tunnel IPse
ASA (config) #tunnel-group vpn-tunnel IPsec-attributes
|ASA (config-tunnel-ipsec)#ikevl prsh
| ASA (config-tunnel-ipsec)#ikevl pre-s
ASA (config-tunnel-ipsec)#ikevl pre-shared-key KeylSite2
|ASA (config-tunnel-ipsec) #|

general-attributes Enter the general-attributes sub command mode
ipsec-attributes  Enter the ipsec-attributes sub command mode

L2L tunnel-groups that have names which are not an IP
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| ASA (config) #cryp
ASA (config) #crypto
ASA (config) #crypto
ASA (config) #crypto
ASA (config) #crypto
ASA (config) #crypto
ASA (config) #crypto
ASA (config) #crypto
252 (config) 3]

ips

ipsec
ipsec
ipsec
ipsec
ipsec

ixe
xevi
kevi
kevi
kevi

o
transform-set TRANS-SET esp-3

transform-se TRANS-SET esp-3des esp-s
transform-set TRANS-SET esp-3des esp-sha-hmac
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configure mode commands/options:
2.5.C.D Source IP address
any Apbreviation for Source IP address and mask of 0.0.0.0
nost Use this keyword to configure source host
cbject  Keyword to enter source cbject name
BSA (config) faccess-list VBN permit ip 192.168.1.0 255.255.255.0 172.16.3.0 255.255.255.0
ASA(config) §
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Asascont ©
s (contig) forvp
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
s (contig) forvp
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
552 (config) fory
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
AsA (contig) #orypro
asa(contig #

map
map
map

map
map
map
map

map
map
map
map
map

c-ump

c-ump

c-ump
c-ump
c-ump

10
0
10

10
0
0
10

mat

set
set
set

set
set
set

10 ma
10 match ad
10 match address VEN

pe
peer 172.16.3.1

1x
ikevi tr
ikevl transform-set TRANS-SET
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(Aoflcontig=il)wexit
52 (config) fory

258 (config) forypro ma

|AsA (contig) forypto map C-MAP int

58 (config) #orypto map C-MAP interface outs

SA(config) forypto map C-MAP interface outside

+Jan 3 07:16:26.785: CRYPTO-6-ISAKME ON OFF: ISRRMP is ON
252 (config) fory

252 (config) forypto ike

AsA (config) forypro ikevi e

252 (config) #orypro ikevl enable o

A (config) forypto ikevl enable outside

Ash(contig)

asa(contig)

asa(contig #
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10 Command Line iterface

parameters

message-lengeh maximm 512
policy-map global policy
Cclass inspection_defaulc

inspect dns presec_dns _map

inspecs fop

inspect n323

inspect hotp

inspect icmp

inspect vrop

service-policy global policy global

celnet cimsout §
ssh cimeout §

dhepd address 152.163.1.25-152.163.1.45 inside
dhepd dns 205.165.200.10 incerface inside
dhepd option 3 ip 192.163.1.1 incerface inside

dhepd enable inside

cxypte ipssc ikevl transform-ssc TRANS-SET ssp-3des ssp-sha-hmac
crypte ipssc ikevl tramsform-set VEN-SST ssp-3des esp-she-hmac

cxypte map C-MAP 10 maten address 110
crypte mep CMAP 10 sst pasr 172.16.3.1
crypce map C-MAD 10 sec ikevl cransform-sec TRANS-SET
crypce map CMAD interface outside
crypte map VEN-YAP 10 mateh address 110
crypte ikevl enable oucside
crypco ikevl enable inside
cxypre ikevl palicy 1
encr ades
suchencicacion pre-share
grou 2
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interface GigabicEthernecl/s
o nemeif

no securicy-level

o ip address
shucdoun
interface Managementi/1
managemenc-only

o nemeif

no securicy-level

o ip address

shucdoun

zoute outsids 0.0.0.0 0.0.0.0 205.165.200.225 1

access-lisc 110 excended permic ip 152.163.1.0 255.255.255.0 172.16.3.0 255.255.255.0

Class-map inspection defaulc
macen default-inspection-craffic
policy-map type inspect dns presec_dns_map
parameters

message-lengeh maximm 512
policy-mep global palicy

Cclass inspection_defaulc

inspect dns presec_dns _map

inspecs fop

inspect n323

inspect hotp

inspect icmp

inspect vrop
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Rl -

Physical  Config _CLI_ Afibutes

10 Command Line iterface

SLINK-5-CHANGED: Interface Serial0/1/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up

Ri>en
Ri#secu

Ri#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config) #sec

R1(config) #secu

R1(config) #secur

R1(config) #securi

R1(config) #security pass

R1(config) #security passwords min

R1(config) #security passwords min-length 10

R1(config) #servic

R1(config) #service passw

R1(config) #service password-encryption

R1(config) #ban

R1(config) #banner mo

R1(config) #banner motd *###########FFFFFFFFFFFFFFFFFIFAHHAARRAHAAAAHH A4 4444444444444 4 ###¥Unauthorized access is strickly
prohibited. !

Enter TEXT message. End with the character '*'.

FHEEEEEEEE R R R R R R R R R R R R

R1 (config) #|





image2.png
R1(config) #enable secret 5 2
LINE The ENCRYPTED 'enable' secret string
R1(config) #enable secret 5 LINE 2
<cr>
R1(config) #enable secret 5 cisco.12345
R1(config) #line con 0
R1(config-line) #priv
R1(config-line)#privilege le
R1(config-line)#privilege level 15
R1(config-line) #exe
R1(config-line) #fexec-timeout 15
R1(config-line) #lo
R1(config-line) #log
R1(config-line) #logg
R1(config-line) #logging sy
R1(config-line) #logging synchronous
R1(config-line) #pass
R1(config-line) #password cisco.12345
R1(config-line) #login
R1(config-line)#exit





