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Explore how the field of computer networks has moved towards a greater emphasis on software, with a particular focus on cloud computing.   
[bookmark: _Toc153494552]Introduction 
Computer networking connects multiple computer device through what is referred to as a connecting medium.  “Computer network has the function of sharing hardware, software, and data resources and can centrally process, manage, and maintain shared data” [1].  This essay will outline the reasons that there have been developments within software, including the key changes and how cloud computing has been part of this.  The impact of which is undeniably profound and multifaceted.  The shift towards cloud computing has unleashed a new era of technological transformation in the industry, impacting various sectors and organisations of all sizes.  This shift has not only revolutionized the way businesses operate but has also had a profound impact on the role of IT professionals. This essay will attempt to highlight how Professionals in the industry have had to respond to the changes in line with this shift, and despite such changes being required why cloud computing has still become the backbone of modern IT infrastructure.  

The role RESTful Web services have had to facilitate and support these changes will be outlined with reference to other Web services to demonstrate why certain standards such as REST have been adopted.   

[bookmark: _Toc153494553]The growth of Technology leading to Cloud Computing 
[bookmark: _Hlk152579584]The internet becoming the most powerful and popular network was not anticipated.  “This incredible growth worried some of the early web pioneers, because they knew that the underlying software was never designed with such a massive number of users in mind” [2]. The use and development of the internet has expanded over time, “Since its inception, the Web has been an open frontier of exploration in software and network system design” [3].  Out of such growth saw the introduction of Cloud computing.  “Cloud computing is a broad concept, not a specific technology or standard, different people from different perspectives will have different understanding, there is no authoritative definition” [1].  The concept however refers to the delivery of computing services over the internet, encompassing storage, processing power, and software applications.  “Network architecture is one of the key building blocks of cloud computing” [4]. Access is via the internet which is a resource available to the public or via a private network. 

It’s growth and popularity has challenged the traditional structures within the world of IT which has seen innovation and adaptation of products by providers in order to make the shift to cloud-based environments.  “The reason behind is the gradual growth of the companies which are in need of the place to store their data. Therefore, companies are in competition to provide large space to store data along with the various features and quality service” [5].  This is addition to the growth of new technologies such as portable electronic devices have seen the demand for such shift in services for the consumer.  
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[bookmark: _Toc153494570]Figure 1 Features of cloud computing -figures [5]
The cloud offers numerous benefits, and among the most prominent are scalability, flexibility, cost savings, accessibility, security, reliability, redundancy, and data backup. These will be explored when outlining the profound impact cloud computing has had upon professionals and industry.  In terms of maintenance, “Cloud Computing comes up with an update every time by gradually making it better” [5].  

[bookmark: _Toc153494554]Impact and features of Cloud Computing
As cloud computing has increased in popularity, IT sectors have been forced to adapt to new technical challenges.  The Cloud has revolutionized the industry in profound ways, this shift has not only changed the way businesses operate but has also transformation of roles within the IT sector. “In the past, engineers used to use clouds to abstractly describe telecommunications networks or the Internet and underlying infrastructure when drawing pictures” [1].  The use of cloud computing has expanded in terms of use with effectiveness and good customer service still being an important part.  As highlighted by [1], as the concept of cloud services becomes more and more popular, enterprises are increasingly inclined to migrate servers and storage devices that were previously dispersed across departments to a unified data centre for management. 
Cloud computing deals with large volumes of data.  Outlined earlier is the fact that the growth of Cloud computing is because organisations need to find data storage solutions.  Given this it is not a surprise that “the most significant effect of cloud computing on a network is in the data centre” [4].   With cloud storage comes the need to access said data which requires an internet service provider (ISP).  For the person accessing the data this appears seamless with “Connectivity between the data centres to provide the vision of “one cloud” is completely within the control of the cloud service provider” [4]. Such scenarios whereby organisation need to access and work with multiple cloud providers are not uncommon and occur in situations such as company mergers.   “Cloud interoperability and the ability to share various types of information between clouds become important in such scenarios” [4] This is often driven by the consumer and the need for access and consistency.  In terms of trends and what we have observed in computer network and storage technology, “Virtual storage and network storage are two of the major themes of current storage technology development” [1].  
With companies having to migrate services to the cloud computing traditional IT services has caused challenges within this due to their limitations in addition to employees having to upskill in relation to their knowledge and understanding of such processes.  To add to this challenge is a lack of interoperability between providers that may occur.  The four main levels outlined by [6] is agreement of format or communications protocols, adaption (namely using the same standards), Deployment (providing services at same level) and interaction and co-ordinating patterns of interactions between services.  There are challenges within each level; “making the process of achieving interoperable cloud computing environments more challengeable” [6].  
According to [1], resource allocation is arguably one of the most important concepts in cloud computing.  The throughput not only needs to be energy efficient and optimise virtual network provision whist making the most profit.  This is a major consideration within industries and the shift to moving towards this service and networking.  Communication between clouds may cause difficulties when using cloud computing platform.  It may prove difficult for providers to shift resources as well as accessing services. As a result, such issues according to [6] “makes the process of achieving interoperable cloud computing environments more challengeable”.  In terms of the impact of network professionals such a balance and being responsive is a difficult balance to strike. “The ability of adapting cloud capacity to on-demand services during occurrence of various workloads is a challenging issue in offering cloud-based services” [6].   Elastic resource scaling addresses this.  It is important to note that to achieve the results in order to be adaptive to workloads as they present, the performance of resource provision could well be scarified.  
One may argue that security has been one of the main areas impacting on cloud computing.  “The most important issue is related to security and privacy subjects in cloud-based environments” [6]. The most important issue is related to security and privacy subjects in cloud-based environments. When industries adopt cloud computing they need to be conscious and responsive to the following: “vulnerability to attack, standard security practices and being subject to state or national data-storage laws related to privacy or record keeping” [6].   This requires organisations to not only develop their networking provision but ensure their employees are aware of the associated security risks and have the required training to prevent and respond to such risks. 
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[bookmark: _Toc153494571]Figure 2 security concerns in cloud computing environments [6].
Research detailed above indicates that the most challenging issues are user authentication and access control processes.  These are not just concerns for the users but also are noted concerns of the providers.  Solutions such as multi factor authentication seek to address such concerns by increasing the reliability and security. Data protection and the threat of an attack is also a major concern. To tackle this one solution as outlined by [6] is “Applying real time cryptography algorithms may be the most appropriate solution for enhancement of resistance against possible attacks or unpredictable events”.   That said it is important to recognise the following: “Cloud Security is one of the best features of cloud computing. It creates a snapshot of the data stored so that the data may not get lost even if one of the servers gets damaged” [5].  
Cloud computing is not without its drawbacks and some of these come down to a performance of scalability over performance.  According to [4] there are existing networking protocols which have an impact upon scalability. This has seen products such a virtual cluster switching be developed to provide a solution to such challenges.  Switching can be seen as the easiest option to address some of the issues identified with cloud computing. It is worth pointing out as highlighted by [4] by utilising ethernet and VLAN information that this is at the detriment of scalability and is the less favoured option when there is a large volume of nodes to consider.  In contrast there is the option to utilise routing to support the cloud structure.  Whilst this favours scalability as highlighted by [4] it is at the determinant of performance in respect of forwarding and network complexity. 
[bookmark: _Toc153494555]RESTful Web Services and Standards 
With the continued popularity and growth of the internet standards needed to be devised which resulted in a large collection of standards which began with SOAP and WSDL. “These standards were defined with little consideration to the contemporary practice; sometimes before there were any implementations to standardize” [2].  As a result, alternatives styles emerged and one of the leaders in this field was Roy Fielding. His findings the term resulted in him collectively grouping six principles or what Feilding called constraints into what is referred to as The Representational State Transfer (REST).    
Feilding stated that, “if an architecture satisfies these six constraints, then it will exhibit a number of desirable properties (such as scalability, decoupling, simplicity) which are absolutely essential in an Internet-sized system, where computers need to communicate across organizational boundaries” [2]. By using these potential constraints to establish and check standards it allows flaws to be identified before being rolled out.  
“RESTful Web services typically say that every service needs to follow the CRUD model, which defines one method for creating, reading, updating, and deleting a resource on the server (corresponding to PUT, GET, POST, and DELETE methods)” [3].     Whilst it is acknowledged that these are not always and cannot be always adhered to there are good practice examples of how this is applied.  As highlighted by [3] Amazon S3 uses HTTP methods and codes correctly in accordance with this.   

The first constraint Fielding referred to is the client server.  As you would expect the server refers to regulations, data storage etc whilst the client refers to the experience of the user. This enables a wide range of clients which are enabled to access the server.  As stated by [2] providing a stable interface is achieved then the complexity is reduced, and greater scalability is achieved as a result.  
The second constraint states that the communication between the client and the servers should be stateless.  This simply means that the information about the client remains with the client and the information is not passed to the server.  “The stateless constraint simplifies the server, as it no longer needs to keep track of client sessions or resources between requests, and it does wonders for scalability because the server can quickly free resources after requests have been finished” [2]. Input and output data is also clear and not complicate the system with other variables.  “By confirming to HTTP, RESTful Web services can support multiple types of response (MIME) formats, just like the Web does, which makes it easy to comply with this principle” [3]

Cache is the 3rd constraint, and the term is applied to whether the exchange between the server client is deemed catchable or non-catchable. The successful cache is measured via the user’s perspective and minimises the number of interactions with achieving the desired outcome.  [2] highlights limitations by using protocols that impact performance are opportunities missed.  “The HTTP standard defines the meaning of different error conditions and several mechanisms for caching. Compliant RESTful Web services should follow them” [3].  
The fourth constraint highlights how it is the Uniform Interface that really makes REST stand out.  “The uniform interface decouples the interface from the implementation” [2]. In doing so it enables us to use different applications on the same browser with simplicity.   “Defining self-contained links is critical for RESTful Web services, because these links make it possible to traverse, discover, and connect to other services and applications” [3]. There are several Sub- constraints to be considered within this fourth constraint. The first one being the identification of resources.   “The REST style is centred around resources. This is unlike SOAP and other RPC styles, which are modelled around procedures or methods” [2]. When applying this in the business world enterprise software are considered customers, products etc and when implementing resources these are referred to as databases.  REST standards over others allows modelling of business processes.  Those API’s that fail to satisfy this constraint and are therefore not considered RESTful.  The second sub-constraint is manipulation of resources through representations.  There is no direct interaction with the server and, “resources are manipulated through representations” [2]. This is simplistic terms means data is sent to the browser using the format of HTML.  “The most common format for REST APIs is JSON, which is used in the body of the HTTP requests and responses” [2]. Such an approach makes updated and interpreting data much easier without having in depth expert knowledge.  Self-descriptive messages, which are the third sub-constraint, need to contain sufficient information for its meaning to be understood. In doing so a media type should be given to each message.     “The benefit is that the four HTTP methods are clearly defined” [2] meaning that the user can grasp what the service is doing and the meaning with more ease.  The fourth sub-constraint is hypermedia which essentially means text with hyperlinks.  “The hypermedia drives (i.e. acts as an engine of) the application state. In other words, it just means that we click on links to move to new pages (i.e. switching between application states)” [2].   The benefit of which is that if compliant the user does not need to look in documentation to see orders for example and that errors are minimised by avoiding a badly constructed UPI.  However, “complex interactions translate to complex URIs” [3] meaning the links are a duplication of the internal design.  [3] points out that as a result, “many RESTful Web services resort to exposing the underlying API of the service even if they know it’s wrong”.  

The fifth constraint refers to a layered system which is a further constraint on the uniform interface. 
[image: A diagram of a software application

Description automatically generated]
[bookmark: _Toc153494572]Figure 3 Multiple layers [2].
This dictates that the client should only know the layer in which it is communicating with.  In addition to security benefits, several servers can be working in the background to provide information and responses.   “The client is not aware of the multiple layers. To the client it just looks as if it gets the data from a single REST Service” [2].
The sixth constraint is the only constraint which is optional and refers to the server sending a code to extend functionality.  This happens frequently on websites through your browser access, for example access to a function once a webpage is loaded.  
In order to comply with these 6 constraints to be considered RESTful you do not have to use HTTP or JSON but having reviewed the literature available these appear the most preferable ways for implementation.  “It is probably that they are open standards, which have been accepted by the Internet Engineering Task Force (IETF)” [2].  This is also largely due to them conforming to HTTP responses as other sources based on research referred to by [3] which highlights, “Many RESTful Web services support at least two response formats (typically XML and JSON)” citing this as the reason.    
Overall, the literature available indicates the following: “RESTful Web services are considered less complex, require fewer skills and have a lower entry cost thanWS-* SOAP web services. The surveyors believe that RESTful services by themselves do not provide a complete enterprise solution” [3].  
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[bookmark: _Toc153494573]Figure 4 Table 1. Web service styles used in public services. Survey conducted in 2007 and 2010 [3].

Whilst the results are not conclusive or provide reasoning behind any trends it does without doubt indicate that an increasing number of RESTful services have been created.  “RESTful services were used only for simple, public services. In contrast, enterprise standards, tools vendors, and the research community were only concerned with WS-* services.” [1].  What research indicates is that this is no longer the case, and both styles are being utilised.  “Amazon, Google, Yahoo, Microsoft, and other big companies have been building enormous scalable and extensible systems” [1].  

[bookmark: _Toc153494556]Conclusion
There have been huge advances within the world of technology that not even those in the field could predict.  With the emergence and popularity of the internet and increasing demand for storage and network access in line with technological advances, cloud computing has emerged, and its popularity has continued to grow.  “Cloud computing does not appear suddenly, but a result of the development and evolution of past technologies and computing models. It may not be the ultimate result of computing models, but a model suitable for current business needs and technical feasibility” [1].  

Cloud technology has advanced and is utilised in certain industries and countries. The use if 5G network for example has enabled greater connectivity and speed for consumers to access data with greater speed.  The benefits of which have been observed within the media and entertainment industry.  “This gives a crucial competitive edge as media cloud computing enhances user experience and helps deliver content to users more quickly compared to traditional methods” [7].   This allows companies within this industry to be more responsive and have a competitive edge, “Cloud computing offers on-demand capabilities with incredible flexibility. This means media companies can scale up or scale down depending on their needs.” [7]. As a result, worldwide companies are adopting the cloud to ensure that they can deliver services in line this. 
Whilst Cloud computing is undoubtedly a huge step forward in the IT world with such a huge advancement comes equal concerns.  “The increasing popularity of Internet services such as the Amazon Web Services, Google App Engine and Microsoft Azure have drawn a lot of attention to the Cloud Computing paradigm” [8].   These companies continue to be the leading vendors within cloud computing and industries have been revolutionized as a result and have adapted to the changes in technology to remain competitive within their fields.  
This report has demonstrated how RESTful frameworks assist with be compliant with REST with using the standards such a json.  However, it is acknowledged that the frameworks provide guidance however cannot enforce that correct application is adhered to.  Some of the issues to be aware of as cloud technology continues to advance is security and performance which as highlighted remain key factors.  Cloud computing is here to stay and will continue to lead onto and contribute to further technological advances.   That said in considering both the advantaged and challenges it brings with it I would concur that the statement: “cloud computing will be the most important and challenging issue in IT industry” [6]. 
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