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1. INTRODUCTION

As an efficient tool - Marketing Information System can provide information about past, present and projected future with the help of internal operations and external intelligence.(Armstrong and Kotler . 2007).
 The theme of this essay is to discuss the use of Marketing Information System in hospitality business in particular how InterContinental Hotels Group deal whit a data breach and uses Marketing Information System to fix that problem.
InterContinental Hotels Group (I.H.G) is one of the largest name in the hospitality business in the world, whit over 5656 hotels and 842759 rooms available all over the globe, including big brand hotels like Intercontinental, Holiday Inn , Six Senses, Hualuxe, Crowne Plaza and many more.


2. DISCUSSION
To better understand what is Marketing Information System (M.I.S) Kotler states in his book Marketing Management from 1988   "A marketing information system is a continuing and interacting structure of people, equipment and procedures to gather, sort, analyse, evaluate, and distribute pertinent, timely and accurate information for use by marketing decision makers to improve their marketing planning, implementation, and control".( Kotler, P.1988 page 102) 
Today big companies in the hospitality business use M.I.S to anticipate and to better understand the costumer, the political environment, opportunities to increase their market share, because at the end of the day a business must bring revenues. The place of every competitor on the market share is well established, the difference is going to be made by the ones who can hold their position and increase , for that every competitor must have an excellent team of  M.I.S.
That team is made up of:
-internal records – who manages the gathering and storage of the daily records of hotels, 
-marketing intelligence – it  is the eyes of the business , gathering data from inside and outside,
-marketing research – can detect a problem through analysis, can gather data for opportunities or threats,
-marketing decision support system – is the team that presents pertinent data and direct link to data base for the decision makers.
To operate at a global scale I.H.G need large amount of data to better understand a guest’s habits ,  this data consist of information about allergies, preferred food and beverage to ways of payment and special needs. Using this data through M.I.S help predict decision to attract and maintain customers .( Lad K.  2017)
These days everything is made for speed, to aces information everywhere at any time , that amount of information has to be stored and kept secured in supercomputers. Big brands from hospitality business use cloud storing bought from companies specialized in the field. Hotel industry uses mostly internal data gathered by waiters, cleaners, receptionist ,maids and hotel managers, but for decision-maker to reach a pertinent respond to a certain problem they have to rely on external data too. The M.I.S defined by the online business dictionary is ’’a system that analyses and assesses marketing information, gathered continuously from sources inside and outside an organization’’(Pride,1989)
 In this case the managers of I.H.G use M.I.S as a powerful tool to discover an internal problem and to implement new secure way of payment whit the card. 
Using market Intelligence I.H.G find out from outside sources media and customers complains about some problems to the Point Of Sales (P.O.S) .
3.DEFINING THE PROBLEM
In February 2017 I.H.G admitted a data breach that was first discovered in December 2016, affecting 1200 I.H.G- branded franchise hotels, after many clients reported unauthorized, fraudulent charges on cards previously used to pay for services in hotels owned by the I.H.G.(Osborne,2017.)
Helping I.H.G to reach a decision about this data breach they use M.I.S particularly after they find out the problem , data stolen from their servers specially payment details from the costumers. 

4.DATA GATHERING 
The plan of action was develop , they start an investigation by gathering secondary data from the internal customer database (5656 hotels – study population) and for primary data they use a lookup tool  , something like a questionnaire posted on I.H.G site for the costumer to search the hotels in the selected states and cities where they  were  accommodated.(Brook, 2017).
This data is gathered by Marketing Research a branch of the M.I.S department , but to reach to a pertinent outcome they hire an outside company to make a computer forensic examination. 
5.COLLECTING AND ANALYZING DATA
Data is starting to flow to the Information Analysis they have to use tools like Microsoft Excel to synthetize the results into charts, because we are talking about 5656 hotels . Customers are getting angry and loosing trust in the brand , because the look up tool is very difficult to use and twisted , as a result many of them refuses to participate at this questionnaire.
A statement  release by I.H.G revealed that investigation ‘’identified signs of the operation of malware designed to aces payment card data from card used onsite at front desk at certain I.H.G-branded franchise hotel location between September 29,2016 and December 29, 2016’’
(Kerbs on Security, 2017).
Malware is a computer virus that is designed to infiltrate a computer without the user consent and can target specific files sending them to the creator.
First they believe only 12 properties and their bars were affected, after they studied the data gathered by the search tool and the data from the computer forensic company , an I.H.G  spokesman confirmed that 1200 I.H.G- branded franchise hotel are affected by the breach.(Osborne , 2017)
6. INTERPRETING THE FINDINGS
The investigation reveal a malware program was installed on the servers that process the payment card system, which send to the programmer the cardholder name, card number and internal verification codes, all of these could be used to clone cards and make fraudulent payments. (Osborne , 2017)
By usig M.I.S the decision-makers from I.H.G implemented a new point-to-point encryption payment solution - technology that can prevent future breach or malware. They also try to convince franchised properties to adopt the new ‘’SECURE PAYMENT SOLUTION (SPS)’’ that ensure the cardholder data remains encrypted at all time across the electronic transaction. (Kerbs on Security, 2017).
The future of marketing is using M.I.S  to identify the needs of an individual costumer and offering him exactly the product that will suit him, butt to chase a costumer on line on social media platforms specifically to do targeted online marketing can be aggressive and unpleasant. 
Data gathered in this business should remain at this level of costumer knowledge, it is good to anticipate what diner a costumer will enjoy or what room temperature prefers, beyond this point it is too much. All companies collects data from all sources , today one of the affluent business is data selling whit millions of costumers. From 2018 data protection act are regulating this sector and is controlling how companies , organisations and government is using personal data.

7.CONCLUSSION
As a result of the investigation revealing how easy it was  to breach hotel servers, I.G.H implemented the new payment system SPS , trying to gain back the trust for the brand .
A year after I.H.G incident another big brand from hospitality business announces that the data base with over 500 million customers has been breach , Starwood Hotels and Resorts belonging to Marriott is struggling to deal with that problem since then till present day.
Another big name in the industry Hilton Hotels falls victim to cyber-attack, in 2017 Hilton Hotels had to pay 700000 $ fine for not letting the costumers know on time that their data has been stolen from hotels servers in 2015. (BBC news .2017), after that Mandarin Oriental, Hyatt Trump Hotel, etc., one by one big brands are prey for data theft.
That demonstrate once again that the staff members of the hotels are not trained adequate to handle personal data of millions of customers, even if everything is made automatic, stored and secured on Cloud like Oracle or Microsoft One Drive, the weak point in this chain will always remain the human. To be able to protect the brand name in the near future the security staffs in hospitality business has to be more prepared, hire Information Technology professionals and most of all have action protocols for data breaching.   
 Using M.I.S will remain best tool to make plans for future, fix a problem or testing new niches on the market, also can be a shield for the business, protecting from threats inside and outside.
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