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TASK1
1. ITIL
1.1 Concept of ITIL
ITIL (Information Technology Infrastructure Library, IT infrastructure library) originated in the 1980s, a survey project implemented by the British Government Computer and Telecommunications Bureau-how to improve the quality of IT services. The research result of this project is a set of service management standard library for IT industry, namely ITIL. After years of development, a total of 3 versions have been established:
ITIL V1 (from 1986 to 1999), the main content includes nine processes including service provision, software design, computer operation, and network management. It is a set of practices around "intelligent" transformation.
ITIL V2 (1999-2006), the main content includes seven processes, including service support, service provision, planning management, and application management. It is a set of practices around "process-based" transformation.
ITIL V3 (from 2007 to 2019), which combines the advantages of the first two, is based on the ITIL V2 version, supplements the concept of life cycle, and integrates the various management processes in version V2 into one organically, allowing the entire IT service process Be methodical and carry out continuous improvement to continuously improve the overall service management level. Its main internal components include: 5 core components (service strategy, service design, service transformation, service operation, continuous service improvement), supplementary components and network components.
ITIL V4 (2019 ~), the new ITIL 4 takes an important step and covers the latest IT service development trends. The methodology that supports the co-creation of value in related active collaborations, it not only supports the management of IT services, but now also supports other areas, thus making it possible to integrate IT with business and other support areas.
For the last 30 years, ITIL has continued to provide comprehensive, practical, and proven guidance for establishing an IT service management system, encouraging consistency and continual improvement for businesses using and delivering IT-enabled services.
For years, ITIL was shorthand for Information Technology Infrastructure Library, but that full name was eventually retired and replaced with simply ITIL. ITIL does underpin ISO20000, but there are some key differences.
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Fig.1 ITIL_V3.0 Architecture

2. ISO27000
2.1  Introduction to ISO27000 Standard System
The ISO27000 series of standards originated from the BS7799 standard formulated by the British Standards Institution in 1995. It is derived from the improvement of the ISO17799 standard formed after the adoption of the ISO standard. ISO 27001 is an international standard that specifies the requirements to establish, implement, maintain, and continually improve an Information Security Management System (ISMS). Jointly formulated and provided guidance on the construction of the Information Security Management System (ISMS). The standard includes Information protection, confidentiality, IT technology security and other issues are applicable to organizations of all sizes. The standard system related to information security management are formulated every year, currently mainly including the following publicly published standards allow. The Information Security Management System preserves the confidentiality, integrity, and availability of information by applying a risk management process and gives confidence to interested parties that risks are adequately managed. It also includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The Information Security Management System preserves the confidentiality, integrity, and availability of information by applying a risk management process and gives confidence to interested parties that risks are adequately managed. It also includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization.
Table 1 Documents in ISO27000 series

	Document Number
	Content

	ISO27000
	ISMS related terms and definitions

	ISO27001
	Information security management system requirements

	ISO27002
	Best Practices of Information Security Management System

	ISO27003
	Information Security Management System Implementation Guide

	ISO27004
	Information security management measurement

	ISO27005
	Information security risk assessment

	ISO27006
	Entity requirements for ISMS audit and certification

	ISO27007
	Information Security Management System Audit Guide

	ISO/IEC TR 27008
	ISMS Control Implementation Auditor's Guide

	ISO/IEC27010
	Information Security Management of Enterprise Internal Communication

	ISO/IEC27011
	Information Security Management Guidelines for Telecom Enterprises Based on ISO27002


Among many standards, the ISO27001 standard first proposed the concept of an information security management system, which is the core of the entire ISO standard series. 
2.2 Analysis of the main content of ISO27001
The ISO27001 standard mainly includes 10 chapters of the main body part and Appendix A. The body part contains the following content.
Table 2 ISO27001 sections
	Chapter
	Content

	1
	Scope of the standard

	2
	Reference in the ISO27000 system

	3
	Terms and definitions

	4
	Corporate environment and stakeholders

	5
	Information security leadership and senior support

	6
	Information security management system planning, risk assessment, and risk disposal stages

	7
	Support of information security management system

	8
	Operation of Information Security Management System

	9
	Improved performance of information security management system

	10
	Improvement and improvement of information security management system

	Appendix A
	Reference control objectives and control measures


The first to third chapters are about standard writing specifications and usage definitions, and do not involve the actual requirements themselves. From Chapter 4 to Chapter 10, the requirements for the construction of the enterprise information security management system are formally introduced, and the requirements are explained in accordance with the four aspects of the establishment, operation, review and improvement of the information security management system, and put forward for the entire life cycle of ISMS Guiding opinions were provided.
Clause 7.5 of ISO 27001 describes the requirements for documented information. In order to demonstrate compliance with the requirements of ISO 27001, the organization may need to produce more documents and records than the minimum required by the standard, because according to Article 7.5, the organization’s information security management system (ISMS) should include:
Documented information required by ISO 27001 
Documented information necessary for the effectiveness of the information security management system (ISMS) determined by the organization, such as policies, procedures, instructions, guidelines and related records other than the minimum requirements. For an effective information security management system (ISMS), organizations usually establish procedures for hazard identification, risk assessment, compliance obligations, corrective actions, documented information control, and operational control.
The scope of ISO 27001 documented information may vary from organization to organization for the following reasons:
The size of the organization and the types of activities, processes, products and services, the complexity of the processes and their interactions, and the capabilities of personnel.
The organization’s rule of thumb is to use a risk-based approach to determine the requirements for documented information, rather than the minimum documented information. For example, the organization may believe that due to the lack of documented procedures and work instructions, information security may be at risk. The organization also establishes procedures and other documented information to establish controls or handle nonconformities as a result of risk assessment.
The latest version of the ISO27001 standard (2013 version) no longer emphasizes the establishment of an information security management system in accordance with the PDCA cycle in the 2005 version, and other continuous improvement processes (such as Six Sigma methods) can be used. At the same time, the new version puts more attention on the content of the organizational structure.
3 COBIT
3.1 Concept 
COBIT means Control Objectives for Information and related Technology. COBIT is an IT governance framework  for businesses wanting to implement, monitor and improve IT management best practices. COBIT is the acronym for Control Objectives for Information and Related Technologies. The COBIT framework was created by ISACA to bridge the crucial gap between technical issues, business risks and control requirements. COBIT can be implemented in any organization from any industry to ensure quality, control and reliability of information systems. In the United States, COBIT is the most commonly used framework for achieving compliance with the Sarbanes-Oxley Act (SOX).
The goal of the COBIT framework is to provide a common language for IT professionals, business executives and compliance auditors to communicate with each other about IT controls, goals, objectives and outcomes. Without a common language, an enterprise under audit runs the risk of having to educate individual auditors about when, where, how and why specific IT controls were created.
3.2 The history of COBIT
The original version of COBIT was published in 1996 for financial auditors to better navigate the growth of IT environments. ISACA released a more comprehensive version in 1998 that covered areas beyond audit controls. Versions 3 and 4, released in the 2000s, included further management guidelines around cybersecurity. Released in 2013, COBIT 5 focused on providing tools, best practices and objectives that were universally applicable to all enterprise IT operations. COBIT 5 expanded on COBIT 4 by integrating related standards from the International Organization for Standardization (ISO), including IT Infrastructure Library (ITIL).In 2019, ISACA announced the current COBIT version: COBIT 2019. This current version is a more generic, comprehensive and flexible tool that can be used by all enterprises regardless of their size or immediate goals. It also better addresses rapidly changing technology and is designed to evolve with more frequent updates.
3.3  The Principles of COBIT
COBIT is based on five key principles for IT enterprise governance:
· Principle 1: Meeting Stakeholder Needs
· Principle 2: Covering the Enterprise End-to-End
· Principle 3: Applying a Single Integrated Framework
· Principle 4: Enabling a Holistic Approach
· Principle 5: Separating Governance from Management
The framework also identifies seven aspects of governance that need to align in order to support the five principles above:
1. Principles, Policies and Frameworks
2. Processes
3. Organizational Structures
4. Culture, Ethics and Behavior
5. Information
6. Services, Infrastructure and Applications
7. People, Skills and Competencies

4 COBIT vs ITIL vs ISO 270000 
4.1 General Purpose
COBIT (published by ITGI) is a high-level framework (as opposed to ITIL, ISO 27002, and NIST) that enables governing bodies (usually leaders) to successfully implement key policies and procedures. As with ISO 27002, it responds to the controlled "what" rather than the "method" to which ITIL responds. However, while ITIL and ISO 27002 only focus on information security, COBIT takes into account all IT management processes and allows for a wider range.
ITIL is a set of best practices that an organization can implement to align IT resources and products with business goals. It is offered in a series of five major publications that correspond to each stage of the IT lifecycle. This process produces documentation for the organization's independent processes, tasks, and checklists. The goal is to be able to implement controls and create a baseline against which to measure success.
ISO27001 was developed by ISO (International Organization for Standardization). Develop a management system that manages information security and does not provide specific or industry-related controls
4.2 When to Use
OBIT is a good candidate when an organization wishes to create an organization-wide framework for management that is scoped outside of information security only. While not providing direct accreditation, certification can be achieved through closely aligned paths.
ITIL points to ISO standards as a framework in which to implement a solution. This applies well for organizations wishing to use ISO standards with global recognition without necessarily achieving an ISO 27001 certification.
The associated certification for ISO 27001 provides a worldwide recognition and acceptance, and therefore organizations wishing to operation across international boundaries may find implementation and certification advantageous. Additionally, some ISO 27001 certified companies require partners to become certified as well.
4.3 Conclusion
ITIL was designed as a service management framework to help you understand how you support processes, how you deliver services
COBIT was designed as an IT governance model, particularly and initially with audit in mind to give you control objectives and control practices on how that process should behaveThe difference between the two is, COBIT tells you what you should be doing, while ITIL tells you how you should be doing it. Put COBIT and ITIL together, and you have a very powerful model of what you need to be doing and how you need to be doing it, when it comes to your process management. Basically ISO gives security, but does not provide to acknowledge of how to integrate them into business process
ITIL focus IT processes. COBIT focuses on control and metrics
So, a combination of all three is usually the best approach. COBIT can be used to determine if the company’s needs are being properly supported by IT.ISO can be used to determine and improve upon company’s security posture. And ITIL can be used to improve IT processes to meet the company’s goals (including security).
Table3 COBIT vs ITIL vs ISO 270000
	COBIT
	ITIL
	ISO27000

	Mapping IT Process
	Mapping IT Service Level Management
	Information Security Framwork

	4 Process and 34 Domain
	9 Process
	10 Domain

	ISACA
	OGC
	ISO Board

	Information System Audit
	Manage Service Level
	Compliance to security standard

	Accounting Firm, IT Consulting Firm
	IT Consulting Firm
	IT Consulting firm, Security Firm, 
Network Consultant






TASK2
1.IT operation and maintenance service strategy of CoffeeBlue
The mutual influence of IT operation and maintenance services and IT business is the core component of CoffeeBlue's market competitiveness. Therefore, the formulation of IT operation and maintenance service strategy must originate from the customer's demand for IT services, and it can drive and support the execution of the enterprise's overall business strategy.
The business strategy of CoffeeBlue company is to build "four centers", namely, building a networked information system operation center, building an integrated information system production center, building a digital information system support center, and building a data-based information data storage center. It can be seen that the operation and maintenance business is the core of CoffeeBlue. In order to drive the continuous and healthy development of the business, a standardized, stable and orderly operation and maintenance system can be established to provide customers with comprehensive, efficient and professional IT operations. Dimensional service. Combining the connotation of ITIL concept, initially proposed the IT operation and maintenance service of CoffeeBlue.
The strategy is as follows:
1.1 Process-oriented
"Process-oriented": that is, the operation and maintenance business must break the traditional "shaft-style" management model, and solve.
The "island problem" between the door and the department. Improve the performance of operations through the design of the various processes of the business. Form common guidelines and norms for everyone to do things, and make operation and maintenance services "rules to follow."
1.2. Customer-centric
"Customer-centric": that is, to provide corresponding IT operation and maintenance services according to customer needs, and deliver high-quality products to customers by responding quickly to customer needs.
1.3. Regarding the system as the standard
"Regarding the system as the standard": that is to combine the characteristics of the CoffeeBlue s operation and maintenance business, "tailor-made" standardized management system, so that the operation and maintenance control "has a law to follow."
1.4. Taking benefits as the goal 
"Taking benefits as the goal": The purpose of optimizing the operation and maintenance system is to help enterprises create better economic benefits, so as to achieve sustainable and healthy development.
[bookmark: _GoBack]2.Compliance 
The employee and customer data involved with CoffeeBlue, the General Data Protection Regulation could play a very good role in the plan. The GDPR is a widely applicable law, specifically designed to ensure the security of personal data. Its objectives are as follows: 
1) To harmonize data privacy laws. 
2) Protect and allow the privacy of data of all citizens. 
3) Change the way organizations process data. It also makes possible many individual rights. 
In general, the GDPR policy discussion almost meets the security requirements of personal information.
3. Risk Management and Service Level Agreement
Enterprise risk management (ERM, enterprise risk management) is a process of planning, organizing, leading, and controlling an organization's activities. Its purpose is to minimize the impact of CoffeeBlue‘s risks on an organization's assets and income. The process of enterprise risk management not only involves risks related to accidental losses, but also extends to financial, strategic, operational and other risks.
In recent years, various organizations have listed external factors as more and more important influencing factors in ERM. Industry and government management agencies, as well as investors, have begun to scrutinize the company's risk management policies and processes. More and more industries are asking the board of directors to check and report on the adequacy of the risk management process of the organizations they manage. Financial institutions thrive in risky businesses, and they are the best example of benefiting from effective ERM. Their success depends on well handling the relationship between profit increase and risk management.
Service Level Agreement (SLA) is a type defined between service providers and users or between service providers in order to ensure the performance and reliability of services under a certain cost (usually this cost is the main factor driving the quality of service). Agreement recognized by both parties. It specifies the service level and the performance level that the service must meet (including service level measurement, service level report, reputation and cost), and makes the service provider responsible for completing these predetermined service levels. A complete SLA is at the same time a legal document, including the parties involved, the applications and supporting services included in the terms of the agreement, penalties for breach of contract, fees and arbitration agencies, policies, amendments, reporting forms, and obligations of both parties, etc. Similarly, service providers can also regulate users' workload and resource usage.
4. Security Management Models and Practices：IT service desk design
4.1 Definition and function of IT service desk
The IT service desk, also called "HelpDesk", is the point of contact between the A company's operation and maintenance team and the end user, and is the general term for the front-line personnel supporting IT services. The IT service desk is also the first link in the entire operation and maintenance service process system. In the ITIL system, the IT service desk is not a service process, but a service function. From the customer's point of view, the IT service desk is the "customer service front desk" of the ITSM system, which directly accepts customer requests. When a customer encounters any IT problems, they only need to contact the IT service desk to put forward their requirements; from the perspective of IT operation and maintenance personnel, the IT service desk is the “technical background” and “coordination center” of the ITSM system. The judgment of the problem, the reasonable deployment of technical personnel, so as to solve IT failures more efficiently, and save resources.
At the same time as the source, improve user satisfaction.
4.2 The main tasks of the IT service desk
The construction principle of the IT service desk is "customer-centric", composed of operation and maintenance supervisors, customer service agents, first-line, second-line, and third-line technical teams. Among them, the operation and maintenance supervisor refers to a function, which corresponds to the "operation scheduling group" in the organizational structure of CoffeeBlue. The main tasks include co-management of incidents, reminders, analysis, and review and control of issues to ensure The entire ITSM system can operate smoothly; customer service agents refer to the operators of the "call center", corresponding to the "customer response group", responsible for initiating work order processes such as fault reporting and service requests, quickly assigning tasks, and to users Feedback and return visits; front-line staff refers to responding to general incidents
Supporting ordinary technical personnel or software developers; second-line personnel refer to core technical personnel with a system, who are engaged in communication, computer, computer network, and information technology work, analyze and evaluate and solve difficult problems; third-line personnel are involved with CoffeeBlue company The original manufacturer or supplier of the cooperative infrastructure serves as a technical support force outside of the ITSM system process. The IT service desk is responsible for the entire monitoring of the entire event management, including specific measures such as formulating identification standards for event judgment, recording event information, and tracking event progress. In other words, it is a "closed-loop management" process that starts at the IT service desk and ends at the IT service desk.
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Fig 1 CoffeeBlue service desk
4.3 The relationship between IT service desk and other processes
[bookmark: _Hlk91257031]The IT service desk is the "hub" of business communication between CoffeeBlue company and its customers, and is mainly closely related to core processes such as incident management, problem management, change management, and configuration management. The entire ITSM system adopts the B/S (browser/server) architecture model. The end users are mainly users in the Y petrochemical production area and living area, and they are the direct consumers of CoffeeBlue company's products (ie, information technology services). 
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