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This study investigates the tools used when completing a computer forensics investigation. These tools are categorised based on their physical nature, such as software or hardware and are researched to find out when or why they are used in the investigation. This study also investigates a case study, detailing the method to which an investigator would use to solve the case. This involves evidence acquisition, data recovery, documentation and even a look into what software could be chosen to be used for the data recovery. Finally, the study contains a sample professional report and a professional invoice. The sample professional study was created from the evidence found in the case study using the AccessData FTK software. For the professional invoice, lots of factors are considered that could alter the price an investigation could cost. This includes, the hourly rate of the investigator(s), timeframe in which the investigation needs to be performed, how much data is on the device that is to be investigated, etc. These factors were then used to calculate a price which is shown on the invoice in the appendix.
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Computer forensics is a specialist process that involves the analysis of Electronically Stored Information (ESI) that is stored on electronic devices, such as desktop computers, laptops and external hard drives. [1] In this document, tools used within a computer forensics investigation will be analysed and categorised, the method in which an investigation will be carried out based on a specific case study will be broken down and a professional forensics report and an invoice for the professional services will be provided.
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When a computer forensics investigation is taking place, there are many tools used throughout, ranging from hardware such as network cables to software such as forensic analysis and recovery software. These tools will now be analysed to show when and how they would be used during an investigation.
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Target Hard Drive
The target hard drive is a form of digital media that stores forensic images and other case related data. [2] Target hard drives undergo a procedure before use. This procedure is simply called ‘Target Drive Preparation’. The purpose of this procedure is to wipe all data from target drives used in forensic casework in order to ensure that no cross contamination occurs between cases. [2] 
The first step in target drive preparation is the selection of which digital media will be used as the target drive, then use an approved software or hardware device for wiping data to overwrite all data from the target drive. The next step is to format the target drive. Doing this prepares the drive for data storage. The final step is to name the target drive using the case number and any other identifiers (e.g., forensic image, target, etc.). [2] 
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A write blocker is any tool that permits read-only access to data storage devices without compromising the integrity of the data. A write blocker, when used properly, can guarantee the protection of the data chain of custody. [3] The reason for write blockers being so important is that digital evidence can be cited as evidence in almost any type of crime. Hence the need to guarantee the data obtained has not been tampered with in any way during the capture, analysis and control. 
Write blockers can come in two different forms, software and hardware. Although they both do the same job, the main difference is how they are used. Software write blockers tend to be installed on a forensics computer workstation, whereas hardware write blockers have write blocking software installed on a controller chip inside a portable physical device. [3]

[bookmark: _Toc69994870]Different Cable Types
A few different types of cable can be used in a forensic investigation, some being SCSI cables, IDE cables and network cables. SCSI cables are used when high speed bus connections are needed between workstations and drives or peripherals. IDE cables are an old form of connection; however, they are still sometimes used. They used to be commonly used for connecting hard drives or optical drives to the motherboard of a computer, allowing data transfer. 
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Boot disks are used in forensic investigations to create an examination environment for the data. This environment is used in three main ways; to provide “known-good” binaries for live analysis of a system. To conduct a dead analysis of the system at the scene without the need to disassemble the computer, and image the computer’s hard disk drive. [4] There are a wide range of Linux distributions that are used for forensic boot devices with three of the most commonly used being BackBox, ParrotOS and BlackArch.
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https://www.cleverfiles.com/howto/computer-forensic.html
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The only part of a forensic investigation that allen keys and screwdrivers are used is when they need to gain access or completely disassemble the device. Different devices will have a variety of different screws that may need to be unscrewed to get into the device. 
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Before transporting evidence, you should ensure that it is protected from risks of being damaged. Hard disks and other components should be packed in antistatic bags, and other components should be packaged to reduce the risk of damage from being jostled. [5] These bags should then be labelled so that it can be identified. Information on the evidence collected in this way, should be collected and included in an evidence log.
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Storage types that are completely blank are commonly used within a forensic investigation for static data acquisition. Static data refers to the non-volatile data, which does not change its state after the system shut down. [6] This static data could be temporary files, system registries, event/system logs, boot sectors, web browser cache, etc. For best practice, this static data needs to be duplicated. Two copies of the original, unaltered evidence need to be produced. This is where blank CDs, DVDs and USB drives come into play. The unaltered evidence will be image copied onto the storage device that is most suited to the scenario. This image copy will then have to have its integrity verified before use in the investigation.
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In forensic investigations, cameras are used to provide investigators with a permanent visual record of the scene that can be analysed or examined for later use. [7] A camera can also be used to record what evidence has been found on the scene and the condition at which the evidence was found in.
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	Forensic Tool
	Type

	Target Hard Drive
	Hardware

	Write Blocker
	Hardware

	Cables (Network, IDE, SCSI)
	Hardware

	Boot Disks
	Software

	Analysis and recovery software
	Software

	Allen Keys and Screwdrivers
	Equipment

	Anti-Static Bags
	Equipment

	Blank storage (CDs / DVDs / USB Drives)
	Hardware

	Camera
	Equipment
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Popular mobile phone interface and GUI design company CEC. One worker was majorly involved the creation of one of the newest phones on the market that was meant to rival other popular phone companies designs. This worker secretly planned to sell the design to CEC’s competitors and struck a deal to sell the design. A short period after this, the worker decided to hand in his resignation to leave CEC. 
Many of the designs worked on by the worker that left were missing. Wasting millions of pounds on research and development of the designs, especially the most recent. The worker had sabotaged the designs, to which only he had access to, before leaving the company. These deleted files need to be recovered on the computer the worker used.
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The first step of a forensic investigation is to lay out the policies and procedures that need to be followed. The forensics community has outlined certain principles that are to be followed during every investigation. These principles are as follows:
· No actions to change or alter the original data.
· Audit trail created.
· Legal principles are adhered to.
Part of the first step is to undertake a full assessment of the situation; this includes reasoning for the investigation and all its possible outcomes. In this scenario, the reasoning for the investigation is to retrieve millions of pounds worth of designs to help avoid the company from potential heavy losses. Data recovery is what needs to be done in this investigation. Data recovery is the process of restoring data that has been lost, accidentally deleted, corrupted or made inaccessible. [8] In this investigation, there are many potential negative outcomes.
Data loss due to physical damage – There are few ways in which physical damage could occur; hard drives have the possibility to undergo numerous automatic failures, which is increasingly likely the older the hard drive becomes. The hard drive could also be physically damaged through being dropped, crushed or exposed to vibrations. This could cause damage to the disc or to the seeking arm of the hard drive.
Data loss due to software issue – There are many different software related ways that data can be lost. These include viruses, formatting, mis-partition, mis-clone, mis-operation, network deletion and a power-cut. [9] Some malicious software called viruses are subsets of malware that self-copy and are usually designed to damage a device or steal data. [10] Mis-cloning can occur when backing up the hard disk, mis-clone or overlay the original data on hard disk and the original data could be erased. [9]
The data recovery tools that may be used will also have to be assessed. Some software works better than others in different scenarios, these pieces of software will be shown below.
	Software
	Platform
	Description

	Seagate File Recovery
	Windows / Linux / Mac
	Seagate is and has been one of the top hard drive manufacturers in the world for a while now. Their file recovery software has few advantages, it has a spacious and clear interface and has thumbnail previews for recovered files. There are also a few bad points about this software, being that it typically recovers fewer files than competitors’ products and lacks a CD/ DVD recovery option. [11]

	Recover my Files Professional
	Windows / Linux
	GetData Recover My Files Professional ranks up there with the best data
recovery software, but it is not for beginners. It is more geared toward the tech savvy super user needing a complex data recovery solution. [9]

	Data Rescue 3
	Windows / Linux / Mac
	Data Rescue 3 is built for hard disk drive recovery,
but it still outperforms much of the competition when tested on solid-state
devices. It has a built-in disk imaging feature along with lab recovery options, information and excellent support. [9]
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The second step of a forensic investigation is to acquire any potential evidence on the scene. The first step in doing this is to use a camera to photo document the conditions that the crime was committed and to show the condition that any of the evidence was in prior to pick up (if taking the evidence is required). If pick up of the evidence is required, anti-static bags are to be used to ensure that no static damage can be done to the evidence. These bags then need to be documented and labelled to ensure they can be identified. In this scenario, photo documentation is not needed as the worker in question presumably worked in the office among his co-workers. Lots of things need to be recorded, such as where it was, how the data was stored and who had access to it since the crime. The next part is to make a forensic copy and work on the copy instead of the original data. A forensic copy can be made either manually or by using approved automated tools under the court of law. Any tampering with original data could cause the data to be lost and would make the evidence almost useless in court. As much as opening the original data could alter the timestamp information, destroying information on when the file was last accessed. A document trail needs to be created so other professionals can follow your steps completely, therefore considerable effort needs to be put into creating SOPs (Standard Operating Procedures) on how to deal with each step and phase of the investigation. [12] During this stage, extra considerations need to be made, some of these are as follows.
· Full documentation of the hardware and software configuration of the examiner system as well as the digital devices being examined. This includes boot settings, the exact hardware configurations, log on passwords, etc. [12]
· Verification that the hardware and software of the examiner's system is working properly to be sure that anything found by the examiner is not due to misconfiguration of the examiner's equipment. [12]
· Disconnect storage devices (using the power connector or data cable from the back of the drive or from the motherboard) to prevent the destruction, damage, or alteration of data.
· Identify and obtain storage devices required to 'image' - make an exact copy -the original data, so that forensic examination can be conducted on a copy rather than the original. [12]
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Depending on the situation, what data you need to recover is different. In some cases, volatile data may need to be collected. Volatile data is any data that is stored temporarily on a computer device while it is running and would be lost if the device shuts down for any reason. It exists in temporary cache files, RAM and system files. [13] In this scenario, non-volatile data will need to be recovered. Non-volatile data is a type of digital information that is persistently stored within a file system on some form of electronic medium that is preserved in a specific state when power is removed. [14] This includes hard drives, solid-state drives, memory cards and USB flash drives. 
Now that the type of data that needs to be recovered is known and a forensic copy has been made for the professional to work on, the attempts at data recovery can begin. The investigator will run a file search on the software, this will search through all directories and files for any deleted or missing files. Most software will do the rest automatically, it will either try to recover the whole drive or just certain deleted files. When recovering the whole drive, the software uses the common pre-selected file types such as JPEG, EXE, Avi, word, ZIP, etc to assist in locating the missing file system. The aim is to recover the full file and folder structure including ALL files. It searches for these file types by locating the header / structure and footer and then uses the information found to help pinpoint the missing file system. These files are called "Lost Files". [15] If the software is selected to recover only deleted and lost files, it will first perform a search for all files that have been deleted from the recycle bin (When files are deleted they first go into a recycling bin and then have to be deleted from there too if they are to be erased permanently). These files that have been deleted have only been marked as deleted and are able to be overwritten by new data but will stay on the system until that happens. If the files have not been overwritten, they are still recoverable. These recovered files will be back in the directories that they were in before they were deleted and can be accessed and edited.
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In the fourth step in a forensic investigation, full documentation of all specifics and events will need to be written. All things expected to be documented are below:
· Number of drives as evidence.
· What file types were deleted.
· Number of files deleted from evidence drives.
· Number of files recovered from evidence drives.
· Number of unrecoverable files.
· Of the recovered files, how many were locked or encrypted in any way.
· Methods used for recovery of data.
· Retrieval, copying, and storage of data, as well as all actions taken to acquire, examine and assess evidence.
· Hardware and software configuration of the examiner system. This includes boot settings, the exact hardware configurations, log on passwords, etc.
· Hardware and software configuration of the system used by criminal. This includes boot settings, the exact hardware configurations, log on passwords, etc.
· Chain of custody.
All the above and more are expected to be documented after or during the investigation. All of the information documented during the investigation not only shows how the privacy of user data has been protected, but it also guarantees that both parties have followed the correct policies and procedures. Since the aim of the entire process is to collect data that can be used as proof in a court of law, an investigator's failure to properly record his or her work may jeopardise the evidence's validity. [16] Another step in the reporting process is to create a report that contains accurate details about the forensic procedure that has been followed. During the collection process, the state and status of the device in question in this study must be annotated. The final step in the data collection process is to compile all the data and store it in a secure and safe location. [5]
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A professional sample report can be found in the attached document. This was able to be created from the evidence found on the machine using the AccessData FTK software.
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It is not free to have a computer forensics investigation carried out. Therefore, an invoice will need to be created to charge the company / person hiring the services of the investigator. It is likely that every investigations cost will be different, due to there being different amounts of data that needs to be recovered, the length at which the criminal went to delete the data, among other reasons. A typical 100GB data recovery from a hard drive can have over 10,000,000 pages of electronic information and may take between 15 to 35 hours or more to examine, depending on the size and types of media. [17] In this case study, it is safe to assume that the files needed to be recovered would be large in capacity and therefore 100GB data seems about right. When calculating a price for the investigation, many things need to be considered:
· How much does the investigation team already know about the fact pattern? In essence, does the matter have a NARROW focus? (ex. to see if a document has been altered after this date). Or a BROAD focus? (ex. suspect someone did something covert in the past year.) [18]
· What kind of activities are suspected? (ie. alteration, theft (ie. data/money), deletion, defamation, anti-forensics software installed, physical damage, etc.) [18]
· Are there particular terms being sought?
· How many devices are involved? [18]
· What types of devices are involved? (ie. Laptops, workstations, servers, mobile devices, tablets, cell phones, surveillance video or proprietary manufactured systems)
· Is there encryption and/or password protection installed?
· Are there multiple types of Operating Systems or virtual devices contained within the devices being analysed? [18]
· How many users are utilizing the device(s)?
· What is the volume of activity that has occurred on the device(s)? Rarely used? Heavy usage? [18]
· What type of output or report is required? (ie. a simple memo or finding; a report; an Expert report; Affidavit; Deposition attendance; Testimony at a hearing or trial?; etc.)
· How much data will need to be searched and analysed? (ex. estimate in MB, GB, TB etc.)
· What is the deadline / timeframe that the analysis needs to be performed? [18]
According to New York Computer Forensics, the average per hour cost is between £250 to £350. [19] With all this information, an invoice for the above case can be created. This can be found in the Appendix.
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Date: 15/03/2021
INVOICE # 100

To Mis. Dee Rod
cec

23 Bsshow Road

07365 384823

Customer ID CECS3143

Salesperson Job Payment Terms Due Date

Bamy Lynch Forensic Invesfigator | Due on receipt 15/05/2021

Gty Descripfion Unit Price [£)  Line Total (£)

E3 Hourly Rote 3 10200

1 Per Device 50 450

1 Device Type - Computer Workstation o ]

[ Encryption / Password Profection (Per device] &0 ]

o Volume of Acfivity Since Crime - o

1 Expert Report 700 700
Subtotol (£) .35
Tox- 18% (£) 2043
Total (2] 13393

Make all checks payable fo Bany Lynch
Thank you for your business!

Bany Lynch 14 Bggeg. St CF17 2JL Phone: 07425 636764 Email: Bamylynché43@outiook.com





