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INTRODUCTION
At present, the insecurity of information security technology is mainly due to the purely theoretical defects of the computer system itself, which makes it easy to be invaded by viruses and hijacked by hackers, resulting in data loss, leakage, destruction and other problems. In addition, because there are many guaranteed programs in the network system, but the security is reduced due to the technical mistakes of the relevant operators, and it is very easy to be invaded by external hackers. In order to deal with such problems, CoffeeBlend company should have a well-designed information security system, including a set of standardized information security policies, management strategies, and risk management.
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Figure 1 An information security program chain[1]

According to the analysis of the existing situation of CoffeeBlend, the content of safety management mainly focuses on the following six aspects:
（1） Use cloud services to deliver IT services.
（2） Most company’s network base on wireless network.
（3） Media protection
（4） User devices control
（5） Data security
（6） Intellectual properties protection 

I. Information Security Policy [1]
1. CoffeeBlend must ensure the security of user data, protect user privacy, and must not abuse user data. 
When users (customers and staff) use the company network, the company obtains a large amount of user data, including some user privacy, and these data should belong to the users. The IT department needs to ensure the security of these data and not to be stolen.
2. All policy formulation and use of information and data should comply with appropriate ethics and standards. 
The policies formulated by the company are measures aimed at the needs of practical applications, but they should meet the corresponding ethical standards and create a positive and positive image.
3. CoffeeBlend information security policy should be compatible with existing laws and regulations, and should not violate or conflict. When such a situation occurs, it must be reported and corrected in time.
4. CoffeeBlend Company is not responsible for any loss or damage of user data. 
Notwithstanding CoffeeBlend 's obligation to protect user data or software, users should not rely on CoffeeBlend to preserve and protect data and information.
5. CoffeeBlend company has the right to revoke the user's permission to use the information system at any time.
The right of users to use the company's network is granted by CoffeeBlend. At any time, when the user violates the corresponding regulations or makes dangerous behaviors, the company has the right to abolish the user's use of the company's information system.
6. All actions should formulate corresponding documents, keep version records, and classify according to type. 
Everything formulated by the company, including but not limited to policies, standards, and processes, should be recorded in specific documents. At the same time, keeping version records can facilitate the traceability of the source when ambiguity occurs. Classification can make it easier for information security managers and users to consult these documents, improving efficiency and dissemination.
7. All prescribed policies and management strategies need to be enforced and ensure that they are in place.
Once the management regulations such as policies and strategic guidelines are determined, managers should ensure that they are implemented in place, otherwise they will be useless.
8. CoffeeBlend should train employees on safety awareness and operation. 
The company should actively carry out training on company policies, strategies, how to use information systems correctly, possible threats to information security, etc. For new employees, the first security training should be carried out as soon as possible after joining the company. For customers using the WI-FI wireless network, relevant usage specifications and safety reminders should be posted in obvious places in the store.
9. All applications and software running on cloud servers should undergo rigorous testing to withstand SQL in injection, XML-oriented attacks, can handle improper input and overflow attacks [2]. 
If the applications and software running on the server cannot meet these requirements, hackers can use these weaknesses to attack the server, thereby stealing data and destroying the server.
10. All applications and software running on cloud servers should be able to output error logs and diagnose error messages. 
When an error occurs in an application or software, the error log can help administrators to determine the cause of the error more quickly, so as to rule out whether information such as server error occurs, so as to ensure the smoother operation of the system.
11. All policies and strategies of the company should keep pace with the times, add new content in a timely manner, and abolish outdated and unrealistic content. 
Information technology is changing with each passing day, improving every moment, and the company is always developing. Therefore, various regulations should be updated and iterated in time to ensure that they are applicable to the present.


II. Information security management strategy
1. Distinguish between Public Network and Internal Network 
Because the company provides WI-FI wireless network for employees and customers to use, it should ensure that the wireless network used by customers is a public network and cannot access the company's internal systems and files. This requires the network planner to plan the network architecture well at the beginning, assign the corresponding IP address field, and ensure that customers can easily connect to the company's public WI-FI, only have the authority to access the Internet, but cannot enter Company intranet.
2. Restricting Access to the Network.
The restriction of access to the network can prevent illegal intrusion. Restricting access to the network must allow the entrant to verify his identity during use. Only entrants with clear identities can successfully connect to the network. In this way, the risk of network intrusion can be reduced to a certain extent, thereby avoiding internal damage to the cloud service system. Network access restrictions need to meet the following conditions. First of all, for public network visitors, use WI-FI account password to log in, and collect basic corresponding customer information; for internal network, authentication is required, and user name and password are checked. Secondly, the WI-FI password and user login password should be encrypted to ensure the regularity of network access.
3. Access Control 
In order to implement access authority control, it is necessary to classify the identities of personnel accessing the network, such as basic customers, ordinary employees, department leaders, IT department employees, and information security maintenance team employees. For different roles, assign different access rights.
4. User Devices Control
The system should be able to recognized different devices from one user and conduct operation exactly to each device.
5. User Passwords Change
For users accessing the internal network, users should be forced to change their login passwords periodically, and the system should have historical password records of the same year, so that when users change passwords, they cannot use other passwords used in the same year. This can prevent hackers from guessing user passwords or using brute force algorithms to crack passwords.
6. Adding a Firewall 
The firewall has an obvious isolation effect. It can isolate the information inside the network from the information outside the network, and can also integrate internal information with external information on a certain basis to ensure the security of the protection system. At the same time, relevant safety and review control points must be in place to ensure the normal communication and exchange of information and provide a convenient way for safe network information transmission.
7. Data Encryption 
Encryption technology is one of the important technologies to improve the quality of computer network security management, and it is also a widely used network security management technology. The form of encryption technology is very diverse. It can encrypt nodes, implement encryption from the data level, and implement encryption from the link. Different encryption technologies have different effects. The data security team should choose the corresponding encryption technology according to different encrypted content, so as to ensure that even if it is stolen, hackers cannot crack the encryption technology to obtain the real data. Standard used: FIPS 140-2 [3]
8. Media Protection [4]
Media protection includes protection of entertainment content like music, movies and software. Compliance Standard: MPAA [5]
9. Detecting Defects 
The long-term application of the security network protection system requires the assistance of multi-layer systems, and detecting defects is a step in many systems planning. Appropriate defect searches can be carried out by imitating hackers, starting from the basic system settings, and finally conducting all-round and all-angle inspections, so that relevant management and control personnel can do better prevention work and detect defects before hackers intrude It is a main method, which can access and scan some special parts of the local or remote system according to the means of automatic detection, or the remote-scale weaknesses generated by the computer system can also be screened out. In this process, there are also It can effectively complete the inspection diary, provide strong data support for the safe use of computer network system calculations, and facilitate the rational use of some test data, providing convenient and favorable conditions for the safe use of computers.
10. Backing up System Status and Data 
Although many preventive measures have been taken, the system still has the risk of being damaged and damaged. Therefore, regular backup of system status and data can restore the system after a destructive attack. Data backup is the basis of disaster recovery, which refers to the process of copying all or part of the data set from the hard disk or array of the application host to other storage media in order to prevent data loss caused by system operation errors or system failures. The backup should be stored in a different location or server from the normal operating system, and different backup methods should be adopted for different content. Such as real-time backup, scheduled backup, live backup, etc.
11. Restoration and Replication of Network Systems
If the cloud server or system is invaded by relevant hackers or artificially damaged, the system should have a complete set of specifications and procedures for restoring backups, which can ensure the restoration of the previous system state and data in the first time, and prevent damage
Happen once again.
12. Establish a Standardized Emergency Mechanism
No matter how perfect the system is, there may be failures. Since failures are inevitable, emergency response processing is very important. The emergency response mechanism should establish the following elements:
A. Determine the emergency personnel and their respective division of labor: the personnel should include the contact person of the service provider (7*24 hours);
B. Determine the event classification level and the corresponding processing plan: the plan includes determining the event processing time;
C. Documentation and organization requirements.
13. Regularly update the System 
System update means to obtain the anti-attack and anti-virus capabilities that match the current network environment. Therefore, relevant computer operators or management personnel should pay attention to the update and upgrade of the system in a timely manner. Once a new version is found, it must be updated in time, or the automatic update function can be set, which can avoid virus attacks to a large extent. When updating the system at the same time, users should be notified of the relevant progress to ensure the normal progress of work and services.
14. Daily Inspection 
of data records data access logs, through access log detection, static and dynamic analysis of source code, comprehensive inspection of performance and security of information systems, analysis of existing problems, and corresponding optimization suggestions, so as to ensure prevention Before it happens.

III. Risk Management [6]
The company needs to establish a professional risk management team, and other departments cooperate to establish a complete risk management framework in order to deal with various risks that occur in the company.
Risk management team and IT department should sort out the company's property management, identify and estimate the value and importance of various properties, and use the corresponding asset record sheet for detailed records.	
[image: ]
Figure 1 Sample asset classification scheme[1]

There are several important factors that affect the establishment of an enterprise network security protection risk management system, namely risk identification, risk evaluation, risk treatment and risk tracking. Several factors are interrelated and complementary, which is a typical dynamic change process.
When a crisis occurs, we must strictly follow the four steps of risk identification, risk assessment, risk avoidance and risk tracking to deal with and respond to risks.
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Figure 2 The risk management framework and process[1]

1. Risk Identification 
Risk identification is the basic work of establishing risk management system, which makes risk estimation and evaluation more effective and efficient by providing necessary information. Network security protection work mainly includes the following aspects: (1) network and information security management mechanism, including the establishment of organizational structure and the establishment of information reporting system, etc.; (2) various equipment and facilities related to the network, mainly including servers, network equipment, storage equipment, terminal equipment, various operating systems and software, etc.; (3) basic equipment and facilities supporting network operation, mainly including computer room power supplies, UPS, air conditioners, fire prevention facilities, temperature sensors, humidity sensors, and video surveillance, etc. Monitoring equipment; (4) Network emergency backup equipment and facilities. 
After clarifying the main content of network security protection, it is necessary to identify and analyze the security risks existing in each content one by one. Among them, the security issues that may exist in the management mechanism include: the establishment of the organizational structure and the degree of perfection after the establishment of the organization, the establishment of the information notification system and the smoothness of the notification channel, the implementation and execution of various management systems, etc. The main security problems of network-related equipment and facilities include: natural disasters (such as fires, lightning strikes), environmental accidents (such as power outages, rat infestation), man-made damage to hardware, loopholes in software such as databases and operating systems, and human-made and other causes. Security risks. The possible safety problems of the infrastructure supporting network operation mainly include: whether the power supply, UPS, air conditioner, and fire prevention facilities in the computer room are fully equipped; the communication line is broken due to disasters such as earthquakes, explosions, and fires; the network connection interface is loose or the network equipment is damaged. Wait. The possible security problems of network emergency backup equipment mainly include: the establishment and perfection of emergency plans and emergency support teams; the status of emergency drills; whether important data and systems are backed up and the timeliness of backups, etc.
2. Risk Evaluation 
Identifies the possible risks and hidden dangers in the network security work, it analyzes the collected identification data to estimate the risk. The risk assessment is divided according to the three influencing factors of severity, possibility and risk coefficient. (1) The division of risk severity levels is based on schedule delays or cost overruns. Delay or overrun indicators are divided into 1 level for every 5 percentage points more, and are divided into 5 levels in total, represented by numbers from 1 to 5 respectively. (2) The level of risk possibility is divided according to the probability of risk occurrence. It is divided into 5 levels, which are also represented by numbers from 1 to 5. If the probability is less than 20%, it is level 1. For every 20% more probability of occurrence, that is, more a grade. (3) The risk coefficient is determined by the level of risk severity and risk possibility. When the risk severity level is 5 and the possibility level is 5, then its risk coefficient is 5×5=25. When the risk severity level 1, the possibility level is 1, then its risk coefficient is 1×1=1, so the risk coefficient is divided into 1~25 levels. When the risk factor is 1, the risk level is the lowest, which is a small risk, and will not cause major accidents to a certain extent. When the risk factor is 25, the risk level is the highest, which is a major risk. Once it occurs, it will cause casualties and property losses. Seriously affect production and other consequences, and bring adverse social effects, it needs to be highly valued.
3. Risk Treatment 
After assessing the risks in the network security protection work, the managers of the network department have a certain grasp of the various risks and severity in the network security protection work. At this time, it is necessary to find out the cause of the risk or the triggering condition of the risk, and on this basis, from the many risk response strategies, combined with the actual work, choose effective methods and avoidance measures to turn the risk into an opportunity or turn the risk into an opportunity. Negative effects caused by risks are reduced to a minimum. 
For example, the establishment and improvement of network security management mechanism is the primary task of network security protection. First of all, enterprises need to establish a sound organizational structure, including leading groups and working groups. The composition of the leading group should be composed of the main leaders of the enterprise and the main persons in charge of each department. Once a hidden danger or accident occurs, the enterprise can respond quickly; the working group is mainly composed of the network administrator of the enterprise and the relevant technical personnel of each department, in addition to doing a good job in the daily network and information security supervision and management work, it is also necessary to cooperate with enterprises to do a good job in various network security inspections. Secondly, enterprises need to establish and improve the information reporting system and ensure the smoothness of the reporting channels. When an accident occurs, the reporting channel can be used to quickly communicate the occurrence and severity of the incident to departments at all levels, so that leaders can quickly make decisions and make timely decisions. Decision-making and plans are transmitted to various departments. In daily work, the information notification channel is also a platform for relevant personnel to learn and communicate.
4. Risk Tracking 
Risk management is a dynamic process. In the process of carrying out network security work, there are many uncertain factors, and some may even conflict with the analyzed risks and predetermined plans, especially for the network security protection work of some complex and huge production systems, many risks are unpredictable. Therefore, timely or regular follow-up should be carried out to clarify the time of risk occurrence, resolution status, responsible person, identify whether there are new risk factors, whether there are changes in the probability and severity of various risks, and whether risk avoidance measures Appropriate, whether the implementation is effective, etc. In response to the new problems and new risks discovered, take or change the countermeasures in a timely manner, so as to ensure the adequacy, suitability and effectiveness of risk management.
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