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Evaluate the disruption options available to target criminal activity on the road network. (2,000 Words) 

In this essay I will be looking at the disruption options available to the police in order to effectively disrupt the criminal activity and the use of the road networks. There are several different options available in modern policing that allow for the effective targeting and disruption of criminal activity which can be linked to the use of the road network. 
	According to the Cambridge dictionary, disruption is defined as ‘the action of preventing something, especially a system, process, or event, from continuing as usual or as expected.’ Whilst not defined directly in a dictionary, the phrase ‘disruption options’ can be interpreted in this case as actions that can be adopted in order to disrupt or disturb a person’s intentions or plans. 
	In the United Kingdom as of a survey conducted by the department of transport in 2019, there is an estimated 247,100 miles of road covering the whole of the UK. The percentage of these roads that are considered major road is 13% with the other 87% of this being minor roads. The road network in the UK a key feature that criminals use to aid in the committing of crime both small scale and on a larger more organised scale. Whilst not all crimes are committed on the road, some of which can be contributed to criminals having to travel using the road network both to and from committing crimes. 
	Police services across England and Wales are always trying to better disrupt the way in which criminals use the road network. Being able to effectively disrupt criminals and the way in which they use the network of roads that connect the country is key to being able to detect, prevent and act against crime being committed. There are several different ways in which criminals can be disrupted from committing crimes both on the road network and by utilising the road to get to an area to commit crimes. 
	Police services use a variety of ways to disrupt the criminal using the road network. The variety of methods can range from complex and technology base methods to simple, effective methods that involve visibility to promote deterrence. One of the first ways that police can do this is by conducting regular and visible patrols in areas that are known for criminality and areas that could potentially be targeted for criminality. Patrols that are conducted can either be random patrols or reactive patrols which are as result of an incident occurring. Patrols that are conducted can either be done in a marked police vehicle, unmarked police vehicles, hi-visibility foot patrols and covert foot patrols. These can each be individually utilised to target a hot-spot area of crime that can present and issues in the local community. 
Marked patrols both in and out of vehicle in hot-spot areas can often disrupt criminality massively. A properly placed targeted patrol means that potential criminals can see that what they are about to do, is likely to be seen by an officer or Police Community Support Officer that is conducted the patrol. There are both advantages to patrols being conducted inside and outside of a vehicle. Conducting patrols inside of a police vehicle means that a patrol can cover a greater aera with and they can respond to incidents occurring quicker than that of a person on foot. The negative aspects of conducting patrols in a vehicle however is that the person conducting the patrol is less likely to engage with the public and less care may be taken to conduct the patrol. Being able to conduct a patrol on foot means that members of the public can engage with the police and tell them about crimes occurring in that area. This can include telling police about crimes being committed on the road as well as anti-social behaviour. There are some negative sides to carrying out foot patrols which include that incident that occur elsewhere may not be able to be responded to as quickly and, where crimes are committed on the road network, a person on foot may not be able to stop the vehicle in question owing to them being on foot. 
Unmarked patrols are also a good tool utilised by police in order to disrupt the criminal network on the roads. Vehicles and people that blend in with any other member of the public are good for seeing how people behave on the roads when they believe that not nobody of authority is observing them. Using covert persons means that they can identify persons using the roads and committing offences and being able to identify them and act against them. 
Another disruption option for criminal activity on the road network is by utilising the countries large systems of ANPR (Automatic Number Plate Recognition) cameras which operate on a various number of roads from motorways to country roads. The UK is estimated to have around 11,000 ANPR cameras which log with the ANPR systems approximately 50 million reads per day (Fluxposure, 2021). The system works by reading the vehicle registration on either the front of the back of the vehicle and checking this against a database and make a record of where the vehicle has triggered the camera. 
ANPR cameras are a vital disruption option to target criminality. The way in which the cameras work means that the information is stored within a database and this information can be used in order to identify the routes in which carrier criminals take and identify the area in which vehicles are driving into. ANPR cameras can either be fixed in location or they can be mobile on fitted to police vehicles. The ANPR systems allows for vehicles to be added to a ‘Hot-list’ and when the vehicle in question passes a camera it will inform a user of why it has been added to the list. The user of the system will then be prompted to act whether this be investigated if the camera is on a vehicle or dispatch an officer if the system has been monitored from a control room. 
The use of ANPR cameras can be used to disrupt criminality in many ways. Being able to assess and in some cases monitor the movements of suspect vehicles means that officers are able to intercept and act on information provided by the system. The system works based on information that is inputted on the system. Where the vehicle of an offender is known, the information can be put onto the database and will then be notified when it enters a specific area. Officers can then action this and carry out further investigations. In conclusion, the use of ANPR systems is valuable in the disruption of criminal activity using the road. ANPR cameras are a reliable source of information when they register a vehicle however there are times where the cameras may not be able to read a vehicles registration, and this could be because of adverse weather or the positioning of the number plate on the vehicle. Another potentially negative thing is that the systems work since already knowing what vehicle is going to be used to commit crime. This can prove a downfall for offences that involve persons moving drugs from one area to another as there are occasions where the vehicles are changed in order to avoid detection. 
Criminality on the road can be anything from minor traffic offence to the other end of the spectrum which can be involve human trafficking and drugs smuggling. Another offence that is committed on the road and is a large contributing factor to road collisions and this is speeding. It is estimated that in 2020, 7.4% of all car accidents had speed as the main cause of road traffic collisions which accounted for 4,457 accidents (Yurday, 2022). There are several ways in which the speed of a vehicle driving on a road can be reduced. One of the most common ways in which police forces around England and Wales deter speeding is by using speed cameras. 
Speed cameras were first introduced in 1991 in the UK and the number of cameras across the country have been steadily increasing ever since (Gibson, 2022). Speed cameras are often static and are situated in areas designated either by the local council of by the police in areas that are known for excess speed in that area. Cameras can either be permanently fixed in position or they can be used in a mobile vehicle by police forces to be situated in any area where they feel there is a speed issue. Officers may also use speed camera guns that are small and compact and are used by a person to detect someone’s speed. These types of cameras are often seen during proactive enforcements. There are some downsides to services relying on speed cameras as their sole ability to deter speeding. Static speed cameras have often been in position for a long period of time and even if they have not, members of the public tend to become aware of their presence in a short period of time. This means that there is nothing stopping the public from speeding up too, slowing down whilst passing the camera, and then accelerating off again after having passed the threshold of the camera. This issue has been partially addressed using average speed check areas which are in use around England and Wales. Average speed cameras are used to track a person’s average speed over a certain distance and utilise the time that it has taken to pass between a specified distance to track the speed of the camera. The positives of this means that potential speeders are forced to abide by the speed limit for the duration of the time that they are in the cameras range however, again, there is nothing stopping the person from accelerating up to and after exiting the zone of the speed cameras. 
To evaluate on this, speed cameras are an effective method of reducing speed when they are utilised correctly. Being able to strategically place mobile speed camera vans in target areas where there is known to be an issue with speeding means that there is a greater chance of someone being caught committing an offence. There is then an option to prosecute the offender or to have them undertake an educational awareness course which would aim to reduce criminal activity on the roads network. However, despite this advantage, consideration should be taken to how effective a speed camera is over a long period of time owing to the public becoming aware of its presence. 
In conclusion, there are several different ways in which the police can disrupt and deter criminality on the road networks in both England and Wales. The methods mentioned in this essay are just some of which that are being used today in order to disrupt persons using the road network without any regard for the others using it, and the persons policing it and trying to keep the public safe. Whilst these methods are good for deterring crime on the roads, there is no direct set way to completely deter crime on the roads and this is evident with criminals become more aware of methods that are used by the police to catch them. In an ever-evolving criminal world, the way in which we disrupt criminal activity on the roads needs constant review to see if there is anything more, or anything that the police in England and Wales can do better to prevent, detect and deter crime. 
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Review complex types of internet-dependent crimes. (2000 words)
	In this essay I will be reviewing several different types of internet dependant crimes and providing definitions of each. Each of the internet dependant crimes that I will review will be of a complex nature with each requiring technology sophisticated enough to aid the criminal in being able to conduct, execute and commit the crime. 
	Internet dependant crimes are often referred to under an umbrella term known as cyber-crime however, cyber-crime can fall into two categories which are, cyber-enabled crime and cyber-dependant crimes which is the one that I will be going into more detail about in this essay. 
	As defined by the Crown Prosecution Service (CPS, 2019), a cyber-dependant crime is a type of crime that can only be committed using information and communications technology, and it is required that both devices are the tool for committing the crime itself. Cyber-dependant crimes can be broadly categorised into two main categories however they are not wholly designated to one of the two. The first of which is intrusions into computer networks which can involve hacking and the second is downgrading and/or disrupting of computer functionality such as malware or denial of service (DOS). 
A cyber or internet dependant crime can be committed by anyone with the right knowledge of how to do it. This does not necessarily mean that a person must have an advanced skill set to be able to carry out such a crime. Crimes of this nature can be committed for many different reasons and can even be committed by sovereign states. Whilst not every person that commits internet-dependant crimes must have a huge understanding of computers. The persons that generally carry out these sorts of crimes are highly skilled persons who have a good knowledge of coding and a good knowledge of computer networks. These types of crimes can also be committed by people with no criminal intent at all. They could be committing such offences as a form of protest which could be doing something as simple as changing a name of a company as displayed on their website to something other than what it is (CPS, 2019). 
	Like any other criminal offence, there is no textbook definition of a person who commits internet-dependant crimes, and they can be persons who merely blend in with any other member of the public if you were to encounter them in the street. 
	There are many different types of cyber-dependant crime, and these can range in severity from de-facing websites in protest, all the way to the other end of the spectrum to Denial of Service (DoS) or Distributed Denial of Service (DDoS). 
	In this essay I will investigate detail on hacking, phishing and DoS/DDoS types of crimes. I will investigate each of these and review the complex nature of these offences. Firstly, I will be looking into the internet-dependant crime of phishing which as defined by Action Fraud (year unknown), is when cyber criminals will use fake messages to lure a victim into licking on a link held within a scam email or via a text message. This type of crime aims to get victim to either provide their private information willingly or by use of sophisticated technology, the hacker will be able to retrieve the information from the device themselves. 
	Phishing emails can also present themselves in such a way that looks appealing to persons and look to exploit certain vulnerabilities of the victims they target. Emails and text received by victims can include wording that appear quite desirable such as: “Enter your details for the chance to will £5,000,000!!!” Cyber criminals are also intelligent in the way that they present these emails and texts. They are often able to make themselves appear to be a genuine and respectable company which often can lure the victim into a false sense of security when they receive the communication. 
	Phishing offences and emails both can and cannot be easy to identify. A person who may have grown up using technology and has been educated on the dangers of such emails can prevent themselves from being subject to this type of fraud, however. Generations of people who may be more vulnerable to this type of crime can often find themselves being defrauded of hundreds if not thousands of pounds worth of their own money by simply entering their details into an online form. 
 	Phishing is a crime of fraud by misrepresentation and if the suspect is caught, can face up to 10 years in prison for the crime they commit however, these types of offences are often carried out by persons who are able to hide their online identity and make it extremely difficult for law enforcement personal to investigate and identify them through their investigations. This in turn means that this type of crime could become more desirable for criminals to commit who have the capacity to hide their identity well enough to evade capture (ICLG.com, unknown). 
	Another common internet dependant offence that can be committed is denial of service (DoS) attacks or distributed denial of service (DDoS) attacks. These types of service attacks involve an intricate style of hacking in order to facilitate the desired results. Such offences are carried out by persons with an excellent knowledge of computer systems with the ability to conduct advanced programming in order to gain information from the targeted computer systems and to be able to affect the intended system. 
	A DoS or DDoS attack is manufactured in such a way as to enter into a persons or companies computer systems undetected by the user of the device in question. This intrusion can be done via an email with the required coding attached in a benign way to a document or picture held within. This sort of programme is often referred to as a Trojan Horse owing to is unique ability to be able to enter a system without being detected. In some advanced cases, the malware from the suspect device can enter the system without the anti-virus software being able to detect it. These sorts of targeted attacks can have a detrimental act on the types of systems in which they are installed into (Dennis, unknown).  
	The reasons for DoS attacks being carried out can occur for several reasons. One of which is that the hacker/criminal, simply finds it a fun thing to carry out in order to show off their skills as a hacker to other personal of a like mind. However, on the other end of the scale, hackers may carry out DoS attacks for a more sinister nature and to decrease public trust in a company’s systems. An example of this would be a hacker being able to attack a banking company in or other high-profile service in order to try and undermine their credibility as a secure service. This means that such cyber criminality can be cause by persons who have something to gain from committing such attacks and allowing for their own gain from another’s loss. 
	Another group of personal that may carry out such internet-dependant crimes are organised crime gangs that are involved in extortion of high amounts of money. This could be that person gains access to a system in order to prove they are able to gain private and restricted details for financial gain. An example of this would be if someone was able to gain access to the NHS database of personal and threaten to publish their details to the wider public in the form of a data protection breach. A criminal may then state that this is their intention however to prevent them from doing this. They are not the details until they receive a form of payment from officials. 
	DoS attacks are complex in nature and require can require and extensive knowledge and access to the right technology in order to carry out an attack and commit and offence. This again is another offence in which a criminal can hide behind a computer in order to protect their identity and commit and offence. Anyone can be the victim of a DoS attack however, high profile and organised criminal will often on target individuals or business that they are able to gain from either financially or physically themselves. DoS attacks can be carried out by anyone who has the means to do so and the knowledge to carry them out making it a potentially dangerous crime. 
	 The final internet-dependant crime that I will look at is hacking which refers to activities that are carried out in order to seek a compromise in a person or companies’ digital devices and/or services (Malwarebyets, unknown). 
	A hacker can be someone that again either has a vast or limited knowledge of the systems in which they use. This generally tends to show in the types of crime that they are committing. A hacker may try to get access to your device in order to obtain personal details from you in order to gain themselves personally. This can either be done by selling the information that they gain onto a third party or by themselves, obtaining details of things like banking information. A hacker may obtain very limited personal details however these can then be used in order to commit other offences including opening up bank accounts in a victim’s name. 
	A hacker may not always be random in their targeting of individuals to exploit. A hacker can know the person in which they make a victim of crime. If a hacker has a personal vendetta against a person or a company in which they used to work for, they can take details from systems used by the person or company and sell it on in a way to get back at the person or company that they may feel has done them wrong.  
	A victim may find it hard to identify if they have been hacked depending on whether the offender has made it obvious. It is often the case that a victim may receive a text message or an email from a banking provider or company stating that they have set up an account with them which will be the first time in which they have known they have been hacked. A victim may find that a hacker can prevent them from knowing about their crimes until they physically go looking into what has happened. This could mean that a hacker can turn of things like automatic notifications that would show that a hacker is doing something they have not had permission to carry out. 
	To review hacking specifically as an internet-dependant crime, it is an offence that can have a detrimental impact on a victims’ personal life affecting their credit score as well as their ability to fund their life if the hacker has deducted money from them. Hacking is a crime that if an offender is ‘tech-savey’ enough, can go unnoticed and unidentifiable to investigators trying to bring them to justice. 
	In conclusion, internet-dependant crimes are complex in nature and require a person that is equally able and technically minded investigating the offence on order to produce an outcome. Internet dependant crimes take an extensive amount of time to investigate and require dedication from an investigating team in order to identify and brig an offender to justice. With an ever-increasing computer dependant world, it can reasonably be expected that crimes such as these could become more and more prevalent in the near future and care should be taken to identify areas in which these types of crimes can be detected. 
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