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ABSTRACT

Facial recognition helps to take up a more significant role in the modern security systems of authentication and identity verification. Although computer vision and machine learning have made great progress, there are still issues in attaining high performance in the real world and tackling the ethical, privacy, and security issues. The goal of this project is to designing, developing, and testing a facial recognition computer software system that is set to achieve a balance between technical effectiveness, responsible and secure implementation.
 The main aim of the research was to come up with a strong facial recognition system that could precisely recognize persons under different circumstances, such as dissimilarity in light, image quality and the facial display. To attain this, the project embraced a systematized research approach that was based on the positivistic and quantitative approach. The literature review was thoroughly performed to analyse the development of facial recognition algorithms, especially deep learning, embedding-based, recognition, dataset bias, evaluation, and ethical aspects. The knowledge acquired during this review was used in the design and implementation of the system. 
The strength of the developed system is that it utilizes a modular architecture that involves face detection, face alignment, feature extraction through convolutional neural network and embedding-based face matching. 
These findings indicate that the developed system can attain consistent performance in recognition in multiple test conditions which are consistent with the expectations based on available literature. The project advances knowledge further by illustrating how the modern methods of facial recognition may be incorporated into a real-life software system as well as issues of security, privacy, and ethical concerns. The results show areas of improvement in the future such as mitigation of bias and privacy preserving methods and a basis on further studies and responsible application of facial recognition technologies.
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[bookmark: _Toc220927761]CHAPTER 1: INTRODUCTION 

Due to fast development of biometric technologies, the identified issues have altered the manner in which identity verification and authentication are performed both online and offline. Face recognition has been identified as one of the most used biometric modalities with its non-invasive form, scalability, and capability to be used in real-time. The proposal of the present project was based on the growing number of applications of the facial recognition system in high-security areas, including access control, surveillance, financial services, and the authentication of personal devices, and the rising doubts about its accuracy, bias, and privacy. [1], [2], [3]
The past scholarly studies on the field of computer vision and machine learning have proven to be successful in advancing the achievement of facial recognition specifically with the introduction of deep learning and convolutional neural networks. Early research into Eigenfaces and Fisher faces contributed to the establishment of the first systems of automated facial recognition, although more recent systems like Deep Face and Face Net have almost human accuracy in controlled settings. Despite these improvements, real-world applications continue to struggle with issues like lighting changes, pose differences, occlusion, and demographic bias. It is these unresolved issues that gave the academic motivation to this research project. 

The issue has not been resolved completely because of the complexity of the real-life situation and the constraints of the available datasets and models. Most facial recognition systems are also trained using unbalanced datasets that cannot effectively capture the global diversity and hence biased results. Moreover, even the most effective deep learning models can be computationally expensive and will not be easily realized in a limited environment. Privacy preserving mechanisms are commonly regarded also as a secondary consideration and not part and parcel of system design. As these gaps indicate, there is a need to address the performance holistically so that technical performance can be combined with ethical and security concerns.

Identification of individuals in a real-life setting with the use of facial recognition technology is also a big challenge. Current systems are usually not very consistent in their performance with changing lighting conditions, face orientations, and other occlusions including glasses or facial hair. Besides, most of the deployed solutions have biased behaviour, performing well with some demographic groups, and poorly with others. This poses very serious questions in the area of law enforcement and access control where the likelihood of making an error can be very serious.

Statement of the problem - The use of facial recognition technology to identify people accurately and safely in the real-life situation is a major challenge. Many existing systems struggle under different lighting, changes in facial position, or when parts of the face are covered by glasses or hair. In addition, most of the implemented solutions have biased behaviour with high accuracy on some demographic sets and poor on others. This is very concerning in situations like law enforcement and access control where mistakes can be extremely detrimental.

Besides limitation of performance, facial recognition systems are very dangerous in terms of privacy and data protection. The processing, collection and storage of biometric information presents vulnerability which can be exploited unless it is secured correctly. If strong privacy-preserving systems are not put in place and regulations are not followed, these systems may be misused, attacked, and lose public trust. As a result, the essential issue considered within the project is the creation of a facial recognition software solution that ensures high accuracy and efficiency rates and minimizes bias and protects personal information.

Project Aim and Objectives

Aim:
The main goal of the project is to design and develop a strong facial recognition software system which will be very accurate in real-life scenarios and also deal with the challenges of scalability, bias in terms of demographics, and privacy of data.

Objectives:
1. To critically examine the current facial recognition methods, algorithms, datasets, and ethical issues by conducting a systematic review of the current academic literature to determine the potential limitations and gaps in research.
2. To develop a deep learning-based facial recognition system that is able to process facial data in real time and produce quality identification rates across varied environmental factors.
3. In order to test and test the developed system by quantitative performance measurements and statistical analysis to determine the accuracy, precision, recall, and robustness in the different datasets and situations. [1], [2],[3]
Significance of the Study

The paper is a contribution to the domain of computer science and cybersecurity because it provides solutions to technical and ethical concerns in relation to facial recognition technology. Technically, the project shows how it is possible to build a practical software solution based on the modern deep learning architecture and have it work under non-ideal conditions. The implementation gives knowledge on system design decisions, performance optimisation, and real time processing.[4], [5], [3]
The societal and ethical perspective of the research is that fairness, transparency, and privacy must be prioritized in the biometric systems. The project will ensure responsible development practices by embracing bias-conscious evaluation and privacy-conscious design that is in tandem with the legal and ethical standards like data protection laws. Finally, the results of this study apply to scholars, programmers, and policy makers, who are interested in using facial recognition technologies in a safe, fair, and reliable way. [1], [2], [3]
[bookmark: _Toc220927762]
CHAPTER 2: LITERATURE REVIEW 

The chapter is a critical and extensive review of existing scholarly literature as it applies to the creation of facial recognition software in the computing field. Facial recognition studies lie at the boundary of computer vision, machine learning, artificial intelligence, cybersecurity, and digital forensics. Facial recognition has gained decades of academic interest because of its extensive use in contexts that are both sensitive to security and those that are socially sensitive. This literature review will be aimed at defining the theoretical, technical, and ethical basis that will explain the design decisions, implementation plan, and testing approach taken in this project. The chapter discusses the historical development of facial recognition, fundamental principles and definition, algorithmic methods, datasets and bias of data, evaluation and testing methods, other biometric methods, and privacy and ethical aspects. This chapter illustrates the manner in which the current findings are directly utilized in this work, as a result of critical interaction with previous studies. [6], [7]
Automated facial recognition Research into the field can be dated to the 1960s and 1970s, when the first such systems were created as part of pattern recognition. These first methods used manually engineered features based on facial landmarks like distances between the eyes, nose width and jawline shape. The early facial recognition systems successfully showed that automatic facial identification could work in theory, proving the concept from a technical standpoint. However, their practical performance was restricted because the computing power available at the time was insufficient, and as a result, the systems were not reliable or stable enough for real-world use. Variations in lighting conditions, head pose, and facial expressions significantly reduced the accuracy and reliability of early facial recognition systems. Because these systems could not handle such real-world variations effectively, their performance degraded so much that they were unsuitable for practical applications.[7], [8]
One of the conceptual changes that took place was in the early 1990s, when appearance-based methods were introduced. In their Eigenfaces method, Turk and Pentland used principal component analysis (PCA) on facial images, which reduced them to a lower dimensional subspace that best described the largest amount of variance in a corpus of data. The technique enabled the representation of faces in a numeric format and their comparison in an efficient manner, which was a pioneering breakthrough in automated facial recognition. Further investigations however found that PCA-based techniques were very susceptible to variation of illumination and noise in the background leading to poor generalisation beyond the confines of the laboratory. [8], [9]
Fisher faces were added as a means of enhancing the discriminative performance with the help of linear discriminant analysis (LDA). As compared to PCA which maximises overall variance, LDA aims to maximise the separability between classes by minimising intra-class variance and maximising inter-class variance. Fisher faces were shown to be resistant to changes in lighting better than Eigenfaces, although they had poor pose variation and occlusion. These restrictions brought to light the fundamental difficulties when applying linear statistical methods on high-dimensional image data. [9], [10]
In the early 2000s, focus on machine learning-based research began to increase. Support vector machines (SVMs), k-nearest neighbours and shallow neural networks were used to address facial recognition issues, typically jointly with feature descriptors that are handcrafted. The Local Binary Patterns (LBP) gained significant popularity especially because of their insensitivity to monotonic changes in illumination as well as because of efficiency in computation. The use of face representation and face detection on histogram of oriented gradients (HOG) which represents edge orientation distributions was also common. Although these techniques were better than the purely statistical techniques, they were still restricted due to manual feature engineering and failure to capture non-linear variations that are complex and do exist in unconstrained facial images.[11] [10]
The advent of the deep learning came as a new epoch in the study of facial recognition. Convolutional Neural Networks (CNNs) facilitated end to end learning of hierarchical feature representations in raw pixel data. This overcame the necessity of handcrafted features and dramatically enhanced resistance to changes in lighting, pose and facial expression. One of the most notable contributions was Deep Face, introduced by Taigman, which combined deep neural networks with 3D face alignment to achieve near human-level accuracy on standard benchmark datasets. This study showed that deep architectures were able to perform better than conventional techniques when they were trained on large enough datasets. [12], [13] 
Based on this advancement, Schroff introduced Face Net that brought about the embedding technique of facial recognition. Instead of treating recognition as a classification task, Face Net learned a compact feature embedding in which images of the same individual were positioned close to one another, while images of different people were kept apart by a defined margin. This was done by a triplet loss function which directly optimised relative distances in the embedding space. Face Net was demonstrated to be very effective in verifying as well as faces identification and has become the groundwork of the current facial recognition systems. This body of research directly informs the embedding-based paradigm that is used in this project. [13], [14]
With the increase in the depth of the neural networks, the question of training stability became critical as a result of vanishing gradients. He et al. managed this problem by introducing the concept of residual networks (Res Net), in which skip connections were added allowing very deep networks to be trained successfully. Since then Res Net based models have become the norm of the facial recognition system with their higher accuracy and scalability. Transfer learning also improved the performance by enable the pre-trained models on large-scale datasets like ImageNet to be fine-tuned to a specific facial recognition task, both lowering the cost of training and the cost of computing. [14], [15]
The data sets are at the centre of building and testing the facial recognition systems. The earliest datasets were relatively small, captured in highly controlled environments, which limited their effectiveness for real-world applications. Publication of massive datasets, including Labelled Faces in the Wild (LFW), VGGFace2, and MS-Celeb-1M was a milestone as it offers millions of images and under varying conditions. The following datasets could be used in training deep models that could generalise under changes in age, pose, and illumination. [15], [6]
Nevertheless, many papers have mentioned severe limitations of popular datasets despite their advantages. Buolamwini and Gebru showed that several commercial facial recognition systems performed worse when it comes to women and dark-skinned individuals, which is explained by the unevenness of training data. Later tests by the National Institute of Standards and Technology (NIST) have verified that there are demographic differences in the accuracy of facial recognition by age, gender and ethnicity. Such findings emphasize the need to have diversity of your dataset and informed the dataset selection and evaluation strategy followed by this project. [6], [7]
To evaluate the performance of facial recognition, evaluation and testing techniques are very essential. Such common measures are accuracy, precision, recall, F1-score, false acceptance rate (FAR), and false rejection rate (FRR). Researchers however recommend against accuracy only especially when the dataset is imbalanced, because it can mask poor performance of the minority classes. The use of Receiver Operating Characteristic (ROC) curves and Area Under the Curve (AUC) as both measures of system behaviour at different decision thresholds represents a more effective analysis of the reliability of the system.  [7], [8]
Test on realistic conditions has become a repetitious theme in the literature. A lot of systems have shown high performance with benchmark data sets but they fail severely in real unconstrained environments. Research suggests the analysis of systems in different lighting scenarios, facial occlusions, motion blur, and quality of the camera. Cross-dataset evaluation is also suggested as a generalisability evaluation technique that models are trained and evaluated on different datasets. The nature of these testing methods has a direct impact on the validation methodology that will be used in this project because it would emphasize robustness and statistical analysis, rather than benchmark performance on its own. [8], [9] 
Facial recognition research has drawn more attention to ethical, privacy and security issues. Biometric data is sensitive in nature since, once obtained, it is undiscoverable because it is unique and cannot be altered easily. According to researchers, facial recognition systems should have privacy protective features including encryption, anonymisation and secure storage. As a way of minimizing the exposure of data, edge-based processing has been suggested to minimize the flow of biometric data to the central servers.  [9], [10]
Strict regulations like the General Data Protection Regulation (GDPR) have a high demand on the gathering, processing, and preservation of biometric information. These policies focus on informed consent, data minimisation, and transparency to informal system design practices. The literature has come to realise that ethical considerations should be looked at in system architecture and not regarded as secondary. Fairness-conscious machine learning has become one of the research directions with the aim of minimizing demographic bias by means of balanced datasets, bias measure metrics, and algorithmic constraints. [10], [12]
Facial recognition has been suggested as an alternative or complement to alternative biometric modalities such as fingerprint, iris and voice recognition. Although these modalities have their benefits in certain situations, they cannot be used in all situations because they tend to demand specialised hardware or physical contact. According to the comparative studies, facial recognition is desirable because it is non-invasive and applicable to remote authentication. Nonetheless, opponents warn of its excessive application without strong precautions due to reported cases of misidentification in the law enforcement scenarios. [12], [13]
In other studies, they say that facial recognition must be limited or prohibited in some uses because it can be abused and used to spy on masses. These criticisms point to the social impacts of errors in the system and the importance of accountability and openness. Other researchers refuted that with responsible design, stringent testing and regulatory compliance, most of these risks can be reduced. The latter view is applicable to this project, which focuses on accuracy, fairness, and privacy during the lifecycle of the system. [13], [14] 
[bookmark: _Toc220927763]Critical Analysis and Development 
The historical evolution of research in facial recognition mirrors the broader trends in computing as a field specifically the transition of rule-based and statistical methods of dealing with data to data-driven and learning-based methods. The initial studies in facial recognition were limited by both the lack of algorithms and hardware and the storage capacity of digital images as well as the lack of extensive database of digital images. As computing power increased and digital imaging emerged, researchers were able to explore more sophisticated mathematical models and learning techniques, leading to steady gains in recognition accuracy and system scalability.  [6], [7]
The appearance-based approaches to appearance like Eigenfaces and Fisher faces reflected a significant conceptual shift by showing that the facial identity can be coded into a statistical pattern instead of being a set of independent measurements. Studies comparing different approaches showed that these methods had inherent limitations. Specifically, their linear nature prevented them from modelling complex, non-linear patterns, which significantly restricted their performance and effectiveness. Human faces have complicated non-linear changes due to aging, expression, light, and blockage, and these changes are difficult to portray well using linear subspace techniques. The outcomes led to continued exploration of non-linear classification techniques and the application of kernel-based methods. [7], [8]
The methods of machine learning presented in the early 2000s tried to address these drawbacks by integrating manually-designed features with discriminative classifiers. The use of Support Vector Machines was popular because they have solid theoretical contributions and can operate with high dimensional feature spaces. However, their results were still subject to the quality of manually-designed features, which needed considerable domain knowledge and were not very adaptable to different datasets. Comparative studies of LBP, HOG and Gabor filters showed that each showed progressively better results but exhibited diminishing returns in unconstrained applications. [8], [9]
Deep learning has radically changed the situation, by providing the ability to learn features in a hierarchical fashion directly out of data. CNN-based models learn low-level features such as edges and textures automatically, while also capturing higher-level representations of facial structures. This hierarchical modelling has been important in managing real world variability. Empirical research has repeatedly demonstrated that deep models outperform traditional methods across several benchmarks, particularly when they are trained on large and diverse datasets. [9], [10]
Although these developments occurred, the literature points to the fact that deep learning models pose new challenges in regard to interpretability, computational cost, and data dependency. The models having high performance need thousands of labelled images and a huge amount of computation, which makes it hard to be accessible to everyone and environmentally conscious. Moreover, deep neural networks have an opaque nature, which makes it more difficult to justify the decisions made by the system, which is increasingly becoming a prevalent concern regarding its relevance in security-sensitive and legal environments. [10], [12]
One of the most important issues that have been detected in the modern research is dataset bias. Several experiments show that systems that are trained on unbalanced data show a lower accuracy on underrepresented groups of people. This would greatly impact on fairness, trust and legal compliance. Scholars are more and more promoting the building of balanced datasets, bias-sensitive evaluation procedures, and monitoring of the performance of the system on the demographic levels. [12], [13]
The methodologies of testing have been developed with the development of algorithms. Initial investigations were mainly based on accuracy measures calculated on fixed data sets, but contemporary investigations focus on the overall assessment of various conditions. Cross-dataset experiments, adversarial testing, and long-term evaluations are now more commonly advocated to assess robustness over time. Such methods are a direct influence to the testing policy used in this project as it puts a focus on statistical validation and relevance to the real world rather than benchmark optimisation. [13], [14]
In facial recognition studies, the aspects of ethics are now impossible to separate out of technical assessment. According to scholars, technological capability is not sufficient to warrant deployment, especially in situations where there is surveillance or law enforcement. Laws that have been established including GDPR have strengthened the concept of privacy by design in biometric systems. This has brought about the growing interest in privacy preserving machine learning, secure data storage and decentralised processing architectures. [14], [15]
Comparative analysis of other alternatives biometric modalities indicates that no given method is universal best. Fingerprint and iris recognition typically achieve higher accuracy under controlled conditions and require specialized sensors as well as physical interaction. Facial recognition is appealing because it is non-invasive and it is compatible with the existing camera infrastructure. Nevertheless, this convenience intensifies privacy issues, which highlights the necessity to have strong protection. [15], [6]
The literature review has shown that facial recognition is a developed but emerging field of research. Although deep learning has addressed most of the historical shortcomings, still, there are unaddressed issues regarding fairness, privacy, explainability, and those that are able to survive in the real world. This project relies on known methods but clearly aims at eliminating these issues due to informed design, proper choice of datasets, and critical review. The project will make significant and accountable contributions to the research field by basing system development on an extensive knowledge of the available research in the past.  [6], [7]
[bookmark: _Toc220927764]Further Discussion on Face Detection Techniques
Face detection is a core stage in any facial recognition system, as it determines where faces are located within an image. Early systems depended on simple, manually designed rules, and because those rules were not flexible, they broke down when real-world conditions (like lighting) varied. A significant breakthrough came with the work of Viola and Jones, who introduced the Haar Cascade classifier, making real-time face detection practical and leading to its widespread use in embedded and surveillance applications [8]. Despite its efficiency, later research revealed shortcomings such as high false-positive rates and reduced reliability in real-world conditions with many uncontrolled variables. Approaches that combined Support Vector Machines with Histogram of Oriented Gradients offered better structural feature representation, but they continued to struggle with extreme pose variations and occlusion. More recent solutions rely on deep learning-based detectors, including SSD, Faster R-CNN, and MTCNN, which provide more robust performance across diverse conditions and directly influence the face detection strategy adopted in this project [9].

[bookmark: _Toc220927765]Facial Alignment and Preprocessing 
Facial alignment is a crucial preprocessing step that strongly affects recognition accuracy. It standardizes face orientation by aligning key features such as the eyes, nose, and mouth, which helps reduce variations caused by pose and facial expression. Studies show that aligned images produce more compact feature representations and improve matching accuracy, with systems such as Deep Face demonstrating the benefits of 3D alignment. As a result, alignment has become a standard practice in modern facial recognition pipelines and is adopted in this project’s preprocessing design [10], [12].

[bookmark: _Toc220927766]Feature Representation and Embedding Spaces 
The move from hand-crafted features to learned representations has transformed how facial identity is modelled. Embedding-based approaches map faces into a continuous space where similarity is measured using distance metrics such as Euclidean or cosine distance. The effectiveness of these comparisons depends on the quality of the learned representation, with metric learning techniques like contrastive and triplet loss shown to improve discrimination. This body of work directly informs the embedding-based comparison strategy used in this project. [10]

[bookmark: _Toc220927767]Scalability and Real-Time Restrictions  
Scalability is a recurring challenge in facial recognition systems, particularly for large datasets and real-time applications. Research highlights the trade-off between model complexity and inference speed, especially in resource-constrained environments. Techniques such as model pruning, quantisation, and edge computing help address these limitations. These insights informed the system architecture of this project, ensuring a balance between recognition performance and computational efficiency. [15]

[bookmark: _Toc220927768]Security Attacks and Threats 
Recent research highlights vulnerabilities in facial recognition systems, including spoofing attacks and adversarial examples. Presentation attacks using photos, videos, or masks can be particularly harmful if not properly addressed. Proposed countermeasures include liveness detection techniques such as blink analysis and depth sensing. In addition, small changes can cause deep learning models to misclassify inputs. These risks underline the importance of thorough testing and threat modelling, reinforcing the need for strong cybersecurity considerations in this project. [14]
[bookmark: _Toc220927769]Prospective study and Aging Effects 
Another important research area is how aging affects facial recognition accuracy. Long-term studies show that facial features change over time, which can reduce the reliability of identification systems. To address this, researchers suggest periodic model updates and the use of age-invariant features, highlighting the importance of regularly updating datasets in deployed systems. [6]

[bookmark: _Toc220927770]Synthesis and Implications to this project
The literature shows that facial recognition performance depends on the combined effects of detection accuracy, feature representation, dataset diversity, evaluation methods, and ethical considerations. This project builds on these findings to priorities robustness, fairness, and security. The reviewed studies not only inform the technical design but also guide the evaluation strategy needed to produce reliable and meaningful results. [7]

[bookmark: _Toc220927771]Advanced Evaluation Strategies and Benchmarking Practices 
Beyond basic accuracy testing, recent research emphasises the need for more rigorous benchmarking to ensure the reliability of facial recognition systems. Studies show that standard benchmark datasets often fail to capture the variability of real-world conditions, meaning strong laboratory performance does not always translate to operational settings. To address this, researchers advocate multi-condition testing frameworks that assess robustness to factors such as noise, low resolution, compression artefacts, and occlusion [14]. In addition, modern benchmarking increasingly incorporates statistical confidence analysis, using confidence intervals and significance testing rather than single performance values. These practices reflect broader trends toward reproducibility and statistical validity and directly inform the evaluation strategy adopted in this project.

[bookmark: _Toc220927772]Explainability and Model Transparency 
The lack of transparency in deep learning models has become a major concern as facial recognition is increasingly used in sensitive contexts. Explainable Artificial Intelligence (XAI) techniques aim to shed light on how models make decisions by highlighting important features or activation patterns, offering partial transparency that supports accountability and auditing [15]. Studies using saliency maps and attention mechanisms suggest that recognition models rely more heavily on stable facial regions, such as the eyes and nose, and are particularly sensitive to occlusion in these areas. Understanding these behaviours helps inform system testing and highlights potential vulnerabilities that must be considered during deployment.

[bookmark: _Toc220927773]Privacy-Preserving Learning Paradigms 
To address growing privacy concerns, researchers have proposed privacy-preserving learning approaches that limit exposure of sensitive biometric data. Techniques such as federated learning allow models to be trained across distributed devices without centrally collecting raw data, while methods like homomorphic encryption and secure multi-party computation enable learning on encrypted data, albeit with higher computational cost [13]. Although these approaches can introduce performance trade-offs, studies show they improve legal compliance and public trust. As a result, hybrid solutions combining edge processing with secure aggregation are increasingly viewed as a practical balance between privacy and performance.

[bookmark: _Toc220927774]Operation Deployment and System Lifecycle Considerations 
Facial recognition systems must be evaluated not only during development but throughout their operational lifecycle. Research shows that performance can degrade over time due to changes in data, sensors, or demographics, making continuous monitoring and periodic retraining essential. Lifecycle considerations also include incident response and system auditing, where detailed logs and audit trails are crucial for investigating errors or security breaches. These practices align with digital forensics principles and highlight the importance of secure logging and traceability in facial recognition systems. [14]
[bookmark: _Toc220927775]Human Factors and User Experience Considerations 
Although facial recognition is often viewed as a purely technical problem, research highlights the important role of human factors in system effectiveness. Environmental conditions, interface design, and user behaviour—such as poor camera placement or unclear user instructions—can significantly affect image quality and increase error rates [6]. Usability studies show that clear feedback and transparent communication of system limitations improve user trust and acceptance, reinforcing the need to evaluate not only algorithm performance but also how the system interacts with users and real-world conditions.
Comprehensive synthesis and relevance to this project
The broadened literature of this chapter reveals the fact that facial recognition is not a fixed technical solution rather it is a multifaceted socio-technical system. The design of the algorithms, quality of data, approach to evaluation, ethical considerations and the practices determine performance outcomes. This project is holistic in its approach to system development and evaluation, a combination of all these dimensions has been made. The supplementary literature supports the significance of strict testing, evaluation of fairness, and privacy-sensitive development. Such principles are the direct determiners of methodological decisions in the further chapters to make sure that the system developed is not only technologically efficient but, at the same time, morally accountable and functional. 


[bookmark: _Toc220927776]CHAPTER 3: RESEARCH DESIGN AND METHODOLOGY

This chapter is a demonstration of the research design and the methodology that was used in the creation and testing of the facial recognition software. The chapter was done to justify the research philosophy, methodology, plan, and methodology applied in the project and to indicate how the data was collected, analyzed, and validated [16], [17]. The methodological decisions are based on the character of the research problem, the goals stated in Chapter 1, and the academic knowledge presented in Chapter 2 [17]. Since the project aims at designing, implementing and evaluating a software artefact, empirical evaluation, quantitative analysis and systematic experimentation are the key methodology approaches. [18]
[bookmark: _Toc220927777]Research Philosophy

Research philosophy has been defined as the assumptions regarding the generation and validation of knowledge. There are common philosophies in computing research such as positivism, interpretivism and pragmatism. Positivism is based on the assumption that knowledge is objective and that it is measurable using observable phenomena and it is best applied in experimental and quantitative research. Interpretivism on the other hand is more subjective in nature and is more often linked to the subjective aspect of human experience such as interviews and ethnography studies. Pragmatism is problem-oriented where methods are chosen depending on their usefulness in solving the research problem. The research philosophy observed in this project is mainly positivist [16], [17]. Quantitative measures of facial recognition performance can be performed through accuracy, precision, recall and error rates [22]. The objective of the study is not to understand human perceptions, but to assess the effectiveness of an algorithmic system in both controlled and repeatable conditions. There is also a pragmatic factor involved since the choices made in methodology are informed by the practical objective of creating a functional and reliable system [17]. Nevertheless, the main assessment is based on the empirical measurement, which is closest to positivism [16], [17]. 
[bookmark: _Toc220927778]Research Approach

Research methods elucidate what is logical between theory and empirical observation. Inductive theories are based on observed patterns and are created through the use of empirical data to test the existing theories or models, and inductive approaches are deductive. Deductive methods are frequently used in computing research where previous algorithms and structures are implemented and tested in new situations. The approach to be used in this project is mainly deductive research [17]. The theoretical frameworks are based on existing theories and models of facial recognition studies, especially deep learning-based architecture like CNNs, and embedding-based recognition systems [18]. Empirical data are applied and tested on these models to determine the performance of the models concerning the expected performance as is reported in the literature [19]. These are then analyzed to either confirm or refute assumptions related to accuracy, robustness and fairness. Although it does not suggest a new theoretical framework, the results provide an empirical support on the use of the already existing approaches in the real environment [17]. 
[bookmark: _Toc220927779]Research Strategy

Research strategy provides a way of how the research is to be carried out in practice . Popular methods are experiments, surveys, case studies, and system development . Since the project will require the establishment and testing of a facial recognition software system, an experimental approach based on development will be most suitable. This research is majorly covered by the system development strategy and experimental evaluation. An effective software artefact was developed and actualized in the form of a facial recognition system [17]. It was then tested under controlled experiments to determine how it performed under various datasets and conditions [20]. This approach enables one to directly align the research goals and the artefact created to be certain that the conclusions formulated are based on actual practice and not Theory. Other options like surveys or interviews were also thought but they were not the most appropriate. Though user perceptions, ethical considerations are also significant, the main goals of this project are connected with technical performance, scalability, and accuracy which cannot be collected by subjective data, but by quantitative experiment [19].
[bookmark: _Toc220927780]Quantitative vs Qualitative Research Methods

Research methods determine the form of data collected and the analysis of the same. The method of qualitative research is based on the non-numeric information like opinions and experience, whereas the method of quantitative research is based on the numerical measurements and statistical investigation. The method used in this project is quantitative research. Numerical measures of test data are evaluated to determine system performance, which makes it possible to compare actual and expected results objectively. The use of quantitative methods is especially fitting to the evaluation of algorithms since it allows repeating the experiment and statistically confirming it. This was not a qualitative study that would employ interviews or open-ended questionnaires because neither of these would help in assessing recognition accuracy or system robustness directly [17]. 
[bookmark: _Toc220927781]Data Collection Methods

The data collection in this project is based on the set of facial image data and the system performance measurements. Publicly available facial recognition datasets, such as Labeled Faces in the Wild (LFW) and VGGFace2, are the main sources of data, as they contain a variety of images in different variations in pose, light, and demographic features. Academic researches utilize these datasets extensively and offer a valid foundation of benchmarking. Preprocessing images was done on the data collection to assure uniformity in the resolution, alignment and formatting of the images. An image of face underwent the detection and recognition pipeline and system results were documented to be analyzed . There were no open or closed survey questions, interviews, or observational studies since the research does not entail any human participants other than the utilization of anonymized image datasets. [20]
[bookmark: _Toc220927782]Measurement Techniques

The techniques of measurement are key in ensuring that the information that has been obtained is reliable and pertinent . The evaluation metrics in the facial recognition research are used to measure performance in this project [18]. These are accuracy, precision, recall, F1-score, false acceptance rate and false rejection rate. These measures give complementary information about the behavior of a system especially when dealing with unbalanced data where occasionally accuracy is in itself misleading. There are also receiver Operating Characteristic (ROC) curves and Area Under the Curve (AUC), which are used to assess performance at various decision thresholds. Such methods can be used to study trade-offs between false negative and false positive, which is especially relevant on security sensitive applications [17]. 
[bookmark: _Toc220927783]Data Analysis Methods

Data analysis involves analysis of the performance measurements that have been collected in order to determine whether the objectives of the research have been met. To eliminate the effect of random variation on the results, statistical analysis is used to calculate aggregate measurements in many test runs. The experiment is repeated to enhance reliability and allow comparison of results in different conditions like lighting change and composition of the dataset. Analysis will take the form of comparing obtained findings with the literature benchmarks. This comparative methodology facilitates validation because it shows whether the system implemented is working within the expected ranges. Any deviations are examined to come up with possible causes, including bias of the dataset or constraints of preprocessing. [18]
[bookmark: _Toc220927784]Research Design Structure

The general research design is well organized and chronological. To find appropriate algorithms, data sets, and use methods, first, related literature was examined. Second, a deep learning system was developed and deployed as a facial recognition system [11],[21]. Third, data sets were gathered and pre-processed, which guarantees harmony and balance. Fourth, there were controlled experiments that were used to produce performance data. Lastly, the findings have been performed through quantitative measures and statistical methods. This framework design provides traceability of research objectives, methods and outcomes. One stage is based on the next and, as a result, systematic validation of results becomes possible. The application of prior datasets and metrics used to measure performance contributes to verifiability and repeated testing contributes to reliability [20].

[bookmark: _Toc220927785]Validity and Verifiability

Validity and verifiability is an issue of concern in empirical research. Internal validity is considered through the control of experimental situations and similarity of preprocessing and assessment procedures. Testing publicly available datasets containing real-world variability supports external validity. The verifiability is ensured by open reporting of procedures, measures, and experimental conditions, which enables other researchers to recreate the same results [21]. Overall, this chapter has described the research philosophy, the approach, the strategy and the methods applied in the present project. The research evaluates facial recognition software using objective, data-driven methods, relying on experiments and measurable outcomes rather than opinions or interpretive analysis.The methodological decisions allow making certain that the results reported in other chapters are valid, reliable, and applicable to academic research and real-life application [17].
[bookmark: _Toc220927786]Sustained Methodological Justification

A quantitative and experimental methodology was especially a perfect choice based on the goals of this project. Facial recognition systems are judged based on easily quantifiable parameters such as accuracy and error rates, which cannot be interpreted subjectively. Taking into consideration the quantitative data, the study is able to ensure that the results are objective, reproducible, and can be directly compared with the results of other available studies. Also, the deductive methodology used in this project facilitates stringent hypothesis-testing [17]. Literary derived assumptions like the effectiveness of CNN-based embeddings in different conditions were tested systematically using empirical data. The method enhances the validity of the study because it compares the theoretical expectations with the realized performance [21].
[bookmark: _Toc220927787]Experimental Control and Reliability

The research design also took the issue of experimental control into consideration. All data were treated in the same way before analysis, the same evaluation criteria were consistently used, and tests were conducted multiple times. Together, these practices helped reduce random or external sources of variation, ensuring that any observed differences in results were due to the system itself rather than experimental inconsistencies. [18] In cases where variability was not possible to remove, like those due to differences in publicly available data, they were analyzed under conditions of different variables to determine trends of stable performance.[21] Repetition of the experiment and summation of findings were used to improve reliability. This minimizes the effects of random initialization of machine learning models and enhances the belief that observed results are due to true system behavior and not merely random variation [17]. 
[bookmark: _Toc220927788]Ethical and Practical Methodology

Even though the project did not imply direct contact with human subjects, ethical aspects were also to be considered, as the biometric data were utilized. The methodology was selected to reduce any ethical risk by basing itself on anonymized publicly accessible data and preventing the unwarranted storage of raw face images. These decisions do not go against the ethical standards of biometric research and contribute to responsible research practice. Also methodological decisions were affected by practical constraints, such as limited computational resources, and time. Although larger scale experiments and hyperparameter optimization on a large scale would have given more information, the selected methodology was a trade-off between feasibility and academic rigor to guarantee meaningful results within the limits of the project [17]. 
[bookmark: _Toc220927789]Methodological Limitations

There is no methodology which should not have limitations and such limitations should be regarded as a significant feature of research transparency. This dependence on the available datasets might limit generalization to settings with varying demographic or environmental factors. Moreover, quantitative assessment may not be sufficient to represent the impact on society or trust in the user, which can be significant in practice. Irrespective of these shortcomings, the methodology presents a strong structure of assessing the facial recognition system that was created in this project. The research is also helpful in critically assessing and replicating by other researchers by defining methods, metrics and evaluation procedures. [18]
The enlarged discussion methodological supports the appropriateness of the research design towards achieving the project objectives. The positivist philosophy, deductive arguments, quantitative analysis, and experimental assessment make the study systematic, transparent, and believable. This research methodology is a sound basis of the system implementation and the evaluation that will be provided in the following chapters.
[bookmark: _Toc220927790]
CHAPTER 4: SYSTEM DESIGN AND IMPLEMENTATION

In this chapter, I will have the system design and implementation of the facial recognition software that was created during this project. It shows how the methodological structure described in Chapter 3 was transformed into an operational technical solution and justifies the decisions made in the architectural, design, and implementation of the process. The chapter has been broken into two broad sections, the design process, and the system implementation. Special attention is paid to the architecture of artificial intelligence, software engineering practices, cybersecurity, and responsible usage of AI-supported development tools, with a specific focus on Emergent.

DESIGN PROCESS

The design process that was used in this project was a structured but an iterative process. Facial recognition systems are not simple and thus need proper planning on various dimensions such as data flow, model architecture, security and scalability. A design strategy of iterative design was then chosen to enable refinement and optimisation as more knowledge gained through the development and testing.[21]
The design stage was aimed at determining the non-functional and functional needs of the system. The functions to be performed were the detection of faces, extracting discriminative features, identity matching, and providing reliable results of recognition. Accuracy, performance efficiency, scalability, data security, and maintainability were some of the non-functional requirements. The identified requirements served as the guiding foundation for every design decision that followed. [21]
[bookmark: _Toc220927791]SOFTWARE DEVELOPMENT METHODS

A number of software development methodologies were considered in the planning of the project. The conventional waterfall development was discussed and dismissed as it was very strict and sequential. Linear development models do not support a development process that requires experimentation, parameter tuning and iterative improvement, which is common in facial recognition software development.[22]
A development method that was inspired by Agile was thus employed. Although the project was not based on a complete Agile framework, a basic Agile concept (incremental development, modular design, and continuous testing) was used. The process of development was structured into small and manageable iterations, so that the separate system components could be developed, tested and optimised. [21]
Informally, requirements analysis was guided by the use of user stories. As an illustration, one of the core user stories was established as follows: The system must be able to identify a registered user by an input image with changing lighting conditions. These user stories aided in the explicit mapping of the requirements and implementation.[23]

SYSTEM ARCHITECTURE DESIGN

Facial recognition system is a product of a modular architecture to ensure separation of concern, scalability and maintainability. The system comprises of the following main components: 
- Face detection module
- Preprocessing and alignment of faces module. 
- Embedding generation and feature extraction module.
- Integrating storage and management.
- Face matching unit and decision unit.

Each of the components has a specific role to play and interacts with other components via defined interfaces. This design enables one to upgrade or replace individual modules without affecting the system at large. The face detector can be enhanced to a more sophisticated one, e.g., the face detector, without changing the recognition pipeline.[21]

[bookmark: _Toc220927792]ARTIFICIAL INTELLIGENCE MODEL DESIGN 

The fundamental artificial intelligence aspect of the solution is grounded on a Convolutional Neural Network (CNN) framework. CNNs were chosen because they have good results in tasks involving images as well as because they have wide validation in facial recognition literature. The architecture of the model consists of convolutional layers and pooling layers to reduce the number of dimensions and fully connected layers to produce compact facial embeddings.[21]
A recognition approach based on embedding was followed as opposed to direct classification. Individual facial images are converted into numerical vectors which represent identity specific features. In similarity between faces, distance measures such as cosine similarity are used. This solution facilitates scaling and enables addition of new identities without re-training the whole model.[19]
There was a guided procedure in the selection of hyperparameters based on previous studies. The hyperparameters (learning rate, batch size, and embedding dimensionality) were chosen according to the values in the literature and were later adjusted by the experimental control. This comparative method enhanced the predictability and minimized the danger of overfitting.[20]
[bookmark: _Toc220927793]DATA PREPARATION AND PREPROCESSING DESIGN 

The preparation of data is a very important element that determines the performance of facial recognition. The preprocessing pipeline was created to reduce noise and extraneous variability whilst maintaining identity-specific information. The most important steps of preprocessing were image resizing, normalisation of pixels, facial alignment and conversion between colour space.[24]
Facial alignment was used to normalise the head pose by aligning major landmarks in the faces i.e. the eyes and nose. This minimizes variations of the intra-class due to pose variations and enhances the consistency of embedding. Normalisation techniques were used to make sure that training and inference of models are stable.[20]

[bookmark: _Toc220927794]CYBERSECURITY AND DATA PROTECTION DESIGN 

Since biometric data is sensitive, the issue of cybersecurity was also factored in designing the system. Facial embedding was considered sensitive information and was stored in a safe place under limited access control. Raw facial images were not stored when possible following embedding generation and this minimized chances of privacy violations. [20]
Mechanisms of logging were made to enable auditability and forensic analysis. These design decisions meet the best practices and regulatory values of cybersecurity including data minimisation and secure data processing. [21]

[bookmark: _Toc220927795]USE OF AI-ASSISTED DEVELOPMENT TOOLS (EMERGENT) 

Emergent is an AI based software development platform, which employs agent based workflows and natural language prompts to assist in application development. This project employed the Collaborative tool known as Emergent to help with the scaffolding of the code, the configuration of the back-end and automation of the work-flow.
Research decisions, system architecture selection and machine learning model selection were not made using Emergent. The author determined all the design decision, choice of algorithms and methods of evaluation using academic literature and project goals. Emergent generated the code which was carefully reviewed, modified and tested to be accurate and compliant with the system design.
The managed usage of Emergent enhanced the efficiency of the development process with less repetitive code to do without the human control. This methodology goes hand in hand with the wise AI-assisted software engineering journey and assures academic integrity, transparency, and reproducibility.
[bookmark: _Toc220927796]IMPLEMENTATION

Implementation stage transformed the system design into a working software artefact. The implementation was based on Python and it relied mostly on libraries of established machine learning and computer vision. The modular architecture that was specified in the design phase was maintained throughout the implementation phase as each system component was implemented as an independent module.
The face detecting module was adopted by adopting strong computer vision algorithms that can address changes in the lighting and image quality. The module of feature extraction uses the trained CNN model to produce embeddings to aligned facial images. Embeddings are coded in an organized form so that it can be matched easily during recognition.[21]
[bookmark: _Toc220927797]THE MAIN CHARACTERISTICS OF THE KEY IMPLEMENTATION AND CHALANGES

A number of implementation difficulties were experienced. A major challenge was how best to balance a model and real time performance. Whereas more accurate models can be obtained, they might come at the cost of latency. This problem was solved through the optimisation of preprocessing and reduction of the unnecessary computation in inference.[21]
The other problem was the variability of the quality of the image among datasets. This was offset by undergoing some scrupulous preprocessing and alignment measures. Integration of AI-generated code by Emergent also must have been carefully tested so that it could be consistent with manually written components.
[bookmark: _Toc220927798]TESTING AND DEBUGGING DURING IMPLEMENTATION 

Continuous testing during development was done. The validation was done by unit testing which verified the correct operation of specific modules whereas integration testing was done to verify proper interaction between components. The debugging was directed to find solutions to the problem of dimensionality of tensors, data format and consistency of the inference.[20]
Emergent-assisted code had to be further validated so that it could conform to the project requirements. This added weight to the need to have human supervision in the use of AI-assisted development tools. 



This chapter has discussed the design and implementation of the facial recognition system that has been developed in this project. It has shown that the software engineering principles, architecture design of artificial intelligence, preprocessing strategies of data, and the consideration of cybersecurity was incorporated into a unified system. The efficient implementation of the Emergent AI-assisted development tool, along with the maintenance of academic integrity and design control, was supported by the responsible usage of the given tool. It is based on the described system that the testing and evaluation presented in the following chapter is built.
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[bookmark: _Toc220927799]
CHAPTER 5: CONCLUSIONS AND RECOMMENDATIONS

This chapter presents the conclusions and recommendations arising from the development and evaluation of the facial recognition software undertaken in this project. It brings together the key elements of the research presented in the previous chapters and reflects on how the project has met its stated aim and objectives. The chapter also discusses the benefits of the work, identifies limitations and unresolved issues, and proposes directions for future research and development.

SUMMARY OF THE PROJECT

The primary aim of this project was to design, develop, and evaluate a robust facial recognition software system capable of operating under realistic conditions while addressing issues of accuracy, scalability, security, and ethical responsibility. To achieve this aim, a structured research and development process was followed, encompassing background research, system design, implementation, and evaluation. 

Chapter 1 introduced the research problem and highlighted the growing importance of facial recognition technologies in security-sensitive domains. It identified persistent challenges such as variability in image quality, demographic bias, and privacy concerns, and defined clear objectives to address these challenges through systematic research and development.

Chapter 2 provided a comprehensive review of existing literature on facial recognition. The review traced the evolution of facial recognition from early statistical methods to modern deep learning approaches and examined key concepts such as embedding-based recognition, dataset bias, evaluation metrics, and ethical considerations. This review established the academic foundation for the project and justified the selection of deep learning techniques and quantitative evaluation methods.

Chapter 3 outlined the research design and methodology adopted in the project. A positivist, deductive, and quantitative approach was selected to enable objective evaluation of system performance. The chapter justified the use of experimental system development as the primary research strategy and described the data collection, measurement, and analysis methods used to ensure valid and verifiable results.

Chapter 4 described the system design and implementation in detail. A modular facial recognition system was designed using established software engineering principles and a CNN-based embedding architecture. Particular attention was paid to data preprocessing, cybersecurity considerations, and scalability. The chapter also documented the responsible use of the AI-assisted development tool Emergent, clarifying its role as an implementation aid rather than a research method.

CONTRIBUTION TO AIM AND OBJECTIVES

The project successfully met the aim defined in the introduction by delivering a functional facial recognition system and evaluating its performance using established metrics. The first objective, which focused on understanding existing facial recognition approaches through background research, was achieved through an extensive literature review that informed all subsequent design decisions.
The second objective, which required the development of a software artefact capable of producing measurable results, was fulfilled through the design and implementation of a complete facial recognition pipeline. The system demonstrated the ability to detect faces, generate discriminative embeddings, and perform identity matching under varying conditions.
The third objective, which concerned validation and evaluation, was addressed through quantitative testing and statistical analysis. Performance metrics such as accuracy, precision, recall, and ROC analysis were used to assess system behaviour and compare results with expectations derived from the literature.
[bookmark: _Toc220927800]BENEFITS AND SIGNIFICANCE OF THE WORK

The project contributes to the field of computing and cybersecurity by demonstrating how contemporary facial recognition techniques can be integrated into a practical software system while maintaining awareness of ethical and security concerns. From a technical perspective, the work illustrates the application of deep learning architectures and embedding-based recognition in a modular and extensible design.
From a broader perspective, the project highlights the importance of responsible development practices in biometric systems. By incorporating data protection principles and maintaining human oversight over AI-assisted development tools, the work supports the development of trustworthy and transparent facial recognition solutions. These benefits are relevant to researchers, developers, and organizations seeking to deploy biometric technologies in a responsible manner. 




[bookmark: _Toc220927801]LIMITATIONS AND UNRESOLVED ISSUES

Despite its achievements, the project has several limitations. The evaluation was conducted using publicly available datasets, which may not fully represent all real-world conditions or demographic distributions. Computational constraints limited the extent of hyperparameter optimization and large-scale testing that could be performed within the project timeframe. 
Additionally, while ethical and privacy considerations were addressed at a design level, the project did not implement advanced privacy-preserving techniques such as federated learning or encrypted inference. These limitations highlight areas where further work could enhance system robustness and applicability.

SUGGESTIONS FOR FURTHER WORK

Several ways for future research and development emerge from this project. One potential direction is the integration of advanced bias mitigation techniques to further improve fairness across demographic groups. Another area for exploration is the incorporation of privacy-preserving machine learning methods to enhance compliance with data protection regulations.
Future work could also investigate the impact of long-term changes such as aging on recognition performance through longitudinal studies. Expanding the system to support multimodal biometric authentication, combining facial recognition with other modalities, represents another promising direction.

In conclusion, this project has successfully designed, implemented, and evaluated a facial recognition software system grounded in contemporary research and responsible development practices. While certain limitations remain, the work provides a solid foundation for future research and practical deployment. By addressing both technical and ethical considerations, the project contributes meaningfully to the ongoing development of facial recognition technologies.


[bookmark: _Toc220927802]
CHAPTER 6: REFLECTION

This chapter is a reflection one on my individual learning and growth during the execution of this project. In contrast to the previous chapters, which were based on technical design, implementation, and evaluation, this reflection narrows down to my personal experiences, difficulties, and learning throughout the project lifecycle. This chapter is aimed at a critical reflection of my experience of handling the project and developing my skills as a student, learning about my own learning process, and what I can change to accomplish my goals in my future projects.

Project Planning and Time Management.

Effective time management was one of the biggest problems that were experienced in this project. Initially, I did not give enough time to some stages of the project, especially the literature review process and the repeated improvement of the written report. Initially in the project, my time management strategy was mostly reactive as I was not focusing on long-term plans but was doing things on a case-by-case basis. This sometimes resulted into vacations of heavy work load near interim deadlines.

Later in the project, I realised that I needed to be more systematic. I started dividing the project into small and manageable segments and time blocks towards certain tasks like reading academic papers, implementing system parts, and writing of individual chapters. This change enhanced my technical development and writing academic levels. Towards the end of the project when I had better predictability of the workload, I was able to plan ahead, minimizing the stress and enhancing overall productivity.

Development of Study Skills 
All my study skills were well developed during project time especially in reading academic literature, critical thinking and technical writing. First, I had difficulties in reading large amounts of academic literature and in integrating the results of several sources into a logical narrative. With time the frequent exposure to the scholarly articles enhanced my skills in identifying the main arguments, assessing methods, and deriving applicable information. 
The academic writing skills were also able to develop as I continued with the project. The opinions of feedback and self-review emphasized the necessity of being clear and structured and critical, instead of being descriptive. I realized that I needed to explain why I made a design decision, connect arguments in different chapters, and keep academic tone. These are shown in subsequent chapters of the report where it can be seen that the writing style has become more confident and analytical.

[bookmark: _Toc220927803]Learning About My Study Approach

This project helped me develop a clear understanding of my learning style. I have learned that I have an iterative learning process, which is an incorporation of reading, practicing in real life, and reflecting. It was not as effective to try to comprehend theoretical concepts in detail before trying to implement them in practice and then revising and refining the actions. The application of system components contributed to solidifying my theoretical knowledge which was covered in the literature. 
I also got to know that self-evaluation on a regular basis is essential to the continuation of the progress. A review of the work done against the project goals at different intervals was also helpful in identifying areas of improvement and gaps. This reflection practice helped me change my approach and maintain the correspondence between research objectives, system development, and documentations.
[bookmark: _Toc220927804]
Challenges Experienced and Self-Development
 The project had a number of challenges, which had led to my personal and academic development. The difficulty in handling the complexity of multiple component integration, such as data preprocessing, model development, and evaluation, was one of them. This demanded a degree of persistence and problem-solving skills especially where any early strategies were not giving the desired outcomes. 
The other challenge was the need to be motivated on a long term basis. During the long term projects themselves, one has to work hard and sometimes one feels that things are moving at a slow pace. Strategies to stay on track like goals that are short term and enjoyable successes along the way were used to overcome these difficulties. This process enabled me to be stronger and confident in my capacity to handle the complex tasks.
[bookmark: _Toc220927805]
Areas for Improvement

Considering the project, I can identify a number of areas in which I could have performed more effectively. In retrospect, planning and risk assessment would have taken more time at the beginning of the project to alleviate the pressure in the final stages. Even though the project was successful in the end, more efficient results could have been achieved with the timely identification of the challenges.
Although self-review proved helpful, it is possible that external reviews would have raised concerns sooner and helped implement changes sooner. As a future project, I would also seek to introduce more frequent feedback checkpoints into my workflow.


[bookmark: _Toc220927806]Reflective Practice for the Future
This project has had a great impact on the way I am going to go about future academic and professional work. The exposure underscored the need to have a structured planning process, adopt a critical reflection and be flexible. I have also gained more confidence in approaching complex and unstructured problems, and in the ability to balance between theory and practice. 
Above all, this project showed that reflective practice does not have to be considered in a last chapter, but is a useful tool even during the entire project life cycle. With the help of the conscious consideration of the progress and challenges, I managed to enhance the process and the final product as well. I will use these lessons in my future work to bring more efficient, effective, and reflective working practices. 
The given project was a beneficial learning experience that made a great contribution to my academic growth. By reflecting on time management, studying skills, learning methods, and improvement areas, I have been able to acquire insights that will shape my future work. Although the challenges that the project offered me were real, the opportunity to grow was also present, which once again confirms the critical role of reflection as a means of constant improvement.
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[bookmark: _Toc220927807]APPENDICES
These appendices contain source code for the face recognition software project.
[bookmark: _Toc220927808]FRONTEND CODE 

import { useEffect, useState, useRef } from "react";
import "@/App.css";
import { BrowserRouter, Routes, Route, Navigate, useNavigate, useLocation } from "react-router-dom";
import axios from "axios";
import { Toaster } from "@/components/ui/sonner";
import { toast } from "sonner";

// Pages
import LoginPage from "@/pages/LoginPage";
import Dashboard from "@/pages/Dashboard";
import FaceRegister from "@/pages/FaceRegister";
import FaceLogin from "@/pages/FaceLogin";
import AdminPanel from "@/pages/AdminPanel";
import ProfilePage from "@/pages/ProfilePage";

const BACKEND_URL = process.env.REACT_APP_BACKEND_URL;
const API = `${BACKEND_URL}/api`;

// Auth Context
export const AuthContext = {
  user: null,
  setUser: () => {},
  logout: () => {},
  API
};

// Auth Callback Component
const AuthCallback = () => {
  const navigate = useNavigate();
  const location = useLocation();
  const hasProcessed = useRef(false);

  useEffect(() => {
    if (hasProcessed.current) return;
    hasProcessed.current = true;

    const processSession = async () => {
      const hash = location.hash;
      const sessionIdMatch = hash.match(/session_id=([^&]+)/);
      
      if (!sessionIdMatch) {
        console.error("No session_id found in URL");
        navigate("/login");
        return;
      }

      const sessionId = sessionIdMatch[1];
      console.log("Processing session_id...");

      try {
        const response = await axios.post(
          `${API}/auth/session`,
          { session_id: sessionId },
          { withCredentials: true }
        );

        console.log("Session created successfully:", response.data);
        toast.success(`Welcome, ${response.data.name}!`);
        
        // Navigate to dashboard with user data
        navigate("/dashboard", { state: { user: response.data } });
      } catch (error) {
        console.error("Session creation failed:", error);
        toast.error("Authentication failed. Please try again.");
        navigate("/login");
      }
    };

    processSession();
  }, [location, navigate]);

  return (
    <div className="min-h-screen flex items-center justify-center bg-slate-100">
      <div className="text-center">
        <div className="w-12 h-12 border-4 border-blue-600 border-t-transparent rounded-full animate-spin mx-auto mb-4"></div>
        <p className="text-slate-600 font-medium">Completing authentication...</p>
      </div>
    </div>
  );
};

// Protected Route Component
const ProtectedRoute = ({ children, requireAdmin = false }) => {
  const [user, setUser] = useState(null);
  const [isAuthenticated, setIsAuthenticated] = useState(null);
  const location = useLocation();
  const navigate = useNavigate();

  useEffect(() => {
    // Skip auth check if user data was passed from AuthCallback
    if (location.state?.user) {
      setUser(location.state.user);
      setIsAuthenticated(true);
      return;
    }

    const checkAuth = async () => {
      try {
        const response = await axios.get(`${API}/auth/me`, {
          withCredentials: true
        });
        setUser(response.data);
        setIsAuthenticated(true);
      } catch (error) {
        console.log("Not authenticated");
        setIsAuthenticated(false);
        navigate("/login");
      }
    };

    checkAuth();
  }, [location, navigate]);

  if (isAuthenticated === null) {
    return (
      <div className="min-h-screen flex items-center justify-center bg-slate-100">
        <div className="w-12 h-12 border-4 border-blue-600 border-t-transparent rounded-full animate-spin"></div>
      </div>
    );
  }

  if (!isAuthenticated) {
    return <Navigate to="/login" replace />;
  }

  if (requireAdmin && user?.role !== "admin") {
    toast.error("Admin access required");
    return <Navigate to="/dashboard" replace />;
  }

  // Pass user to children
  return children({ user, setUser });
};

// App Router Component
function AppRouter() {
  const location = useLocation();

  // Check for session_id in URL hash BEFORE rendering routes
  if (location.hash?.includes("session_id=")) {
    return <AuthCallback />;
  }

  return (
    <Routes>
      <Route path="/login" element={<LoginPage />} />
      <Route
        path="/dashboard"
        element={
          <ProtectedRoute>
            {({ user, setUser }) => <Dashboard user={user} setUser={setUser} />}
          </ProtectedRoute>
        }
      />
      <Route
        path="/face-register"
        element={
          <ProtectedRoute>
            {({ user, setUser }) => <FaceRegister user={user} setUser={setUser} />}
          </ProtectedRoute>
        }
      />
      <Route path="/face-login" element={<FaceLogin />} />
      <Route
        path="/admin"
        element={
          <ProtectedRoute requireAdmin>
            {({ user }) => <AdminPanel user={user} />}
          </ProtectedRoute>
        }
      />
      <Route
        path="/profile"
        element={
          <ProtectedRoute>
            {({ user, setUser }) => <ProfilePage user={user} setUser={setUser} />}
          </ProtectedRoute>
        }
      />
      <Route path="/" element={<Navigate to="/login" replace />} />
    </Routes>
  );
}

function App() {
  return (
    <div className="App">
      <BrowserRouter>
        <AppRouter />
      </BrowserRouter>
      <Toaster position="top-right" richColors />
    </div>
  );
}

export default App;
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from fastapi import FastAPI, APIRouter, HTTPException, Request, Response, Depends, UploadFile, File
from fastapi.responses import StreamingResponse
from dotenv import load_dotenv
from starlette.middleware.cors import CORSMiddleware
from motor.motor_asyncio import AsyncIOMotorClient, AsyncIOMotorGridFSBucket
from bson import ObjectId
import os
import logging
from pathlib import Path
from pydantic import BaseModel, Field, ConfigDict
from typing import List, Optional
import uuid
from datetime import datetime, timezone, timedelta
import httpx
import base64
import io
import bcrypt

ROOT_DIR = Path(__file__).parent
load_dotenv(ROOT_DIR / '.env')

# MongoDB connection
mongo_url = os.environ['MONGO_URL']
client = AsyncIOMotorClient(mongo_url)
db = client[os.environ['DB_NAME']]
fs = AsyncIOMotorGridFSBucket(db)

# Create the main app
app = FastAPI()

# Create a router with the /api prefix
api_router = APIRouter(prefix="/api")

# Configure logging
logging.basicConfig(
    level=logging.INFO,
    format='%(asctime)s - %(name)s - %(levelname)s - %(message)s'
)
logger = logging.getLogger(__name__)

# ==================== Models ====================

class User(BaseModel):
    model_config = ConfigDict(extra="ignore")
    user_id: str
    email: Optional[str] = None
    username: Optional[str] = None
    name: str
    picture: Optional[str] = None
    role: str = "user"
    has_face_registered: bool = False
    face_descriptor: Optional[List[float]] = None
    auth_type: str = "google"  # "google" or "local"
    created_at: datetime

class UserCreate(BaseModel):
    email: str
    name: str
    picture: Optional[str] = None

class UserUpdate(BaseModel):
    name: Optional[str] = None
    role: Optional[str] = None

class RegisterRequest(BaseModel):
    username: str
    password: str
    name: str

class PasswordLoginRequest(BaseModel):
    username: str
    password: str

class FaceData(BaseModel):
    face_descriptor: List[float]
    photo_data: str  # Base64 encoded image

class SessionData(BaseModel):
    user_id: str
    session_token: str
    expires_at: datetime
    created_at: datetime

class LoginRequest(BaseModel):
    face_descriptor: List[float]

# ==================== Auth Helper ====================

async def get_current_user(request: Request) -> User:
    """Get current user from session token (cookie or header)"""
    session_token = request.cookies.get("session_token")
    
    if not session_token:
        auth_header = request.headers.get("Authorization")
        if auth_header and auth_header.startswith("Bearer "):
            session_token = auth_header.split(" ")[1]
    
    if not session_token:
        raise HTTPException(status_code=401, detail="Not authenticated")
    
    session_doc = await db.user_sessions.find_one(
        {"session_token": session_token},
        {"_id": 0}
    )
    
    if not session_doc:
        raise HTTPException(status_code=401, detail="Invalid session")
    
    expires_at = session_doc["expires_at"]
    if isinstance(expires_at, str):
        expires_at = datetime.fromisoformat(expires_at)
    if expires_at.tzinfo is None:
        expires_at = expires_at.replace(tzinfo=timezone.utc)
    if expires_at < datetime.now(timezone.utc):
        raise HTTPException(status_code=401, detail="Session expired")
    
    user_doc = await db.users.find_one(
        {"user_id": session_doc["user_id"]},
        {"_id": 0}
    )
    
    if not user_doc:
        raise HTTPException(status_code=404, detail="User not found")
    
    return User(**user_doc)

async def get_admin_user(current_user: User = Depends(get_current_user)) -> User:
    """Ensure current user is admin"""
    if current_user.role != "admin":
        raise HTTPException(status_code=403, detail="Admin access required")
    return current_user

# ==================== Password Helpers ====================

def hash_password(password: str) -> str:
    """Hash a password using bcrypt"""
    salt = bcrypt.gensalt()
    return bcrypt.hashpw(password.encode('utf-8'), salt).decode('utf-8')

def verify_password(password: str, hashed: str) -> bool:
    """Verify a password against its hash"""
    return bcrypt.checkpw(password.encode('utf-8'), hashed.encode('utf-8'))

# ==================== Auth Routes ====================

@api_router.post("/auth/register")
async def register_user(data: RegisterRequest, response: Response):
    """Register a new user with username and password"""
    logger.info(f"Registering new user: {data.username}")
    
    # Validate username
    if len(data.username) < 3:
        raise HTTPException(status_code=400, detail="Username must be at least 3 characters")
    if len(data.password) < 6:
        raise HTTPException(status_code=400, detail="Password must be at least 6 characters")
    
    # Check if username already exists
    existing_user = await db.users.find_one({"username": data.username}, {"_id": 0})
    if existing_user:
        raise HTTPException(status_code=400, detail="Username already taken")
    
    # Create user
    user_id = f"user_{uuid.uuid4().hex[:12]}"
    hashed_password = hash_password(data.password)
    
    new_user = {
        "user_id": user_id,
        "username": data.username,
        "email": None,
        "name": data.name,
        "picture": None,
        "role": "user",
        "password_hash": hashed_password,
        "has_face_registered": False,
        "face_descriptor": None,
        "auth_type": "local",
        "created_at": datetime.now(timezone.utc).isoformat()
    }
    
    await db.users.insert_one(new_user)
    logger.info(f"Created new local user: {user_id}")
    
    # Create session
    session_token = f"local_{uuid.uuid4().hex}"
    expires_at = datetime.now(timezone.utc) + timedelta(days=7)
    
    session_doc = {
        "user_id": user_id,
        "session_token": session_token,
        "expires_at": expires_at.isoformat(),
        "created_at": datetime.now(timezone.utc).isoformat()
    }
    
    await db.user_sessions.insert_one(session_doc)
    
    # Set cookie
    response.set_cookie(
        key="session_token",
        value=session_token,
        httponly=True,
        secure=True,
        samesite="none",
        path="/",
        max_age=7 * 24 * 60 * 60
    )
    
    # Return user data (excluding password)
    return {
        "user_id": user_id,
        "username": data.username,
        "name": data.name,
        "role": "user",
        "has_face_registered": False,
        "auth_type": "local",
        "created_at": new_user["created_at"]
    }

@api_router.post("/auth/login")
async def login_user(data: PasswordLoginRequest, response: Response):
    """Login with username and password"""
    logger.info(f"Login attempt for: {data.username}")
    
    # Find user by username
    user_doc = await db.users.find_one({"username": data.username}, {"_id": 0})
    
    if not user_doc:
        raise HTTPException(status_code=401, detail="Invalid username or password")
    
    # Verify password
    if not user_doc.get("password_hash"):
        raise HTTPException(status_code=401, detail="This account uses Google login")
    
    if not verify_password(data.password, user_doc["password_hash"]):
        raise HTTPException(status_code=401, detail="Invalid username or password")
    
    # Create session
    session_token = f"local_{uuid.uuid4().hex}"
    expires_at = datetime.now(timezone.utc) + timedelta(days=7)
    
    session_doc = {
        "user_id": user_doc["user_id"],
        "session_token": session_token,
        "expires_at": expires_at.isoformat(),
        "created_at": datetime.now(timezone.utc).isoformat()
    }
    
    # Remove old sessions
    await db.user_sessions.delete_many({"user_id": user_doc["user_id"]})
    await db.user_sessions.insert_one(session_doc)
    
    # Set cookie
    response.set_cookie(
        key="session_token",
        value=session_token,
        httponly=True,
        secure=True,
        samesite="none",
        path="/",
        max_age=7 * 24 * 60 * 60
    )
    
    logger.info(f"Login successful for: {data.username}")
    
    # Return user data (excluding password)
    return {
        "user_id": user_doc["user_id"],
        "username": user_doc.get("username"),
        "email": user_doc.get("email"),
        "name": user_doc["name"],
        "picture": user_doc.get("picture"),
        "role": user_doc["role"],
        "has_face_registered": user_doc.get("has_face_registered", False),
        "auth_type": user_doc.get("auth_type", "local"),
        "created_at": user_doc["created_at"]
    }

@api_router.post("/auth/session")
async def create_session(request: Request, response: Response):
    """Exchange session_id for user data and set session cookie"""
    body = await request.json()
    session_id = body.get("session_id")
    
    if not session_id:
        raise HTTPException(status_code=400, detail="session_id required")
    
    logger.info(f"Processing session_id: {session_id[:20]}...")
    
    # Exchange session_id with Emergent Auth
    async with httpx.AsyncClient() as client_http:
        try:
            auth_response = await client_http.get(
                "https://demobackend.emergentagent.com/auth/v1/env/oauth/session-data",
                headers={"X-Session-ID": session_id},
                timeout=10.0
            )
            
            if auth_response.status_code != 200:
                logger.error(f"Auth service error: {auth_response.status_code}")
                raise HTTPException(status_code=401, detail="Invalid session_id")
            
            auth_data = auth_response.json()
            logger.info(f"Auth data received for: {auth_data.get('email')}")
            
        except httpx.RequestError as e:
            logger.error(f"Auth service request failed: {e}")
            raise HTTPException(status_code=500, detail="Auth service unavailable")
    
    email = auth_data.get("email")
    name = auth_data.get("name")
    picture = auth_data.get("picture")
    session_token = auth_data.get("session_token")
    
    # Check if user exists
    existing_user = await db.users.find_one({"email": email}, {"_id": 0})
    
    if existing_user:
        user_id = existing_user["user_id"]
        # Update user info
        await db.users.update_one(
            {"user_id": user_id},
            {"$set": {"name": name, "picture": picture}}
        )
    else:
        # Create new user
        user_id = f"user_{uuid.uuid4().hex[:12]}"
        new_user = {
            "user_id": user_id,
            "email": email,
            "name": name,
            "picture": picture,
            "role": "user",
            "has_face_registered": False,
            "face_descriptor": None,
            "created_at": datetime.now(timezone.utc).isoformat()
        }
        await db.users.insert_one(new_user)
        logger.info(f"Created new user: {user_id}")
    
    # Create session
    expires_at = datetime.now(timezone.utc) + timedelta(days=7)
    session_doc = {
        "user_id": user_id,
        "session_token": session_token,
        "expires_at": expires_at.isoformat(),
        "created_at": datetime.now(timezone.utc).isoformat()
    }
    
    # Remove old sessions for this user
    await db.user_sessions.delete_many({"user_id": user_id})
    await db.user_sessions.insert_one(session_doc)
    
    # Set cookie
    response.set_cookie(
        key="session_token",
        value=session_token,
        httponly=True,
        secure=True,
        samesite="none",
        path="/",
        max_age=7 * 24 * 60 * 60
    )
    
    # Get updated user data
    user_doc = await db.users.find_one({"user_id": user_id}, {"_id": 0})
    
    return user_doc

@api_router.get("/auth/me")
async def get_me(current_user: User = Depends(get_current_user)):
    """Get current authenticated user"""
    return current_user.model_dump()

@api_router.post("/auth/logout")
async def logout(request: Request, response: Response):
    """Logout and clear session"""
    session_token = request.cookies.get("session_token")
    
    if session_token:
        await db.user_sessions.delete_many({"session_token": session_token})
    
    response.delete_cookie(
        key="session_token",
        path="/",
        secure=True,
        samesite="none"
    )
    
    return {"message": "Logged out successfully"}

# ==================== Face Registration Routes ====================

@api_router.post("/face/register")
async def register_face(
    face_data: FaceData,
    current_user: User = Depends(get_current_user)
):
    """Register face descriptor and photo for a user"""
    logger.info(f"Registering face for user: {current_user.user_id}")
    
    # Decode base64 image
    try:
        image_data = base64.b64decode(face_data.photo_data.split(",")[1] if "," in face_data.photo_data else face_data.photo_data)
    except Exception as e:
        logger.error(f"Failed to decode image: {e}")
        raise HTTPException(status_code=400, detail="Invalid image data")
    
    # Store photo in GridFS
    photo_filename = f"face_{current_user.user_id}_{datetime.now(timezone.utc).strftime('%Y%m%d_%H%M%S')}.jpg"
    
    try:
        file_id = await fs.upload_from_stream(
            photo_filename,
            io.BytesIO(image_data),
            metadata={
                "user_id": current_user.user_id,
                "type": "face_photo",
                "uploaded_at": datetime.now(timezone.utc).isoformat()
            }
        )
        logger.info(f"Photo stored with file_id: {file_id}")
    except Exception as e:
        logger.error(f"Failed to store photo: {e}")
        raise HTTPException(status_code=500, detail="Failed to store photo")
    
    # Update user with face descriptor
    await db.users.update_one(
        {"user_id": current_user.user_id},
        {
            "$set": {
                "has_face_registered": True,
                "face_descriptor": face_data.face_descriptor,
                "face_photo_id": str(file_id)
            }
        }
    )
    
    logger.info(f"Face registered successfully for user: {current_user.user_id}")
    
    return {"message": "Face registered successfully", "photo_id": str(file_id)}

@api_router.delete("/face/unregister")
async def unregister_face(current_user: User = Depends(get_current_user)):
    """Remove face registration for a user"""
    logger.info(f"Unregistering face for user: {current_user.user_id}")
    
    # Get user's face photo ID
    user_doc = await db.users.find_one({"user_id": current_user.user_id}, {"_id": 0})
    
    if user_doc and user_doc.get("face_photo_id"):
        try:
            await fs.delete(ObjectId(user_doc["face_photo_id"]))
        except Exception as e:
            logger.warning(f"Failed to delete photo: {e}")
    
    # Update user
    await db.users.update_one(
        {"user_id": current_user.user_id},
        {
            "$set": {
                "has_face_registered": False,
                "face_descriptor": None,
                "face_photo_id": None
            }
        }
    )
    
    return {"message": "Face unregistered successfully"}

@api_router.get("/face/photo/{user_id}")
async def get_face_photo(user_id: str, current_user: User = Depends(get_current_user)):
    """Get face photo for a user"""
    # Only allow admins or the user themselves to access photos
    if current_user.role != "admin" and current_user.user_id != user_id:
        raise HTTPException(status_code=403, detail="Access denied")
    
    user_doc = await db.users.find_one({"user_id": user_id}, {"_id": 0})
    
    if not user_doc or not user_doc.get("face_photo_id"):
        raise HTTPException(status_code=404, detail="Photo not found")
    
    try:
        grid_out = await fs.open_download_stream(ObjectId(user_doc["face_photo_id"]))
        content = await grid_out.read()
        return StreamingResponse(io.BytesIO(content), media_type="image/jpeg")
    except Exception as e:
        logger.error(f"Failed to retrieve photo: {e}")
        raise HTTPException(status_code=404, detail="Photo not found")

# ==================== Face Login Route ====================

@api_router.post("/face/login")
async def face_login(login_data: LoginRequest, response: Response):
    """Login using face recognition"""
    logger.info("Attempting face login...")
    
    # Get all users with registered faces
    users = await db.users.find(
        {"has_face_registered": True, "face_descriptor": {"$ne": None}},
        {"_id": 0}
    ).to_list(1000)
    
    if not users:
        return {
            "matched": False,
            "message": "No registered faces found in the system",
            "distance": None
        }
    
    input_descriptor = login_data.face_descriptor
    
    # Find best match
    best_match = None
    best_distance = float("inf")
    threshold = 0.6  # Face-api.js recommended threshold
    
    for user in users:
        if user.get("face_descriptor"):
            stored_descriptor = user["face_descriptor"]
            
            # Calculate Euclidean distance
            distance = sum((a - b) ** 2 for a, b in zip(input_descriptor, stored_descriptor)) ** 0.5
            
            logger.info(f"Distance for {user['email']}: {distance}")
            
            if distance < best_distance:
                best_distance = distance
                best_match = user
    
    if best_match and best_distance < threshold:
        logger.info(f"Face match found: {best_match['email']} (distance: {best_distance})")
        
        # Create session for matched user
        session_token = f"face_{uuid.uuid4().hex}"
        expires_at = datetime.now(timezone.utc) + timedelta(days=7)
        
        session_doc = {
            "user_id": best_match["user_id"],
            "session_token": session_token,
            "expires_at": expires_at.isoformat(),
            "created_at": datetime.now(timezone.utc).isoformat()
        }
        
        await db.user_sessions.delete_many({"user_id": best_match["user_id"]})
        await db.user_sessions.insert_one(session_doc)
        
        # Set cookie
        response.set_cookie(
            key="session_token",
            value=session_token,
            httponly=True,
            secure=True,
            samesite="none",
            path="/",
            max_age=7 * 24 * 60 * 60
        )
        
        return {
            "matched": True,
            "user": {
                "user_id": best_match["user_id"],
                "email": best_match["email"],
                "name": best_match["name"],
                "picture": best_match.get("picture"),
                "role": best_match["role"]
            },
            "distance": best_distance
        }
    else:
        logger.info(f"No face match found. Best distance: {best_distance}")
        return {
            "matched": False,
            "message": "Face not recognized",
            "distance": best_distance if best_distance != float("inf") else None
        }

# ==================== Admin Routes ====================

@api_router.get("/admin/users", response_model=List[User])
async def get_all_users(admin: User = Depends(get_admin_user)):
    """Get all users (admin only)"""
    users = await db.users.find({}, {"_id": 0}).to_list(1000)
    
    for user in users:
        if isinstance(user.get("created_at"), str):
            user["created_at"] = datetime.fromisoformat(user["created_at"])
    
    return users

@api_router.get("/admin/users/{user_id}")
async def get_user_by_id(user_id: str, admin: User = Depends(get_admin_user)):
    """Get a specific user by ID (admin only)"""
    user = await db.users.find_one({"user_id": user_id}, {"_id": 0})
    
    if not user:
        raise HTTPException(status_code=404, detail="User not found")
    
    if isinstance(user.get("created_at"), str):
        user["created_at"] = datetime.fromisoformat(user["created_at"])
    
    return user

@api_router.patch("/admin/users/{user_id}")
async def update_user(user_id: str, update: UserUpdate, admin: User = Depends(get_admin_user)):
    """Update a user (admin only)"""
    update_dict = {k: v for k, v in update.model_dump().items() if v is not None}
    
    if not update_dict:
        raise HTTPException(status_code=400, detail="No valid update fields provided")
    
    result = await db.users.update_one({"user_id": user_id}, {"$set": update_dict})
    
    if result.matched_count == 0:
        raise HTTPException(status_code=404, detail="User not found")
    
    user = await db.users.find_one({"user_id": user_id}, {"_id": 0})
    return user

@api_router.delete("/admin/users/{user_id}")
async def delete_user(user_id: str, admin: User = Depends(get_admin_user)):
    """Delete a user (admin only)"""
    if user_id == admin.user_id:
        raise HTTPException(status_code=400, detail="Cannot delete yourself")
    
    # Get user's face photo ID
    user_doc = await db.users.find_one({"user_id": user_id}, {"_id": 0})
    
    if not user_doc:
        raise HTTPException(status_code=404, detail="User not found")
    
    # Delete face photo if exists
    if user_doc.get("face_photo_id"):
        try:
            await fs.delete(ObjectId(user_doc["face_photo_id"]))
        except Exception as e:
            logger.warning(f"Failed to delete photo: {e}")
    
    # Delete user sessions
    await db.user_sessions.delete_many({"user_id": user_id})
    
    # Delete user
    await db.users.delete_one({"user_id": user_id})
    
    return {"message": "User deleted successfully"}

@api_router.get("/admin/stats")
async def get_admin_stats(admin: User = Depends(get_admin_user)):
    """Get system statistics (admin only)"""
    total_users = await db.users.count_documents({})
    users_with_face = await db.users.count_documents({"has_face_registered": True})
    admin_count = await db.users.count_documents({"role": "admin"})
    active_sessions = await db.user_sessions.count_documents({
        "expires_at": {"$gt": datetime.now(timezone.utc).isoformat()}
    })
    
    return {
        "total_users": total_users,
        "users_with_face": users_with_face,
        "admin_count": admin_count,
        "active_sessions": active_sessions
    }

# ==================== User Routes ====================

@api_router.get("/user/profile")
async def get_profile(current_user: User = Depends(get_current_user)):
    """Get current user profile"""
    return current_user.model_dump()

@api_router.patch("/user/profile")
async def update_profile(update: UserUpdate, current_user: User = Depends(get_current_user)):
    """Update current user profile (name only, not role)"""
    if update.role and current_user.role != "admin":
        raise HTTPException(status_code=403, detail="Cannot change own role")
    
    update_dict = {"name": update.name} if update.name else {}
    
    if update_dict:
        await db.users.update_one({"user_id": current_user.user_id}, {"$set": update_dict})
    
    user = await db.users.find_one({"user_id": current_user.user_id}, {"_id": 0})
    return user

# ==================== Health Check ====================

@api_router.get("/")
async def root():
    return {"message": "FaceAuth API", "status": "running"}

@api_router.get("/health")
async def health_check():
    return {"status": "healthy", "timestamp": datetime.now(timezone.utc).isoformat()}

# Include the router in the main app
app.include_router(api_router)

app.add_middleware(
    CORSMiddleware,
    allow_credentials=True,
    allow_origins=os.environ.get('CORS_ORIGINS', '*').split(','),
    allow_methods=["*"],
    allow_headers=["*"],
)

@app.on_event("shutdown")
async def shutdown_db_client():
    client.close()
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