REPORT

Login

Below is the original code used for my login, it worked fine, however it was not very secure as the passwords for my user accounts that were stored in my database were not hashed and the password field was visible so it was not secure. 

When doing research on hashed password logins I got the idea for my secure login from the following source- https://codeshack.io/secure-login-system-php-mysql/

[image: ]checklogin.php:

[image: ][image: ]I used PASSWORD_DEFAULT to get my hashed passwords and then stored those hashed passwords in my database. I then used the password_verify function to check to see if the password that is entered matches up with the hashed password stored in my database. If the username and password matches then you will be taken to the homepage where you can have full functionality of the website. If the correct username and password are not entered then you cannot get to any of the other pages due to the ‘if (isset($_SESSION['loggedin']))’ and ‘else header('location: /login.php')’ that I put on every page.

To end the session and take the user back to logon screen I used the following code. After clicking the logout button you can’t get to any of the other pages without first signing back so that no unauthorised users can get into the system.


[image: ]





The code that is commented out is my original code that used $link=mysqli_connect. This was changed as it is Procedural Style and with this I could not get my hashed password login working. For this reason I changed it to $mysqli = new mysqli which is an Object-Orientated Programming style. After I made this change I was able to get my hashed password working.
 
[image: ]conninfo.php:











Searches/ HTML Table

Below is the code for my table, I am using bootstrap 4.4.1 to make it look more presentable. I have chosen to style my table in this way as before I styled my table all of the numbers were bunched together making it very difficult for a user to read. So by having table headings and having a border around the fields it makes it much easier to read the data.

I used W3Schools to do research on creating my tables for the webpage- https://www.w3schools.com/html/html_tables.asp

[image: ] statistics.php:


There are three searches, one is to display where rainfall is more than the number entered, to find out information such as days when it rained more than 5mm of rainfall. The second is to display all data by one sensor so can do a more focused search to look at a specific sensor you want the readings from. I have also done it so you can search by the sensor and where rainfall is more than a value to narrow the findings the user is looking for even further. The last is to check between two dates so that you can find out information such as how much rainfall there was during a storm. There is also a display all button that will display all data from the sensordata field in my database.

[image: ]index.php:






The code shown below is for my date between search. I had to put in a wildcard at the end of 00:00:01 and 23:59:59 to get my search working due to the date/time in my database having extra numbers at the end of the time it was recorded. I formatted the date ‘d-m-Y H:i’ to display the date and time correctly in the table.
statistics.php:
[image: ]


Below is the code shown for my sensor and rainfall more than search. I initially had the individual queries above the AND query in my code as I wrote them first. However, I moved this above the other two as the query would not work without being before the individual queries.
[image: ]






Graphs

Below is the code used to show the rainfall data graphs on one page so that the user can easily read them. I have used the phpMyGraph5.0 graph library and decided to use a Vertical Column Graph and a Vertical Line Graph. My first two graphs are to display all my rainfall data in a line and a column chart to view all the data in different graph formats. The third was a line chart displaying rainfall data from a chosen sensor as another way of viewing specific data captured by each sensor other than viewing the table. The fourth was a column graph displaying rainfall more than what was searched for to easily identify information such as the wettest days.

[image: ]graphs.php:


graph1.php:
[image: ]
[image: ]graph2.php:






I used the $_GET variable to collect the data from the form so that you can search by sensor or rainfall over and it display in a graph.

[image: ][image: ]graph3.php:

graph4.php:




Import data


Below is the code used to import the data from the .txt files taken from the sensors. After the data has been imported - the txt files are emptied so that no duplicate data gets entered into the database, I have also added code that is commented out that can delete the .txt file if it needs to be. The code shown below is for the first sensor but the code was repeated for all three sensors.

[image: ]import.php:

My code initially was setup so that once the data was imported you have to click back to get to the homepage so I added the following code to make it look more professional and added the navigation bar so it is easier for the user to navigate so they can get to whatever part of the website they need to without leaving the page.


[image: ]
Navigation/Design

After getting the fundamentals of the website working I decided to implement bootstrap to make it look more professional. I initially was using bootstrap version 3.4.1 but changed to make my tables look better with new functionalities. 

[bookmark: _GoBack]I first implemented a template from W3Schools and then changed it as I went on- 
https://www.w3schools.com/bootstrap/tryit.asp?filename=trybs_temp_webpage&stacked=h

The navigation bar makes the website look more professional and makes it so you can quickly and easily navigate the website.

index.php:[image: ]



Using bootstrap I changed how my buttons looked as I do not like the standard ‘submit’ boxes in html.

[image: ]






[image: ]Although I did not put anything in the side columns I like the way that it looks with the colour change and it means I can add more features such as the weather forecast which will fit in well with the look of the page.
















[image: ]JavaScript used:
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<?session_start();

$_SESSION["username"]="";//set to empty
session_destroy () ;//remove session

header ("location:login.php") ;
2>
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BH<?

//$strserver="localhost";//server name (doesn't change)
//$strUser="root"; //server username (same)
//$strPassword: //server password "" on WAMPServer
//$strDatabase="sensor";

DEFINE ("SQLHOST", "localhost");
DEFINE ("SQLUSER", "root");
DEFINE ("SQLPASS","") ;
DEFINE ("SQLNAME", "sensor

7

$link = new mysqli (SQLHOST, SQLUSER, SQLPASS, SQLNAME) or die ("Error connecting to DB");

//$link=mysqli_connect ($strServer, $strUser, $strPassword, $strDatabase) ;
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H<?

$tablehtml = '

<thead>
<tr>
<th>ID</th>
<th>RainFall</th>
<th>Sensor</th>
<th>Date</th>
</tr>
</thead>
<tbody>

$tblclosehtml = '</tbody></table>';
2>

<table class="table table-striped table-bordered table-sm table-hover" style=!

width:100%">
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text-center">

<div class="col-sm-2 sidenav">

</div>

<div class="col-sm-8 text-center">

<p></p>

<div class="container-fluid
<div class="row content">
g <article>

<label
<input
<label
<input
<label
<input
<label
<input

- </div>

o </div>

- </div>
o </div>

= </div>

( </form>

<hl>Rainfall Analyties</hl>

<form action="statistics.php" method="post">
<div class="container-fluid">

<div class="row" style="margin-bottom: 15px;">

<div class="col-sm-12">

class="visible-sm-*
class="form-control
class="visible-sm-*
class="form-control
class="visible-sm-*
class="form-control
class="visible-sm-*
class="form-control

<div class="row">
<div class="col-sm-12">
<input class="btn btn-secondary" type="submit" name="displayall" value="Display all" />
<input class="btn btn-secondary" type="submit" name="submit" value="Submit Query" />

formlabel text-left d-block" for="rainfall">Rainfall Over mm:</label>
text-left" type="text" id="rainfall" name="rainfall">

formlabel text-left d-block" for="sensor">Sensor:</label>

text-left" type="text" name="sensor" />

formlabel text-left d-block" for="datea">Date From:</label>
text-left" type="date" name="datea" />

formlabel text-left d-block" for="dateb">Date To:</label>

text-left" type="date" name="dateb" />
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Elif (isset($_POST['submit'])){

$sensor:

$dateb=:

/7

//echo

$rainfall=$_POST["rainfall"];
_POST ["sensor"];
$datea=$_POST["datea"];

_POST ["dateb"];

echo

/7y

/7y

if (Sdbetween

if ($_POST['datea']

//echo $datea;
'<br />'.S$dateb;
//$query = "SELECT * FROM sensordata WHERE date BETWEEN '%".S$datea.”$%' AND '%".Sdateb."3%'
$link->query ("SELECT * FROM sensordata WHERE datefield BETWEEN

&& $_POST['dateb']

)

'Query Successful'; used for debugging
//if ($dbetween->num_rows > 0) {
echo $tablehtml;

while ($res = $dbetween—>fetch_object () {

echo '
<tr>

<td>'.$res->id.'</td>

<td>'.$res->rainfall.'</td>

<td>'.$res->sensor.'</td>
<td>'.date("d-m-Y H:i",strtotime ($res—>datefield)).'</td>

</tr>

b

echo $tblclosehtml;

else {
//echo

'No results dates!

".$datea.

00:00:01.%"

AND

'".$dateb." 23:59:59.%"

ORDER BY datefield ASC"))
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} elseif ($_POST['sensor'
if ($rain = $link->query("SELECT * FROM sensordata WHERE rainfall > $rainfall AND sensor

if ($rain->num rows > 0) {
echo $tablehtml;
while ($res = $rain->fetch object()) {
echo '
<tr>
<td>'.$res->id.'</td>
<td>'.$res->rainfall.'</td>
<td>'.$res->sensor.'</td>
<td>'.date("d-m-Y H:i
</tr>

b

echo $tblclosehtml;
} else {

echo 'No Results’'

&& $_POST['rainfall']

$sensozr”)) {

strtotime ($res->datefield)).'</td>




image10.png
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97

<div class="container-fluid text-center">
[ <div class="row content">

=] <div class="col-sm-2 sidenav'>
</div>
=] <div class="col-sm-8 text-center">
<hl>Rainfall Graphs</hl>
=] <body>

<img src="graphl.php">
<img src="graph2.php">

<form action="graph3.php" method="get">
<label class="visible-sm-* formlabel text-left d-block" for="rainfall">Search by sensor:</label>
<input class="form-control text-left" type="text" id="sensor" name="sensor"
<input class="btn btn-secondary" type="submit" name="sensorsearch" />
+ </form>
<br>
<form action="graph4.php" method="get">
<label class="visible-sm-* formlabel text-left d-block" for="rainfall">Search by rainfall over mm:</label>
<input class="form-control text-left" type="text" id="rainfall" name="rainfall"
<input class="btn btn-secondary" type="submit" name="rainsearch" />
+ </form>
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include_once ('phpMyGraph5.0.php'); // Link to library file phpMyGraph 5.0

Scfg ['title'] 'Rainfall data'; //Configure, title, width and height
$cfg ['width'] 800; //number of pixels horizontally
$cfg ['height'] = 300; //number of pixels vertically

include "conninfo.php";
$query="SELECT rainfall FROM sensordata";

$result = $link->query ($query);

//$result=mysqli_query ($1link, Squery) ; //get data from database

Sdata=array () ;
$x=1;

while ($r-mysqli_fetch_array ($result))

=1t

$data[$x]=$r["rainfall”]; //put data into array

$x++;

rt

header ("Content-type: image/png");

$graph = new phpMyGraph () ;

$graph-> parseVerticalColumnGraph ($data, $cfg); //create graph
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217 header ("Content-type: image/png");
28 Sgraph = new phpMyGraph () ;
29 $graph->parseVerticallLineGraph ($data, $cfg); //create graph
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global $link;
$ui=$_GET['sensor'];
include_once ('phpMyGraph5.0.php'); // Link to library file phpMyGraph 5.0

Scfg ['title'] 'Rainfall data'; //Configure, title, width and height
$cfg ['width'] 1250; //number of pixels horizontally
$cfg ['height'] = 300; //number of pixels vertically

include "conninfo.php
$query="SELECT rainfall FROM sensordata WHERE sensor=§ui";
//$query = "SELECT * FROM sensordata WHERE sensor=$ui";

$result = $link->query ($query);
//$result=mysqli_query ($1link, Squery) ; //get data from database

while ($r-mysqli_fetch_array ($result))

=1t

$data[$x]=$r["rainfall”]; //put data into array
$x++;

rt

header ("Content-type: image/png");

$graph = new phpMyGraph () ;
Sgraph->parseVerticalLineGraph ($data, $cfg); //create graph
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global $link;
$ui=$_GET['rainfall'];

include "conninfo.php";
Squery="SELECT rainfall FROM sensordata WHERE rainfall>$ui";
//$query = "SELECT * FROM sensordata WHERE sensor=$ui";

$result = $link->query ($query);
//$result=mysqli_query ($1link, Squery) ; //get data from database

$data=array () ;
$x=1;

while ($r-mysqli_fetch_array ($result))
=1t
$data[$x]=$r["rainfall
$x++;

rt

header ("Content-type: image/png");

$graph = new phpMyGraph () ;

$graph-> parseVerticalColumnGraph ($data, $cfg); //create graph

; //put data into array

include_once ('phpMyGraphS.0.php'); // Link to library file phpMyGraph 5.0

$cfg ['title'] = 'Rainfall data'; //Configure, title, width and height
$cfg ['width'] = 1250; //number of pixels horizontally
$cfg ['height'] = 300; //number of pixels vertically




image15.png
21 Hik?

22 include "conninfo.php";//connect to database

23 global $link;

24 Serrors = array();

25

26 $myfile="rainfalll.txt";//name of file

27

28 $filelink=fopen ($myfile, "r")or die("No files available to import- go back");
29

30

31 $data=fread($filelink, filesize ($myfile));//read entire file

32

Ba fclose ($filelink);//close the file

34

35 $incoming=array () ;

36 $incoming=explode (chr (13), $data) ;

37

38 $length=sizeof ($incoming) ;//how big is the array?

39

40 Stempdata=array () ;

41

42 for ($x=0; $x<$length; $x++)

43 H{

44 $incoming [$x]=trim($incoming[$x]);//clean off the linebreak

45 S$tempdata=explode (" ", $incoming([$x]);//split current line of data that has been read into 3
46 $timeofreading=$tempdata[l]." ".$tempdata(2];//stick datestamp back together in one variable ($timeofreading)
47 $rainfall=trim($tempdata[0]);//rainfall reading

48

49 $query="INSERT INTO sensordata(rainfall,datefield,sensor)

50 | VALUES ($rainfall,'§$timeofreading’,1)";

51

52 //$result=mysqli_query($link, $query) ;

53 $result = $link->query ($query);

54

55 $filelink = fopen($myfile, "w") or die("No files available to import- go back"); //added to remove data
56 fclose ($filelink); // remove data

B !

58 [/* To delete file after data has been transferred

59 | $file pointer = "rainfalll.txt";

60 if (lunlink($file pointer)) {

61 //echo ("$file_pointer cannot be deleted due to an error");

62 Serrors[] = $file_pointer." cannot be deleted due to an error";
63 ¥

64 */
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<div class='

"container-fluid" style=
<div class="row">
<div class="col-sm-12 text-center">
<hl>Data Import Task</hl>
</div>
</div>

‘height: 100vh;">

<div class="d-flex align-items-center justify-content-center" style="width: 100%; height: 100%;">

<div class="card">
<div class="card-body">
<?
if (lempty($errors)){
foreach (Serrors as Serror){

2>
<span class="d-block mb-2"><?=$error?></span>
<2
b
} else {
2>

d-block mb-2">Rainfalll data has been transferred</span>
d-block mb-2">Rainfall? data has been transferred</span>
d-block mb-2">Rainfall3 data has been transferred</span>

<span class=
<span class
<span class=

<?
b
2>
</div>
</div>
</div>

F</div>
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<nav class="navbar navbar-expand-lg navbar-light bg-light">
<button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent" aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">
<span class="navbar-toggler-icon"></span>
F  </button>

<ul class="navbar-nav mr-auto">
<1i class="nav-item active">
<a class="nav-link" href="index.php">Home</a>
+ </1i>
<1i class="nav-item">
<a class="nav-link" href="graphs.php">Graphs</a>
+ </1i>
<1i class="nav-item">
<a class="nav-link" href="import.php">Import Data </a>
</1i>
+ </ul>
S <ul class="navbar-nav ml-auto">
B <1i class="nav-item">
<a class="nav-link" href="logout.php"><i class="glyphicon glyphicon-log-in"></i>Logout</a>
+ </1i>
+ </ul>
F o </div>
F</nav>

% <div class="collapse navbar-collapse" id="navbarSupportedContent">
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<div class="row">
<div class="col-sm-12">
<input class="btn btn-secondary" type="submit" name="displayall" value="Display all" />
<input class="btn btn-secondary" type="submit" name="submit" value="Submit Query" />
</div>
</div>
</div>
</form>
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</article>
</section>
</div>
<div class="col-sm-2 sidenav'">
</div>
</div>
</div>

<footer class="container-fluid text-right">
<p>Josh Bell</p>
</footer>
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127 <script src

128 <script src: js" integrity="sha384-Q6E9RHVbIyZFJoft+2mIbHaEW1d1lvI9IOYy5n3zV9zzTtmI3UksdQRVvoxMEcoRo" crossorigin="anonymous"></script>
129 <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/3is/bootstrap.min.js" integrity="sha384-wfSDF2E50¥2D1uUd3j003uMBInjuUD4Th7Ywa¥dliqfktjOUod8GCEx130g8ifwB6" crossorigin="anonymous"></script>
130 L</htm1>

js"></script>
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B/
$query="SELECT * FROM login WHERE username like 'Sun'
AND password like 'Spw'";

Sresult=mysqli_query($1link, Squery);
$num=mysqli_num_rows ($result);//how many rows found?

if ($num==1) //log person in

i

$_SESSION["uname un; //set session
echo "Welcome<br><br>"
echo "<a href=\"index.php\">Click here to go to the homepage</a:

b
else//don't log them in
({

echo "your username or password is incorrect”;?>

<br>
<a href="login.php">Try again</a>
<?
¥
L/
L2>
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El<?session_start();//start or access existing session

il

include "conninfo.php
global $link;

//$un:
//$pw=$_POST ["password"
Fif (!isset($_POST['username'], $_POST['password'l)) {

_POST["username"

die ('Please enter your username and password');

$user = $_POST['username'];
Flif ($login = $link->query("SELECT * FROM login WHERE username = '$user'")){

if ($login->num_rows ¢
$res = $login->fetch_object () ;
if (password_verify (5_POST['password'],$res—>password)) {
session_regenerate_id();

$_SESSION['loggedin'] = TRUE;
$_SESSION['username'] = $_POST['username'];
2>
<span>Logging in - redirecting in 5 seconds</span>
<meta http-equiv = "refresh" content = "5; /index.php" />
<2

} else {
echo "your username or password is incorrec
2>
<br />
<a href="login.php">Try again</a>
<2

b

} else {

echo 'Database Error';
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() g7 Edit 3¢ Copy @ Delete 1 Administrator $2y$108Jv50wVI4wlIRFNbLgpJsmuKvTi2dAZ4K/I9KNPAWQqEO...
() &7 Edit % Copy @ Delete 2 Guest $2y$10$TjBRUXR40OpovC2YHG2Ff1udoauxgBfvXeqHZd5V/Q9z...




