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1. [bookmark: _Toc176093007]Abstract
A cyberattack causes negative results, such as financial loss, data (personal or confidential) leakage, system service interruption, fraud, business operations disruptions, and reputation damage (Li and Liu, 2021). Cyberattacks occur worldwide every day (Al-Kumaim and Alshamsi, 2023) and organizations have encountered significant risks from them. Cyberattacks are global challenges affecting organizations differently, ranging from minor service interruptions to reputation damage or significant financial losses. 
Digitalization and artificial intelligence (AI) have significantly impacted organizations worldwide in the last ten years. Technological advancements in those techniques facilitate organizations' sustainability. Meanwhile, cyberattacks become more sophisticated after AI is integrated into them. With the proliferation of digital transactions and cyberattacks, security concerns have intensified in the financial service industry (FSI) (Farayola, 2024). FSI’s organizations are facing different challenges in cybersecurity. Meineke, M. (2024) states that cybersecurity experts or talents are in short supply in the labor market. Thus, Hong Kong FSI’s organizations find hiring experienced persons to maintain their cybersecurity operations difficult. Moreover, organizations rely on traditional security measures or analysis methods to assess threats, but the recognition rate does not meet the urgent needs of external challenges. Traditional security measures can no longer combat sophisticated attacks, necessitating innovative solutions (Ahsan et al., 2022). Although the organizations understand that the traditional security measures are not good enough to defend against cyberattacks in this sophisticated environment, FSI in Hong Kong is concerned about edge technologies because organizations must meet local regulatory requirements regarding information security and data privacy (HKMA, 2024b). Enhancing cybersecurity operational efficiency in the Hong Kong FSI is not just important but a critical and urgent necessity. The growing frequency and sophistication of cyber incidents pose a significant threat to Hong Kong's reputation as an international financial centre. Each successful breach has the potential to inflict catastrophic damage, eroding public trust and confidence, which are vital for the stability of the financial ecosystem. The implications of these incidents extend beyond immediate financial losses, potentially leading to regulatory scrutiny and long-term damage to Hong Kong's competitive standing in the global market. Financial institutions must adopt a rigorous and proactive approach to strengthen their cybersecurity measures. Failing to do so not only risk individual organizations but also damages the collective integrity of the entire financial sector. The urgency for enhanced operational efficiency in cybersecurity cannot be overstated; it is essential for safeguarding sensitive data, ensuring service continuity, and preserving Hong Kong's position as a resilient and trusted financial hub.
Technological advancements in AI have significantly impacted enterprises' business strategies and operations. The purpose of this phenomenological study is to delve into the capabilities of machine learning (ML) and its application within the cybersecurity landscape of the Hong Kong FSI. By examining how ML can be leveraged to enhance operational efficiency in cybersecurity, this research aims to identify areas where ML technologies can be effectively employed. Additionally, this study addresses the potential risks, privacy and challenges associated with deploying ML in cybersecurity operations. Understanding these dynamics is crucial for financial institutions in Hong Kong as they strive to bolster their cybersecurity frameworks in response to the growing complexity and frequency of cyber threats, ensuring they protect sensitive data and maintain trust and compliance in a highly regulated environment.
To conduct this study, a hybrid methodology incorporating both qualitative and quantitative approaches is employed in this study to examine the variables and their interrelationships comprehensively (Saunders, Lewis and Thornhill, 2023). A focus group is established to facilitate in-depth discussions exploring ML's multifaceted cybersecurity defence capabilities. This group, comprising diverse stakeholders such as cybersecurity professionals and organizational leaders from the Hong Kong FSI, aims to provide a comprehensive perspective on ML's potential applications and their implementations. This qualitative component allowed participants to share their insights and experiences, fostering a richer understanding of the subject matter (Rosenthal, 2016). The focus group comprises cybersecurity experts from the FSI, senior management from IT departments, and representatives from cybersecurity service providers. These participants possess extensive experience and knowledge, making them well-suited to represent the diverse perspectives within cybersecurity. Additionally, a survey is conducted to gather representative responses from a broader audience, enabling quantitative data collection for subsequent analysis. This dual approach enhances the robustness of the findings. It provides a holistic view of how machine learning can be integrated into cybersecurity practices within the Hong Kong FSI while addressing associated risks and operational efficiencies.
The results of this study are anticipated to pinpoint the specific areas within Hong Kong's FSI cybersecurity strategy that can effectively utilize machine learning. It seeks to pinpoint specific ML applications to emphasize their beneficial effects on improving operational efficiency and the possible negative consequences that could threaten operations. Once these findings are validated, the beneficial impacts will be capitalized upon and reinforced to boost operational efficiency within the sector further. Concurrently, strategies will be developed to mitigate the identified negative consequences, ensuring a balanced approach to integrating machine learning into cybersecurity practices. This dual focus will help financial institutions in Hong Kong capitalize on technological advancements, safeguard against emerging threats, and provide further valuable insight into worldwide FSI.
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2. [bookmark: _Toc176093008]Literature Review
A comprehensive literature review provides valuable insights into the existing research, theories, and practices surrounding the integration of Artificial Intelligence (AI), Machines Learning (ML), and Cybersecurity in Financial Service Industry (FSI). This review explores key studies and publications that determine the potential benefits, challenges, and implications of implementing such integrated approaches. Researchers have highlighted the transformative potential of AI and ML in enhancing FSI security. The review includes (1) machine learning definition, (2) machine learning techniques, and (3) machine learning for cybersecurity applications. It explores fundamental studies and publications that illuminate the potential benefits, challenges, and implications of implementing integrated approaches. Numerous studies have underscored the revolutionary potential of AI and ML in enhancing FSI security, demonstrating how these technologies can automate threat detection, improve response times, and enhance fraud prevention efforts. However, the literature also reveals significant challenges, such as the need for robust data governance, the risk of algorithmic bias, and the necessity for continuous training and adaptation of ML models to evolving cyber threats. By synthesizing these findings, the review highlights the opportunities for enhanced operational efficiency and the critical considerations that must be addressed to successfully integrate AI and ML into cybersecurity practices within the FSI. This holistic understanding is essential for informing future research and guiding practitioners in navigating the complex landscape of cybersecurity in an increasingly digital financial environment

[bookmark: _Toc176093009]2.1 Definition of Machine Learning
Formulating a correct definition of ML is challenging as there is no universally shared concept. According to AI, ML involves multiple components and approaches and leads to a variety of results that, in the end, may be defined as unpredictable. ML involves various methods and approaches to simulate human logic, such as individual decision making and human like language modeling (Truby, Brown, and Dahdal 2020). It primarily focuses on detecting patterns within data and making decisions informed by those identified patterns. Table 2.1 summarizes the researchers' ML definition in the literature reviewed. 


[bookmark: _Toc175999666]Table-2.1: Machine Learning Definition
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(1) Zhang, W. J. et al. (2018) described machine learning as an application of a series of non-linear processing units in extracting and transforming features. In this framework, each subsequent stage uses the output from the previous stage as input, learning different representations that correspond to various levels of abstraction. Together, these levels create a hierarchical structure of concepts.
(2) Sahiner, B. et al. (2023) defined the functional relation that the training process, where it analyzes the patterns in the training data to determine how the input variables are associated with the target variable.
It highlights establishing a functional association between input and output based on training data. However, this definition does not adequately account for the importance of feature selection and engineering, which play pivotal roles in determining the effectiveness of the functional relationship established.
(3) Bayram, F., Ahmed, B. S. and Kassler, A. (2022) characterize the term as adjustments in the data inputs that can influence the results generated by these models.
Bayram’s definition of machine learning describes it as a straightforward association between input and output, which oversimplifies the complexity of the learning process. However, this view fails to capture the intricate mechanisms by which ML algorithms analyze data, identify patterns, and adapt their predictive capabilities over time.
(4) Helm, J. M. et al. (2020) defined machine learning as the processes of human cognition and the capability to improve analytical capabilities through computational. It relies on huge data to detect patterns and learn by themselves to make decisions or offer recommendations independently. 
It defines machine learning as encompassing processes related to human intelligence. They focus on the ability of computational algorithms to enhance analysis by using extensive datasets to identify patterns. The definition fails to consider ML's iterative nature, where models repeat the learning cycle and adapt based on new data.

In this research, machine learning (ML) is a computational process that emulates aspects of human cognitive functions to establish algorithmic association between input data and output target variables. This process is grounded in analyzing extensive datasets, enabling the model to learn from past experiences and responses. Its algorithms identify patterns, make predictions, and adapt to new information through iterative training, continuously improving performance.

[bookmark: _Toc176093010]2.2 Machine Learning Techniques
Machine Learning has different types of learning paradigms: supervised, unsupervised, semi-supervised, and reinforcement learning (Taha, 2023). Each of these paradigms refers to the various approaches and methodologies to develop algorithms that enable systems to learn from data. The following section offers to understand each of these paradigms and their applications:
Supervised Learning
The main objective is to learn a model that is trained on labeled data. In this approach, the algorithm learns to map input features to the correct output by using a dataset that contains both the input data and the corresponding target labels (Sarker, 2021). The goal is for the model to learn the relationship between the inputs and outputs so that it can make accurate predictions on new, unseen data. This method is often employed in various applications, including image recognition, spam detection, and medical diagnosis. For instance, it examines the body message of an email and predicts a categorization of the email.
Unsupervised Learning
This learning model is trained on data without labeled outputs (Taha, 2023). In this approach, the algorithm identifies patterns, structures, or relationships within the input data without predefined categories or target variables. The goal is to uncover hidden insights from the data based solely on its inherent characteristics. Common techniques used in unsupervised learning include clustering (Sarker, 2021), where the algorithm groups similar data points together, and dimensionality reduction, simplifying data by reducing features while retaining essential information. It is often applied in customer segmentation, anomaly detection, and data compression scenarios, where the objective is to explore the data and gain insights rather than predict specific outcomes.
Semi-supervised Learning 
This approach combines supervised and unsupervised learning (Taha, 2023). In this method, the algorithm is trained on a dataset containing a small amount of labeled data and a larger amount of unlabeled data (Sarker, 2021). This hybrid approach leverages the strengths of both types of learning to improve model performance. Semi-supervised learning is particularly useful when obtaining labeled data, which is expensive or time-consuming, while unlabeled data is readily available. Common applications include fraud detection, text analysis, and speech recognition.
Reinforcement Learning
It is a learning approach in which an agent learns to make decisions by interacting with an environment. The agent takes actions based on its current state and receives feedback through rewards or penalties. The primary objective of reinforcement learning is to maximize the cumulative reward over time through a trial-and-error learning process (Sahu, Mokhade and Bokde, 2023). In this framework, the agent explores the environment to discover which actions yield the highest rewards while balancing exploration and exploitation. The agent utilizes a policy, a strategy that defines the action to take in each state, and it refines this policy based on the feedback received. Reinforcement learning is widely used in various applications, including robotics, autonomous vehicles, and supply chain management.

To summarize in Table 2.2, ML includes different learning approaches and selects a corresponding learning approach or model to train the machine based on the implementation objective. Supervised learning uses tagged data to correlate input-output relationships, while unsupervised learning explores untagged data to identify patterns and structures. Semi-supervised learning uses both tagged and untagged data to improve predictions, and reinforcement learning uses feedback on actions to optimize decision-making. Each learning paradigm has unique advantages and is applied in various domains, playing a crucial role in advancing artificial intelligence and automation technologies.

[bookmark: _Toc175999667]Table-2. 2: Summary of Four ML Paradigms
[image: A close-up of a document

Description automatically generated]

[bookmark: _Toc176093011]2.3 Machine Learning for Cybersecurity Applications
Cybersecurity typically includes three key areas: prevention, detection, and response (Li et al., 2019). In practice, achieving complete prevention is unattainable. For instance, it is impossible to entirely stop an attacker from creating malware or sending phishing emails. The majority of machine learning applications in cybersecurity are focused on threat detection (Apruzzese et al., 2023). Sarker, I. H. (2023) uses two main approaches to identify cybersecurity threats: signature-based and behavior-based. Signature-based methods depend on identifying specific patterns or signatures that correspond to known threats. In contrast, the behavior-based approach relies on the threat's behavior. It sets a baseline for normal behaviors and detects suspicious behaviors based on deviation from this baseline. Signature-based and behavior-based approaches can complement each other because the former has a high detection and low false positive rate, and the latter can detect threats that are new and unknown attacks. However, both methods face challenges in identifying zero-day attacks, as these attacks do not have established patterns or behaviors to reference. This limitation has driven the adoption of more advanced techniques. Martínez Torres, J., Iglesias Comesaña, C. and García-Nieto, P. J. (2019) observed that cybersecurity experts increasingly explore the potential of machine learning or deep learning (DL) to detect unknown malware in cyberattack detection systems.

2.3.1 Network Intrusion Detection 
As reviewed in the above section, unsupervised learning techniques are not based on tagged data but rather analyze data patterns and structure. It is precious when collecting tagged data for an entire network is difficult. These methods uncover patterns and anomalies without the need for explicit supervision (Yuan, Wang, and Liu, 2021). Apruzzese, G. et al. (2017) has investigated the use of clustering techniques to detect attacks. In their study, they based similar attack behavior to form a NetFlows (network flow data) cluster, which enabled them to identify victim hosts and trigger network intrusion detection systems (NIDS) alarms. The integration of machine learning techniques significantly enhanced the NIDS's clustering performance (Apruzzese et al., 2023). While the traditional signature-based NIDS has limitations in the identification process, integrating ML techniques enhanced the detection capabilities of a large number of threats. Unsupervised learning methods have also been used to generate rules for behavior-based NIDS, identifying suspicious activities or potential attacks within the network (Ibitoye et al., 2019). Bitton, R. et al. (2023) successfully applied unsupervised learning methods to detect network lateral movement that attackers explore and compromise additional systems and resources within a network. These methods improve the overall detection effectiveness of NIDS and reduce the false positive alarms. To further enhance network traffic analysis, Mirsky, Y. et al. (2018) employed deep learning (DL) techniques with unsupervised algorithms to analyze data, which proved beneficial for NIDS. Their approach ensured a low false positive rate and dramatically boosted the detection rate from under 1% to over 95%, indicating a marked enhancement in accuracy and reliability. These techniques can improve threat detection, minimize false positives, and adjust to attack patterns.

2.3.2 Malware Detection
Detecting malware and conducting host-level analysis are critical challenges in cybersecurity, as malware typically targets specific devices and accesses end-point data. Windows are primary attack target because the majority of machines are being used in world (Amer and Zelinka, 2020), but attackers are increasingly targeting Android OS mobile devices as well (Liu et al., 2021). Two primary methods for detecting malware are static and dynamic analysis. The static method analyzes a file to detect malware, but it does not execute the file in the checking process (Gorment et al., 2023). The process extracts file properties and analyzes them in machine learning (ML) models. In contrast, the dynamic method examines the file behavior during execution (Gorment et al., 2023). In this method, the anti-malware process executes the suspicious file in an isolation environment called "Sandbox". The file's behaviors are captured and analyzed by the ML model.
Static analysis is straightforward and accurate for detecting known malware, and ML techniques can enhance it further. For example, Li, Y. et al. (2017) identified shared properties in similar malware samples to improve malware classification in the Android operating system. If tagged data is available, the detection rate can be further improved and more accurate. Kalash, M. et al. (2018) used it to achieve a remarkable detection rate of over 99% for Windows malware. However, the attacker can alter the malware's overlay pattern without changing the underlaying logic to evade this type of detection. This is a limitation of the static detection method. So, the experienced attacker develops malware that can change the executable options automatically by detecting the victim's system to reduce the effectiveness of detection.
To address these challenges, Amer, E. and Zelinka, I. (2020) combined dynamic analysis with ML to create practical solutions for different types of malwares. By grouping malware with similar behaviors, ML solutions can be tailored to detect previously unknown samples. Amer and Zelinka focused on Windows-based malware, while Alhogail, A. and Alsabih, A. (2021) used ML’s Natural Language Processing (NLP) techniques that assist in analyzing the code within malware samples. NLP can classify and identify malware types by extracting features from the code or descriptive text and achieving a remarkable 99% accuracy. Liu, Z. et al. (2021) used deep learning (DL) to categorize Android malware samples. It extracts relevant dynamic features from samples, and accuracy is nearly 80%. Another study focused on ransomware in Windows. DL achieves 93% detection rate and 97% precision (Al-Hawawreh and Sitnikova, 2019).

[bookmark: _Hlk176017040]2.3.3 Phishing Detection
Phishing is a prevalent threat in cybersecurity because it is easy to distribute on the internet and is often used to infiltrate target networks (Kettani and Wainwright, 2019). There are two common phishing attacks: website phishing and email phishing. Detecting both types is challenging because these deceptive pages or content are designed to closely mimic legitimate ones. 
Phishing websites are designed to closely imitate legitimate sites, deceiving users into providing sensitive information, such as usernames, passwords, credit card numbers, or other personal data. Machine learning can aid in detecting these malicious sites. Tian, K. et al. (2018) identified two methods: URL-based analysis, which matches the URL or analyses the webpage's contents. It is a traditional method that uses blacklists to block phishing websites. However, it is unreliable because attackers can change the name of the URL or create a new site to evade the screening. Moreover, it is not efficient to maintain the blacklists manually. Sophisticated attackers often use "squatting" domain names to create phishing websites that imitate legitimate domains with minor URL alterations. ML provides an alternative to maintaining phishing blacklists and dynamically assesses the trustworthiness of websites (Alsaedi et al., 2024).
Detecting phishing emails is also important because they cheat on users to open malware attachments, direct users to compromised websites, or trick them into disclosing sensitive information. Alhogail, A. and Alsabih, A. (2021) explored ML and NLP, which enhanced the detection rate in email content analysis. Researchers in this field, such as Diale, M., Celik, T. and Van Der Walt, C. (2019), found that unsupervised ML techniques can achieve impressive detection rates of over 95%.

[bookmark: _Toc176093012]2.4 Gaps of Research
The literature review conducted in this study explores a range of definitions of machine learning (ML), ML paradigms, and cybersecurity applications from various researchers, highlighting the diverse interpretations and applications of the concept. 
The review identifies significant gaps in the existing literature by critically analyzing these definitions, such as the lack of a unified framework and the omission of operational efficiency considerations specific to cybersecurity. The review supplements the current discourse with insights from interdisciplinary perspectives and contemporary advancements in ML technology. Ultimately, a more suitable and comprehensive definition of machine learning is proposed for this study.
Integrating ML technologies into existing cybersecurity infrastructures presents significant challenges often overlooked in the literature. While numerous studies have successfully explored ML algorithms and techniques, there is a distinct lack of focus on their practical implementation within organizations’ operational workflows. Without targeted research addressing these integration challenges, organizations may struggle to fully realize the benefits of ML in enhancing their cybersecurity defenses, ultimately limiting the effectiveness of their threat detection and response efforts.
Although many studies highlight ML's theoretical advantages, they often fall short of providing comprehensive assessments of its real-world effectiveness in operational settings. Those studies focus on using ML to detect threats but do not integrate the response actions when detected threats.  There is a pressing need for comprehensive cybersecurity defense actions in the operations. Without such comprehensive frameworks, ML's potential to revolutionize cybersecurity practices may remain unrealized, as organizations lack the necessary insights to refine and optimize their ML strategies effectively.
The interplay between ML technologies and human operators in cybersecurity is a critical yet underexplored aspect that can significantly influence the efficiency of security operations. While ML tools are designed to automate and enhance various functions, the literature has not adequately addressed their impact on human decision-making processes and workflows. Understanding how ML systems interact with cybersecurity personnel—shaping their responses, influencing their judgments, and altering their engagement with security incidents—is essential for optimizing human and machine performance. Therefore, comprehensive research into the human factors in deploying ML in cybersecurity is vital to ensure that these technologies are effectively integrated, ultimately maximizing operational efficiency and improving overall security outcomes.
The adoption of machine learning (ML) in cybersecurity introduces a complex landscape of policy and compliance issues that remain inadequately addressed in the existing literature. As organizations increasingly turn to ML solutions to enhance their security postures, they must navigate a myriad of regulatory frameworks and legal requirements that govern data protection and privacy. Implementing ML technologies has implications, particularly in compliance with regulations in Hong Kong, such as high-level principles on artificial intelligence (HKMA, 2019), big data analytics and artificial intelligence guiding principles (HKMA, 2024a), and the Privacy Commissioner for Personal Data (PCPD). ML can introduce new security and privacy risks, such as data bias, algorithmic transparency, and potentially misusing sensitive information. This lack of clarity poses significant challenges for organizations seeking to integrate ML into their cybersecurity strategies while ensuring adherence to legal and ethical standards. A more robust exploration of the intersection between ML technologies and regulatory compliance is essential to equip organizations with the knowledge and frameworks necessary to mitigate risks and operate within the bounds of the law, thereby fostering trust and accountability in deploying these advanced technologies.

In conclusion, evaluating the impact of ML on the efficiency of cybersecurity operations remains an underexplored area in existing research, including (1) the capabilities of preventive and response in cybersecurity operations, (2) the practical implementation of ML to achieve operational efficiency, (3) human interaction and labor resource in ML process and workflow, and (4) this study focuses on Hong Kong FSI which is not in previous research.

[bookmark: _Toc176093013]2.5 Research Objectives
The integration of artificial intelligence (AI) into cyberattacks has resulted in increasingly sophisticated threat landscapes, posing a significant global challenge that particularly impacts the financial services industry (FSI) in Hong Kong. As attackers leverage AI to automate processes and enhance their capabilities, traditional security measures are proving inadequate to counter these advanced threats. This situation creates vulnerabilities that can lead to a spectrum of issues for the FSI, ranging from minor operational disruptions to catastrophic financial losses that could undermine stakeholder confidence and market stability. In this context, the urgency for innovative cybersecurity solutions becomes paramount. Enhancing operational efficiency in cybersecurity is critical for protecting sensitive data and ensuring the continuity of services that Hong Kong's financial sector relies upon. Moreover, maintaining a robust cybersecurity posture is essential to uphold Hong Kong's reputation as a resilient and trusted financial hub. Therefore, investing in advanced technologies, such as machine learning and AI-driven security tools, is vital to proactively address these challenges, fortify defenses, and safeguard the integrity of the financial ecosystem in the region.
The purpose of this phenomenological study is to gain a deep understanding of the capabilities of machine learning (ML) within the context of cybersecurity and to explore its potential applications, specifically within the Hong Kong Financial Services Industry (FSI). By examining how ML can be effectively utilized in the real world, this research aims to enhance the operational efficiency of cybersecurity measures in the FSI, ultimately contributing to a more resilient financial cybersecurity landscape. Additionally, the study will identify and analyze the risks associated with integrating ML into cybersecurity operations, including information security, data privacy, and potential vulnerabilities that may arise from relying on automated systems. Through qualitative insights gathered from industry stakeholders, this research provides a comprehensive overview of the benefits and challenges of implementing ML in cybersecurity, informing strategic decision-making, and fostering a proactive approach to risk management in the Hong Kong FSI. 
The research questions outlined for this study are designed to comprehensively address the objectives and goals related to integrating machine learning (ML) in enhancing cybersecurity operational efficiency within the Hong Kong Financial Services Industry (FSI). Each question targets a specific aspect of the broader inquiry:
i. What traditional analysis methods are used in FSI’s cybersecurity operations?
This question aims to identify and evaluate the existing methodologies employed in cybersecurity within the FSI, providing a baseline for understanding the limitations and effectiveness of current practices.
ii. What is the trend of cyberattacks, and what is the landscape? What are the weaknesses of traditional defense solutions? How can ML detect new types of cyberattacks?
This multifaceted question investigates the evolving nature of cyber threats, assesses the vulnerabilities inherent in traditional defense mechanisms, and evaluates how ML can be leveraged to enhance detection and response capabilities to emerging attack vectors.
iii. What cybersecurity operations could use ML to reduce manual operations?
This question seeks to uncover specific operations that can benefit from automation by exploring potential areas for ML applications. This would increase efficiency and reduce the burden on human operators.
iv. What are FSI's concerns about adopting edge technologies to enhance their cybersecurity operations? What regulatory requirements are needed for compliance?
Understanding the apprehensions associated with adopting advanced technologies is crucial for identifying barriers to implementation and addressing the regulatory frameworks that organizations must adhere to for compliance.
v. What are labor interactions and skills in cybersecurity operations at HK FSI?
This question seeks to explore the dynamics of teamwork, communication, and the specific skill sets required for effective cybersecurity practices within the Hong Kong Financial Services Industry (FSI). Understanding labor interactions involves examining how cybersecurity professionals collaborate across various roles—threat analysts, incident responders, and compliance officers—to create a cohesive defense strategy against cyber threats.
vi. What is the cybersecurity labor market situation in Hong Kong? What is the challenge of hiring and developing cybersecurity employees?
By examining the current labor market dynamics and challenges related to talent acquisition and development, this question aims to illuminate the broader issues facing the cybersecurity workforce in Hong Kong, ultimately informing strategies for building a robust talent pipeline.

These research questions guide the study in achieving its objectives, enabling a thorough exploration of how ML can enhance cybersecurity efficiency while addressing the associated risks and challenges within the Hong Kong FSI.
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that includes both input features (e.g., network traffc datal
lor user behavior) and corresponding labels (c.g., benign
or malicious).

1. Intrusion Detection System

(DS)
2. Malware Classification

1. High accuracy when sufficient
labeled data s available.

2. The abilty to detect known
threats effectively.

Unsupervised Learning

Ttis suitable for scenarios where labeled data is scarce or
lnon-existent. It focuses on identiying patterns and
anomalies i the data without predefined labels, making it

1. Anomaly Detection

1. The abiliy to detect new and
Junknown threats without prior
labeling

2. Chst
luseful for detecting unknown threats or novel attack g 2. Useful for discovering hidden
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data, making it suitable for improving threat detection Do fecnsd bebol
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systems where only a few incidents are labeled.

Reinforcement Learning

Reinforcement learning (RL) is less commonly used in
traditional cybersecurity applications but can be highly
cffective in dynamic environments where contimous
learning and adaptation are necessary. In RL, an agent
learns to make decisions by interacting with the
cnvironment and receiving feedback in the form of
lrewards or penalties.

1. Automated Response Systems
2. Game-theoretic Approaches

1. Ability to adapt and optimize
responses in real fime based on
|feedback from the environment.

2. Suitable for complex decision-
imaking scenarios where the cost
of actions can vary.





