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Figure 1.Creating resource group
[image: Create a resource group - Microsoft Azure - Google Chrome]
Figure 2.Creating virtual network
[image: Create virtual network - Microsoft Azure - Google Chrome]
[bookmark: _Toc133953816]1.vNets and network security groups
In cloud computing, resource groups are very significant for many different reasons, some of which are listed below:

You may gather and store files that are all relevant to the same project, app, or business unit by using resource groups. Finding what you need won't be quite as difficult for you to do presently. You may improve your ability to manage resources by grouping resources of the same sort together. This will also lower the likelihood of errors in configuration and security breaches.

Permissions may be configured globally for a collection of resources using resource groups, which streamlines the process. This is doable because to the added layer of protection provided by the limited entrance. RBAC is an acronym that stands for role-based access controls. These controls provide you the ability to limit which users may access which resources within a resource group as well as the activities they can do with those resources. This helps to guarantee that only authorised users have access to the resources, which in turn reduces the likelihood of users engaging in behaviour that is illegal. (Warner)

Because they are organised into groups, resources can be managed more efficiently than if they were treated individually. It is possible to examine and manage the resources included within a resource group by using the management portal or application programming interfaces made available by a cloud provider. By ensuring that the resources are deployed and maintained in a consistent and standardised way, you can reduce the possibility of mistakes and inconsistencies occurring within your organisation. (Goyette and Karmouch)

It's possible that making use of resource groups will make it easier for you to monitor the amount of money you spend on cloud computing. If a group of resources are grouped together into the same category, it may be simpler to keep tabs on and control the expenditures that are related with those resources. You also have the option of setting cost thresholds or alerts for resource groups, which will assist you with managing your expenses and avoiding any unexpected charges.

When it comes to the safe and effective management of cloud resources as a whole, resource groups are an essential piece of software. There is a possibility that the security and efficiency of cloud-based systems may be improved by combining resources that are similar into a single group, imposing access limitations on the resources, and running the group as if it were a single entity.






Figure 3.Adding subnets
[image: Add a subnet - Microsoft Azure - Google Chrome]
Figure 4.Configure security for virtual network
[image: Add a subnet - Microsoft Azure - Google Chrome]
IP addresses for virtual machines, services, and other network resources are often assigned from a subnet. Subnets are groups of IP addresses that are used together. A subnet is a smaller network that is formed as part of a larger virtual network and is contained inside the bigger network.

Subnets allow for the division and organisation of resources inside a virtual network. By creating many subnets inside a virtual network, you may allocate resources and implement network security measures on a per-subnet basis. As a result, you may set up many subnets. For instance, you may create a network security group for your web servers that is different from the one for your database servers.

The virtual network interfaces (NICs) associated with each subnet allow the resources contained within that subnet to communicate with one another and with resources contained within other subnets that are part of the same virtual network. Virtual private networks (VPNs) or Azure ExpressRoute may be used to link subnets that belong to different virtual networks or your on-premises network.
There are several benefits to using subnets in a virtual network, such as:
Using subnets, it is possible to organise and partition resources within a virtual network, allowing for effective network segmentation. As a consequence, traffic in the network may be monitored and managed with greater precision and security.
Network security group settings may be applied to certain subnets in order to regulate the ingress and egress of traffic.
Controlling IP addresses: Disputes over IP addresses are less likely when subnets are used for allocation control.
With the help of subnets, it is possible to set up routing between different types of virtual networks, on-premises networks, and the Internet.
Subnets are a powerful tool for organising and safeguarding cloud-based resources inside a virtual network. They provide a versatile and scalable approach to virtual network resource segmentation that enables the application of network security limitations to specific resources or collections of resources.
Figure 5.Setup virtual network
[image: Create virtual network - Microsoft Azure - Google Chrome]
A vNet, or virtual network, is a key part of the infrastructure of cloud computing, used to deploy resources like virtual machines. In a cloud-based environment, it provides a logical model of a traditional network, replete with virtual addressing, route tables, and security groups.
Using virtual networks, which allow you to create an isolated network environment in the cloud, you can confidently deploy and run your applications in the cloud. Connecting your virtual network to other virtual networks or to the network you have on your premises allows you to set up hybrid network topologies.
The following are some of the many benefits that may be gained by using cloud-based virtual networks:
Safe software installation is made possible in virtual networks because of the sandbox environment they provide. Using network security groups, you can restrict access to specific subnets and resources within your virtual network, as well as control the traffic going into and out of the network.
The term "scalability" is used to describe the ease with which the capacity of virtual networks may be expanded or lowered in response to fluctuations in demand. You may adjust the available resources such as subnets, network security groups, and more to meet the changing needs of your business.
Virtual networks let you link your cloud-based resources to your on-premises network or to other virtual networks, allowing you to design hybrid network topologies. This will allow you to connect cloud-based and on-premises apps in a unified manner and extend your network infrastructure into the cloud.
Virtual networks may help you save money by eliminating the need for expensive hardware and making it easier to manage your network's architecture. These two advantages complement one another. This may lead to substantial savings over the expenses of conventional network installations.
Cloud-based applications and services rely heavily on virtual networks because they provide secure, scalable, and flexible networking capabilities.
Publicly and private vNet
A public vNet is a vNet that may be accessed from the Internet by virtue of its connection to the Internet through an Azure public IP address. The resources inside a public vNet may connect to the Internet and communicate with other resources that are situated outside of the vNet. Providing applications or services to the broader public may benefit from this.
The resources of a private vNet, on the other hand, are not exposed to the public Internet and may only be accessed from inside the same vNet or other associated vNets. Installed resources inside a private virtual network are cut off from the rest of the Internet and unavailable to anybody not using the same network. This might be useful for deploying applications or services that have no need to be accessible from the outside world (such as those that solely communicate with the company's internal customers).
There are several positives associated with using a private virtual network.
Virtual private networks (vNets) offer a secure network by isolating it from the public internet, making it less susceptible to attacks and unauthorised access.

Organisations may find that private virtual networks help them satisfy compliance requirements since they provide a secure location for confidential information and programmes.
Private virtual networks (vNets) may help organisations save money by reducing the need for expensive security measures and restricting their exposure to the public internet.
The term "scalability" is used to describe the ease with which the scale of private virtual networks may be increased or decreased to suit changing needs. Because of this, one becomes more adaptable and quick on their feet.
Both closed and open virtual networks serve different purposes and provide different benefits. Businesses should carefully assess their networking and security requirements when determining whether to adopt a privately accessible or publicly accessible virtual network.
Figure 6.Creating first virtual machine
[image: Create a virtual machine - Microsoft Azure - Google Chrome]
A software simulation of a standalone computer is known as a "virtual machine" (VM), and its acronym stands for "virtual machine." The requirements for a virtual machine, often known as a VM, are the same as those for a traditional computer. The following resources are available to VMs:
The central processing unit (CPU) of the virtual machine processes numerical data and instructions in accordance with its specifications.
Memory, also known as Random Access Memory (RAM), is the temporary storage location of a virtual machine where data and programme code are kept so that they may be retrieved in a timely manner.

The long-term memory of a virtual machine is the disc space, which is where the virtual machine saves its apps and data.
A network adapter is a piece of hardware that is required in order to successfully connect a virtual machine to a network and provide the virtual machine access to the network's contents.
When performing certain tasks within a virtual machine (VM), it is necessary to make use of virtual devices. For example, installing software requires the use of a virtual CD/DVD drive.
It is impossible for the VM to operate without an operating system, which may be loaded either locally on the VM itself or remotely using software that is associated with the virtualization platform.
Software for the construction and Management of Virtual Machines It is necessary to have software for the construction and management of virtual machines. Examples of such software include VMware, Hyper-V, VirtualBox, and KVM.
Antivirus and firewall software are two examples of security technologies that are examples of security technologies that could be required to keep a virtual machine secure from hackers online.
By adding security measures and ensuring sure the virtual machine has adequate resources to function, you may enhance the experience for users and boost the security of the environment in which they work with virtual machines.
Figure 7.Creating second virtual machine
[image: Create a virtual machine - Microsoft Azure - Google Chrome]
[bookmark: _Toc133953817]2.The resources associate such as virtual hard drives
It is correct that a virtual machine (VM) may be assigned its very own storage space in the form of virtual hard drives. To offer a virtual machine (VM) a permanent location to store data, a VHD file is used to emulate a hard drive. The operating system, software, and data for the VM are all stored on VHDs for convenient access. (Gao, Liwang and Hosseinalipour)
Constructing and managing virtual hard drives is possible via the use of virtualization software like as Hyper-V, VMware, VirtualBox, or KVM. It is possible to employ many VHDs, which may help improve data organisation and performance, and the size of each VHD can be changed to correspond with the requirements of the virtual machine.
The mobility that is provided in the virtualized environment by VHDs is one of the benefits that can be gained by adopting them, and this portability can be used either between physical computers or between servers that are hosted in the cloud. In addition, the data stored on VHDs may be backed up and retrieved with the assistance of the standard tools that are used for backup and recovery.
Virtual hard drives are an essential component of a virtual machine (VM), and they play an important role in determining the overall performance and scalability of a virtualized environment.
[bookmark: _Toc133953818]3.How VMs are created and managed
Constructing and managing virtual machines (VMs) requires the use of virtualization software like VMware, Hyper-V, VirtualBox, or KVM. These are just a few examples. The following is a list of the typical procedures involved in the creation and upkeep of virtual machines (VMs):Select a virtualization platform that is suitable for the tasks you need it to perform and that is compatible with the software and hardware you intend to employ. (Sullivan, Managing Virtual Machines)
On the physical host system that will be running the virtual machines, virtualization software has to be installed in order for the virtual machines to function.
Create a Virtual Machine: To begin, create a new virtual machine (VM) and configure its hardware characteristics. These include the number of processors, the amount of RAM, and the size of the virtual hard disc. You will also need to choose an operating system and get CDs for its installation. (Sullivan, Computing with Compute Engine Virtual Machines)
Install the operating system of your choosing into the VM using either physical installation discs or a virtual image. You may do this in either of two ways.
Set up the operating system, network adapter, virtual devices, and security settings for the virtual machine by installing and configuring them. (Wu and Zhao)
As part of the process of controlling the virtual machine, you will need to start, stop, and pause the virtual machine as necessary. To create a backup copy of the virtual machine (VM) or to experiment with different configurations, a snapshot may be taken or the VM can be duplicated.
Utilise either the tools that are built into the operating system or third-party monitoring software to keep an eye on how the virtual machine is doing. (Clayman, Maini and Galis)
[bookmark: _Toc133953819]4.Resources associate with a VM
A software simulation of a standalone computer is known as a "virtual machine" (VM), and its acronym stands for "virtual machine." The requirements for a virtual machine often known as a VM are the same as those for a traditional computer. The following resources are available to VMs:

The central processing unit (CPU) of the virtual machine processes numerical data and instructions in accordance with its specifications.
Memory, also known as Random Access Memory (RAM), is the temporary storage location of a virtual machine where data and programme code are kept so that they may be retrieved in a timely manner. (Zhang, Li and Wu)
The long-term memory of a virtual machine is the disc space, which is where the virtual machine saves its apps and data.
A network adapter is a piece of hardware that is required in order to successfully connect a virtual machine to a network and provide the virtual machine access to the network's contents.
When performing certain tasks within a virtual machine (VM), it is necessary to make use of virtual devices. For example, installing software requires the use of a virtual CD/DVD drive.
It is impossible for the VM to operate without an operating system, which may be loaded either locally on the VM itself or remotely using software that is associated with the virtualization platform. (Naik)
Software for the construction and Management of Virtual Machines It is necessary to have software for the construction and management of virtual machines. Examples of such software include VMware, Hyper-V, VirtualBox, and KVM.
Antivirus and firewall software are two examples of security technologies that are examples of security technologies that could be required to keep a virtual machine secure from hackers online. (Anand, Dhingra and Lakshmi)
By adding security measures and ensuring sure the virtual machine has adequate resources to function, you may enhance the experience for users and boost the security of the environment in which they work with virtual machines.










Figure 8.Ping first virtual machine to the second
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Figure 9.Sudo apt update
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Figure 10.Sudo apt install nginx
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Figure 11.Start nginx
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Figure 12.Rung Nginx
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Get:3 http://azure.archive.ubuntu.com/ubuntu focal-backports InRelease [108 kB]

Get:4 http://azure.archive.ubuntu.com/ubuntu focal-security InRelease [114 kB]

Get:5 http://azure.archive.ubuntu.com/ubuntu focal-updates/main amd64 Packages [2529 kB]

Get:6 http://azure.archive.ubuntu.com/ubuntu focal-updates/main amd64 c-n-f Metadata [16.4 kB]
Get:7 http://azure.archive.ubuntu.com/ubuntu focal-updates/universe amd64 Packages [1054 kB]
Get:8 http://azure.archive.ubuntu.com/ubuntu focal-updates/universe amd64 c-n-f Metadata [24.2 kB]
Get:9 http://azure.archive.ubuntu.com/ubuntu focal-security/main amd64 Packages [2145 kB]

Get:10 http://azure.archive.ubuntu.com/ubuntu focal-security/main amd64 c-n-f Metadata [12.5 kB]
Get:11 http://azure.archive.ubuntu.com/ubuntu focal-security/universe amd6d Packages [829 kB]

Ret:12 http://azure.archive.ubuntu.com/ubuntu focal-security/universe amd64 c-n-f Metadata [17.6 KB
Fetched 6965 kB in 2s (3765 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

4 packages can be upgraded. Run 'apt list --upgradable' to see them.

adminl23@vml:~$ sudo apt install nginx

Reading package lists... Done

Building dependency tree

Reading state information... Done

nginx is already the newest version (1.18.8-Oubuntul.4)

© upgraded, © newly installed, © to remove and 4 not upgraded.

admin123@vml:~$

admin123@vml:~$

adminl23@vml:~$ systemctl start nginx

AUTHENTICATING FOR org.freedesktop.systemdl.manage-units
Authentication is required to start 'nginx.service'.
Authenticating as: Ubuntu (adminl23)

Password:

AUTHENTICATION COMPLETE
admin123@vnl:~$ I
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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