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[bookmark: _Toc72512816]Frameworks and Technologies
Throughout this project the Node.js back-end runtime environment [1] was used alongside the Express.js application framework [2]. The use of these technologies has allowed for rapid server-side development and compatibility with modules to ease the process of rendering and sending webpages on request. These technologies were chosen for their compatibility and ability to use JavaScript server-side, improving the maintainability of the project by reducing the number of languages used.  Node.js also supports a large number of modules, meaning new features could be developed quickly and when combined with express.js, the file structure of the project was improved and made intuitive, improving maintainability and ease of development overall. MySQL [3] was chosen as a back-end database for its ease of setup and ability to quickly create relational databases. It was connected to the back end through a JavaScript file with login credentials, making it accessible to the other server-side technologies.
The most significant issue during development occurred when handling server errors. During the development of API routes, SQL errors were encountered when posting content. Due to a lack of error handling, each error would crash the entire application and shut down the sever. This is not an issue with the technology itself but rather a lack of development into proper error handling; this was addressed through client-side data checks however these cannot be relied upon to catch all bad data and additional error handling needs to occur server side before the application can be considered production ready. Error messages should be output at least instead of crashing the server.
[bookmark: _Toc72512817]Scalability
The application will presently scale to a small audience of users (less than 100) before suffering performance issues. The application presently relies on the server to get and post all content the webpage as well as serving each individual webpage. This means the application is server-side heavy and all user interactions with the application will involve making new database requests through the server. To address this, existing SQL queries should be optimised to improve query completion times and the amount of data returned by each query should be reduced. This could include limitations to the amount of threads displayed on the homepage and the number of replies shown when viewing individual threads. Restricting webpages to 10 threads and replies per page would improve webpage load times whilst reducing server-load, making the application scalable to larger audiences. Additionally, in a production environment, multiple servers could be used with a load balancer [4], spreading load across multiple hardware resources as the number of concurrent users increases. Caching [5] could also be used in the future to load the homepage without querying the database for content; this would mean the homepage doesn’t display the most recent threads but would display older content instead, offering a temporary solution when the server is under significant load.
[bookmark: _Toc72512818]Concurrency
The web service serves content on request and thus does not rely on concurrency. Race conditions [6] cannot occur as the application does not depend on timing for events to occur and instead handles requests as soon as they are received. Two users cannot modify the same record at the same time in any of the database tables and are only able to retrieve records instead of editing and deleting them. In the future when users are able to modify and delete their content, mutexes will need to be considered, this is to prevent race conditions occurring when a user requests a new post or replies to a post at the same time as another user has deleted it.
Multiple users can request and post content at the same time due to the use of promises which support concurrency by default and are asynchronous. It should however be noted that the web service relies heavily on the database and that while the technology used allows for multiple users to retrieve and post content concurrently, performance will be negatively affected as the number of concurrent users grow. Node.js makes use of Chromes  V8 JavaScript engine [7] to support multithreading. In this way the server is able to handle and execute multiple requests from users at once, supporting multiple processes. These function independently from each other and cannot presently act on the same database record, meaning the web service in its current state does not require the use of a mutex. However as new features are added this will need to be considered, especially when handling content moderation and users deleting their posts as other users reply to them. 
[bookmark: _Toc72512819]Web Service Paradigm
The application conforms well to the web service paradigm [8] in that it functions as a server listening for new requests and serving HTML and JSON over the network. Each API route responds with either JSON or HTML causing the application to further conform to the web service paradigm. The use of fetch [9] for communication between the client and server enables this during data transmission. The application does not however use SOAP [10] or XML and in this way deviates from traditional web services; instead, making use of a REST API to deliver and receive content. The application was developed in this way for ease of use through fetch and the support offered by both Node.js and Express.js. Aspects of service-orientated architecture (SOA) [11] have been implemented through the API routes due to their reusability and use of JSON, however as only one single service is created through the application SOA architecture has not been fully utilised. Compatibility between services could however be implemented in the future as new features are added to the application, taking full advantage of service orientated architecture.
The use of web sockets to form a client/server architecture [12] is unsuitable for this project as connections do not need to be kept alive when using the application. Much of the applications appeal comes from reading existing content and posting replies, allowing users to interact with each other and discuss different ideas. This does not involve constant communication between client and server, users are also not placed into different sessions by the server. This makes the client/server architecture model and the use of web sockets as a whole unnecessary.
[bookmark: _Toc72512820]Functional Requirements
The web service application has met the core functional requirements, allowing registered users to create and view content as well as post replies to existing content. New content is posted without needing to refresh the page, making use of JavaScript to update page content and all page content is requested asynchronously on page load. This meets the core functional requirements and allows the project to operate as a simple web service. However, additional steps are needed to fully meet all functional requirements. The ability to edit and remove content has not been added, these were core requirements and show the application to be underdeveloped. The ability to modify your posted content forms a key part of the web service and should be added before the project is placed in a production environment. Additionally, web page content should first be generated by the server instead of being pulled by the client on page load. This would mean that content is loaded even for users who have JavaScript disabled, this offers significant improvements over the current service as at present no content will load without the use of JavaScript. The fast performance requirement has been met as pages load in less than a second; however, this performance is unlikely to scale as users increase due to the application being server heavy. To fully meet the functional requirements scalability will need to be addressed fully. Additionally, whilst the registration and login system does partially meet the functional requirements, additional security measures need to be put in place to meet GDPR [13] requirements and prevent users from loading unauthorised third-party content from other websites when creating new content.
[bookmark: _Toc72512821]Production Environments
The message board application would function in a production environment and handle multiple users without issue. However, scalability and security issues would need to be addressed before it could be used effectively. The application is server heavy and may suffer from performance issues as it scales, when dealing with large amounts of stress the use of load balancing [4] or caching [5] would be needed to reduce the amount of queries being run on the database. Some users also will not have JavaScript enabled, to account for these content should be loaded into the HTML templates before being sent to the user instead of requesting the content on page load as the application does at present. Whilst the application would work in a production environment, significant security issues remain. Input escaping [14] needs to occur server side being executing queries to protect against SQL injection [14] and the User_ID system needs to be changed to prevent the unauthorised access of other users’ accounts.  The features  currently developed do allow for the web service to be utilised by new users, however the add and edit features still need to be developed. Once developed, the use of mutexes may be necessary for the web service to enter production; this would prevent issues occurring when a user deletes a thread that another user is currently replying to. Once these issues have been resolved and improvements made, the application could enter a production environment without significant issue. 
The current application is reliable and usable, although improvements made to security would be beneficial and necessary to protect user content and data. The reliability of the application would need to be monitored as user numbers increase to ensure scalability doesn’t become a problem. But overall, the application as it stands could be used in production by a small group of users, it is however unsuitable for larger audiences. 
[bookmark: _Toc72512822]Tools and Techniques
When building the web service application, JavaScript was used with the EJS [15] templating language. This allows HTML to be dynamically generated using plain JavaScript. Whilst this was chosen to ease the development of webpage and create structures that could be changed dynamically based on the content being requested, it could have been better used. Its compatibility with Express.js and JavaScript was useful during development as it reduced the number of languages being used, however not enough templating was actually used, and instead raw HTML was often included. Using more templating would have meant adding content to each webpage on request instead of having the client request content after page load. Whilst requesting content after page load was successful, it needlessly increased server load and would cease to function if the user disables JavaScript. By generating webpages fully on the server before sending them to the client, the user would not need JavaScript to view content and the number of GET requests being made to the server would have be reduced, improving scalability by reducing server load.
JavaScript was used throughout the entire technology stack to reduce complexity and improve maintainability. Whilst this is successful by reducing the different languages in use, the client-side JavaScript that was built remains complex and needs to be further commented and simplified before it can be considered maintainable. The use of jQuery [16] could reduce complexity and make the client-side much easier to understand for those unfamiliar with the existing code. 
[bookmark: _Toc72512823]Security Issues
GDPR requirements [13] are met minimally, with user emails and passwords stored in a database behind password protection. This means the login credentials of all users are not publicly accessible, although the MySQL database is not encrypted. To better meet GDPR requirements, the database should be encrypted to render data unusable in the event of a data breach. Back-ups of the databases should also be encrypted to fully protect from data breaches. Additionally, the unique user ID given to each user should be changed from an incremental integer to a hash value [17]. This is because the user ID is used to determine which user is currently logged in and changing this value in the client will allow users to log into others accounts. The hash would make IDs resilient to brute force attempts and prevent users changing their ID to access the accounts of other users. User authentication could also occur when requesting and posting content. 
Alternatively, the Passport.js middleware [18] compatible with express.js could instead be used for this, allowing user authentication to be added with the usernames and passwords already implemented within the project. Adding authentication through passport.js would not require the rewriting of existing features or content as it can be included in existing page and API routes through simple functions. Handling user authentication in this way would actually simplify the current code and remove the need for the hash, a unique cookie would be generated for each user instead of the current and easily exploitable incremental user_ID. 
Input escapes need to be applied to both the client and server-side logic as at present only presence and format checks occur. The lack of input escaping leaves the application vulnerable to SQL injection attacks [14], risking data loss and unauthorised access. Additionally, the lack of escapes also allows individuals to include HTML in their message posts, meaning <script> tags could be used to link to external resources, such as images from other websites and malicious JavaScript files, leaving both the web service and its users vulnerable. This is a critical security risk and should be fixed before the application is put into a production environment.
When getting and posting content, fetch requests are used. These support cross-origin resource sharing (CORS) [19] by default however this was overlooked during development and was not enabled on the server or during fetch requests, despite being mentioned in the initial designs. Adding CORS to the application would allow requests from other origins to be restricted, preventing connections from domains unless specifically permitted. Enabling this on the server would mean third party websites and clients are unable to get and post data to the web service, reducing attack surfaces and ensuring all traffic comes from the web service itself. Permitting specific domains would still allow third party fonts, content delivery networks and ad networks to be used if intentionally included into the web service, meaning the functionality of the service would not be impeded by CORS.
[bookmark: _Toc72512824]Project Structure
The technology stack used for this web service involved Node.js, Express.js and MySQL. It was built according to the web service architecture and conforms effectively. The architecture as a whole is modular and new features could be added simply by adding additional routes and new webpages. Node.js was built with modules in mind and new modules can be added easily through the command line. Including new modules in the project would not be difficult as all existing features function independently, only requiring API routes and meaning new modules would not break existing features. The client-side programming that requests and posts content in the web service is however not modular and due to its complexity it would not be easy to modify or maintain, especially for third parties who are not already familiar with the code. This could be improved by making better use of the file structure offered by Express.js. The express framework is compatible with the use of controllers, allowing additional logic and content to be extracted from the web routes and less code being required on the client to request content. Instead, content could be built server side and the completed html sent to the client, this would also improve performance by reducing the number of requests made to the server. Approaching the project in this manner would also support additional modules like Passport.js, making user authentication simpler and the project easier to understand. Ultimately fully utilising the features of express and modules like passport would improve both performance and maintainability, offering an application structure that’s much easier to understand and modify than the current application.
The structure of the project has resulted in heavier server loads as every feature needs to query the backend database, changing this would be difficult as content still needs to be loaded dynamically, although the amount of content could be reduced in some areas to reduce server load. This is particularly relevant to the index page where every row from the threads table is queried, reducing this to the first ten rows would improve scalability by reducing server load and offering performance improvements.
The choice of MySQL has been successful as a simple relational database model was needed, the use of MySQL made the process of database deployment simple, with a connection being made through a single server-side JavaScript file containing user credentials. Alternative database structures (like a data warehouse) could be considered in the future; however, this would require all existing API routes to be changed as each houses a different SQL query. Whilst this is possible, it would require significant development time and would also require the client-side code to be retested as it relies entirely on these API routes. To reduce this and improve the maintainability of the application, object relational mapping (ORM) [20] could be used; allowing interactions between the web service and database to occur through the use of controllers without SQL. This is supported by the express.js framework and would present changes to the project structure, however the benefits of the added maintainability outweigh the time required to make structural changes. This would further benefit the web service as at present all content is requested through JavaScript. Using ORM would allow content to be displayed even when the user disables JavaScript, presenting significant improvements to the current web service.
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