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A mobile device allows communication between users on radio frequencies.  It can also be used to 

send multimedia content, email, and do much more using the Internet. 

Advanced Cyber Security (ACS) 

Lab – Hacking Mobile Platform  

Faculty of Architecture, Computing & 
Engineering 

School of Applied Computing 

IQ Building, Room 205 

Swansea 

SA1 8EW 
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Task 1: Securing Android Devices from Malicious Applications 

 

Sophos Mobile Security app provides full functionality to protect your Android device. Using up-to-

the-minute intelligence from SophosLabs, you can scan your apps on demand or at the interval of 

your choice. 

 

Lab Scenario 

 

 

Lab Objectives 
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Pre- Activity exercise 

To carry out the lab, you need: 

 A computer running Windows 

 Android emulator running in virtual machine 

 A web browser with Internet access 

 Administrative privileges to run tools 

 

 

Overview of Lab 

 

 

Activity: 

Note: Screenshot may varies from the one in this lab. 
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