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A mobile device allows communication between users on radio frequencies. It can also be used to
send multimedia content, email, and do much more using the Internet.
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Task 1: Securing Android Devices from Malicious Applications

Sophos Mobile Security app provides full functionality to protect your Android device. Using up-to-
the-minute intelligence from SophosLabs, you can scan your apps on demand or at the interval of
your choice.

Lab Scenario

Android's growing popularity has led to increased security threats, ranging from
common malware to advanced phishing and ID theft techniques. To help
Android users to deal with these issues, many security software companies have
launched their own security apps, but payving nearly 30 dollars a vear for a
complete mobile security app doesn't sound like a good deal, especially when
there's a wide choice of free security apps that will cover all your needs
including a group of complete security suites with ant-theft capabilities.

The penetration tester will scan for any unsecure settings your device may have
and will advise you accordingly. The Privacy Advisor, on the other hand, scans
and lists all the installed apps and categorizes them under three categories: apps
that mav cause costs, apps that may harm vour privacy and apps that may access
the Internet. You can sort the categories to your own needs using the icons at
the bottom. The Spam Protection is a very simple vet etfective call and SMS
filter, and the recently added App Protection will lock any app you want with an
alphanumeric password.

Lab Objectives

The objective of this lab is to help students learn to:

* How to scan for malicious applications and files on Android mobile
devices

* How to uninstall malicious applications
* How to delete the malicious files

* How to secure vour mobile device from unknown sources apps
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Pre- Activity exercise
To carry out the lab, you need:
e A computer running Windows
e Android emulator running in virtual machine
e A web browser with Internet access
e Administrative privileges to run tools

Overview of Lab

Sophos Mobile Security automatcally scans apps as you install them. This ant-virus
functionality helps you to avoid undesirable software which can lead to data loss and
unexpected costs. It also protects your device from attacks via USSD or other

special codes. And if vour device is lost or stolen, a remote lock or wipe will shield
vour personal information from prying eves.

Activity:
Note: Screenshot may varies from the one in this lab.
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1. Launch Android Emulator in Hyper-V Manager, and click Play Store
icon from the Home Screen.

2. Make sure that google account has added it in the Play Store; if not,
create a new one and add the account.

: ®

Calculatar Calibration

5 & A

Dev Tools Downloads

File Manager Gallery Google

LIME-HD Settings

Play Movies & TV ; i Play Store

- & -

Terminal Emulator

FIGURE 4.1: Android Emulator Launching Play Store
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3. In the Play Store bar, type Sophos Mobile Security and press Enter to
display the search results for Sophos applications, as shown in the
screenshot.

4. Click SOPHOS Free Antivirus and Security app to view application
information.

sophos mobile security

Apps

SOPHOS SOPHOS SOPHOS SOPHOS

Free Antivirus i Sophos Mobile i Security & : Sophos Samsung
and Security Control Antivirus Guard Plugin
Sophos Limited Sophos Limited Sophos Limited Sophos Limited

LA & & &0 L8 & &0 LA & & &0 L 8 &

Books

NETWORK ACCESS
CONTROL

| e P

FIGURE 4.2: Searching SOPHOS in Play Store
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5. Click INSTALL to start installation of SOPHQOS Free Antivirus and
SECurit}-'.

6. You can also read further by scrolling down.

Sophos Mobile Security

Free Antivirus and Security

Sophos Limited
INSTALL

SOPHOS 0 @

I
Dowenboads 55841 Todls Samiar

Free anti-virus for your Android devices

FIGURE 4.3: Installing SOPHOS Free Antivirus and Security
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7. Sophos Free Antivirus and Security needs to access information. When
the pop-up appears, click ACCEPT.

ree Antivirus and 'S
needs access to
Device & app history
Contacts

Location

Photos/Media/Files

Wi-Fi connection information

£ € ¢ € ¢ ¢ ¢ ¢
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=
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Device 1D & call information

P Coogle play

FIGURE 4.4: SOPHOS Notification
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8. Sophos Free Antvirus and Security will start downloading, as shown in
the screenshot.

Sophos Mobile Security

Free Antivirus and Security

Sophos Limited

Downloading...

SOPHOS o @

Downloads 5584.L Toals Smmilar

Users also installed

FIGURE 4.5: 3OPHOS Downloading required Files
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9. Once the application is installed, click OPEN to launch it.

Sophos Mobile Security

Free Antivirus and Security

Sophoes Limited
| UMINSTALL | OPEN

SOPHOS 0

Downloads Loz Toals Smilar

Users also installed

FIGURE 4.6: SOPHOS Application Installed and Launch
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10. Once the application is installed, you can also launch it from the Apps

menu.

File Manager

LIME-HD Settings

Superuser

Calibration

Network Scanner

| ot

Play Games

11

RSS Reader

0

Terminal Emulator Vioice Search

FIGURE 4.7: 5OPHOS Alternatively Launch
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11. EULA Sophos Mobile Security license agreement will appear. Check
Allow sending anonymous usage information, if necessary, and click
Accept.

EULA Sophos Mobile Security 5.0.1515

DPHOS END USER LICENSE AGREEMENT
ease read the following legally binding License Agreement between Sophos and Licensee
refully. By selecting the accept option, breaking the seal on the software package, or installi
bpying or othersize using the Products, Licensee acknowledges that Licensee has read,
derstands, and agrees to be bound by the terms and conditions of this License Agreement,
luding without limitation the terms and conditions of documents and policies which are
orporated herein by reference.
Licensee does not agree with the terms and conditions of this License Agreement, Licensee |8
bt authorized to install or otherwise use the Products for any purpose whatscever. If Licensee
turns the unused Products and all accompanying items in their original condition and
Bckaging within twenty-one (21) calendar days of delivery by Sophos, together with proof of
rchase, Licensee may receive a full refund.
fhere a reseller, service provider, consultant, contractor or other party downloads, installs or
herwise uses the Products on Licensee's behalf, such party will be deemed to be Licensee's
pent and Licensee will be deemed to have accepted all of the terms and conditions of this
ense Agreement as if Licensee had directly downloaded, installed or used the Products

DW IT IS AGREED as follows:
DEFINITIONS
1 ‘Affiliates’ means, with respect to each party, entities that control, are controlled by, or are
der commeon contrel with such party. For the purposes of this definition, “control® means the
neficial ownership of more than fifty per cent (50%) of the voting power or equity in an entity.
Computer’ means any device or computing environment which benefits from the Licensed
pduct (for example but without limitation, workstations, personal computers, laptops, netboaol
blets, smartphones, and environments connected to an email server, an intermet proxy or a
gteway device, or a database). The Licensed Product does not have to be physically installed @
ie computer environment to provide benefit, nor is there a requirement for the computing
ircware to be owned by the Licensee. The term Computer as defined herein includes, without
itation, non-persistent deployments, electronic devices that are capable of retrieving data, am
rtual machines.
A ‘Nncumentatinn’ means documentation neovided to l icenses by Sonhas fwhather slactrnnie

%l Allow sending anonymous usage information

FIGURE 4.8 EULA Sophos Mohbile Security Agreement
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12. Sophos Mobile Security main window appears, as shown in the
screenshots with their respective selected options,

(@) Sophos Mobile Security

Scanner Privacy Advisor
Initializing database.. l Loading data...

9 Loss & Theft Security Advisor
u Loading data. Loading data...

sz Spam Protection 1\ App Protection
!u@ g s

Loading data. ’ Leading data...

Web Filtering

Loading data...

FIGURE 4.9: SOPHOS Mobile Security Main Screen
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13. Click Scanner to start the scan for malicious applications on vour
Android device.

(@) Sophos Mobile Security

O Scanner ! Privacy Advisor
0 No scan performed yet. ! 0 Privacy Infermation for 19 Apps available.

9 Loss & Theft ﬂ Security Advisor
u o No telephone functionality. Feature not available. 0 1 insecure system setting

’}FS Spam Protection App Protection

FaHR
Mo telephone functionality. Feature not available. L} o Feature not enabled

@ Web Filtering
0 wWeb filtering is activated

FIGURE 4.10: Sophos Mobile Security Malware Scanner
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14. The Sophos Mobile Security Scanner window appears; it is divided into

four sections.

15. Click Start, under Malware Scanner, to start the scan.

< Scanner

Malware scanner Threats and PUAs Details

X seTTiNGS

(7 B5T

Cloud scan mode: Mot while roaming

Scanned apps:
Scanned files:
Threats found:

Clean apps

FIGURE 4.11: Sophos Starting Malware Scan
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16. Once the scan starts, you can see its status under Malware scanner.

€« Scanner Lrserrines (@ e

Malware scanner Threats and PUAs

Cloud scan mode: Mot while roaming

Preparing scan..

Scanned apps:
Secanned files:
Threats found:

Clean apps

FIGURE 4.12: 5ophos Malware Scanner Preparing for Scan
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17. Once the scan is complete, it will display the Scanned apps, Scanned
files, and Threats found on the mobile device.

€ Scanner L2 serrnes  @grews

Malware scanner Threats and PUAs Details

Cloud scan mode: Not while roaming @ Mainﬁl:twlty

Petentially unwanted app.
Category: Hacking tool

——

Google App

Scanned apps:
Scanned files:
Threats found:

Clean apps

ﬂ TalkBack
' Terminal Emulator

b Google Play Store

I BTl cannla Ame

FIGURE 4.13: Sophos Malware Scanning Status
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18. The Malware Scanner is complete and displays malicious applications
and files under Threats and PUAs, Clean applications under Clean apps,
and the Details section displays the information about the application
mnstalled on the mobile device.

< Scanner L2 serrings (@ Hews

Malware scanner Threats and PUAs Details

Cloud scan made: Mot while reaming Mﬂiﬂhﬂti"'it" Permissions

Potentially unwanted app. ﬂ
sfully finished. Categary: Hacking tool Storage

madify or delete the contents of your

Scanned apps: 9 F Trusteer Hﬂpmﬂ SD card
: Andr/SMSRen-B

Scanned files: Allows the app to write to the SD card.
Threats Tound: ; ; read the contents of your SD card
Allows the app to réad the contents of
downloadfile.bin your SO card.

Potentially umwanted app. a

Category: Hacking tool Y our messages

send SMS messages

Clean apps

( cious apps
Y rm. mo |r, y sending
TalkBack messages without your confirmation
receive text messages [SMS)
Mlows the app to receive and r ooess

. Terminal Emulator ould m r delete messag
to your device without show Iutl n to
Yo ou.

b Google Play Store ﬂ System tools

modify system settings

Allows the app to modify the system's
I BE rennla A setlings data. Malicious apps may

FIGURE 4.14: Sophos Detected Threats Information

Dr Carlene Campbell Page 17 of 24



19. Now, choose any application under Threats and PUAs, and click
Uninstall to uninstall the malicious application from the mobile device.

< Scanner £t serrings @ Hews

Malware scanner Threats and PUASs Details

Cloud scan mode: Mot while reaming @ MainActivity @ MainActivity

Potentially unwanted app. Version 1.0
Category: Hacking tool

Scan successfully finished.

: e Scan result
Scanned apps: 9 Trusteer Rapport

Scanned files: : Andr/ SMSRep-B i

ey e f 0 Potentially unwanted app.

downloadfile.bin Android Metaspleit (Hacking
Potentially unwanted app. tOO'} identified.
Category: Hacking tool

Apps that can be used to gain
access to a network, another
device or to increase available
user privileges on a device.
ﬂ TalkBack Thesg appsgare sometimes
used by hackers but can also
be used legitimately for
' Terminal Emulator assessing network or device
security.

Clean apps

5 Google Play Store further details.

I TR reenla fme | ALLOW | I UNINSTALL |

FIGURE 4.13 Sophos Uninstalling Potentially Unwanted Application
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20. Similarly, uninstall other applications from the mobile device that have
been found to be untrustworthy.

€& Scanner

Malware scanner Threats and PUAs

Details

Cloud scan mode: Mot while reaming MainActivity Trusteer Rapport
Potentially unwanted app. Vergion 1.0
Scan successfully finished. Category: Hacking tool
: - Scan result
Scanned apps: 19 ﬁ Trusteer HBPPOI'I
Scanned files: 18 b f ShA S R R 2 ¢
Andr/ SMSRep-E
Threats found: 5 o Malicious object.
START | @ downloadfile.bin Threat Andr/SMSRep-B identified
Potentially unwanted app.
i;)T-zln:rp:,"'Hl-:-cnkI:r;c'.]r further details...
Clean apps | ALLOW | | UNINSTALL |
u TalkBack Permissions
é:j Your messages
H Terminal Emulator receive text messages (SMS)
wiw Allows the app to receive and process
SMS messages. This means th
could monitor or delete messages sent
L/ Gougle Play Store :: your device without showing them to

E% Phone calls

I R ceonnla Ann

FIGURE 4.16: Sophos found Malicious Object

21. Some applications, while uninstalling, will ask for the permission of the
user to do so; click OK to confirm.

t Trusteer Rapport

Cancel

FIGURE 4.17: Confirming Uninstallation of app
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22. Choose a malicious file in the Threats and PUAs section, and click
DELETE. It will delete the malicious file permanently from the mobile

device, as shown in the screenshot.
€ Scanner

Malware scanner Threats and PUAs

L serrings (@ HEL

Details

Cloud scan mede: Mot while roaming downloadfile.bin

Potentially unwanted app.
Category: Hacking tool

Secan successfully finished.

Scanned apps: downloadfile-1.bin

Scanned files:
Potentially umwanted app.

Thraata Tound: Category: Hacking tool

i Zitmo_tr_ECBBCE1705...

Andr/SMSRep-B

Clean apps

E] TalkBack
- Terminal Emulator

5‘ Google Play Store

I“ Nmmela A e

FIGURE 4.18: Deleting Malicious File
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I_o Malicious object.
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23. Now, set security settings by using Security Advisor of the
Mobile Security application.

24, Click Security Advisor to access the settings.

(@) Sophos Mobile Security

O Scanner l Privacy Advisor
o Clean (less than ane hour ago) ! 0 Privacy Information for 17 Apps available.

Sophos

9 Loss & Theft Security Advisor
L

0 No telephone functionality. Feature not available o 1 ingecure system setting

Spam Protection App Protection
> | ANy APP
0 No telephone functionality. Feature not available. .' L] 0 Feature not enabled

@ Web Filtering
o web filtering is activated

FIGURE 4.1%9: Sophos Security Advisor
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25. In the Security Advisor window, choose Unknown App Sources (under
Overview), and click Change (under Unknown App Sources).

€ Security Advisor

Overview Unknown App Sources

fall i = nty re t settings Ere Insecure

Unknown App Sources amy locationlike:othary tes or from the |

USB Debugging

Screen Lock CHANGE ||

Bluetooth
‘ |

FIGURE 4.2 Changing App Source

26. The Android Security settings window appears. Navigate to Device
Administration and choose Unknown sources.

27. By default, the Unknown sources option is checked.

* Security

Automatically lock

Power button instantly locks
Enable widgets

Owner info

Make passwords visible
DEVICE ADMINISTRATION

Device adrr trators

Ice admirustrators

Unknown sources

Allow installation of apps from unknown sources

Verify apps

FIGURE 4.21: Android Security Settings
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28. Now, uncheck Unknown sources (under Device Administration) to
disallow the installation of apps from unknown sources.

* Security

Automatically lock

5 gseconds after aleep

Power button instantly locks
Enable widgets

Owner info
PASSWORDS
Make passwords visible

DEVICE ADMINISTRATION

Device administrators

View of deactivate device admimsiralors

Unknown sources
Allow installation of apps from unknown sources

Verify apps
Dizallow or warn

FIGURE 4.22 Android Security Unknown Services
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29. Now, you can see in the Security Advisor window that Unknown App
Sources is secured, as shown in the figure.

€ Security Advisor

Overview Unknown App Sources

he following securily relevant settings were o Secure

ease review all items marked in red and change
their settings to more secure values

i ange this setting, apps can be installed from
Unknown ﬂpp Sources an cation like cther websites or from the |
age of your device
Installing apps only through Google Play reduces the

0, USB Dehugging risk of downloading and installing malicious apps

o Screen Lock CHANGE

o EBluetooth

FIGURE 4.23 Unknown App Sources Secured

30. Alternatively, go through all the security options available in Sophos
Mobile Security, and protect your android device from the unwanted or
malicious activities.

Lab Analysis

Analyze and document vour results related to this lab exercise. Provide vour opinion
of vour target’s secutity posture and exposutre.
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