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1. Introduction
This report critically demonstrates the implementation of a virtualised enterprise network 
connecting Birmingham and London. It evaluates the deployment of AD DS, DNS, DHCP, 
VPN, IIS, File Services, and RDS under the robel.acca domain, ensuring enterprise-level 
security, scalability, and reliability.
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]









Linux win server Client screenshot
[image: ]


Linux win server Administrator
[image: ]





Debian server screenshot
[image: ]

Debian client screenshot
[image: ]
2. Active Directory Domain Services (AD DS)
The robel.acca domain was configured on B-DC, enabling centralised authentication. Bulk 
user creation via PowerShell demonstrates automation and efficiency. This approach 
reduces administrative overhead and aligns with enterprise best practices.
 Screenshot: AD DS
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3. DNS Configuration
Forward and reverse lookup zones were implemented to support name resolution. The 
inclusion of A and PTR records ensures bidirectional mapping, which is critical for 
enterprise applications.
Command: nslookup webs.robel.acca
Screenshot: DNS
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4. DHCP Configuration
The DHCP service automates IP address allocation within defined scopes. The use of DHCP 
relay in London improves scalability across subnets.
Command: ipconfig /all
 Screenshot: DHCP
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5. VPN Implementation
A secure site-to-site VPN was established using AES-256 encryption. This ensures 
confidentiality and integrity of inter-site communication.
Command: ping remote-ip
Screenshot: VPN
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6. Domain Membership
All systems were integrated into the domain, enabling centralised policy enforcement and 
authentication.
 Screenshot
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7. File Sharing and Access Control
The shared drive E:\BirminghamFiles was configured with NTFS permissions, 
implementing least privilege principles.
Screenshot
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8. IIS Web Services
The internal website was secured using HTTPS and Windows Authentication, preventing 
unauthorised access.
 Screenshot
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9. Remote Desktop Services (RDS)
RDS enables secure remote access through web-based login, improving accessibility and 
administrative control.
 Screenshot
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10. Critical Evaluation
The system demonstrates strong integration of enterprise services. However, 
improvements could include redundancy, backup strategies, and advanced monitoring tools 
to enhance resilience.
11. Reflection
This project enhanced practical skills in network configuration, troubleshooting, and 
enterprise service integration. It also improved understanding of security implementation 
and system administration.
12. Conclusion
The implementation successfully meets enterprise requirements, demonstrating a secure, 
scalable, and fully operational network environment.
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