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Introduction
The project created was named “The Disaster Database”, produced by Daniel Newman, Josh Ford and Scott Mainwaring. The project is a website in which the user can enter their details and it would be processed in PHP into a database. In the event of a disaster users would enter their details and be able to see the details of users on their street to make sure they’re safe. Of course when using data from users this comes with a set of issues that need to be addressed. In this report, the topics of risk management, sustainability, ethical and legal issues and quality assurance will be discussed.

Risk Management 
Risk management is a process in which the potential risks of a project are understood and then minimised during development so that the final product is created with the least amount of threats and the most amount of opportunity. [1] Some of the risks expected within making a website that relies on the use of databases are:
· Risk 1: SQL Injection.
· Risk 2: Improper access to database files.
· Risk 3: Internet going down.
· Risk 4: Servers shut down.
· Risk 5: Internet mains/towers destroyed in disaster.
· Risk 6: Users entering purposefully false information.
· Risk 7: Users using the website for unintended purposes. 
· Risk 8: Users not following the rules provided to them.
These risks are important to discuss and any plans on how to limit or protect them should be implemented.
SQL-Injection is one of the risks we identified. SQL-Injection is when a user enters cleverly formatted code into a text box that is later processed into SQL. [2] This means that clever users can change the SQL code maliciously through the text boxes on a website. For example, if the user entered into Username “hello; DROP TABLE users” then all the user data would be deleted as well as the database itself meaning no more users can be added until the table is remade. The SQL would look like the line of code below.
SELECT * FROM Users WHERE Username = hello; DROP TABLE users;
Additionally, another line of SQL-Injection which would be disastrous would be if the user entered “hello ‘OR 1=1” into an information search bar, this will make everything in the database visible to the user because they’ve made the search return TRUE instead of just searching for a particular thing. The SQL would look like this:
SELECT * FROM Users WHERE POSTCODE = hello ‘OR 1=1;
As this always returns as true, everything is shown to the user. A method to prevent this is to apply suitable verification so that only what should be entered can be entered. For example no “;” to appear in strings which will prevent the user from dropping tables or only numbers being able to be entered in places where only numbers should be entered. [3] By doing this, the website safer from improper access to data.
Other identified risks were destruction of internet mains or towers, or the user’s internet going down as a result of the disaster scenario. Unfortunately the team acknowledge that there is nothing we can do to help in these scenarios as these are completely out of our control.  
Users entering purposefully false information would be bad as this would mean that users could pretend to be someone else and pretend to be safe when in fact the real person is not. To help prevent this to a certain extent the user cannot do certain activities on the website without logging in first, their account would be connected to their real address.
Users using the website for unintended purposes is a big problem which can be faced in the website. Users may enter a comment on their details which might be used by users to write inappropriate messages or discuss plans which are not what the intention of the text box is for. Though nothing is currently in place to prevent this, in the future the team would implement a two week system which would delete all records in the database as a short term solution, as well as this it would be great to have admins to monitor the database and delete records they believe to be offensive as well as a report button to bring records to the attention of staff sooner.
Users not using the rules provided to them could also be an issue the website could face, the website makes it clear that users should never enter homes without permission and should call authorities if they believe someone to be in danger. According to Business Insider 90% of users accept terms of service agreements without reading them, as a result there’s a likelihood that users will not read any important text that’s put out there for them. [4] Hopefully considering the tone of the website and how important it is that people take this website seriously that this percentage would be lowered just for this website. 
Below is a Risk Evaluation Matrix created from the list of risks above with their possibility of occurring as well as the severity of the risk associated with each. 
	Risk Evaluation Matrix
	Impact

	Likelihood
	
	Negligible
	Minor
	Moderate
	Significant
	Severe

	
	Very Likely
	Low Medium
	Medium
	High Medium
	High
	High
Risk 1

	
	Likely
	Low
Risk 6
	Low Medium
	Medium
Risk 5
	High Medium
	High

	
	Possible
	Low
	Low Medium
Risk 3
	Medium
Risk 7
	High Medium
Risk 2
	High Medium

	
	Unlikely
	Low
	Low Medium
	Low Medium
	Medium
Risk 4
	High Medium

	
	Very Unlikely
	Low
	Low
	Low Medium
	Medium
	Medium
Risk 8







Sustainability Issues
There are three main types of impacts to sustainability in the IT world. The first of these are First Order which are the direct result of IT’s existence, for example e-waste. Electronic-waste is caused when hardware becomes obsolete and they end up in landfills. [5] 
Second Order impacts are opportunities such as IT being a travel substitution, which refers to users opting to communicate via the application of IT rather than travelling to another person by car or plane which would affect the environment. 
Third Order are the long term effects IT have on the world, such as the construction of internet towers and other buildings that have been built to improve our internet and IT usage. As well as cities being built specifically with IT in mind and built to support the use of IT overall.

Ethical and Legal Issues
Ethical issues in business and project management are defined by Investopedia as a study of policies and practices regarding potentially controversial issues such as the example of whether a self-driving car should kill the driver or pedestrians in the case of a disaster [6] [7]. APM describes the project side of ethical issues as being how honest, fair and open the business is about the project and overall acknowledges its responsibilities as a business. [8]
The year of 2018 brought about one huge development in terms of ethical and legal issues towards the attention of the public when Mark Zuckerberg, CEO of Facebook had to testify in front of Congress. Mark Zuckerberg allowed Cambridge Analytics to have details of some accounts on the social media platform without telling the users effected. Congress deemed it a case of data misuse and said that the User Agreement of Facebook was written in a way that is meant to protect Facebook from legal issues. [9] This was a breach of ethical conduct as the Facebook company should have let the users know that their data was being used. As well as this, the information of 14 million people was compromised October 12th 2018 in a large scale hack, in which Facebook paid £500,000 in fines to the UK government for not preventing the hack. [10] This means that the disaster database must be up to date and safe from cybercrime or misuse.
The British Computer Society (BCS) have a code of conduct in which to create a project under to follow. The code of conduct has four main sections, Public interest, Professional Competence and integrity, duty to relevant authority and duty to the profession. [11] 
Public Interest refers to taking into consideration the health, security and privacy of users, this relates to the disaster database because it uses user information and can display sections of it to the public so long as they have an account on the website, as such due regard had to be made especially as the website would be used in emergencies. As well as this the website should not discriminate on grounds of race, gender or anything of that nature, as well as to give users equal opportunities to use the website to those of all classes. The Disaster Database does not ask for any personal details other than an address being the most personal detail asked for. Unfortunately, those without homes might be excluded from the website as a home is required, however since homeless people can roam it’s possible that they may not be in the same place two days in a row and so they become difficult to keep track of because they could be anywhere at once. 
Professional competence and integrity refers to having an honest discussion of what is possible in the developers’ competence and to continually develop that competence and awareness of legislation that will affect how the projects are created. As well as this is to uphold the reputation of the business and project by not being malicious or negligent of data. 
Duty to relevant authority refers to creating the project with requirements from laws and would get in the way of investigations or police activity. Also not withholding information for personal gain or sell information to third parties for personal gain or without consent. 
Duty to profession refers to the rules which have to be followed within the BCS itself.
Similar to the BCS is the World Wide Web Consortium which layout rules for accessibility so that the website can work for every users regardless of hardware or ability. [12]
As the disaster database relies on users entering their information of course the Data Protection Act will play a huge part into the development and use of the website. A lot of effort was done to ensure that the website did not breach the act in any ways possible [13] For example, the website makes sure to inform the user on the use of their data, it protects the data from SQL-Injection, the data will delete itself in a full version of the website as it’s intended for short term use of approximately two weeks. Users also do not need to input all of their data, just the basics of house address and safety status. [14] As a result of deleting data fortnightly the disaster database complies with the right to be forgotten, recently a surgeon exercised her right to be forgotten by removing google search results of her medical negligence as by not doing so would have been against the act. [15]
Another thing that could affect Data Protection as well as legal and ethical issues all together is the effects Brexit will have on businesses and websites. It’s not 100% certain of the exact effects of Brexit as of yet but it is likely that many changes to laws will occur and The Disaster Database will have to conform to those new laws. [16]

Quality Assurance 
Quality Assurance (QA) is when the development team check that the project meets the specifications of what the project should achieve and be capable of doing. The goal of QA is to ensure that as many issues are resolved before the project is made public to ordinary users. [17]
A large reason QA is important is because the longer a product is developed with errors present and the more is built with that error in place, the more expensive those errors will be to fix later down the line of development. [18] A huge example of this is the Samsung Note 7 which had issues with its battery as it would become unstable and explode, that product was released and cost Samsung $17 billion to deal with the fault and aftermath of sending the product out [19] As a result it is very important to fix errors as soon as possible before the issue becomes harder to deal with.

When testing the product to QA standards the main things to test it to are its functionality, reliability, usability, efficiency, maintainability and portability. These are also known as ISO standards.
[bookmark: _GoBack]First is functionality, functionality relates to how well the product matches the purpose that was set to be achieved. Does the product do what it was intended to do and does it do what the user would expect it to. As well as how well the product complies with legal authority and that the security of the product is suitable.
The product must be reliable enough to not fail frequently due to faults and be prepared to recover from faults quickly if one occurred. The disaster database has been tested to ensure minimal errors currently exist.
Usability is to test how well the project can be understood by users and how quickly it would learned by the user. As well as how nice the product looks visually as engaging web design is important to any successful website especially when taking into consideration those with disabilities.
Efficiency refers to memory usage and response times. Users typically expect a new webpage to open within 2 seconds [20] and so a project should test this to ensure fast load times between web pages, to do this the less memory that is used the faster the webpages will load.
The project should be easy to edit in the future so that it can be maintained and altered consonantly. If any law changes occur or new features are added, this should be no issue as the product would be made to be available to change and features should not rely on other features that could change in the future. It should also be testable for errors. 
Finally the product must be portable, available on all devices and work to the same standard no matter where the site is viewed and adapt to that device viewing it, making it responsive. For the disaster database to be successful it must be made responsive as in a disaster scenario most users would use whatever device currently accessible to them at the time, as well as this 52.4% off all internet traffic comes from mobile devices. [21] To achieve a high quality product all of these should be considered.
When creating The Disaster Database there were requirements we had to define to begin with. The project first had entry requirements, these were decided before development began. Then implementation requirements which were defined how to create the project. Finally were the exit requirements, after implementation what things need to be done before the project is a success.
	Entry Requirements
	· Data entered into database to be used as test data
· Users must log in before using certain pages

	Implementation Requirements 
	· Whenever a bug is found, after fixing it the project must be tested.
· Everything must be tested multiple times to ensure they work

	Exit Requirements
	· No known errors should be present




Conclusion
Overall, this project was a success, it met the expectations of the group and the overall consensus is that if the project was fully implemented and developed past it’s prototype that it could be a great tool used in disaster scenarios. Throughout this module the author has become well acquainted to the ideas and concepts of Project Management and has successfully created a project with a group and researched various areas of Project Management in general.
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ProjectIndex – Home Page
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ProjectCheckLogin
Successful login
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Unsuccessful login
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ProjectLogOut
No visuals, it just happens and redirects to the home page.

ProjectEnterData
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ProjectSaveData
No screenshots necessary, redirects user back to the enter data page after saving their details

ProjectEnterPostcodeSearch
When user is not logged in
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When user is logged in
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